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Foreword

Thereareexcellenttechnicaltreatisen cryptographyalongwith a numberof popularbooks.
In this book| amtrying to nd a middle ground,a “gentle” introductionto selectedopicsin
cryptographywithout avoiding the mathematicsThe materialis aimedat undegraduatecom-
putersciencestudentsbut | hopeit will beaccessiblandof interestto mary others.Theidea
is to cover a limited numberof topicscarefully, with clearexplanationssamplecalculations,
andillustrative Javaimplementations.

The emphasiss on the underlyingsystemsandtheir theory ratherthanon detailsof the
useof systemsalreadyimplemented. For example, the notespresentmaterialon the RSA
cryptosystemits theoryanda Javaimplementationbut thereis no discussiorof acommercial
implementatiorsuchasPGP(“Pretty GoodPrivag”).

The Java classlibrariesnow give considerablesupportfor commercialcryptographyand
therearewholebooksjust on this subject but this bookdoesnt cover this topic.

Thereadershouldnot actively dislike mathematicsalthoughthe amountanddif culty of
the mathematicsequirementwvary. One of my goalsis to cover the necessarynathematics
without hiding details,but alsowithout requiringmaterialfrom anundegraduatanathematics
degree.Also a numberof subjectsaandresultsdo notincludefull mathematicaproofs.

Thenotescontain“maxims” or “laws” designedo emphasizémportantpoints,sometimes
in anamusingwvay — hencethetitle of the overall work.

| refer interestedreadersto the Handbookof Applied Cryptography, by Menezes,van
Oorschot,andVVanstong CRC Press,1997). Thatwork givesa comprehensie surwey of the
whole eld, leaving mary detailsto technicalarticlesthatthe handbookrefersto, andpresent-
ing “techniquesandalgorithmsof greatestnterestto the currentpractitioner”. In contrastmy
work is moreidiosyncratic,occasionallypresentingpdd or obscurematerial,andnot trying to
becomprehensie.

The Java programsthat accompan this book are demonstrationmplementationgo help
readersaandstudentsinderstandhe conceptsl have keptthe codesimpleto furtherthis goal,
ratherthan strive for codethat could be includedinto commercialor opensourceprojects,
whichwould requirefar longerandmorecomplex code(andbe muchharderfor meto write).
The compleities thenwould getin the way of understandingReaderseedsomefamiliarity
with programmingandwith Java to understandheseprogramsbut mostof the expositionis
independentf Java.

The book also containsvarioustablesof valuesalongwith sampleor “toy” calculations.
In every casel' ve foundit easierandquicker to write Java programgo generatehis material
ratherthanto do the calculationsby hand. In mary caseshe Java programsdirectly output
HTML sourceto displaya table. Tablesin this book uselLatex source,but | do notinclude
Java codethatoutputsLatex, sinceHTML is far moreaccessibleThuswhenl say:“The Java
programon pagexxx createsTable X.Y,” this meansthat the Java programcreatesa nearly
identicalHTML table.

TheJavaprogramsn thebookareavailableonlinein machine-readablerm ontheauthors
webpage:



Xii

The Laws of Cryptograph y

http://www.cs.utsa.edu "'wa gner/la wsbook/

This book was partly inspired by two undegraduatecoursesin cryptographytaughtat the
University of Texasat SanAntonio during the Spring2002and Spring2003semestersThe
web pagefor the coursehasmary links andotherinformation:

http://www.cs.utsa.edu "wa gner/CS 4953/in dex.htm |

A one-semestamdepgraduatecoursein cryptographymight coverthefollowing material:

0

O 0o oo d

Part I. IntroductoryMaterial on Functionsand Algorithms referringbackto it as
needed.

Part Il. Codingand InformationTheory without the Huffman or Hammingcodes,
andwith emphasi®on Verhoef's detectiormethod.

Partlll. Introductionto Cryptography; coveredquickly.
Part V. Public Key Cryptagraphy, the rst four chapters.
PartV. RandomNumberGeneation, the rst two chapters.
PartVI. TheAdvancedEncryptionStandad (AES) all.
Plusselectedemainingtopicsasdesired.

Theauthorwouldlik e to thankhis motherfor giving birth to him, but cant think of anyone
elseto thankatthistime.

SanAntonio, Texas
June,2003



Intr oduction

Mankind hasusedthe scienceof cryptographyor “secretmessagesfor thousand®f yearsto
transmitandstoreinformationneedingsecreg. Until recentlythemilitary expendednostof the
effort andmoney involved. However, startingin 1976with theintroductionin theopenliterature
of public key cryptographyby Dif e andHellman,the non-military andacademigursuitof
cryptographyhasexploded. The computerrevolution hasgiven peoplethe meansto usefar
more complicatedcryptographiccodes,and the samerevolution hasmadesuchwidespread
and complex codesnecessary At the startof a newv millennium, even non-technicapeople
understandheimportanceof techniquego securanformationtransmissiorandstorage.

Cryptographyprovides four main typesof servicesrelatedto datathat is transmittedor
stored:

[0 Con dentiality: keepthedatasecet

O Integrity: keepthedataunaltered

0 Authentication: becertainwhele thedatacamefrom

0 Non-repudiation: sosomeon&annotdenysendinghe data

Consider rst con dentiality. This is just a big word meaning‘secreg” — keepingthe
datasecret.For thisoneusesencryption a proces®f takingreadableandmeaningfuldata,and
scramblingor transformingt sothatsomeoneavho happendo interceptthedatacanno longer
understandt. As partof theprocesstherehasto beaway for authorizedpartiesto unscramble
or decrypttheencryptediata.

Integrity meanskeepingthe datain unalteredform, while authenticationrmeansto know
wherethe datacamefrom andwho sentit. Neitherof theseserviceshasanything to do with
secrey, thoughone might also want secreg. Consider for example,the transferof funds
involving U.S.FederaResere Banks(andotherbanks).While secreg mightbedesirableijt is
of smallimportancecomparedvith beingsurewhois askingfor thetransfer(theauthentication)
and being surethat the transferis not altered(the integrity). One importanttool that helps
implementtheseservicess thedigital signatue. A digital signaturénasmuchin commonwith
an ordinary signature exceptthatit works better: whenproperlyusedit is dif cult to forge,
andit behaesasif thesignatureverescravled overtheentiredocumentsothatary alteration
to thedocumentvould alterthe signature In contrastprdinarysignaturesarenotoriouslyeasy
to forgeandareaf x edto justonesmallportionof adocument.

The nal servicenon-repudiation preventssomeondrom claimingthatthey hadnot sent
adocumenthatwasauthenticate@dscomingfrom them.For examplethe persommight claim
thattheir privatekey hadbeenstolen.This serviceis importantbut dif cult to implement,and
is discussedn variousof thebooksreferredto in thereferences.

Re nementsandextensionf thesebasicservicedall into a category | call cryptographic
trickery. clever capabilitiesthat might initially seemimpossible,suchas public keys, zero
knowledgeproofs,andthresholdschemesl includeexamplesof this materialto enticereaders
into thefascinatingeld of cryptography
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Taken all togethey cryptographyandits usesandimplementationave becomeessential
for mankindstechnicalcivilization. Thefuture promiseis for the smoothfunctioningof these
andotherservicedo allow individuals,businessesandgovernmentgo interactwithoutfearin
the new digital andonlineworld.
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The Laws of Cryptograph vy
Cryptographer s' Favorites

1.1 Exclusive-Or.

The function known as exclusive-or is alsorepresentec@sxor or a plus signin a circle,
The expression meansither or butnotboth Ordinaryinclusive-orin mathematics
meanseither one or the otheror both The exclusive-or function is availablein C / C++/
Javafor bit stringsasa hatcharacter:” . (Be careful: the hatcharacteis oftenusedto mean
exponentiationput Java, C, and C++ have no exponentiatioroperator The hatcharacterlso
sometimeslesignatea controlcharacte) In Java = alsoworksasexclusive-orfor boolean

type.

Law XOR-1:
The cryptographer' s favorite function is Exclusive-Or .

Exclusive-or comesup continuallyin cryptography This function playsan essentiafole
in the one-timepad (Chapterl0), streamciphers(Chapter??),andthe AdvancedEncryption
StandardPart V1), alongwith mary otherplaces.

Recallthattheboolearconstantrue isoftenwrittenasal andfalse asa0. Exclusive-or
isthesameasadditionmod2, whichmeansrdinaryaddition followedby takingtheremainder
ondivisionby .

For singlebits and , Table 1.1 givesthede nition of their exclusive-or.

The exclusive-orfunction hasmary interestingpropertiesjncluding the following, which
hold for ary bit valuesor bit strings , , and :

Exclusive-Or

Table 1.1 De nition of Exclusive-Or.
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C.

mi HE} I CAD g m;

(insecure line)

\i

RNG RNG
A A
seed
seed
(secure line)
Figure 1.1 Cryptosystem Using XOR.
, Where is bit complement.
(commutatvity)
(associatiity)
if , then and

Beginning programmersearnhow to exchangethe valuesin two variablesa andb, using
athird temporaryariabletemp andtheassignmenbperator=:

temp = a;
a = b;
b = temp;

The sameresultcanbe accomplishedisingxor without an extra temporarylocation, re-
gardinga andb asbit strings. (A Javaprogramthatdemonstratemterchangeisingexclusive-
oris onpagel6l).

a = a xor b;
b = a xor b;
a=axor b

For anexampleof exclusive-orusedin cryptographyconsidertakingthe xor of a pseudo-
randombit stream with a messagéit stream  to give anencryptedbit stream , where
. To decrypt,xor the samepseudo-randorbit stream with togive  back:

. Figurel.1lillustratesthis process.
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Law XOR-2:
Cryptographer s love exclusive-or because it immediatel y

gives a cryptosystem.

1.2 Logarithms.

By de nition, meanghesameas . Onesays:“ isthelogarithmof tobase
, or“ isthelogbase of . Statedanotherway, (alsoknown as ) is the exponent
youraise toin ordertoget . Thus . In moremathematicaterms,thelogarithm

is theinversefunctionof the exponential.

Law LOG-1:
The cryptographer' s favorite logarithm is log base 2.

Oneusedogsbase in cryptographyaswell asin mostof computersciencepecausef
theemphasi®n binarynumbersn theseelds.

So meanghe sameas , andalogarithmbase of istheexponentyou
raise toin orderto get . In symbols:if , then . In particular
meanghe sameas . Noticethat for all , andinversely

is notde ned for
Herearesereral otherformulasinvolving logarithms:

for all
for all
for all
for all
(Oops!No simpleformulafor this.)

Table 1.2 givesafew examplesof logsbase .

Somecalculatorsaswell aslanguagesik e Java, do not directly supportiogsbase . Jasa
doesnot even supportlogs base , but only logs base , the “natural” log. However, a log
base isjusta x edconstantimesa naturallog, sothey areeasyto calculatef you know the
“magic” constantTheformulasare:

, (mathematics)
Math.log(x)/Math.log(2.0); (Java).

The magic constantis: , or
. (Similarly, , and
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Logarithms base2

o

0 | unde®ned

Table 1.2 Logarithms base 2.
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A Javaprogramthatdemonstratetheseformulasis foundon pagel62.
Hereis a proof of theabove formula:

, or (thentake of eachside)
(thenusepropertiesof logarithms)
(thensolvefory)
(thensubstitute fory)

Law LOG-2:
The log base 2 of an integ er x tells how many bits it takes
to represent X in binary.

Thus , Soit takes  bitsto represent in binary (In fact,
.) Exactpowersof areaspecialcase: , but it
takes bitsto represent in binary, as .
Similarly, givesthenumberof decimaldigits neededo represent .
1.3 Groups.

A groupis asetof groupelementsvith a binary opemation for combiningary two elementdo
getauniquethird element.If onedenoteghe groupoperationby , thenthe above saysthat
for ary groupelements and , is de ned andis alsoa groupelement.Groupsarealso
associative meaningthat , for ary groupelements , , and . There
hasto be anidentityelement satisfying for any groupelement . Finally,
ary element musthave aninverse satisfying .

If for all groupelements and , thegroupis commutative Otherwiseit is
non-commutativeNoticethatevenin anon-commutatie group, mightsometimes
betrue— for exampleif or istheidentity.

A groupwith only nitely mary elementss called nite ; otherwiseit is in nite.

Examples:

1. Theintegers (all whole numbers,ncluding andnegative numbers)Yorm a groupus-
ing ordinaryaddition. Theidentityis andtheinverseof is . Thisis anin nite
commutatve group.

2. Thepositiverationals(all positive fractions,includingall positive integers)form agroup
if ordinarymultiplicationis theoperation.Theidentityis andtheinverseof is
. Thisis anotherin nite commutatve group.

3. Theintegers modn form a groupfor ary integer . This groupis often denoted
. Heretheelementsaare , , , andthe operationis additionfollowed by
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(+[O0[1[2[3[4[5[6[7[8]9]
0]]0]/1]2|3]4]5]6]7]8]09
1)1]2|3|4|5|6|7|8(9]0
2] 2(3[4(5/6(7|8|9]0]1
3|3|4(5/6|7|8]9|0|1]2
44(5(6(7(8]9]0|1]2]|3
5]5|6|7|/8|/9(0|1]2|3|4
6]6/7/8|/9|0|1|2|3 4|5
7]7/8|9|0|1]2|3|4]5]6
8]8/9|0|1|2|3|4|5(6]7
9] 9|0|1|2|3|4|5|6|7 8

Table 1.3 Addition in the integers mod 10,

remainderondivisionby . Theidentityis andtheinverseof is (exceptfor
whichis its own inverse).Thisis a nite commutatve group.

4. For an exampleof a non-commutatie group, consider2-by-2 non-singulammatricesof
realnumbergor rationals)wherethe operationis matrix multiplication:

Here , , ,and arerealnumberdor rationals)and mustbe non-zero(non-
singularmatrices).The operations matrix multiplication. The above matrix hasinverse

andtheidentityis

Thisis anin nite non-commutatie group.

5. Thechapteron decimalnumbergivesaninterestingandusefulexampleof a nite non
commutatve group:thedihedral groupwith tenelements.

Law GROUP-1:
The cryptographer' s favorite group is the integ ers mod n,

Zn.
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In the special caseof , the operationof addition in can be de ned by
mod , thatis, divide by 10 andtake the remainder Table 1.3shaevs how onecan
alsouseanadditiontableto de ne theintegersmodulo10:

1.4 Fields.

A eld is anobjectwith a lot of structure,which this sectionwill only outline. A eld has
two operationsgcall them and (thoughthey will not necessarilyoe ordinaryadditionand
multiplication). Using , all the elementof the eld form a commutatve group. Denotethe
identity of thisgroupby anddenotetheinverseof by . Using , all theelementsf the
eld except mustform anothercommutatve groupwith identity denoted andinverseof
denotedoy . (Theelement hasnoinverseunder .) Thereis alsothedistributiveidentity,
linking and : , for all eld elements, ,and . Finally,
onehasto excludedivisors of ze, thatis, non-zeroelementsvhoseproductis zero. Thisis
equivalentto thefollowing cancellationproperty:if is notzeroand , then

Examples:

1. Considettherationalnumbes (fractions)Q, or therealnumbesR, or thecomplexnum-
bers C, usingordinaryadditionandmultiplication (extendedn the lastcaseto the com-
plex numbers) Theseareall in nite elds.

2. Considerthe integers mod p, denoted , wherep is a prime number( , , , ,
. » - » ., ). Reardthisasagroupusing (ordinaryadditionfollowedby
remaindeondivisionby ). Theelementwith left outformagroupunder (ordinary
multiplication followed by remainderon division by ). Heretheidentity is clearly
but the inverseof a non-zeroelement is not obvious. In Java, the inversemustbe an
element satisfying . It is alwayspossibleto nd theuniqueelement

, usingan algorithmfrom numbertheoryknown asthe extendedEuclideanalgorithm
Thisis thetopicin thenext chapterbutin brief: because is primeand is non-zerothe
greatestommondivisorof and is . Thenthe extendedEuclideanalgorithmgives

ordinaryintegers and satisfying , or , andthis
saysthatif you divide by , yougetremainder , sothis istheinverseof . (As
aninteger, mightbenegative,andin this caseonemustadd to it to getanelemenif
)
Law FIELD-1:

The cryptographer' s favorite eld is the integers mod p,
denoted Zp, where p is a prime number.

Theabove eld is theonly onewith elements.In otherwords,the eld is uniqueup to
renamingts elementsmeaningthatonecanalwaysusea differentsetof symbolsto represent
theelementof the eld, butit will still beessentialljthesame.
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Thereis alsoaunique nite eld with  elementdor ary integer , denoted

Particularlyusefulin cryptographyis the specialcasewith , thatis, with  elementdor

. Thecase is used for example,in thenewv U.S.AdvancedEncryptionStandard
(AES).It ismoredif cult to describghanthe eld . Thechaptemboutmultiplicationfor the
AESwill describethis eld in moredetail, but herearesomeof its propertiesn brief for now:
It has  elementsrepresentedsall possiblestringsof bits. Additionin the eld isjustthe
sameasbitwise exclusive-or (or bitwise additionmod ). Thezeroelements , and
theidentity elementis . Sofar, sogood,but multiplicationis moreproblematic:one
hasto regardanelementasa degree polynomialwith coefcients in the eld (usta or
a ) andusea specialversionof multiplication of thesepolynomials.The detailswill comein
thelaterchapteronthe AES.

Law FIELD-2:
The cryptographer' s other favorite eld is GF(2").

1.5 Fermat's Theorem.

In cryptographyoneoftenwantsto raisea numberto a power, moduloanothemumber For the
integersmod where is aprime(denoted ), thereis aresultknow asFermats Theorem,
discoveredby the 17thcenturyFrenchmathematiciaPierrede Fermat,1601-1665.

Theorem (Fermat): If isaprimeand isary non-zeronumberessthan , then

mod

Law FERMAT-1:
The cryptographer' s favorite theorem is Fermat's Theorem.

Table 1.4 illustratesFermats Theoremfor . Noticebelow thatthevalueis always
by thetimethepowergetsto , but sometimeghevaluegetsto earlier Theinitial runup
tothe valueis shovnin bolditalic in thetable. Thelengthsof theserunsarealwaysnumbers
thatdivide evenlyinto | thatis, , , , ,or . Avalueof for whichthewholerow is
bolditalic is calledagenestor. In thiscase , , ,and aregenerators.
Because toapowermod alwaysstartsrepeatingafterthe powerreaches , onecan
reducethe powver mod andstill getthe sameanswer Thusno matterhow big the power
might be,

mod

mod mod
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elal [ [ [ L[ [ ]

13| 2| 2| 4| 8| 3| 6(12|11| 9| 5| 104 7| 1

13| 3| 3] 9| 1| 3| 9| 1] 3| 9 1] 3| 9| 1

13| 4\ 4| 3|12| 9|10| 1| 4| 3|12| 9| 10| 1

13| 5| 5/12| 8| 1| 5|12 8| 1| 5| 12| 8| 1

13| 6| 6/10| 8| 9| 2(12| 7| 3| 5| 4|11 1

13| 7| 7|10| 5| 9|11|12| 6| 3| 8| 4| 2| 1

13| 8| 8/12| 5| 1| 8{12| 5 1| 8| 12| 5| 1

13 9| 9] 3| 1] 9| 3| 1| 9 3| 1] 9 3| 1

13|10(|10| 9|12| 3| 4| 1|10 9|12| 3| 4| 1

1311|111} 4| 5| 3| 7|12 2| 9| 8| 10| 6| 1

13|12\ 12| 1|12| 1|12| 1|12| 1{12| 1| 12| 1

Table 1.4 Fermat's Theorem for

Thusmodulo in the expressiorrequiresmodulo in the exponent.(Naively, onemight
expectto reducethe exponentmod |, but this is not correct.) So, for example,if as

above,then

mod

mod mod mod

The Swissmathematicia.eonhardeuler(1707-1783discovereda generalizatiorof Fer
mat's Theoremwhichwill laterbe usefulin thediscussiorof the RSA cryptosystem.

Theorem (Euler): If is ary positive integerand is ary positive integer less
than with nodivisorsin commonwith , then

mod
where is the Euler phi function
and , : areall the prime numbersthat divide evenly into , including
itself in caset is aprime.
If isaprime,thenusingtheformula, — , SOEuler's

resultis a specialcaseof Fermats. Anotherspecialcaseneededor the RSA cryptosystem
comeswvhenthe modulusis a productof two primes: . Then
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ni a
15| 2\ 2| 4| 8| 1| 2| 4| 8| 1| 2| 4| 8| 1| 2| 4
15| 3|| 3| 9/12| 6| 3| 9|12| 6| 3| 9/ 12| 6| 3| 9
15| 4\ 4| 1| 4| 1| 4| 1| 4| 1| 4 1| 4| 1| 4| 1
15| 5|| 5(/10| 5|10 5|10| 5/10| 5| 10| 5| 10| 5| 10
15| 6|| 6| 6| 6| 6| 6| 6| 6| 6/ 6/ 6| 6| 6| 6| 6
15| 7| 7| 4|13 1| 7| 4({13| 1| 7| 4| 13| 1| 7| 4
15| 8|| 8| 4| 2| 1| 8| 4| 2| 1| 8| 4| 2| 1| 8| 4
15| 9| 9| 6] 9| 6| 9| 6| 9| 6| 9| 6| 9| 6| 9| 6
15/10(|10(10{10{10|10|{10|10|10|10| 10| 10| 10| 10| 10
15{11\(11| 1{22} 1}12| 1|12} 2|11, 21{ 12} 1| 11| 1
15(12\|12| 9| 3| 6/12| 9| 3| 6|12 9| 3| 6|12 9
15(13|(13| 4| 7| 1|13| 4| 7| 1|13| 4| 7| 1| 13| 4
15(14\(14| 1{14| 1|14| 1|14| 1|14 1| 14| 1| 14| 1
Table 1.5 Euler's theorem for and
. Table 1.5 illustratesEuler's theoremfor , With

. Noticeherethata isreached
whenthepowergetsto (actuallyin this simplecasewhenthepowergetsto or ), butonly
for numberswith nodivisorsin commonwith . For otherbasenumbersthevaluenever gets
to .

Thetablesabore weregeneratedby the Java programon pagel63.
In a way similar to Fermats Theorem, arithmeticin the exponentis taken mod , SO
that,assuming hasnodivisorsin commonwith

mod

mod mod
If asabove, then , andif neither nor dividesevenlyinto , then
. Thusfor example,
mod mod  mod mod

Theproofin Chapterl4 thatthe RSA cryptosystenworksdepend®n theabove fact.

Exercises

1. Forary bit string , whatis equalto?
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2. Provein two waysthatthe threeequationaisingexclusive-orto interchangewo values
work. Oneway shouldusejust the de nition of xor in the table, andthe otherway
shouldusethe propertiesof xor listedabove. (On computerhardwarethathasanxor
instructioncombinedwith assignmenthe above solutionmay executejust asfastasthe
previousoneandwill avoid theextravariable.)

3. Usethenotation tomean‘inclusive-or”, tomean‘and”,and tomean‘not”. With
this notation,shaw, usingeithertruth tablesor algebraicallythat

,and

4. Shav how to useexclusive-orto comparehedifferencedetweertwo bit strings.

5. Givenabit string , shav how to useanothermaskbit string  of the samelengthto
reversea x edbit position , thatis,change to and to , butjustin position .

6. How mary bits areneededo represena numberthatis 100 decimaldigits long? How
mary decimaldigits areneededo represena numberthatis 1000bits long?How mary
decimaldigits areneededo represena numberthatis 100decimaldigits long?

7. Write a Java functionto returnthelog base of , where and . Testyour
function.

8. In the exampleof 2-by-2 matrices verify thatthe productof a non-zeroelementandits
inversein theidentity.
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The Laws of Cryptograph y
Cryptographer s' Favorite Algorithms

2.1 The Extended Euclidean Algorithm.

The previoussectionintroducedthe eld known astheintegers modp, denoted or

Most of the eld operationsare straightforward, sincethey are just the ordlnaryarlthmetlc
operationdollowed by remainderon division by . However the multiplicative inverseis not
intuitiveandrequiressometheoryto compute.lf is anon-zercelemenbf the eld, then
canbe computecdef ciently usingwhatis known asthe extendedeuclideanalgorithm, which
givesthe greatestcommondivisor (gcd) alongwith otherintegersthatallow oneto calculate
theinverse.lt is thetopic of theremaindeof this section.

Law GCD-1:

The cryptographer' s r st and oldest favorite algorithm is
the extended Euclidean algorithm , whic h computes the greatest
common divisor of two positive integers a and b and also sup-
plies integ ers x and y such that xxa + yxb = gcd(a, b).

The Basic Euclidean Algorithm to give the gcd: Considerthe calculationof the greatest
commondivisor (gcd) of and . Onecouldfactorthe numbersas:
and , to seeimmediatelythatthegcdis . Theproblemwith this
methodis thatthereis no ef cient algorithmto factorintegers.In fact,the securityof the RSA
cryptosystenrelieson the dif culty of factoring,andwe needan extendedgcd algorithmto
implementRSA. It turnsoutthatthereis anothebetteralgorithmfor thegcd— developed2500
yearsagoby Euclid (or mathematicianbeforehim), called(surpriseXhe Euclideanalgorithm.
Thealgorithmis simple: just repeatedlydivide the larger oneby the smaller andwrite an
equationof the form “larger = smaller* quotient+ remainder”. Thenrepeatusingthe two
numbers'smaller” and“remainder”.Whenyougeta remainderthenyouhavethegcdof the
originaltwo numbersHereis the sequencef calculationdor the sameexampleasbefore:

(Step0)
(Stepl)
(Step2)
(Step3,s0GCD=121)
(Step4)
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The proof thatthis works is simple: a commondivisor of the rst two numbersmustalso
beacommondivisor of all threenumbersall theway down. (Any numberis adivisorof , sort
of onanhonorarybasis.)Onealsohasto arguethatthe algorithmwill terminateandnotgo on
forever, but thisis clearsincetheremaindersnustbe smallerat eachstage.

Hereis Java codefor two versionsof the GCD algorithm: oneiteratve andonerecursve.
(Thereis alsoamorecomplicatedinary versionthatis ef cient anddoesnotrequiredivision.)

Java function: gcd (two versions)
public  static long gcdl(long x, long y) {

if (y == 0) return x;
return  gcd1(y, x%y);

}

public  static long gcd2(long x, long y) {
while (y !'= 0) {
long r = x %vy;
X=Yy,y=r
}

return X;

}

A completeJara programusingthe above two functionsis on pagel65.

The Extended GCD Algorithm: Giventhetwo positveintegers  and , theextended
Euclidearalgorithm nds uniqueintegers and sothat
In this case, .

For this example,to calculatethemagic and , justwork backwardsthroughthe original
equationsfrom step3 backto step0 (seeabove). Below areequationswhereeachshavs two
numbers and from astepof the original algorithm,andcorrespondingntegers and (in

bold), suchthat . Betweeneachpair of equationds an equationin
italics thatleadsto the next equation.
1105 + (-2) * 42 = 21 (from Step 3 above)
(-2)*357  + (-2)(-3)*105 = (-2)*42 = (-1)*105 + 21 (Step 2 times -2)
(-2) *357 + 7*105 = 21 (Combine and simplify previous  equation)
7 *462 + (7)(-1)* 357 = 7*105 = 2*357 + 21 (Step 1 times 7)
7*462 + (-9) *357 = 21 (Combine and simplify previous  equation)
(-9)*819  + (-9)(-1)*462 = (-9)*357 = (-7)*462 + 21 (Step 0 * (-9))
(-9) *819 + 16*462 = 21 (Simplify -- the final answer)

It's possibleto codethe extendedgcd algorithmfollowing the modelabove, rst usinga
loop to calculatethe gcd, while saving the quotientsat eachstage,andthen using a second
loop asabove to work backthroughthe equationssolvingfor the gcdin termsof the original
two numbers.However, thereis a muchshorter tricky versionof the extendedgcd algorithm,
adaptedrom D. Knuth.

Java function: GCD (extended gcd)
public  static long] GCD(long x, long vy) {
longl u={, 0 x}, v=1{0, 1, y}, t = new long[3];
while  (v[2] = 0) {
long q = u[2)/v[2];
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for (nt i =0; i <3; i++) {

} ] =wull - vil}; ol =V, V[l = ti;
}
return u;

}

A completeJava programusingthe above functionis on pagel66.

Theabove coderatherhideswhatis goingon, sowith additionalcommentsandchecksthe
codeis rewritten below. Notethatat every stageof the algorithmbelow, if w standdor ary of
thethreevectorsu, v ort , thenonehasx*w[0] + y*w[1] w[2] . Thefunctioncheck
veri es thatthis conditionis met,checkingin eachcasethe vectorthathasjust beenchanged.
Sinceattheend,u[2] isthegcd,u[0] andu[l] mustbethedesiredntegers.

Java function: GCD (debug version)

public  static long] GCD(long x, long vy) {
long] u = new long[3];
long] v = new long[3];
long] t = new long[3];
/I at all stages, if wis any of the 3 vectors wu, v or t, then
I x*w[0] + y*w[l] = w[2] (this is verified by "check" below)
/I vector initializations: u=4{, 0 uy v={0, 1, vk
u0] =1; u[l] =0; ul2l =x Vv[0] =0; Vv[1] =1; v[2] =y;
while  (v[2] = 0) {
long g = u[2)/iv[2];
/I vector equation: t = u - viq
0] = wu[0] - v[0a; 1] = wu[l] - Vv[iJ*q; t2] = ul2] - Vv[2]*q;
check(x, vy, 1t);
/I vector equation: u=v;
uE] = v[o; u[l] = v[1]; u[2] = v[2]; check(x, 'y, u);
/I vector equation: vV =t
vi0] = t0]; v[l] =t1]; v[2] = t[2]; check(, vy, V)
}
return  u;
}
public  static void check(long x, long vy, longl] w) {
if  (x*w[0] + y*'w[l] = w[2])
System.exit(1);
}
Hereis theresultof arunwith thedatashovn above:
q u[0] u[1] u[2] v[0] V[1] v[2]}
1 0 1 462 1 -1 357
1 1 -1 357 -1 2 105
3 -1 2 105 4 -7 42
2 4 -7 42 -9 16 21
2 -9 16 21 22 -39 0
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gcd(819, 462) = 21
(-9)*819  + (16)*462 = 21

Hereis arun startingwith and :
q u[o] u[1] u[2] v[0] v[1] v[2]}
1 0 1 24140 1 -1 16762
1 1 -1 16762 -1 2 7378
2 -1 2 7378 3 5 2006
3 3 5 2006 -10 17 1360
1 -10 17 1360 13 22 646
2 13 22 646 -36 61 68
9 -36 61 68 337 571 34
2 337 571 34  -710 1203 0

gcd(40902,  24140) = 34
(337)*40902  + (-571)*24140 = 34

A completeJava programwith the above functions,alongwith otherexamplerunsappear®n
pagel6?.

2.2 Fast Integer Exponentiation (Raise to a Power).

A numberof cryptosystemsequirearithmeticon largeintegers.For example,the RSA public
key cryptosystenusesntegersthatareatleast bitslong. An essentiapartof mary of the
algorithmsinvolvedis to raiseanintegerto anotherinteger power, moduloan integer (taking
theremaindeon division).

Law EXP-1:

Many cryptosystems in modern cryptograph y depend on
a fast algorithm to perform integ er exponentiation.

It comesasa surpriseto somepeoplethatin a reasonabl@mountof time onecanraisea
bit integerto a similar-sizedpower moduloanintegerof the samesize. (This calculation
canbedoneonamodernworkstationin afractionof asecond.)n fact,if onewantsto calculate

(a -bit exponent)thereis noneedio multiply by itself times,but oneonly needs
to square andkeepsquaringtheresult times. Similarly,  squaringsyields (a
-bit exponent),andan exponentwith bits requiresonly thatmary squaringsf it is an

exactpowerof . Intermediatgpoverscomefrom saving intermediateresultsandmultiplying
themin. RSAwould beuselessf therewereno ef cient exponentiatioralgorithm.

Therearetwo distinct fastalgorithmsfor raisinga numberto an integer power. Hereis
pseudo-cod#or raisinganinteger to poweraninteger

Java function: exp (first version)
int exp(int x, int Y[, int k) {

1 Y = Y[k Y[k-1] .. Y[1] Y][O] (in  binary)
int 'y 0, z =1,
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for (nt i =k i >=0; i) {
y = 2%,
zZ = 7*z;
it (Y[l ==1) {
y++,
Z = Z*X;
}
}

return Z,

}

Thevariable is only presentto give a loop invariant, sinceat the beginning and end of
eachloop, aswell asjustbeforetheif statementtheinvariant holds,andaftertheloop
terminates is alsotrue, so at the end, . To nd mod oneshouldadda
remaindeondivisionby tothetwo linesthatcalculate .

Hereis theotherexponentiatioralgorithm. It is very similar to the previousalgorithm,but
differsin processinghe binary bits of the exponentin the oppositeorder It alsocreateshose
bits asit goeswhile theotherassumeshey aregiven.

Java function: exp (second version)
int  exp(int X, int Y) {

int x =X, y=Y, z =1

while  (y > 0) {

while  (y%2 == 0) {

X = X*X;
y = yi2;
}
zZ = Z*X;
y=y-1
}
return  z;

}

Theloop invariantat eachstageandafterthe eachiterationof theinnerwhile statements:

Hereis amathematicaproofthatthe secondalgorithmactuallycalculates . Justbefore
thewhile loop starts,since : , and , It is obviousthattheloop invariantis
true. (In theseequationsthe is amathematicaéqualshotanassignment.)

Now supposéhatat the startof oneof theiterationsof thewhile loop, theinvariantholds.
Use , ,and forthenew valuesof , ,and afterexecutingthe statementinsideone
iterationof theinnerwhile statementNoticethatthisassumethat is even. Thenthefollowing
aretrue:

(exactintegerbecause is even)



2. Cryptographer' s Favorite Algorithms 19

This meansthat the loop invariant holds at the end of eachiteration of the inner while
statemenfor the new valuesof , , and . Similarly, usethe sameprime notationfor the
variablesatthe endof thewhile loop.

Soonceagaintheloop invariantholds. After theloop terminatesthevariable mustbe

sothattheloop invariantequationsays:

For acompleteproof, onemustalsocarefullyamuethattheloop will alwaysterminate.
A testof thetwo exponentiatiorfunctionsimplementedn Java appear®n pagel69.

2.3 Checking For Probable Primes.

For 2500yearsmathematicianstudiedprimenumbergustbecauséhey wereinterestingwith-

outary ideathey would have practicalapplications Wheredo prime numberscomeup in the
realworld? Well, theres alwaysthe 7-Up soft drink, andtherearesometimes prime number
of ball bearingsarrangedn acircle,to cutdown onperiodicwear Now nally , in cryptography
prime numbershave comeinto their own.

Law PRIME-1:
A source of large random prime integers is an essential
part of many current cryptosystems.

Usually large randomprimesare created(or found) by startingwith a randominteger
andcheckingeachsuccessie integerafterthatpointto seeif it is prime. The presensituation
is interesting:therearereasonablalgorithmsto checkthata large integeris prime, but these
algorithmsare not very efcient (althougha recentlydiscoveredalgorithmis guaranteedo
produceananswetin runningtime no worsethatthe numberof bits to the twelth power). On
theotherhand,it is very quickto checkthatanintegeris “probably” prime. To amathematician,
it is notsatishctoryto know thatanintegeris only probablyprime,butif thechance®f making
a mistale aboutthe numberbeinga prime arereducedo a quantitycloseenoughto zero,the
userscanjustdiscountthechance®f sucha mistale.

Teststo checkif a numberis probablyprime are called pseudo-primdests Many such
testsareavailable,but mostusemathematicabverkill. Anyway, onestartswith a propertyof
aprimenumber suchasFermats Theoremmentionedn the previouschapter:if isaprime
and is ary non-zeronumberlessthan , then mod . If onecan nd anumber
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for which Fermats Theoremdoesnot hold, thenthenumber in thetheoremis de nitely not
a prime If thetheoremholds,then is calleda pseudo-primevith respecto , andit might
actuallybeaprime.

Sothe simplestpossiblepseudo-primeestwould just take a smallvalueof , say or |,
andcheckif Fermats Theoremis true.

Simple Pseudo-primeTest: If averylargerandominteger (100 decimaldigits
or more)is notdivisible by a smallprime,andif mod , thenthenumber
is prime exceptfor a vanishinglysmall probability, which onecanignore.

Onecould just repeatthe testfor otherintegersbesides asthe base,but unfortunately
therearenon-primegcalledCarmichaelnumbes) thatsatisfyFermats theoremfor all values
of eventhoughthey arenot prime. The smallestsuchnumberis , but
thesenumbersbecomevery rarein the larger range,suchas 1024-bitnumbers. Cormanet
al. estimatethat the chancesf a mistale with just the above simpletestarelessthan ,
althoughin practicecommerciakryptosystemsisebettertestsfor which thereis a proof of the
low probability. Suchbettertestsarenot really neededsinceevenif the almostinconcevable
happene@nda mistale weremade thecryptosystenwouldn't work, andonecouldjustchoose
anothempseudo-prime.

Law PRIME-2:
Just one simple pseudo-prime test is enough to test that a
very large random integ er is probably prime .

Exercises

1. Provethatthelong (dekug) versionof the ExtendedSCD Algorithm works.

(a) Firstshav thatu[2] is the gcd by throwing out all referencego arrayindexes0
and1l, leavingjustu[2] ,v[2] ,andt[2] . Show thatthisstill terminatesandjust
calculateghesimplegcd, without referenceo the otherarrayindexes. (This shovs
thatatthe endof the complicatedalgorithm,u[2] actuallyis thegcd.)

(b) Next shav mathematicallyhatthethreespecialequationsretrueatthestartof the
algorithm,andthateachstageof thealgorithmleavesthemtrue. (Onesaysthatthey
areleft invariant)

(c) Finally deducehatalgorithmis correct.
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The Laws of Cryptograph y
Coding and Information Theory

3.1 Shannon's Information Theory and Entropy.

Theterminformationtheoryrefersto aremarkableeld of studydevelopedby ClaudeShannon
in 1948.Shannorswork waslik e Einsteinsgravitationtheory in thathecreatedhewhole eld
all atonce,answeringhe mostimportantquestionsat the beginning. Shannorwasconcerned
with “messages’andtheir transmissiongven in the presenceof “noise”. For Shannonthe
word “information” did not meananything closeto the ordinaryEnglishusage Intuitively, the
informationin a messagés the amountof “surprise”in the messageNo surprisemeanszero
information. (Hey, that'ssomevhatintuitive. However, it is notintuitivethatarandommessage
hasthe mostinformationin this sense.)

Shannonde ned a mathematicafjuantity called entropy which measureshe amountof
informationin a messageif the messages one of a collectionof possiblemessagesgach
with its own probability of occurrence.This entropy is the averagenumberof bits neededo
representachpossiblemessageusing the bestpossibleencoding. If thereare messages

, with probabilitiesof occurrence: (with sumequal ),
thenthe entropy of this setof messagess:

Intuitively, the entropy is justtheweightedaverageof the numberof bits requiredto repre-
senteachmessagewheretheweightsarethe probabilitiesthateachmessagenight occur

Law ENTROPY-1:

The entropy of a message is just the number of bits of
information in the message, that is, the number of bits needed
for the shor test possib le encoding of the message.

It is possibleto list reasonabl@ropertiesof ary entropy functionandto provethatonly the
above formulagivesa functionwith thoseproperties.

For example,if we have two messages male female eachhaving probability
thentheentropy is
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Thusin this case aswe would intuitively expect,thereis onebit of informationin sucha
message.

Suppose andtheremainingprobabilitiesarezero. In thiscasetheentropy works
outto be asonewould expect,sinceoneis only goingto receve the message , sothere
is no informationandno surprisein receving this messageThe actualmessage mightbe
comple, with mary bits representingg, butits probabilityis , soonly thismessageanoccug
with no informationor “surprise” on its receipt,evenif it is comple. (In the calculationof

entropy, theterm comesup, which lookslike . Thistermwould be
indeterminateput the rst parttendsto muchfasterthan tendsto , sothatin

practicesuchtermsareregardedas .)
As anotherexample,suppose and , ,and :
Thenthe entropy works outto be . It is possibleto encodethesemessagesas follows:
, ,and . In this casethe averagecodelengthis the sameasthe entropy.

Onedoesnt normallyexpectto beableto represena collectionof messagewith acodewhose
averagdengthis exactly equalto theentropy; it is never possibleto gettheaverageengthless
thantheentropy.

Finally, supposehereare equallyprobablymessageslThentheentropy is:

Thustheentropy valueof thesemessagesieanghattherearenearly  bits of information
in eachmessageSimilarly, if thereare equallylikely messageshentheentrofy of amessage
is . Theequalprobablecasegivesthelargestpossiblevaluefor theentrogy of acollection
of messages.

Law ENTROPY-2:
A random message has the most information (the greatest
entropy). [Claude Shannon]

3.2 The Three Kinds of Codes.

Thetermscodeandcodingreferto waysof representingnformation. We will usuallybeusing
binary codes,thatis, codesthat useonly the binary bits and . Therearethreekinds of
coding:
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1. Souce Coding This usuallyinvolvesdata compession representinghe datawith as
few bits as possible. Notice that one always needsat leastas mary bits to encodea
messageastheentropy of themessageThenext chapteitalksmoreaboutsourcecoding,
andpresent®nespecialexample:the Huffmancode.

2. ChannelCoding Here one useserror detectionand error correctionto improve the
reliability of the channel.This is accomplishedyy addingextraredundanbits. Therest
of this chapterpresentsnaterialon channelcapacityanderrorcorrectioncodes.A later
chaptertalksaboutoneparticularerrorcorrectingcode:the Hammingcode.

3. Sececy Coding For secreg, one usescryptagraphyto scramblethe messageso that
it may not be intelligible to an earesdropper Much of the restof the materialin these
notesis concerneavith cryptographicoding. Oftenthescramblednessagbasthesame
numberof bits asthe original message.

Law INFORMATION-1:

In all coding theory, information transmission is essen-
tially the same as information storage, since the latter is just
transmission from now to then.

It is possibleto have a singlecodethatcombineswo or evenall threeof thesefunctions,
but the codesareusuallykeptseparateNormally onewould compressa messag€makingthe
messagsmaller to save storageor channebandwidth) thentransformit cryptographicallyfor
secreyg (without changinghe messagéength),and nally addbitsto the messagéo allow for
errordetectionor correction.

3.3 Channel Capacity.

Shannoralsointroducedhe concepbf channelcapacity whichis the maximumrateatwhich
bits canbe sentover anunreliable(noisy)informationchannelwith arbitrarily goodreliability.
The channelcapacityis representedsa fraction or percentag®f the total rate at which bits
can be sentphysically over the channel. Shannonproved that there always exist codesthat
will signalarbitrarily closeto the channelcapacitywith arbitrarily goodreliability. Thusby
choosingalargerandmorecomplicateccode,onecanreducethe numberof errorsto assmall
a percentagasonewould like, while continuingto signalascloseasonewantsto 100% of
thechannekapacity In practicethetheorydoesnot provide thesegoodcodesthoughthey are
known to exist. It is not possibleto signalwith arbitrarily goodreliability atarategreaterthan
the channekapacity

The simplestexampleof sucha channels the binary symmetricchannel Hereeverytime
abit is transmittedthereis a x edprobability , with suchthata transmitted is
recevedasa with probability andrecevedasa with probability . Theerrorsoccur
atrandom.
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| Probability | Channel Capacity |
or
or
or
or
or
or
or
or
or
or
or

Table 3.1 Channel Capacity.

For example,if thereareno errorsatall onthechannelandthechannekapacityis
(meaningl00%).If , thecapacityis still aslongasyourealizethatall bits arereversed.
If , thenonreceiptof abit, both and areequallylikely asthe bit thatwassent,so

onecannever sayarything aboutthe original messageln this casethe channelcapacityis
andnoinformationcanbe sentoverthechannel.

For binarysymmetricchannelghereis asimpleformulafor thecapacity (aJavaprogram
thatcalculateshannekapacityis onpagel72):

Alternatively, onecanwrite thisformulaas:

where consistsof two messagewith probabilities and . Onecanargueintuitively
thatthis formulamakesuseof theamountof informationlost duringtransmissioron this noisy
channelpr onecanshaw this formulamathematicallyusingconceptsiotintroducedhere.

Table 3.1 givesvaluesof the channelcapacityandwasproducedoy the Java programon
pagel’3:

Exercise: Useanumericalapproximatioralgorithmto nd theinverseof thechannetapacity
formula. Thenwrite aJJava programimplementinghealgorithmandprinting atableof channel
capacitiesand correspondingprobabilities(just the reverseof the above table). The results
mightlook like Table 3.2 .

[Ans: A Java programthat usesthe simple bisectionmethodto print the tableis on page
175.]
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Channel | Probability | Probability
Capacity

Table 3.2 Inverse channel capacity.

3.4 A Simple Error Correcting Code.

Let uswork out a simple exampleof the binary symmetricchannelwith . Keepin

mind that this meansthe error rate is : anextremelyhigh gure. In sucha caseevery
fourth bit on the averagewill bereversedwith thereversalsoccurringcompletelyat random.
Thecapacityof the binary symmetricchannelwith is:

A channelcapacityof meanghat one canat bestsignalat a rate of slightly less
than19% of thetrue channebandwidth because¢herearesomary errors.

Hereis a simplecodeto improve the errorrate: sendead bit 3 timesand let the majority
decideat theotherend In this caseasingleerrorcanbecorrectedsinceif is transmittecand
somethindike is receved, themajority rule would interpretthereceved 3 bitsasa .

With a successateof -, therewill be errorsin the 3 bits with probability —, andthere
will be erroralsowith probability —. Then errorswill occur — of thetime and errors
will occur — of the time. Only the lasttwo casesrepresentan actualerror with this triple
redundantsystem,so the new error rateis — or about16%. In summary by reducingthe
transmissiomatefrom 100%to 33%,onecanreducethe errorratefrom 25%to 16%. (Thisis
averysimple-mindedandinef cient code.)

Onecould continuein this way, usingmore andmore duplicatesandletting the majority
rule. (An evennumberof duplicatess nota goodchoicebecausgheresultis indeterminaten
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Repetition Codes,Err or Probability is

Number of | Transmission | Error Success

Duplicates | Rate Rate Rate

1 100% 25% 75%

3 33% 16% 84%

5 20% 10% 90%

7 14% 7% 93%

9 11% 5% 95%

11 9.1% 3.4% 96.6%
[ 25 [ 4.0% | 0.337% ] 99.663% |
[ 49 [ 2.04% [ 0.008% [ 99.992% |
[ 99 [ 1.01% [ 0.0000044%] 99.9999956% |
[ 199 [ 0.5025% | 1.805E-12%]| 99.9999999999982%

Table 3.3 Repetition codes.

caseequalnumbersof sand sarereceved.) Table 3.3 givestheresults(a Javaprogramthat
printsthetableis givenastheanswelto the next exercise).

It shouldbe clearthat you canget aslow an error rate as you like by using more and
moreduplicates reducingthe transmissiorrateto nearzero. At a little lessthanthe channel
capacity(7 duplicatesanda transmissiomateof 14%),you cangetthe errorratedown to 7%.
Shannorstheorysaysthatthereareothermorecomplicateccodesthatwill alsotake theerror
ratearbitrarily closeto zero,while maintaininga transmissiomatecloseto 18%. (Theseother
codescanget very large and complicatedindeed. No generaland practicalcodeshave ever
beendiscovered.)

Exercise: Findthe channelcapacityfor - [Ans: 0.08170.] Do up atablefor -
similarto the onefor -. [Ans: seethe programon pagel77.]

3.5 A Slightl y Better Error Correcting Code.

Insteadof having codewordsjustfor thetwo bits and , it is possibleto nd codedor longer
blocksof bits: for example,to take two bits atatime andusesomedistinctcodeword for each

of thefour possibilities: , , ,and . Table 3.4 shovsaschemehatencodeblocksof
threebitsatatime:
If theinformationbitsaredesignated , ,and ,thenthecodewordbitsare: , , ,
. » ,Where , ,and

Thesecodewordshave thepropertythatary two of themdiffer from oneanotheiin atleast
threepositions.(Onesaysthatthe Hammingdistancebetweerary two of themis atleast3.)
If thereis asingleerrorin thetransmissiorof acodeword, thereis auniquecodeword that
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Information | Code
Word Word
000 000000
100 100011
010 010101
001 001110
011 011011
101 101101
110 110110
111 111000

Table 3.4 Error correcting code.

differsfrom thetransmittedvord in only oneposition,whereasall othersdiffer in atleasttwo
positions.For thisreasonthis codeis singleerrorcorrectingjustlik e the previoustriple code,
whereeachbit is transmittedhreetimes.

Notice a differencebetweenthis codeandthe triple transmissiorcode: this codehasa
transmissiomateof 50%, while thetriple codehasa rateof only 33.3%,eventhoughbothdo
single-errorcorrection.

In the previous code, after transmittingeachbit 3 times, one got a bettererror rate by
transmittingeachbit 5 times,or 7 times, or 9 times, etc. The transmissioratewentto zero,
while the error rate alsowent to zero. In the sameway, one could repeatthe codesin this
section,andthe transmissiomrateswould be slightly betterthanthe earlierones,thoughthey
would still goto zero.Whatis wantedis away to keepa high transmissiomatewhile lowering
theerrorrate.

3.6 Shannon's Random Codes.

ClaudeShannorprovedthe existenceof arbitrarily goodcodesin the presencef noise. The
codesheconstructedrecompletelyimpractical but they shawv thelimits of whatis possible.

Law SHANNON-1:

Over a noisy channel it is always possib le to use a long
enough random code to signal arbitraril y close to the channel ca-
pacity with arbitraril y good reliability [known as Shannon's Noisy
Coding Theorem ].

Theproofchoosesninteger for theblocksizeof theinformationwords— mustbevery
largeindeed.Theinformationwordsareall ~ stringsof sand sof length . Corresponding
to eachinformationword one choosesa codavord completelyat random. The lengthof the
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codavords must be greaterthan the blocksizedivided by the channelcapacity Thenit is
possibleto prove Shannors resultby choosing large enough. (Notice thatit is possibleto
choosdwo identicalrandomcodevords. Thiswill contributeanothererror, but astheblocksize
getslarge,the probability of theseerrorswill alsotendto zero.)

Theactualsituationis just alittle morecomplicated:a codetablechoseratrandommight
be anything at all, and so might not performwell. Shannors proof of his resulttakes the
averageover all possiblecodes.For largeenough , theaveragesatis eshistheoremsothere
mustexist anindividual speci ¢ codetablethatsatis eshistheorem.In practice for large a
randomcodeis very lik ely to work.

Thesecodesareimpracticalbecausehe systemrequireskeepingatableof all therandom
codewords. Assumingthe tablewould t into memory encodingcould be doneef ciently .
However, for decodingonemust nd the codeword in thetablethatmostcloselymatcheghe
recevedcodeword (thathaserrorsfrom the noiseon the channel).

Exercise: Createa simulationof Shannors resultfor speci ¢ parametewvaluesand for a
speci ¢ randomcodetable (with codevords chosenat random). Use - for the error
probability in the binary symmetricchannel. Thusthe channelcapacity will be

Now try aspeci c valuefor theblocksize , say , sothattherewill be information
wordsand entriesin the code/decod¢able. Shannors theory saysthat theserandom
codewordsmustbe at least bits long. Try alongerlengthfor
the codewords,say bits, and nd the errorrateof the simulationin this case.(We know
thatfor largeenoughthiserrorratewill beassmallaswe likein this case put withoutsome
estimateswe don't know how it will work outfor .) Try ashorterlength,say for the
codeword lengths.(We know thatif the codeword lengthsarechosenessthan theerror
ratecannever tendto zero,no matterhow big is chosen.)Also try thevalue (or ) for
comparison.

[Ans: Seeananswelin the next chaptel
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The Laws of Cryptograph y
Visualizing Channel Capacity

This sectionstartswith work on ananswetrto the exerciseat the endof the chapteron Coding
and Information Theory The exerciseasksfor a simulationof Shannors randomcodes,so
the simulationstartswith a randomcodetable. This is not the sameas Shannors proof of
his theorem which usesthe averageof all possiblecodetables.In practicehowever, a single
speci c large randomtable will almostcertainly shav the behaior expectedby Shannors
theorem (I don't know if it's possibleto nd ananalyticsolutionto this simulation.)

Thesimulationis a challengen severalways,sinceto getareasonableode,a very large
blocksizes requiredby Shannorstheorem Largeblocksizesequireexponentiallylargercode
tables,andthesequickly exhaustthe memoryof ary actualsystem.

Pleas&eepin mindthatall this discussiorassumes binarysymmetricchannelwith prob-
ability , thatis, ontheaverage pneoutof every four bits transmitteds reversed— an
extremelyhigh errorrate. The correspondinghannelkapacityis approximately

Table 4.1 givessamplesizesfor therandomcodeavordtableswheretheblock sizesarejust
arbitrarily setto multiplesof ,thatis , , , , , ,andwherethecodevordlengths
aretakento beatthechannekapacity(which would bethe minimumpossiblevaluefor agood
code).

In practice simulationrunsneediongercodevord lengths perhapsip to twice thechannel
capacityvalues.l wasableto runthesimulationfor blocksize= , usingupto  Megabytes
of mainmemoryon aniMac. Hypotheticalrunsfor blocksizesof or  wouldtake upto
Gigabyteor  Gigabytesof memory (The memoryrequirementgrown exponentiallyasthe
blocksizegrows: adding to the blocksizemakesthe memoryrequirementsibout timesas
great.)

Blocksize Number | Min Codeword | Minimum CodeTable
(bits) of Entries Length (bits) Size(in K bytes)

5 32 27 0.1K

10 1024 53 6K

15 32768 80 327K

20 1048576 106 13894K

25 33554432 132 553648K

30| 1073741842 159 21206401K

Table 4.1 Capacity Simulation Parameters.
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Initial resultsof simulationrunswerediscouragingandequivocal. It seemedhat! would
needafarlargerblocksizethanmy computercouldrunin orderto getreasonableesults.For
example theresultsof runsansweringhe original questionsn the exercisewere:

For a blocksizeof |, runswith codeword lengthsof , , and produce
respectie errorratesof : ,and

Thusat substantiallyunderthe channelcapacityfor codevord lengths( bits or
of capacity)the errorrateis still , iIndicatingthatthe blocksizeis not remotelycloseto a
valueneededor reasonabl@accurag. More discouragingvasthattheserunsgave no hint of a
magicchannekapacityvaluebehindthe scenes.

4.1 Visualizing Shannon's Noisy Coding Theorem.

| continuedwith simulationrunsfor block sizesof , , ,and andfor a variety of
codevord lengths(all divisible by  for convenienceof the simulationprogram). Eventually
| plottedall the datain a graph,and got the astonishingpicture shovn in Figure4.1. (The
Postscriptle thatcreateghegraphcanbefoundin theonlinematerial.)

Theremarkablegraphin Figure4.1 shovs how far away the simulationis from the good
resultspredictedoy Shannors theorem At the sametime, the graphgivesa clearideaof what
theresultswouldbeif onecouldkeepincreasingheblocksize:thegraphwouldbeincreasingly
verticalasit crossegheverticaldashedine markingthe channekapacity

This speci c graphshaws the actualsimulationresults,with pointsconnectedy straight
lines. (No curve- tting wascarriedout.) The blackline (for blocksize= ), is accuratesince
eachpointrepresents trials, but thereareonly 14 points,sothis graphhasanangular
look. Thegraphsfor blocksizesof and aresmootherbecausenorepointsareplotted),
but lessaccuratgsmallernumberof trials per point). Finally, thered graph(blocksize= )
is somavhatirregularbecausenly trials perpoint did not producethe accurag of the
othergraphs.

It isimportantto realizethatthegraphonly illustrateswhatShannors theorenproves.The
graphandthesesimulationresultsprove nothing, but just give anindicationof whatmight be
true.

4.2 The Converse of the Noisy Coding Theorem.

The graphalsoillustratesanothettheoremknown asthe Corverseof Shannors NoisyCoding
Theoem Roughlyspeakingthe corversesaysthatif oneis signalingata x edratemorethan
channelcapacity(to the left of the vertical dashedine in the picture),andif the block size
getsarbitrarily large,thenthe errorratewill getarbitrarily closeto . Statedanothemway,

at morethanchannelcapacity asthe block size getslarger andlarger, the errorrate mustget
closerandcloserto . Contrasthiswith Shannorstheoremwhich saysthatif onesignals
atlessthanchannelcapacity andif theblock sizegetarbitrarily large, thenthe error ratewill
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getarbitrarily closeto . In thelimit astheblock sizetendsto in nity , thegraphwill look like
astepfunction: at to theleft of thedashedrerticalline andat to theright.

Theproofsof bothof Shannorstheoremsarefoundin bookson informationtheory In the
termsof this coursethey arevery dif cult andtechnical.

The Java simulationprogramin three les is foundon pagel79.
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The Laws of Cryptograph vy
The Huffman Code for Compression

5.1 Lossless Compression.

Startingwith aa le (thatis, amessagepnewantsacompessedle smallerthantheoriginal
from whichonecanrecovertheoriginal le exactly. This chapteffocusesonlosslessompes-
sion, meaningthat not one bit of informationis lost during the compression/decompression
process.

ClaudeShannormprovedthefollowing signi cant result:

Law SHANNON-2:

In the absence of noise, it is always possib le to encode or
transmit a message with a number of bits arbitraril y close to the
entropy of the message, but never less than the entropy [known
as Shannon' s Noiseless Coding Theorem].

To achieve this result,it may be necessaryo lump togethera large numberof messages.
In contrastto the proof of Shannors Noisy Coding Theorem(discussedn the chapteron
codingtheory),Shannors NoiselessCoding Theoremhasa constructve proof givenbelow as
areasonablenethodfor datacompressionthoughthe methodis not usedany morefor actual
compression.

Intuitively, a randommessagéiasthe largestentrory and allows no compressiorat all.
A messagehat is not randomwill have some*“regularity” to it, somepredictability some
“patterns”in thesequencef its bits. Suchpatternscouldbe describedn amoresuccinctway;,
leadingto compression.

Theseconceptsprovide a new way to describerandomsequencesA nite sequences
randomif it hasno succinctrepresentatiorthatis, any programor algorithmthatwill generate
the sequencas at leastaslong as the sequencatself. This is the conceptof algorithmic
informationtheory, inventedby Chaitin and Kolmogorof, which is beyond the scopeof this
discussion.

Still speakingntuitively, the resultof a good compressioralgorithmis a le thatappears
random.(If it did notlook random,it would be possibleto compresst further) Also, a good
compressiomlgorithmwill endup relatively closeto the entroy, sooneknowsthatno further
compressiolis possible.
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Law COMPRESSION-1:
Just like Niven's law (never re a laser at a mirror), one
says: never compress a message that's already compressed.

Thejoke is to take alarge le, Shalespeares plays,say andrepeatedlycompresghe le
until theresultis asinglebit. Intuitively, onerealizeghattherereallyis informationin theplays.
They couldbecompressedyut mary bitswould still beneededo representhetrueinformation
in them. (Of coursetheentropy of hisplaysgivesthesmallessizeof any compressesersion.)

Justaswith inventorsof perpetuamotionmachinescrackpotsxated on compressiomeg-
ularly announcdantasticcompressiorschemesvithout knowledgeof thelimitationsimposed
by informationtheory As | write this (2002),a smallcompayy is claimingto compressany
random le andrecover every bit of the original duringdecompressiorgssuminghe original

le is “large enough”.Simply countingthe numberof possibleles to compresandthe num-

berof their compressefbrmseasilyshavs thattheseclaimsareimpossible andthe argument
requiresnothingsubtlefrom informationtheory Peoplemakingclaimsaboutperpetuamotion

or fasterthanlight travel arejust suggesting violation of the acceptedaws of physics,some-
thing thatmight betrue hereor in anotheruniverse put the compressiorraziesaresuggesting
aviolation of thelaws of logic — impossiblefor reasonabl@eopleto imagine.

For onevery simpleexampleof compressiongonsidera le with mary sequencesf blank
charactersOneneedsa specialcharacte(or sequencef characterso represena sequencef
blanks.UseaAscii blankitself for this purpose This speciakharactemustalwaysbefollowed
by an 8-bit numberrepresentinghe numberof blanks. Thusa singleblankis representetby
two bytes:anormalblank,followedby a 1. If the le containsmary long sequencesf blanks,
eachsuchsequencehorterthan 256 blankscould be representedby two bytes. This might
provide alarge compressionOn the otherhand,if the le mostly consistsof isolatedblanks,
the above techniquewill replacesingle blanksby two-byte sequencesso the “compression”
algorithmwill outputalarger le thantheinput.

A later sectionbelov presentdHuffman’s compressioralgorithm,which in a senseas op-
timal. Huffman's codeprovidesan explicit solutionto Shannors Noiseles€CodingTheorem,
but Huffman's algorithm hassigni cant disadwantages.It usually needsan initial statistical
analysisof the le itself, andit usuallyrequirestransmittinga large decodingtablealongwith
the le. FortheseandotherreasonsHuffman's codehasbeenreplacedvith alarge numberof
otherclever compressiomodes.Thecompletedescriptions farbeyondthe scopeof this book,
but the .gif imagesor the bit streamprocessedby a modemusevery sophisticateclgorithms
thatadapto thenatureof thesourcele. Thesemethodsallow thereceving stationto construct
adecodeable“on the y” asit carriesoutdecompression.

Imageswith a.gif sufx usethe LZWcompressioralgorithm,which hasaninterestinghis-
tory. Two researchesamed_empelandZiv cameup with aremarkableeompressiomlgorithm
which they publishedin the scienti c literature,thoughtheir companieslsopatentedt: the
(surprise)Lempel-Zipmethod.Lateranemplo/eeof UnisysnamedWelchmademinor modi -
cationsto Lempel-Zv to producethe LZW algorithmusedin .gif images.Unisyspatentedhe
algorithmandatfterits usebecameavidespreadtarteddemandingpaymentdor it. | personally
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resentthis situationbecauseJnisysandeven Welch hadrelatiely little to do with the break-
through— LempelandZiv werethe oneswith theinsight— yet Unisyswantsmoney for its
minor modi cation of a standardalgorithm.

5.2 Lossy Compression.

Lossycompressior(as opposedo losslessmeansthat the processof compressiorfollowed
by decompressiodoesnot have to yield exactly the original le. Oneacceptsa lossof qual-
ity. (Be carefulnotto spelltheword as“lousy” or “loosey”, etc.) Whenthe le is executable
computercode,this would be unacceptable— the lower-quality le would notlikely be exe-
cutablearny more. If the original le is a picture,however, the recovered le (after compres-
sion/decompressiomyaylook nearlyasgoodastheoriginal.

Lossycompressiotis a hugeareawith mary applicationdor our society Thesencludethe
Jpeay standardor individual picturesandthe Mpeg standardor motion pictures. Both these
standardsare manwels of compressiortechnology Jpey is usedin moderndigital cameras,
allowing theimageto be savedin farlessmemorythanthe original representationf the color
of eachpixel in theimage.Mpeg is the basisfor modernDVD movie playersandfor satellite
transmissiorof motionpictures.

5.3 Huffman Lossless Compression.

Variable Length and Prefix Codes: Elsavherein this book codevordsonly occurthatare
all thesamelength(for a givencode).However the Huffman codein this sectionis a variable
lengthcode. Anotherwell-known but old-fashionedvariablelength codeis the Morse code
widely usedfor radio andtelegraphtransmissionsTable 5.1 givesthe code. Theideawas
to useshortcodevordsfor the mostcommonlyoccurringlettersandlongercodevordsfor less

frequentletters.
Morse codepresentsaan immediatedecodingproblem,sincefor example,anNis "-."
but the codevordsfor B, C, D, K, X, andY, alsostartwith "-." . In fact, the codefor Cis

the sameasthe codefor N repeatedwice. Justgivena sequencef dotsanddashesit is not
possibleto uniquely breakthe sequencénto letters. For this reason Morse coderequiresan
extra“symbol”: ashortpausebetweerletters.(Thereis alongerpausebetweenvords.)

The Huffman codethatis the subjectheredoesnot have this problem. It is a pre x code
meaningthatno codevord is a pre x of anothercodevord. Not only is it possibleto separate
ary stringof sand suniquelyinto codevords,but thedecodings very easy sincea unique
entryalwaysmatcheghenext partof theinput. Thereareothercodeghatdonothavethepre x
property but thatareneverthelessiniquelydecodableSuchcodesarenot desirablebecausef
thedif culty of decoding.

The Huffman codestartswith a sequencef symbols(a“le”) andcomputeghe percent
frequeng of eachsymbol.

Example 1. For example,if thesequencéor le) is aaaabbcd , thenthefrequengy tableis:
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International Morse Code
Letter [ Morse | | Letter | Morse | | Digit | Morse
A - N - 0 |-
B - O 1
C P - 2
D - Q - 3 --
E R - 4 -
F - S 5 |..
G -- T - 6 -
H U - 7 --
I \% - 8
J W -- 9
K X
L - Y -
M -- Z --
Table 5.1 The Morse Code.

Symbol: a, Weight: 0.5

Symbol: b, Weight: 0.25

Symbol: ¢, Weight: 0.125

Symbol: d, Weight: 0.125

The Huffman algorithm startswith a simple list of eachsymbol, regardingthe list asa
sequencef single-elementreeswith the symbolandthe frequeny at the root nodeof each
tree(theonly nodein this case).Thenthealgorithmrepeatedlycombineghetwo leastfrequent
root nodesasleft andright subtree®f a new rootnodewith symbol andfrequenyg the sumof
thetwo previousfrequencies(l usethe symbol @asthe symbolfor theroot of the combined
tree.)

Thus,referringto Figure5.1,the rst stepcombineghe single-noddreesfor lettersc and
d, eachwith frequencie€.125 , into a singletree,with subtreeghe treesabove, anda root
nodewith frequeng 0.125 + 0.125 = 0.25 . Now this processs repeatedvith the nen
nodeandthe old nodefor the letterb with frequeng 0.25 . The nal combinationyields a
singletreewith frequeny 1.0 .

If therearemultiple choicedor the“leastfrequent’rootnodesthenmake ary choice.The
resultingHuffman treesand the resultingcodesmay not be the same,but the averagecode
lengthsmustalwayswork outthe same.

Sostepl in Figure5.1combines andd, yielding a new root nodeof frequeng 0.25 .
Thenstep2 combinegheresultof stepl with b. Thatresultis combinedin step3 with a, to
give asinglerootnodewith frequeny 1.0 .

In the nal partof the algorithm,oneheadsdown the treefrom theroot asshavn above,
building a codestring as one goes,addinga 0 asone goesup anda 1 asone goesdown.
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+--d: 01250 (step 1)

I
+ot--@: 0.2500 (step 2)

[
| +---C: 0.1250 (step 1)
I

+-—+--@: 05000 (step 3)

(.
| +---b: 0.2500 (step 2)
I

—+---@: 1.0000

I
+--a: 05000 (step 3)

Figure 5.1 Huffman Tree: Entropy equal average code length.

+--- d: 0.1250, 000 (step 1)

|
ot - @: 0.2500, 00 (step 2)

(.
| +--- ¢: 0.1250, 001 (step 1)
I

ot @ 0.5000, O (step 3)

(.
| +--- b: 0.2500, 01 (step 2)
I

—+--@: 1.0000,

I
+--- a: 0.5000, 1 (step 3)

Figure 5.2 Huffman Tree: Codewords.

The resultingbinary codesfor symbolsare shavn in bold in Figure 5.2(notethe codesfor
intermediatenodesalso):

To encodeausingtheresultof the Huffmanalgorithm,onemakesup a codetable consisting
of eachsymbolfollowed by the correspondingodevord. To encode look up eachsymbol
in the table,andfetch the correspondingodevord. (Encodingcanbe ef cient if thetableis
arrangedothatbinarysearchor hashings possible.)

Symbol: a, Codeword: 1
Symbol: b, Codeword: 01
Symbol: ¢, Codeword: 001
Symbol: d, Codeword: 000

The sametable could be usedfor decoding,by looking up successie sequencesf code
symbols,but this would not be ef cient. The processof decodingcan be madesimple and
efcient by usingthe abose Huffman codingtreeitself. Startat theroot (left side)of thetree
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+--- d: 0.1250, 000 (step 1)

+---+ ---@: 0.2500, 00 (step 2)
I

| +---c : 0.1250, 001 (step 1)
I

+--—-+ ---@: 0.5000, O (step 3)
| +--- b: 0.2500, 01 (step 2)

-+ ---@: 1.0000,

I
+--- a: 0.5000, 1 (step 3)

Figure 5.3 Huffman Tree: Decoding.

andprocesghe codesymbolsO and1 oneatatime. For a0 headupward andfor a1 head
downward. Whena leaf node(one with no subnodes)s reachedthe symbolat that nodeis
the onebeing decoded.For example,in decodingthe string 001, startat the root, headup
becausef the rst (leftmost)0. Thenheadup againbecausef the secondd. Finally head
down becausef the nal 1. Thisis now aleaf nodeholdingc, sothatis thesymboldecoded
from 001. Thediagramin Figure5.3shavsthe paththroughthetreein boldface:

The entrogy of the four symbolsabove with the given probabilitiesis 1.75 , andthis is
exactly the sameasthe averagecodelength,givenby

05 * 1+ 025 * 2+ 0125 * 3 + 0125 * 3 = 1.75.

Huffmancodesarealwaysoptimal (the bestpossible) but this particularcodehasaverage
codelengthequalto the entropy, andit is never possibleto createa codewith shorteraverage
length. Most Huffman codeshave averagecode length greaterthanthe entrogy (unlessall
frequenciesare a fraction with numeratorand denominatora power of 2). The next simple
exampleshavsthis.

Example 2. Startwith the le aaaaaabc . Hereis thefrequeng table,andthetreealongwith
thethe codestringsis in Figure5.4:

Symbol: a, Weight: 0.75
Symbol: b, Weight: 0.125
Symbol: ¢, Weight: 0.125

In this casetheentropy is 1.061278 while theaveragecodelengthis 1.25 .
Product Codes: Now suppos@neformsthe“product” codeof thecodein Example2 by con-

sideringall possiblepairsof symbolsandtheir respectre probabilities which arethe products
of theprobabilitiesfor individual symbols:

Symbol: A (for aa), Weight: 0.5625 = 075 * 0.75
Symbol: B (for ab), Weight: 0.09375 = 0.75 * 0.125
Symbol: C (for ba), Weight: 0.09375 = 0.125 * 0.75
Symbol: D (for ac), Weight: 0.09375 = 0.75 * 0.125
Symbol: E (for ca), Weight: 0.09375 = 0.125 * 0.75
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+--- ¢: 0.1250, 00 (step 1)
I

+—+---@:  0.2500, O (step 2)
I
|  +- b: 01250, 01 (step 1)
I

—+-@:  1.0000,

I
+--- a: 0.7500, 1 (step 2)

Figure 5.4 Huffman Tree: Entropy less than average code length.

Symbol: F (for bb), Weight: 0.015625 = 0.125 * 0.125
Symbol: G (for bc), Weight: 0.015625 = 0.125 * 0.125
Symbol: H (for c¢cb), Weight: 0.015625 = 0.125 * 0.125
Symbol: | (for cc), Weight: 0.015625 = 0.125 * 0.125

Figure5.5gwvesthe correspondindduffmantree,alongwith the codewords:

With this productcode, the entrofy and averagecode length work out to be
and , but eachnew symbol(uppercaseetter) representswo of the original symbols.
Dividing by givesthe original value for the entropy, but the averagecodelength (per orig-
inal symbol, not per newv symbol)is , Which is muchcloserto the entrogy value of

thanthe previous

If onetakesthreesymbolsat a time, the averagecodelength goesdown to
Continuingwith four atatime, ve atatime, andsoforth, it canbe prwedthattheresultlng
averagecode lengthsget arbitrarily closeto the entroyy: . This, in turn, proves
Shannors NoiselessCodingTheorem statedearlier

Even thoughHuffman's codeis optimal (it yields the bestpossiblecodefor a collection
of symbolsandfrequencies)the otheradaptve algorithms(LZ or LZW) usuallydo a much
betterjob of compressin@g le. How canthis be, sinceHuffmanis optimal? Supposeone
gathersstatisticsof frequenciesf lettersin English and createsan optimal Huffman code.
Suchananalysisdoesnot considerstringsof lettersin English,but only individual letters.The
Huffman productcodefor two lettersat a time just assumeshe frequenciesarethe products
of individual frequenciesjut this is not true for actualEnglish. For example,for pairs of
letterswith “g” asthe rst letter, mostpairs have probability 0, while the pair “qu” is about
ascommonas“q” by itself. It is possibleto gatherstatisticsaboutpairsof lettersin English
andcreatea Huffman codefor the pairs. Onecould proceedo statisticsaboutlongerstrings
of lettersandto correspondindgduffmancodes.TheresultingHuffmancodeswvould eventually
performbetterthanthe adaptve algorithms but they would requireanunacceptablamountof
statisticalprocessingandanunacceptabljargecodetable.In contrasttheadaptve algorithms
do not needto transmita codetable,andthey eventuallyadaptto long stringsthatoccurover
andover.

A computeiimplementatiorof the Huffmanalgorithmappear®n pagel83. This software
generateprintoutsof the Huffmantreesandotherdatareproduceabove, but it doesnotread
or write actualbinary data,nor doesit transmitthe dictionary (or the frequeng table)along
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+--- D: 0.0938, 000 (step 5)

I
+-t---@: 0.1875, 00 (step 7)

I I+ C. 0.0938, 001 (step 5)
+___+_|__@; 0.4375, 0 (step 8)
I +--- B: 0.0938, 010 (step 6)
|+---+-|.-@; 0.2500, 01 (step 7)
+-- G 0.0156, 011000 (step 2)

I
-t --@: 0.0312, 01100 (step 3)

[
| +--- F. 0.0156, 011001 (step 2)
I

I
| +- 1: 0.0156, 011010 (step 1)
I

I

I

I

I

I

I

I

| +--t+---@: 0.0625, 0110 (step 4)
I

I

I

I

I

| +--- H 0.0156, 011011 (step 1)
I

I
I
I
| +--t---@: 0.0312, 01101 (step 3)
I
I
I

+-t--@: 0.1562, 011 (step 6)
+--- E 0.0938, 0111 (step 4)
@ 1.0000,

+-- A 0.5625, 1 (step 8)

Figure 5.5 Huffman Tree: Product code.
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with thedata,sothatdecodings possibleat the otherend.

Exercises

1. Devise a simpleexamplewheretherearedifferentchoicesfor the leasttreesandwhere
the Huffman algorithmyields differentanswers.Get an examplewherethereare even
two differentdistributionsfor thelengthsof the codevords. Verify thatthe averagecode
lengthsarethe samefor thetwo examples. [Ans: Seepagel91for ananswel

2. After looking at the answerto the previous problem,seeif you cancreatethe simplest
possibleexampleandarguethatthereis no simplerexample.

3. Write aprogramthatwill translateo andfromMorsecode.In thecodedtext, useablank
betweerthe Morsecodesfor lettersandthreeblanksbetweerthe codesfor words. Only
insertnewlines betweerwords.

4. ExpandtheHuffmancodeimplementatiorio handlebinary les usingtechniquesimilar
to thoseof theHammingcodeimplementationCommentsattheendof thecodeindicate
how to handlethesebinary les.
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The Laws of Cryptograph vy
The Hamming Code for Error Correction

6.1 Error correcting codes.

Codesthat correct errorsare essentiato moderncivilization and are usedin devices from
modemsto planetarysatellites. The theoryis mature,dif cult, andmathematicallyoriented,
with tensof thousandf scholarlypapersand books, but this chapterwill only describea
simpleandelegantcode,discoveredin 1949.

6.2 Description of the Hamming Code.

RichardHammingfound a beautiful binary codethat will correctary single error and will
detectary doubleerror(two separaterrors). The Hammingcodehasbeenusedfor computer
RAM, andis agoodchoicefor randomlyoccurringerrors. (If errorscomein bursts,thereare
othergood codesthat are particularly of interestto electricalengineers.)Unlike mostother
errorcorrectingcodesthis oneis simpleto understand.

Thecodeusesextraredundanbitsto checkfor errors,andperformsthecheckswith special
checkequationsA parity chedk equatiornof asequencef bitsjustaddsthebits of thesequence
andinsiststhat the sumbe even (for even parity) or odd (for odd parity). This chapteruses
even parity. Alternatively, onesaysthatthe sumis takenmodulo (divide by andtake the
remainder)pr onesaysthatthe sumis takenover theintegersmod

A simpleparity checkwill detectif therehasbeenanerrorin onebit position,sinceeven
parity will changeto odd parity. (Any odd numberof errorswill shav up asif therewerejust
1 error, andary evennumberof errorswill look thesameasno error)

Onehasto forceevenparity by addinganextra parity bit andsettingit eitherto orto to
make the overall parity comeout even. It is importantto realizethatthe extra parity checkbit
participatesn the checkandis itself checledfor errors,alongwith the otherbits.

The Hammingcodeusesparity checksover portionsof the positionsin a block. Suppose
therearebitsin consecutie positionsfrom to . Thepositionswhosepositionnumberis
apowerof areusedascheckbits, whosevaluemustbe determinedrom the databits. Thus
thecheckbitsarein positions , , , , ,...,uptothelargestpowerof thatislessthanor
equalto thelargestbit position. Theremainingpositionsareresenedfor databits.

Eachcheckbit hasa correspondingheckequationthatcoversa portionof all the bits, but
alwaysincludesthecheckbit itself. Considetthebinaryrepresentationf thepositionnumbes:

, , , , , , andsoforth. If thepositionnumber
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Position (1|12 |314 |5 |6 |7 |8 |9 |10 (11 |12 |13 |14 |15 |16 |17
Bin Rep |1/10[11{100{101{110{111/10001001/1010/1011/1100[1101/1110{1111{10000 10001
Check:1 |x| [|x X X X X X X X
Check:2 | [x |x X |x X X X |x

Check:4 X X |X |x X X |x |x

Check:8 X X |x |x |x [x [x [X

Check:16 X X

Position |12 |3 |4 |5 |6 |7 |8 9 10 |11
Binary |1 |10|11|100| 101|110 111| 1000 | 1001 | 1010| 1011
Word 1/11/1/0 |1 |0 (1 |O 1 0 1
Check:l|1 1 1 1 1 1
Check:2 11 0 |1 0 1
Check:4 0O |1 |0 |1

Check:8 0 1 0 1

Table 6.2 Determining the Check Bit Values.

hasa asits rightmostbit, thenthe checkequationfor checkbit coversthosepositions. If
thepositionnumberhasa asits next-to-rightmostbit, thenthe checkequationfor checkbit
coversthosepositions.If the positionnumberhasa asits third-from-rightmostbit, thenthe
checkequationfor checkbit coversthosepositions.Continuein this way throughall check
bits. Table 6.1 summarizeshis.

In detail, Table 6.1 shavsthe parity checkdor the rst 17 positionsof theHammingcode.

(Checkbitsarein positions , , , ,and ,inbolditalicin thetable.)
Table 6.2 assumegnestartswith databits (in plaintype). The checkequations
above areusedto determinevaluesfor checkbitsin positions , , , and , toyield theword

11101010101 below, with checkbitsin bolditalic hereandin Table 6.2 .

Intuitively, thecheckequationsallow oneto “zero-in” onthe positionof asingleerror. For
example,suppose singlebit is transmittedn error. If the rst checkequationfails, thenthe
errormustbein anoddposition,andotherwisdat mustbein anevenposition.In otherwords,if
the rst checkfails, thepositionnumberof thebit in errormusthaveits rightmostbit (in binary)
equalto one;otherwiset is zero. Similarly the secondcheckgivesthe next-to-rightmostbit of
the positionin error, andsoforth.

Table 6.3 belown givestheresultof a singleerrorin position (changedroma toa

). Threeof thefour parity checksfail, asshavn belon. Adding the positionnumberof each
failing checkgivesthe positionnumberof theerrorbit,  in thiscase.

The above discussiorshowns how to get single-errorcorrectionwith the Hammingcode.
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Positon |12 |3 |4 |5 |6 |7 |8 9 10 |11 Result
Binary |1 |10|11|100| 101|110 111| 1000 | 1001 | 1010| 1011

Word 1/11(2/0 |1 |0 |1 |0 1 0 0 (err)
Check:1|1 1 1 1 1 0 1 fail
Check:2 11 0 |1 0 0 2 fail
Check:4 0O |1 |0 |1 - pass
Check:8 0 1 0 0 8 fail

Table 6.3 Correcting a 1-bit Error.

Onecanalsogetdouble-errometectionby usinga singleextra checkbit, whichis in position

. (All otherpositionsarehandledasabore.) The checkequationin this casecoversall bits,
including the new bit in position . Valuesfor all the othercheckbits are calculatedin any
order but the overall checkmustcomeattheend,to determinghe th checkbit.

In caseof a singleerror, this new checkwill fail. If only the new equationfails, but none
of the others,thenthe positionin erroris thenew th checkbit, soa singleerror of this new
bit canalsobe corrected.In caseof two errors,the overall check(usingposition ) will pass
but at leastoneof the othercheckequationgnustfail. Thisis how onedetectsa doubleerror.
In this casethereis not enoughinformationpresento sayanything aboutthe positionsof the
two bitsin error. Threeor moreerrorsat the sametime canshav up asno error, astwo errors
detectedpr asasingleerrorthatis “corrected”in thewrongposition.

Notice that the Hammingcodewithout the extra th checkbit would reactto a double
error by reversingsomeboguspositionasif it werea singleerror. Thusthe extra checkbit
and the doubleerror detectionare very importantfor this code. Notice also that the check
bits themseleswill alsobe correctedf oneof themis transmittedn error (without ary other
errors).

Law HAMMING-1:

The binary Hamming code is particularl y useful because it
provides a good balance between error correction (1 error) and
error detection (2 errors).

6.3 Block sizes for the Hamming Code.

The Hammingcodecanaccommodatary numberof databits, but it is interestingto list the
maximumsizefor eachnumberof checkbits. Table 6.4 below includesthe overall checkbit,
sothatthisis thefull binaryHammingcode,includingdoubleerrordetection.

For example,with bitsor  bytes,onegets bits of dataanduses bits for the
checkbits. Thusanerrorpronestorageor transmissiorsystemwould only needto devote out
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Check | Max Data | Max Total
Bits Bits Size

3 1 4

4 4 8

5 11 16

6 26 32

7 57 64

8 120 128

Table 6.4 Sizes for the Binary Hamming Code.

of each bytesor to error correction/detectionBecausef thesepleasanproperties,
this codehasbeenusedfor RAM memorycorrection(beforememorygotsoreliable).

6.4 A Java implementation of the Hamming Code.

The Hammingcodelendsitself to ef cient implementatiorin hardware,andeven a software
implementatiorjust needshit masksfor the variousparity checksandattentionto detail. The
codegivenin this text in for referencejntendedto be simpleandunderstandableatherthan
efcient. Themethodhereusesanarrayof bits (storedin int type). This meanghatactualbit
stringinput mustbe unpaded into thebit array andthenmustbe padkedagainatthe end.
Theimplementatiorappear®n pagel93. Theprogramallows ary numberof message

bits from 1 to 120, with correspondingotal numberof bits from 4 to 128. For example,if the
programusesthebold line in thetable,thereare 15 bytesof dataand1 byte devotedto check
bits. This givesan expansionfactor of , using of the coded le for
checkbits. The programdoesnot justimplementthe linesin the table, but allows all values
lessthanor equalto 120for the numberof messagits.
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The Laws of Cryptograph y
Coping with Decimal Numbers

7.1 Decimal Error Detection and Error Correction.

The previousdiscussionsiave focusedon codingtheoryappliedto binarynumbersin coding
theory the binary numbersystemis regardedasthe nite eld with two elements. The
theorycanbeextendedo ary nite eld, but decimalnumbersido notwork becaus¢hereis no
nite eld with 10 elementslt is possibleto applynormalcodingtheoryto the elds of order

and separatelyandthenhandlea messagenodulo andmodulo separatelycombining
resultsattheend.lt is alsopossibleto convertadecimalnumberto binaryandusebinaryerror
detectionandcorrection.For decimalnumbersneitherof theseapproachess satishctory In
the rst casethe extra error digits would be differentnumbersof binary andbase digits,
which would not t togetherand could not be combinedinto individual checkabledecimal
digits. More importantlyfor bothapproacheghe possibleerrorsin amessagevill beerrorsin
decimaldigits. If thenumberis expressedn binary, a decimalerrormight changearny number
of binarybits. If thenumberis representedsing4 bits perdecimaldigit, a singledecimalerror
could still changeup to 4 bits. For theseandotherreasonspneneedsnewn decimal-oriented
approachew handledecimalnumbers

Law DECIMAL-1:
One needs special methods for decimal-oriented applica-
tions; general binary coding theory is not useful.

7.2 Simple Error Detection Schemes.

In applicationsnvolving people humberswith decimaldigits arealmostalwaysused.(Called
the simian preferencepecauséhumanshave 10 ngers — well, mostof themaryway, andif
youcountthumbs.)Humansandmachinegprocessinghesenumbersnake decimalmistalesin
them. The mostcommonmistalesthathumansmake areto altera singledigit or to transpose
two adjacentdigits. It is alsocommonto drop a digit or to addan extra digit. Machinescan
misreada digit, thoughthey would not transposaeligits. Applicationsoftenaddan extra chedk
digit to catchasmary errorsaspossible.Thereis usuallyalsoa chedk equationwhich all digits,
includingthecheckdigit, mustsatisfy Ontheaverage pneexpectsto detectabout90
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Supposenehas digits in anapplication,suchasa creditcardnumber: , ...,
. A checkdigit will beaddedn position as

A Simple Check: Thesimplestcheckequationust addsall digits modulo  (form thesum
andtake theremaindemondivisionby ) andexpectsto get . Sotheequationookslike:

mod

where*mod” is givenin Java or C by theoperato®e Startingwith thedatadigits, oneneeddo
choosehecheckdigit  sothatthecheckequatiorwill hold. Thisis easyto do by setting

mod

Theabove simpleschemecatchesall errorsin a singledigit. In factthevalueof the check
equationwill tell the amountof the error but not which positionis incorrect. This method
might be suitablefor an optical scanningsystemthat occasionallyhastroublereadinga digit
but knows the positionin error. However, this schememissesall adjacentranspositionsso it
is notdesirablebecausdranspositiongrea commonhumanerror.

The U.S. Banking Check: A differentandbettercheckschemas usedby U.S.banksfor an
8-digit processingiumberplacedon bankchecks. They adda checkdigit andusethe check
equation:

mod

It is essentiallythe sameschemeo repeatthe coefcients , , and inde nitely. This
schemealso catchesall single errorsandit catchesall adjacenttranspositionf digits that
do not differ by 5. Thus88.888%o0f adjacentranspositiorerrorsare caught(80 out of 90).
(Computemprogramdaterin thebookverify this fact;it is alsoeasyto prove mathematically

The IBM Check: Themostcommonchecknow in use for exampleon creditcardnumbersijs
oftencalledthe“IBM check”. Herethecheckequationis:

mod

where meansto multiply by and add the decimal digits. In Java 2#afi] =
(2*ali])/10 + (2*a[i])%10

For example,if the accountnumberis , thenthe checkequationwithout the check
digit is:

mod
mod
mod mod

so that the checkdigit mustequal4 to make the checkequationtrue. Actual credit cards
currentlyhave 16 digits and placethe checkdigit on theright, but they treatthe otherdigits
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asabove, sothatthe rst (leftmost)digit is actedon by , while the nal 16thdigit (the
rightmostdigit, whichis alsothe checkdigit) is justaddedn to thechecksum.For example,if

aVISA cardhasnumber , thentherightmost is the checkdigit, chosen
sothatthe checkequationwill work outto zero:

mod

mod

This schemedetectsall single-digiterrorsaswell asall adjacentranspositiongxceptfor
and . Thusit catche®7.777%of all adjacentranspositiorerrors(88 out of 90).

The ISBN Check: ThelSBN numberof abookusesamodl11 check.Thecheckequations:

mod
for
If justkeeprepeatingheweightsfrom to . ActualISBN numberause
andwrite thedigitsin reverseorder For exampleif thelSBN numberis , thenthe

rightmostdigit of is chosersothatthefollowing checkequationis true:

mod

The checkcatchesall singleerrorsandall transpositionswhetheradjacenor not. (If

thentranspositiongre caughtif they areno morethan10 positionsapart.) Unfortunately
in this checkthe check“digit” hasavaluefrom to , andthe SBN numberusesan
torepresent . (I guesshey werethinking of “ten” in Romannumerals.)Becausehe check
calculatesiwumbergnodulo  andrequiresanextrasymbolfor the“digit” it is notproperly
speakinga decimalcheckat all. Hereis anISBN numberwith an  init: (the
ISBN for FranzKafka's Der Prozess

All thesecheckshave disadwantagesThe IBM checkseemsest,exceptthatit doesmiss
two transpositionsTheISBN checkperformsmuchbetter but it hasthe seriousdisadantage
of anextra insideevery 11thnumberontheaverage.

Verhoeff’'s Scheme: The next chapterpresentsa more interestingdecimalerror detecting
schemedevelopedby a Dutch mathematiciarVerhoef: ja href="verhoef.html”¢ Verhoef's
Checkij/a¢ This methodhasa sectionto itself becausét is morechallengingmathematically

7.3 Error Detection Using More Than One Check Digit.

For averylow errorrate,onecouldusetwo checkdigitsandamodulo  check,with weights
successie powversof . This checkcatchesl00%of all errorson Verhoef's list (exceptfor
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additionsor omissions)and99.94%of adjacentdoubleerrors. Overall, it catche€99% of all
errors,comparedvith 90%for the singlecheckdigit schemes.

Keepin mind thatthemod  check"digit” itself would be representeéstwo decimal
digits. Thesetwo digits would be protectedagainstll doubleerrors.However, a doubleerror
would only be caught of thetimeif it involvedadjacendigits whereoneis a checkdigit
(partof themod  checkdigit), andthe otheris a datadigit.

For evenbetterperformancepne could usea modulo or amodulo check,again
with weightssuccessie powersof , andwith 3 or 4 checkdigits, respectiely. (Thenumbers
, , and areeachthelargestprimelessthantherespectie powerof )

7.4 Decimal Error Correction .

The Hammingcodecan be carriedout moduloarny prime numbey in particularmodulo
usingthe eld . Thiswould allow singleerrorcorrection Sucha checkwould work with
base digits, but onewouldjusttreatthebase numberasif it werebase . However, ary
checkdigits mighthave theadditionalvalueof , sotheremustbe somewayto representhis
value,suchas (asin ISBN numberspr (asin hexadecimal).

The Hamming mod 11 Code With Two Check Digits: With twomod checkdigitsand
upto 9 datadigits, the codewould usethe following two checkequations:

mod
mod

Herethetwo checkdigitsare in the rst equationand in thesecond.Onestartswith
datadigits  through , thendetermineghe checkdigit sothatthe rst checkequation
is true, andthendeterminegshe checkdigit  sothatthe secondcheckequationis true. To
correctary singleerror, getthe amountof the error from the secondcheckequationandthe
positionof theerrorfrom the rst.

This systemwill correctary singleerror (includingerrorsin the checkdigits themseles).
Unlike the binary Hammingcode,this codewill interpretmary doubleerrorsasif they were
someothersingleerror.

The Hamming mod 11 Code With Three Check Digits: Nine datadigits areprobablytoo
few for currentapplications,but the Hammingcodewill work ne with a third checkdigit,
allowing upto datadigits. Again, sucha systemwould correctary singleerror, including
asingleerrorin oneof thecheckdigits. Keepin mindthatall thesemod checksrequirethe
possibilityof an  (or somethingelse)asthevaluefor ary of the checkdigits.

Herethe digits go from  up to ashigh as . Thecheckdigitsare , , and
(An actualimplementatiommight collectthesethreedigits at oneend. )Therearethreecheck
equations:
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mod

mod

mod

The above equationsxplicitly shav multipliersby to helpkeepthe patternclear Start
with up to 118datadigits , , , , , , , . In eitherorder determinethe
checkdigits and  usingthe rst two equationsThendeterminethe checkdigit  using
thethird equation.If therearefewer than datadigits, just setthe remainingonesequalto
zeroin the equationsabove (andleave themoff in transmissiorandstorage).As before,the
third equationgivesthe valueof the error, andthe rst two equationggive the locationof the
error. If is thelocationof theerror( ), thenthe rst equationgives , while the
secondyives , andtogetherthesegive .

Supposehis schemavereusedfor currentcreditcardnumbers.TheseusetheIBM scheme
andhave 15 datadigits (expandabldo any numberof digits) andonecheckdigit. Onewould
replacethesewith 15 datadigits (expandableto 118 datadigits) and3 mod  checkdigits.
Thusthe nev numberswould have two disadwantagesomparedvith the old: two extra digits
andthe possibilityof an  in threeof the digits. In exchangethe systemwould correctary
singleerror, andwould have anextremelylow errorratefor randomerrors(
comparedvith the currenterrorrateof ).

With thefull 121 digits, this schementerpretsary two errorsasif they wereasingleerror
in someotherposition. However, someof thesemiscorrectiongry to put a ten,thatis, an
into a positionotherthan0, 1 or 11, andso arerecognizedasa doubleerror. Thuswith 121
digits, about of doubleerrorsaredetectedor areundetected.

With only 18 digits, mostdoubleerrors( ) will beinterpretedasanerrorin a position
greaterthan18 andsowill be detectedasa doubleerror Also if adoubleerroris interpreted
asa “correction” of a positionotherthan0, 1, or 11toan , orif theamountof errorcomes
up asO0, thesealsorepresents detecteddoubleerror, detectingan additional , for atotal
of of doubleerrorsdetectedopr undetected.

In summarythethree-digitHammingmod 11 schemewould have an extremelylow error
rateif usedonly for detection.It would allow the correctionof ary singleerror. However, for
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a sizesuchas15 datadigits, about of doubleerrorswould be erroneouslyinterpretedas
asingleerror, compoundinghe problems.For theseandotherreasonsit doesnot seemlik ely
thatanyonewill wantto usethis codefor practicaldecimal-oriente@pplications.

In contrastthe binary Hammingcode(seethe chapteron the Hammingcode)correctsary
single error and detectsary doubleerror In themod  Hammingcodeabove, the overall
checkgivesthe amountof the error. With the binary Hammingcode,the correspondingheck
is not neededsinceif thereis anerror, its amountmustbe (thatis, a changedoa or
vice versa). Moreover, ary doubleerrorwill still shav up asan error accordingto the other
checks,but a doublebinary error appearsasno error in the overall check. Thusthe double
errordetectionvorksonly in the specialcaseof thebase2 Hammingcode.Becausef thisthe
binary Hammingcodehasoften beenimplementedor hardwareRAM memory The absence
of doubleerror detectionin the Hammingmod  code,and moreimportantly the fact that
doubleerrorscanmaskasa singlecorrectableerrors,arefatal a ws.

Law DECIMAL-2:

Hamming codes exist for prime bases other two, but be-
cause they do not suppor t doub le error detection, and because
they may misinterpret a double error as a correctab le single er-
ror, they are not useful.

7.5 Java Implementation of the Schemes.

0 TheU.S.BankSdheme(all but 10transpositionsletected)seethe programon page
203.

0 The”IBM” Sheme(all but 2 transpositionsletected)seetheprogramon page206.

0 ThelSBNSheme(all transpositionsletected) seethe programon page209.
0 Themod97 Sdheme(all transpositionsletected)seethe programon page212.
[0 Hammingmod11 Code Testsingleerror correction seethe programon page215.

0 Hammingmod11 Code Testhandlingof doubleerrors. seethe programon page
219.
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In the past,researcherbave given “proofs” thatit is impossiblefor a checkto detectall
adjacentranspositiongaswell asall singleerrors). It is truethatif oneusesa simplesumof
digits with weightsontheindividuallocations thensucha checkis mathematicallympossible.
However, themoregeneralkchemen this sectionworks.

8.1 Types of Decimal Errors.

In 1969,a Dutchmathematiciamamedverhoef carriedout a studyof errorsmadeby humans
in handlingdecimalnumbersHeidenti ed thefollowing principaltypes:

singleerrors: changedo (60to 95 perceniof all errors)
adjacenttranspositions: changedo  (10to 20 percent)
twinerrors:  changedo (0.5to 1.5percent)
jumptranspositions:  changedo (0.5t0 1.5percent)
jumptwin errors: changedo  (below 1 percent)

O 0O oo o O

phoneticerrors:  changedo (0.5to 1.5percent;‘phonetic” becausen some
languageshetwo have similar pronunciationsaswith thirty andthirteen

0 omittingor addinga digit: (10to 20 percent)

8.2 The Dihedral Group Ds.

Verhoef hadthe clever ideato usesomeothermethodbesidesadditionmodulo  for com-
biningtheintegersfrom to . Insteadheusedthe operationof agroupknown asthedihedal
group , representedy the symmetrieof a pentagonwhich hastenelementghatonecan
name through . Thediscussiorherewill use forthegroupoperationand for theidentity
element.This is nota commutatve group,sothat will notalwaysequal . Table 8.1
givesthe multiplicationtablefor this group. (Eachtableentry givestheresultof thebold table
entry on the left combinedwith the bold table entry acrossthe top, written left to right. The
bold italic entriesshav resultswhich arenot commutatve.)

Thereadershouldrealizethat  is a complex entity whoseelementsaresomavhatarbi-
trarily mappedo theintegersfrom to , andthegroupoperation isnotatall like ordinary
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(#]0]1]2]3]4]5]6[7]8]9]

0|0|1/2|3|4|5|6|7(8]|9
1{1(2|3(4|06|7(8|9|5
2112|13|4|0]1||7|8]|9|5|6
3(13/4[{0(1]2||8|9|5|6|7
41410/1(12|3|9|5|6|7|8
5|5/9/8|7(6|0(4|3(2]|1
6(16/5/9(8|7|1(0[4(3]|2
7117/6/5(9|8(2|1|0/4|3
88|7|/6(5/9|3|2|1|0|4
919/8|7|6|5|4|3|2|1|0

Table 8.1 Multiplication in the Dihedral Group

additionor multiplication. Keepin mind thatthetensymbols through aretheonly symbols
in the group. Whentwo arecombined,you getanotherof them. Thereis no number , but
only separatggroupelements and thatcould be combinedin two ways: and

. Thereis no conceptof ordersuchas or in this group. The ve numbers
through combinein thegroupjustasthey dowith additionin thegroup , buttheremaining
numbersare quite different,sinceeachof , , , , and isits own inverse.(With ordinary
additionin ,only isitsowninverse.)

Figure8.1attheendof thischapteishavsawayto visualizethisdihedralgroup.It is known
asthegroupof symmetriesf a pentagon meaningall rigid motionsin the2-dimensionaplane
thatwill transforma regularpentagorontoitself. Firstthereareclockwiserotationsby 0, 72,
144,216,and288degrees.Theserotationscorrespondo thegroupelements, , , ,and ,
respectrely. Any otherpossiblerotationthatwould take apentagorio itselfis equivalentto one
of these asfor examplea counterclockwiserotationby 432 degreess the sameaselement:
a clockwiserotationby 288 degrees.Theseb groupelementsareillustratedin theleft column
of Figure8.1.

Theremainingb groupelementsanbevisualizedaseachof the earlierrotationsfollowed
by are ection of thepentagor( ipping it over) alongtheverticalaxis of symmetry Theright
columnof Figure8.1 shaws the actionat the left in eachcasefollowed by a re ection about
theverticalaxis. Theseactionscorrespondo groupelements, , , ,and , asshowvnin the

gure. Theseactionsshonv wherethe entriesin Table8.1 comefrom. For example,element
is arotationby 288 degreesfollowedby a verticalre ection. If onewantsto seetheresultof
, rst dotheactionspeci edby , thatis, arotationby 144 degrees.Thenfollow thatby
theactionspeci edby : afurtherrotationby 288, for arotationby 144+ 288= 432,whichis
the sameasarotationby 72 (groupelement ), followedby theverticalre ection, which will
result nally in groupelement . This shavsthat , aswe alsoseefrom thetable. All
otherresultsof combiningtwo groupelementsanbe seeto agreewith thetableentriesin the
sameway. Theresultof any combinationof rotations(by ary anglethatis a multiple of 72
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degrees)andof re ections (aboutary of the 10 axesof symmetryof the pentagonmustend
up equialentto oneof the 10 differentgroupelements.

8.3 Verhoeff's Scheme.

If onejustusedthecheckequation

where is the group operationin  , this would be much betterthan simply addingthe
digits modulo10, sincein bothcasesingleerrorsarecaughtbutin two-thirdsof adjacent
transpositiongarecaught(60 outof 90, representetly thebolditalic entriesin thetableabove),
wherea®rdinaryadditioncatchesiotranspositionsThis suggestshatstirring thingsupalittle
morewould give theanswer

Verhoef considereaheckequationf theform

whereeach is a permutationof the tendigits. He wasableto getan excellentcheckin the
specialcasewhere istheith iterationof a x edpermutation .

As theJavaimplementatiorwill shaw, thischeckis nothardto programandis ef cient, but
it employs severaltablesand could not be carriedout by handasall the earliercheckscould.
This discussiomwill employ Java notationto keepthe subscriptsstraight.

Firstthe checkneedgshe groupoperationde ned asatwo-dimensionabrrayopl[i][j] ,
fori andj goingfrom 0 to 9 giving theresultof combiningthetwo numbersn (thesame
asthetableabove):

int](] op= {
{0, 1, 2, 3, 4, 5 6 7 8 9}
{1, 2, 3 4, 0, 6 7, 8 9, 5}
{2, 3, 4,0, 1, 7 8 9 5 6}
{3, 4, 0, 1, 2, 8 9 5 6 7}
{4, 0, 1, 2, 3, 9, 5 6 7, 8}
{5, 9, 8 7, 6 0, 4, 3 21},
{6, 5 9, 8 7, 1, 0 4 3, 2}
{7, 6 5 9, 8 2 1, 0, 4, 3}
{8, 7, 6 5 9, 3, 2 1, 0, 4}
{9, 8 7, 6 5 4, 3, 2 1 0} )

Thencomesanarrayinv , whereinv[i]  givestheinverseof eachdigiti in

int[] inv ={0, 4, 3, 2, 1, 5 6, 7, 8 9}
Finally, the checkrequiresanotherntwo-dimensionahrraygiving the specialpermutationrand
iterationsof it:

int[][] F = new int[8][];

F[0] = new int[}{0, 1, 2, 3, 4, 5 6, 7, 8, 9} [/l identty perm
F[1] = new int[|{1, 5 7, 6, 2, 8 3, 0, 9, 4} [/ "magic" perm
for (int i =2; i <8; i++) { /| iterate for remaining perms
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F[l = new int[10];
for (nt j =0; j < 10; j++)
Fl0] = Ffi-1]  [FA]0I;
}
Now the checkequationtakestheform:
public  static boolean doCheck(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = op[checK][ F[i % 8][a[i]] 1;
if (check != 0) return false;

else return true;
}
The checkdigit canbe insertedin positiona[0] usingthe arraylnv , asis shav in the
actualimplementationaterin this section.
Verhoef's checkabove catchesall single errorsandall adjacenttranspositions.It also
catches95.555%0f twin errors,94.222%of jump transpositionand jump twin errors,and
95.3125%percenif phoneticerrors(assuming rangedrom to ).

Law DECIMAL-3:

It is possib le to use a single check digit to detect all single
errors and all adjacent transpositions, but this method is seldom
used.

| hadearlierformulatedtheabove law usingthewords“and nobodyuseshis method atthe
end.However, ProfessoRalph-Harddschulzof the FreieUniversitatin Berlin pointedoutthat
Verhoef's methodwasusedfor serialnumberson Germarcurreng, beforetheintroductionof
theEuro.

8.4 Java Implementation of Verhoeff's Scheme.

0 Useof the Dihedral Group (all but 30 transpositionsletected)seethe programon
page223.

O \Verhoef's Sheme(all transpositionsletected) seethe programon page226.
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9

The Laws of Cryptograph y
Cryptograms and Terminology

9.1 Cryptograms.

Newspaperdn the U.S. have long presentedo their readersa specialpuzzlecalled a cryp-
togram The puzzlehastaken a quotationin capitallettersand substitutedanotherletter for
eachgivenletter Thetrick is to guesghesubstitutionsandrecovertheoriginal quotation.Here
is anexampleof a cryptogram:

ZFY TM ZGMLMGMZA HF Z YZGJRBFI QRZBF

ATMQXTBXL WHFPNAMYRZGVAHP AXGNIIRM ZFY PRBILX,

TLMGMBIFHGZFX ZGVBMAWRZALUO FBILX.
YHCMGUMZWL, VZXLMT ZGFHRY

It looks like completegibberish,but if one knows, deducesor guesseghe translation
schemethe key for uncovering the quotation,thenit is understandableln this casethe key
is:

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to:  ZUWYMPILBDIJRVFHQSGAXNCTKOE

Giventhequotationthe persormakingup this cryptogramwould write Z for eachA, U for
eachB, Wfor eachC, andsoforth. Giventhecryptogramasabore,onejusthasto gobackwards,
changingeachZ backto A, andsoforth. In this way, knowing thetranslatiorkey, it is easyto
recovertheoriginal quotation:

AND WE ARE HERE AS ON A DARKLING PLAIN

SWEPTWITH CONFUSEDALARMSOF STRUGGLEAND FLIGHT,
WHEREIGNORANTARMIES CLASH BY NIGHT.
DOVERBEACH, MATHEWARNOLD

| have never solved oneof thesepuzzles put my parentoftenusedto spendanhouror so
recoveringsuchquotations (I musttry onesometime.) remembethatmy motherwould rst
focuson aword thatis a singleletterasabove, sincethis lettermustbe eitheran A or anl in
ordinaryEnglish. After trying | for awhile, assumehatZ is an A. Thenthereis athree-letter
word ZFY thatonenow guessestartswith anA. Thisword appeargwice, soonemight guess
thatit is AND Fromthis, the lastword (last nameof an author?) becomesA_N__D. Thereis
only onewell-known authorwhosenamelookslik e this, andthe quotationis perhapsis most
famousone,soonewould have solvedthe puzzleimmediately

As anotherapproachmy motherwould checkthe frequenciesof all the letters. In the
scrambledquotation(leaving off thelastline), they arefar from uniform: Z:11 , M:10, F:9 ,
G:8, B:7, A:7 , etc. Now, E is themostfrequentletterin English,andit is the next-to-most-
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frequentin this quotation.Onecanalsolook for wordswith doublelettersor with otherunusual
featuresWith trial anderror, andsomeluck, onesoonhasthe quotation.

A Java programto producecryptogramsat random,using whateser quotationyou wish
appear®n page229.

9.2 Terminology from Cryptograph v.

The “quotation” above is ordinarily calleda messge or plaintext in cryptography The cryp-
togramis theciphertext. Theproces®f transforminghe plaintext into ciphertet is encryption
while thereverseprocesf recoreringthe plaintext from the ciphertext is decryption The 26
lettersusedfor encryptionanddecryptionis calledthekey. Theparticularmethodof translating
plaintext to ciphertext is calleda cryptosystem

It isimportantto realizethata singlekey couldtransformanarbitrarily long pieceof plain-
text. Thusinsteadof keepinga large messagesecret,one usescryptographysothatoneneed
only keepashortkey secret.This leadsto alaw:

Law CRYPTOGRAPHY-1a:

Cryptograph y reduces the problem of keeping an arbitrar -
ily long message secret to the problem of keeping a short key
secret. What an impressive impr ovement!

Although the techniqueof cryptographyare wonderfuland powerful, one also needsto
realizethelimitations of thesetools. Therestill remainssomethingo keepsecretevenif it is
short:

Law CRYPTOGRAPHY-1b:

Cryptograph y reduces the problem of keeping an arbitrar -
ily long message secret to the problem of keeping a short key
secret. This is little if any improvement, since the problem of
keeping something secret still remains.

Keepingkeys secretand distributing themto usersare fundamentadif cult problemsin
cryptographywhich this bookwill take up later.

9.3 Security From Cryptograph v.

Cryptographyhasmary uses,but rst andforemostit providessecurityfor datastorageand
transmission.The securityrole is so importantthat older bookstitled NetworkSecuritycov-
eredonly cryptography Times have changedput cryptographyis still an essentiatool for
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achieving security Network “sniffers” work becausgacletsarein the cleat unencryptedin

fact, we make aslittle useof cryptographyaswe do becausaf a long-standingpolicy of the
U.S.governmento suppressinddiscouragevork in the areaandusesof it, outsideclassi ed
military applicationsIf atransmissiotine needssecuritytherearestill only two basicoptions:
physicalsecurity with fencesrasorwire andguarddogs,or securityusingcryptography(The
emeging eld of quantumcryptographymay yield a fundamentallydifferentsolution.) With

cryptographyit doesnt matterif theline goesacrossa eld or acrosgheworld.

Law CRYPTOGRAPHY-2:

Cryptograph y is the only means of securing the transmis-
sion of information where the cost is independent of the dis-
tance .

9.4 Cryptanal ysis.

Theearly partof this sectionregardeda cryptogramasa special(simple)cryptagraphic code
The processof recovering the original quotationis a processof breakingthis code. This is
calledcryptanalysis meaningthe analysisof a cryptosystemln this casethe cryptanalysiss
relatively easy Onesimplechangewould make is harder:just realizethatrevealingwherethe
blanks(word boundariespre givesa lot of information. A much moredif cult cryptogram
would leave out blanksandotherpunctuation For example,considerthe cryptogram:

OHQUFOMFGFMFOBEHOQOMIVAHZJIJVOAHBUFJWWRRER®VOMLEDBWMEZVF

OHQDVAZGWUGFMFAZHEMOHWOMLAFBKVOBG X BAEGUE GLOGFUOMENQ
Onemight alsopresenthis just brokeninto groupsof ve charactergor corveniencen han-
dling:

OHQUFOMFGFMFOBEHOQOMVAHZ JVOAH BUFJW UAWGKEHDPB FQOVO

MLBED BWMPZZVFOH QDVAZ GWUGRMFAZH EMOHWOMLAF BKVOB GXTHA

ZGWQENFMXF OKGLOWGFUQVHEVQ

Now thereareno individual wordsto startworking on, soit is amuchmoredif cult cryp-

togramto break. However, this is an encodingof the samequotation,andthereis the same
unevendistribution of lettersto helpdecryptthe cryptogram.Eventually usingtheletterdistri-
butionsanda dictionary alongwith distributionsof pairsof letters,onecouldgetthe quotation
back:

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to:  OXKQFDZGACIVLHEIJSMBWPNURTY

ANDWEAREHEREASONADARKLINGPLAINSWEPTWNHCEEBLARM®FSTRGGLE
ANDFLIGHTWHEREIGNORANTARMIESCLASHBYNIGBMERBECHMAREWARGLD

Evenherethereareproblemsbreakingthe text into words, sinceit seemgo startout with
AND WEARE HE REASON....
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Notice that the uneven statisticaldistribution of symbolsis still a strongpoint of attack
on this system.A muchbettersystemusesmultiple ciphertext symbolsto representhe more
commonplaintext letters. This is calleda homophoniacode,andit canbe arbitrarily hardto
cryptanalyzef oneusesenoughadditionalciphertext symbols.

The cryptanalysisabore assumedhat the ciphertext (the cryptogram)was available, but
nothing else. However, often much more information is at hand, and good cryptosystems
mustbe resistanto analysisin thesecaseslso. Oftenthe cryptanalyshasboth plaintext and
matchingciphertext: a knownplaintext attack. In the caseof cryptogramsthe codewould
be known for all lettersin that particularplaintext, andthis would effectively breakthe code
immediatelyunlessthe plaintext werevery plainindeed.Sometimeghe cryptanalystaneven
choosethe plaintext andthenview his own choiceof plaintext alongwith the corresponding
ciphertext: achoserplaintext attack.

Amateursin cryptographysometimeghink they shouldkeepthe methodof encryption
secret,alongwith the particularkey. This is a badideathough,becausesooneror later the
underlyingmethodwith bediscoveredor boughtor leaked.

Law CRYPTANALYSIS-1:

The method or algorithm of a cryptosystem must not be
kept secret, but only the key. All security must reside in keeping
the key secret.

In mostof computerscienceanalgorithmthatonly worksoncein awhile is noreasonable
algorithmatall. Thesituationis reversedn cryptographybecausét is intolerableif ciphertext
canbedecryptedeven“oncein awhile”.

Law CRYPTANALYSIS-2:

Ordinaril y an algorithm that only occasionall y works is
useless, but a cryptanal ysis algorithm that occasionall y works
makes the cryptosystem useless.

Peoplenaively think thatascomputergyetfasterit getseasierto breaka cryptosystembut
thisis actuallybackwardslogic. The utility of cryptographydependsn the asymptoticease
of encryptionanddecryptioncomparedvith the asymptoticdif culty of cryptanalysisFaster
machinesimply increasehis disparity

Law CRYPTANALYSIS-3:
The faster computer s get, the more powerful cryptograph y
gets. [Radia Perlman]
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9.5 Inventing Cryptosystems.

As | write this (2002),1 just attendeda talk andjust visited a web site wherein eachcasea
entirelynew cryptosystenwasputforwardsaying“the setof keysis solargethatcryptanalysis
by trying themall is entirely impossibl€. No mentionwasmadeof attacksotherthanbrute
force ones,not even known plaintext attacks. The cryptogramsn this sectionhave

differentkeys — the equivalentof an  -bit binary key. Thisis fartoo mary
keys for a bruteforce attack,yet a cryptogramis easilybrokenwith only ciphertet available,
andis trivial to breakundera known plaintext attack.

Law CRYPTANALYSIS-4:
While a large number of possib le keys is a requirement for
a strong cryptosystem, this does not ensure strength.

Gettinga new cryptosystemapproved for reasonableiseby individuals,companiesand
governmentss now an involved process. It caneven startwith a proposallike one of the
systemsnentionedabore, but betteris amethodik ethatfor the AdvancedEncryptionStandard
(AES), wherea numberof differentsystemswvere proposedandevaluatedoy a committeeof
expertsandby thelargercommunity Mathematicakvaluationsof the strengthof anew system
aredesirableaswell asthe“testof time”: along periodduringwhich mary peopleworldwide
evaluatethe systemandtry to breakit. The AES hasalreadyundegoneanenormousamount
of scrutiry, andthis examinationwill continueinde nitely. No new cryptosystenshouldever
beusedfor sensitve (unclassi ed)work, but only systemghathave beenthoroughlystudied.

Law CRYPTANALYSIS-5:
A cryptosystem should only be used after it has been
widely and publicly studied over a period of years.

For example,the public key cryptosystenproposedy Dif e andHellmanin 1976(based
ontheintegerknapsackproblem)wasbrokenin its strongestormin 1985.0ntheotherhand,
the RSA cryptosystemproposedn 1978, still resistsall attacks.(Most attacksare basedon
factoringlargecompositéntegers,andno ef cient algorithmfor this problemhasbeenfound.)
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The Laws of Cryptograph y
Perfect Cryptograph y
The One-Time Pad

10.1 The Caesar Cipher.

Peoplehave usedcryptographyfor thousand®f years.For example the CaesacCipher which
wasusedduring the time of Julius Caesarwrapsthe alphabefrom A to Z into a circle. The
methodemploysa x edshift, sayof 3, to transformAto D, B to E, andsoonuntil Wto Z, X to A,
Y to B, andZ to C. Thusa messag&TTACKbecomeDWWDFahdappearsncomprehensible
to someonenterceptinghe message(Well, incomprehensibléo someonaot very smart.)At
theotherend,onecanreversethetransformatiorby stepping3 lettersin the oppositedirection
to changeDWWDFbackto ATTACK

This exampleillustratesmary conceptsandterminologyfrom cryptography The original
messageés alsocalledthe plaintext. The transformednessagés alsocalledthe ciphertext or
theencryptednessge, andthe procesf creatingtheciphertet is encryption The procesf
gettingthe original messagéackis calleddecryption usingadecryptionalgorithm Thusone
decryptsheciphertext.

Thebasicmethodusedmoving a x eddistancearoundthecircle of letters,is theencryption
algorithm. In this casethe decryptionalgorithmis essentiallythe same.The speci ¢ distance
moved, 3 in this case,s the key for this algorithm,andin this type of symmetrickey system,
the key is the samefor both encryptionand decryption. Usually the basicalgorithmis not
keptsecretbut only the speci ¢ key. Theideais to reducethe problemof keepingan entire
messageaecureo the problemof keepinga singleshortkey securefollowing Law C1lin the
Introductionto Cryptography

For this simplealgorithmthereareonly  possiblekeys: theshift distance®f , , , etc.
upto ,although leavesthe messageinchangedsoakey equalto is not goingto keep
mary secretslf thekey is greatethan , justdivideby andtake theremainder(Thusthe
keysjustform theintegersmodulo ,thegroup  describedn thechapterCryptagrapher's
Favorites)

If aninterceptorof this messagsuspectshe natureof the algorithmusediit is easyto try
eachof the  keys (leaving out ) to seeif ary meaningfulmessageesults— a methodof
breakinga codeknown as exhaustiveseach. In this casethe searchis short, thoughit still
might poseproblemsif the lettersin the ciphertext are run togetherwithout blanksbetween
words.

TheCaesacCipheris justaspecialcaseof thecryptogramgrom the previouschaptersince
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with ashiftof for example thecyprtogramkey is:

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: DEFGHIJKLMNOPQRSTUVWXYZABC

Hereis acomputerimplementatiorof the Caesacipher: seepage232.

10.2 The Beale Cipher.

The BealeCipheris ajust simpleextensionof the CaesalCipher but it is easyto useby hand
andit providesexcellentsecurity

Considerthe Caesarcipherof the previous section,and associatehe lettersA throughZ
with the numbers through , thatis, A is associateavith , B with , Cwith , andsoon
until Zwith . Onecanrepresenthe previousshift of in theexampleby theletterD, sothat
eachletter speci esa shift. A specialencryptionmethodcalledthe Bealecipher startswith
a standardext (thekey in this case)ikethe U.S. Constitution(WE THE PEOPLE. . )
andwith the messageo encrypt,say ATTACK Write down the lettersof the standardext on
oneline, followed by the lettersof the messagen the next line. In eachcolumn,the upper
letteris interpretedasa shift to usein a Caesarcipheron the letterin the secondrow. Thus
below in thesecondcolumn,theE in the rst row meansashiftof is appliedto theletterT in
thesecondow, to gettheletterX.

Standard text (key): WETHEP
Message: ATTACK
Encrypted message: WXMHGZ

Thepersorreceving theencryptedmessagenustknow whatthe standardext is. Thenthis
recever canreversetheabove encryptionby applyingthe shiftsin the oppositedirectionto get
theoriginalmessagé&ack. Thismethodwill handleamessagef ary lengthby justusingmore
of thestandardext. Noticethatin this examplethetwo Ts cameout asdifferentlettersin the
encryptednessagef-or moresecurity oneshouldnot usea standardext aswell known asthe
onein this example.Insteadthe senderandrecever couldagreeon a pageof abookthey both
have with themasthe startof their standardext.

In fact,theoriginal historicalBealecipherconsistedf threemessagesnein theclearand
theothertwo encrypted.The rst encryptednessagesedthestartof theU.S. Constitutionust
asabove, andtold of aburiedtreasureThethird messag&vasto tell whereto nd thetreasure,
but it hasnever beendecryptedln fact,if thestandardext is notknown, it canbevery hardto
cryptanalyzea Bealecipher

All the securityof this systemresideswith the secreg of the standardext. Therearea
numberof subtlepitfalls with this methodaswith mostof cryptographyFor example,suppose
you make atrip to, ummmm,Karjackistanandyou wantto communicaten secretwith your
friendbackhome.Youbuy two copiesof acheapdetectve novel, andagreeon a pageasabove.
TheKarjackistanSecretPolicemight noticethe novel you arecarrying,andmight digitize the
entirebookandtry all possiblestartingpointswithin its text, aspossiblewaysto decryptyour
transmissionslIf thatdidn't work, they couldtry taking every third letter from every starting
point, or try othermorecomplex schemes.



68 Il Intr oduction to Cryptograph y

Hereis acomputelimplementatiorof the Bealecipher: seepage235.

10.3 Perfect Cryptograph y: The One-Time Pad.

It maybesurprisingto thereadetthatthereexist simple“perfect” encryptionrmethodsmeaning
thatthereis a mathematicaproof thatcryptanalysiss impossible. Theterm“perfect” in cryp-
tographyalsomeanghatafteranopponentecevesthe ciphertext he hasno moreinformation
thanbeforereceving theciphertext.

The simplestof theseperfectmethodss calledtheone-timepad Laterdiscussiorexplains
why theseperfectmethodsarenot practicalto usein moderncommunicationsHowever, for the
practicalmethodghereis alwaysthe possibilitythata cleverresearcheor evenaclever hacler
could breakthe method. Also cryptanalystanbreaktheseothermethodsusing brute-force
exhaustve searchesThe only issueis how long it takesto breakthem. With currentstrong
cryptographialgorithms thechancesrethatthereareno short-cutwaysto breakthesystems,
and currentcryptanalysigequiresdecadesr millennia or longerto breakthe algorithmsby
exhaustve search. (The time to break dependson variousfactorsincluding especiallythe
lengthof thecryptographidey.) To summarizewith the practicalmethodghereis no absolute
iem¢ guaranteej/enaf security but expertsexpectthemto remainunbrolen. On the other
hand,the One-Time Padis completelyunbreakable.

The One-Time Padis just a simplevariationon the BealeCipher It startswith arandom
sequencef lettersfor thestandardext (whichis thekey in thiscase).Supposdor exampleone
usesRQBOPSsthe standardext, assumingheseare 6 letterschosencompletelyat random,
andsupposehe messagés thesame.Thenencryptionuseshe samemethodaswith the Beale
Cipher exceptthatthe standardext or key is not a quotationfrom English,but is a random
stringof letters.

Standard text (random key): RQBOPS
Message: ATTACK
Encrypted message: RJUORC

So,for example thethird columnusesheletterB, representingrotationof , to transform
theplaintext letterT into theciphertet letterU. Therecever musthave thesamerandomstring
of lettersaroundfor decryption:RQBOPS this case As theimportantpartof this discussion,
| wantto show thatthis methodis jem¢ perfectj/emaslong astherandomstandardext letters
arekeptsecret. Supposeghe messagés GIVEUP insteadof ATTACK If onehadstartedwith
randomlettersLBYKXNasthe standardext, insteadof thelettersRQBOP&hentheencryption
would have takenthe form:

Standard text (random key): LBYKXN
Message: GIVEUP
Encrypted message: RJUORC

The encryptedmessagédciphertet) is the sameas before, even thoughthe messages
completelydifferent. An opponentwho interceptsthe encryptedmessagéut knows nothing
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abouttherandomstandardext getsnoinformationabouttheoriginal messageyhetheit might
be ATTACKor GIVEUP or ary othersix-lettermessageGivenary messaget all, onecould
constructa standardext sothatthe messagés encryptedo yield the ciphertect RIUORCAnN
opponeninterceptinghe ciphertext hasnoway to favor onemessag®ever anotherlt is in this
sensdahattheone-timepadis perfect.

In this centuryspieshave oftenusedone-timepads.Theonly requirements text (the pad)
of randomlettersto usefor encryptionor decryption.(In fact,evennow | would not wantto
befoundin ahostilecountrywith alist of random-lookindetters.) The party communicating
with thespy musthave exactly thesametext of randomletters.This methodrequireghesecure
exchangeof padcharactersasmary suchcharacterssin the original messageln asensehe
padbehaeslik e the encryptionkey, exceptthatherethe key mustbe aslong asthe message.
But suchalong key defeatsa goalof cryptographyto reducethe secreg of along messagé¢o
the secreg of a shortkey. If storageandtransmissiorcostskeepdropping,the one-timepad
mightagainbecomeanattractve alternatve.

Law PAD-1:
The one-time pad is a method of key transmission, not
message transmission. [Bob Blakeley]

During World War Il the Germansisedanintricatemachineknown asEnigmafor encryp-
tion anddecryption. As animportantevent of the war, British intelligence,with the help of
Alan Turing, the twentiethcenturys greatestomputergenius,managedo breakthis code. |

nd it soberingto think thatif the Germanshadnot beenso con dentin the securityof their
machinebut haduseda one-timepadinstead,they would have hadthe irritation of working
with padcharacterdgeepingtrackof them,andmakingsurethateachshipandsubmarinénada
sufcient storeof pad,but they would have beenableto usea completelyunbreakablesystem.
No oneknows whatthe outcomemight have beenif the allies hadnot beenableto breakthis
Germancode.

10.4 Random Character s For the One-Time Pad.

Later sectionswill dwell more on randomnumbergenerationjput for now just notethatthe
one-timepadrequiresa truly randomsequencef characters.f instead,oneuseda random
numbergeneratoto createthe sequencef padcharacterssucha generatomightdependona
single32-bitintegerseedor its startingvalue. Thentherewouldbeonly  differentpossible
pad sequenceanda computercould quickly searchthroughall of them. Thusif a random
numbergeneratois used,it needso have at least128 bits of seed,andthe seedmustnot be
derivedsolelyfrom somethindik e the currentdateandtime. (Usingthe currenttime anddate
would beterrible,allowing immediatecryptanalysis.)

Exercise: Write a programthatwill generateluplicatecopiesof sequencesf randomcharac-
ters,for usein aone-timepad.  [Ans: for programshatwill generatea one-timepad,see
page239. For apairof wheelsthatmakesthe one-timepadeasyto use,seepage242.]
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The Laws of Cryptograph y
Conventional Bloc k Ciphers

11.1 Conventional Block Ciphers.

Theword “conventional’is typically the sameas“symmetrickey”, or “single key”, or “clas-
sical”, indicatingsomethingfrom ancienthistory. But this is internettime, soin this casean
ancienttheoryis arything datedbefore1976. After thatcamethe cryptosystemsariouslyde-
scribedas“asymmetric”,or “two-key”, or “public key” (actuallymis-labeledsincethis latter
is atwo-key systemwhereonekey is publicandtheotherprivate).Latersectionswill describe
asymmetricryptosystems.

Blodk ciphersarein contrasto streamciphers.A streamcipherhandlesonebit of key and
onebit of plaintext at atime, usuallycombiningthemwith an exclusive-orto produceonebit
of ciphertext. Sincethe encryptioncannotjust dependon a singlebit of key, the systemmust
have stateor memory sothatwhatis donewith onebit depend®nwhatwasdonebefore.

Block cipherstake a block of plaintext, whosesizedepend®n the cryptosystemanduse
a x edkey of someblock lengthalsodependingon the cryptosystemto producea block of
ciphertet, usuallythe samelengthastheblock of plaintext. Suchencryptionis “stand-alone”
and doesnot dependon what happenedefore. (Sucha block cipherdoesnot have stateor
memory) Having ciphertet block sizethe sameasplaintext block sizeis important,because
thenthereis no dataexpansionwith encryption.

Theidenticalblock sizeof plaintext andciphertext shouldnot be too small or the system
would not be practical. In practicea corvenientsizeis chosennowadaysusuallyeither  or

bits. The size of the key mustbe large enoughto prevent brute-forceattacks. Thusthe
ancient(25-yearold) DataEncryptionStandardDES) hada  -bit key andthen  bitsin
theoriginal proposalsThiswas nally cutto  bits onatransparentlyalsepretet thateight
outof  bitsshouldbeusedfor parity. It is now clearthatthe U.S. NationalSecurityAgencg/
(NSA) wantedakey sizethatthey couldjustbarelybreakusinga bruteforceattackandthatno
oneelsecouldbreak.A  -bit key requires256timesasmuchwork to breakasdoesa -bit
one,but thisis still obviouslyinadequatén today'sworld. Thenew U.S. AdvancedEncryption
Standard(AES) requiresat least bits in a key, andthis is now regardedas a minimum
desirablesize. Therehasbeenrecenttalk thatthis lattersizewill alsosoongive way to abrute-
force attack,but thisis nonsense— DES s still nottrivial to break,andthe AES would be at
least  orroughly harderaverylargenumber (Notethatthis estimatds justfor
a brute-forceattack— theremight be easierwaysto breakary givensystem.)For additional
security the AES alsohaskey sizesof and bits available.

The sectiondescribingClaudeShannors noisy codingtheoremuseda randomcodefor
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error correctionof datasentover a noisy channel. In cryptographya randomcodewith no
duplicatecodewordscould be consideredor a cryptographiacode,but the codetablewould
needto be unacceptabljarge,andthedecodingalgorithmwould bedif cult to make ef cient.
(Here the codetable would take the placeof the key.) Insteadof usingrandomciphertexts,
whichis not practical,onewantsto have ciphertexts thatappearto berandom.

Encryptionitself provides a function from eachpossibleplaintext block to a ciphertext
block, with no duplicatevaluesoccurring. Similarly decryptiongivesthe inversemapping,
whichwould not be uniquelyde ned if therewereduplicates Encryptionin this type of cryp-
tosystemis essentiallya parameterizedollection of encryptionfunctions,onefor eachkey
value.

The usualcharacterizatiorof a block cipherassumesio memoryor statefrom block to
block, thatis, eachplaintext blockis alwaystransformedo thesameciphertet block,assuming
the samekey. The cipherswith stateare streamciphers. If the blocksizeis small andthere
is no state,one could just useattacksin the next sectionto try to determinethe ciphertext
correspondingo eachpossibleplaintext block.

Law BLOCKCIPHER-1:
In a block cipher, the blocksize must be large, as least 64
bits, unless the cipher has state.

Thusa cipherwith smallblocksizeneedso actuallybe a streamcipher The cipherblock
chainingmodedescribedaterin this chapteris soimportantbecausdé cornvertsablock cipher
to a streamcipher

11.2 Possib le Attac ks.

The basicmethodusedfor encryptionshould not be secret,but insteadall securityshould
rely on the secreg of the key. Thusopponentsvho know everythingaboutthe encryption
anddecryptionalgorithmsshouldstill not be ableto breakthe systemunlessthey know the
particularkey.

Thekey is now chosenarge enoughto eliminatebrute-forceattacksput justalargekey is
notenougho ensuresecurityof acryptosystemTheopponentmayhave additionalinformation
aboutthe cryptosystem.Therearethreesimpletypesof attacksagainsta cipher (alongwith
otherfancieronesnotdescribecere):

O Ciphertet only: herethe opponenthasaccesonly to ary numberof ciphertets.
Thisis thewealestassumptiorandwould alwaysbetrue. An opponentvho cannot
eveninterceptencryptednessagesbviously cannotdeterminghe plaintexts.

O Knownplaintext: Thiscaseassumethatanopponentanobtainplaintext/ciphertext
pairs. As an example,an embassymight rst getpermissionfor a pressreportby
sendingthe reportin encryptedform on one day, and thenactually releasingthe
reportthe next.
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[0 Chosenplaintext: This scenaricassumeshe opponentanaskfor encryptionof
plaintexts of their choosingandseetheresultingciphertets. This is the strongest
informationnormallyassumeaf opponentsthatthey essentiallyhave accessgo an
“encryptionbox” with thekey buriedinaccessiblynside.

Onealwayswantsacryptosystento besecureagainsiachoserplaintext attack,soof course
the AES appeargo resistthis attack.Notice thata cryptosystenmay oftenbe strong(resistant
to attacks)andyet notrequireasmuchwork to breakasa bruteforce attack.For example the
cryptogramsn anearliersectionhave keys of size  orroughly . Thisisavery
large key spacdor brute-forcesearchhut in facta cryptogramis easilybroken.

In additionto trying to breakthe cipher an opponentcanattemptvariousreplay attacks:
retransmittingndividual blocksor entiremessagemadeup of mary blocks. For example,on
onedayanarmy might receve anencryptedRETREATMessageThe next day, whenthey are
supposedo attack theencryptedATTACKmessageouldbeinterceptecandreplacedvith the
previous day's message.The army would decryptthe messagend think they shouldagain
retreat.

Thereare sereral waysto protectagainstthesereplay attacks. Additional datacould be
includedin eachblock, suchasa sequenceaumber or the date. However, a bettermethod,
explainedin detailin the sectionon “modesof operation”below, makeseachencryptedblock
dependonall the previousblocks.

Other attacksinclude inserting, deleting or rearrangingblocks of ciphertet, aswell as
ciphertext searching: looking for ablock thatmatchegheblockin anotherencryptednessage,
without beingableto decryptthe block.

11.3 Meet-In-the-Mid dle Attac k on Double Encryption.

Fromthebeginning,critics of the DES's shortkey weretold thatthey couldusedoubleor triple
DESencryptionthususingtwo orthree -bit DESkeys, andgettinganeffective key lengthof

or bits. For example,doubleencryptionruseswokeys and , encryptingrst with
the rst key, andthenencryptingthe resultingciphertext with the secondkey. A brute-force
attackon all pairsof keys would indeedrequire stepshut suchadoubleencryptionshould
notberegardedasnearlyassecureasacryptosystendesignedrom scratchwitha  -bit key.
In fact,thereis a specialattackon sucha system calledmeet-in-the-middle

In orderto carryoutanattack,oneneedsnoughnformationto recognizevhentheattackis
successfulOnepossibilityis thatthe plaintexts might have extrainformation(suchaspadding
with bits,orrepresentin\SCII charactersihatwill allow theirrecognition.Morecommonis
aknown plaintext attack: Supposenehasseveralpairsof correspondinglaintext : ciphertext
from known plaintext information: , , etc. Thesecorrespondo doubleDES
encryptionusingtwo unknavn keysin succession: and . Theobjectveis to determine
theseunknovn  -bit keys.

First calculatethe ciphertets for all possiblekeys . Theseshouldbe
storedasa (very large) hashtableto allow ef cient lookup. Thenfor eachpossiblekey
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calculate . Look up each in the hashtable. If anentryis found, thenit
satis es: and ,forsomekeys and . Thismightrepresent
afalsealarm, sooneneeddo checkthesetwo keys againstanothermplaintext : ciphertet pair
asasecondcheck.Ontheaveragejn  stepsthedesiredpair of keyswill befound.

Thus,insteadof stepgwhichis at presentompletelyunrealistic),onecangetby with
atmost and  blocksof storage.Of coursethese gures arealsovery large, but perhaps
not so far beyond whatis possible. Thereis alsoa re nementof this attackcalledthe time-
memorytrade-of thatuses stepsof executionand  blocksof storagewhere .
(SeetheHandboolkof AppliedCryptagraphyfor details.)Soevenif blocksof storages not
possible onecantradea smalleramountof storagefor alargeramountof executiontime.

There are clever waysto useblock ciphers,asillustratedin the next section,that will
eliminatethesemeet-in-the-middlattacks.

11.4 Modes of Operation.

Thediscussiorbelov assumea x edcornventional(singlekey) blockencryptionschemesuch
asthe AdvancedEncryptionStandarddiscussedn a later section. The methodswork for ary
suchblock cipher

Electronic Codebook (ECB) Mode: The rst methodof usinga block cipheris calledThe
Electronic CodebooECB)Mode. In this method,eachblock is encryptedndependentlyf
eachotherblock. This methodobviously invitesthereplayof blocksmentionedearliet

Cipher Block Chaining (CBC) Mode: Thisusesanlinitialization Vector( ) thesizeof one
block. The isexclusive-oredwith the rst messagélock beforeencryptionto givethe rst
ciphertet block. Eachsubsequennessagélockis exclusive-oredwith the previousciphertext
block. The processs reversedon decryption. Figure 11.lillustrateshe CBC mode(adapted
from the Handbookof AppliedCryptography):

In theimageabove,asequencef plaintextblocks: , , , isbeingencryptedising
akey andblockencryptionalgorithm . Step of thealgorithmusesplaintext |, key
andthe ciphertext producedoy the previous step.Step requiresa specialinitialization
vector . As shawvn, step of decryptionusesthe inversedecryptionalgorithm
andthesamekey , alongwith theciphertext block  andthepreviousciphertext block

This CBC modehasso mary pleasanpropertieshat no oneshouldconsiderusing ECB
modein its place.

Law BLOCKCIPHER-2:
Always use the cipher block chaining (CBC) mode instead
of the electronic code book (ECB) mode.

Propertieof the CBC mode:
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Figure 11.1 The Cipher Block Chaining Mode.
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0 Whatis transmitted: At eachstage,one ciphertext block is transmitted. It must
alsobe arrangedhatthe samesecretkey  andthe sameinitialization vector
areat bothendsof thetransmissionalthoughthelV couldbeincludedin aninitial
transmission.

O Initialization \eector (1V): This needgo bethe samesizeastheplaintext andcipher
text. It doesnotneedto bekeptsecretbut anopponenshouldnotbeableto modify
it. For lesssecurity the IV could be all zeros,makingthe rst stepof CBC the
sameasECB. For extrasecurity thelV couldbekeptsecretalongwith thekey, and
thenan opponentwill not be ableto obtaineven one pair of plaintext : ciphertext
correspondingo the givenkey.

[0 CBC corvertsa block cipherto a streamcipher: The CBC modeis essentiallya
streancipherthathandlesoneblock's worth of bits atatime. The stateor memory
in the systemis the previousciphertet.

[0 Ead ciphertext blodk dependson the current plaintext and on all plaintext that
camebefoe: If asinglebit of theinitialization vectorof of the rst plaintext block
is changedthenall ciphertext blockswill berandomlyaltered(50%of bits different
from whatthey wereontheaverage).

[0 CBCis secue againstthe variousattadks mentionecearlier: This includesall the
waysof ddling with andsearchindor encryptedlocks.

[0 Useof CBCasa le cheksum: The nal ciphertet block dependson the entire
sequencef plaintexts, soit works asa checksumto verify the integrity of all the
plaintexts (that they are unalteredand are completeandin the correctorder). As
with all checksumsthereis a very small probability thatthe checksunwill fail to
detectanerror Usinga  -bit block, for example,the probability of erroris so
smallthatanadwancedcivilization couldusethis methodfor millenniaandexpecta
vanishinglysmallchanceof a singleundetecteerror.

[0 Recweryfromerrorsin the transmissiorof ciphertet blodks: If oneor morebits
of ciphertext block  aretransmittedn error, the errorwill affecttherecovery of
plaintext blocks and . Therecoveredblock  will becompletelyrandom-
ized (50% errorson the average) while plaintext block will only have errors
in thesameplaceswhere  haserrors.All theremainingplaintexts will comeout
free of error. Thusthe CBC modeis self-synbironizingin the sensdhatit recovers
from bit transmissiorerrorswith only two recoveredblocksaffected.

Cipher Feedback (CFB) Mode: This is usedfor applicationsrequiringthat a portion of a
block betransmittedmmediately Seethe Handbookof AppliedCryptographyfor details.
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The Laws of Cryptograph vy
Public Key Distrib ution Systems

The rst ideasof public key cryptographycan bestbe explainedusing a clever method
for two peopleto exchangea commonsecretkey using only public communications. The
following exampleis not intendedto be practical,but it illustratesthe ideas.In fact, it would
work in practice but therearebettermethods.

12.1 Merkle's Puzzles.

ImaginethatpersonA (“Alice”) wantsto establistsecureeommunicatiorwith adistantindivid-
ualB (“Bob”). Alice andBob have madeno previousarrangementandcanonly communicate
over a public channekhatanyonecanlistenin on. Anotherperson(“Boris”) listensto all their
communicationaand hasmore computingpower thanthey have. Also Alice and Bob have
no specialsecretmethodsnot known to Boris. However, Boris canonly listenin andcannot
changemessageslin spiteof all this, it is still possiblefor the two of themto establishse-
curecommunicatiorthatBoris cannotunderstandThis surprisingtechniquevasdevelopedby
R.C.Merkle beforetheintroductionof true public key cryptographylt helpspreparestudents
of cryptographyfor evenmoresurprisingideas.

Alice andBob mustbe ableto create“puzzles”thatare hardbut not impossibleto solve.
For example,they couldagreethatall butthelow  bitsofa  -bit AES key would be zero
bits. Thenthey couldencrypttwo blocksof informationwith this key. A brute-forcebreaking
of the“puzzle” would meantrying keys onthe average.The encryptednformationwould
alsostartwith a block of zerobits, sothatthey cantell whenthe puzzleis broken. Supposet
takesAlice andBob anhourof computertime to breakoneof thesepuzzles.It is importantto
emphasizeéhatBoris alsoknows exactly how the puzzlesareconstructedSupposdBoris hasa
muchmorepowerful computerandcanbreaka puzzlein justoneminute.

Bobcreates of thesepuzzlesgachcontaininga  -bit randomkey in oneblockand
a sequenceumberidentifying the puzzle(a numberfrom to in binary with leading
zerosto make it bits long). Bob transmitsall of thesepuzzlesto Alice, in randomordet
Alice choose®nepuzzleatrandomandbreakst in onehour. Shethenkeepsthe randomkey
andsendghe sequenc&umberbackto Bob. (Boris listensin to this sequenc&umber but it
doeshim no goodbecausdie doesnt know which numbergoeswith which puzzle.)Bob has
savedthe contentof the puzzles(or hasgeneratedhempseudo-randomly3othathe canlook
up the sequenceumberand nd the samerandomkey that Alice has. Boris, their opponent,
mustbreakhalf of the puzzleson the averageto recover the commonkey that Alice andBob
areusing. Evenwith his muchfastermachinesit still takesBoris minutesor days
on the averageto breakAlice and Bob's system. Thus Alice and Bob get daysof secret
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communicationslf they wantmoretime,say days,thenBobjustneeddo sendtentimesas
mary messagesiitially, thatis, . If the disparitybetweentheir computingpower and
thatof thelistenerss evengreaterthenagainBob mustsimply sendmorepuzzlesnitially.

If Boris canactuallyaltermessage&hangeor injector deletethem)aswell aslisteningin,
thenhemight pretendo be Alice andcommunicatevith Bob, or vice versa.In this caseAlice
andBob mustbe ableto describesharedexperience®r to communicatesharednformationto
oneanothelto be surethey arenot communicatingvith a strangei(Boris).

If Boriscanintercepiandchangeall messageketweerAlice andBob, thenhecouldanswer
both Alice's and Bob's requestdo communicateand pretendto be eachto the other Once
Boris hassecurecommunicatiorestablishedavith both Alice andBob, hecouldrelaymessages
backandforth betweenthem,translatingbetweerthe two cryptosystemsThenevenif they
authenticateceachother he would still be listeningin. This is called a man-in-the-middle
attad. In this extremecase the methoddoesnotwork. This shavs the greatcarethatmustbe
takenwith cryptographigorotocols.Therearemorecomplicatedmethodselying on atrusted
sener thatwill foil thisandotherattacks

12.2 Commuting Ciphers.

Alice andBob still wantto communicatesecurelywithout having setit up aheadof time, but
they would like a simplerand more mathematicakystem. The groundrulesarethe sameas
above: Borislistensin, knows everythingthey know, andhasmorecomputingpower.

If they eachhadtheir own secet commutingcipher sayAlice had andBobhad ,
then,usinga commonpublic integer , Alice could send to Bob, andBob could send

to Alice. ThenAlice computes andBob computes . Because

thetwo cipherscommutethesequantitiesarethe same.The two peoplecanusethis common
valueor a portionof it to make up a secretkey for corventionalcryptography If Boris cant
breakthecipher he hasnoway of knowing this secretvalue.

Actually, in this system,all thatis neededs secretcommutingone-wayfunctions Such
functionsarediscussedh alatersectionthoughnotcommutingones.

It is afactthat cryptosystemalmostnever commute.The next sectiondescribeghe only
exceptionl know of.

12.3 Exponentiation and the Discrete Logarithm.

One canimaginea cryptosystemn which a x ed number is raisedto a power moduloa
x ed prime , andthe power is the plaintext . Theresultis the ciphertext . (Thereis a
cryptosystentalledthe Pohlig-HellmanSystensimilar to this but a bit morecomplicated.)So
one x esa(large)prime andaninteger thatis ageneratofor multiplicationin the eld
(For this generatarseethe sectionon Fermats Theoremin the “Favorites” chapter) Froma
message , calculateaciphertext asdescribedbore:

mod
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If the quantitiesabore were ordinaryreal numbersandthe equationwere , then
solvingfor  would give , the“logarithm base of ”. Becauseof this notation
from realnumberspnealsorefersto  above asthe“discretelogarithmof tobase modulo

". It turns out that thereis no known ef cient way to calculatediscretelogarithms,even
knowing , ,and . Usingabruteforceapproachpnecouldjusttry all possiblevaluesof
but therearewaysto do betterthanthis, includinga “meet-in-the-middle’approactsimilar to
theattackof thesamenameon doubleencryptionwith block ciphers.Therearealgorithmsthat
areef cient if hasno large primefactors.With the bestknown approachesf theprime

is largeandrandom andif hasa large primefactor thenthereis no ef cient algorithm
to calculatediscretdogarithms.

12.4 The Dif®e-Hellman Key Distrib ution System.

With this system Alice andBob work with a large public prime , anda public generator .
Alice chooses secretinteger , while Bob chooses secret . Alice sends mod to Bob,
andBobsends mod toAlice. Thenin secretAlice computes mod = mod .
Similarly in secret,Bob computes mod = mod , andthesetwo quantitiesare
thesamea commonsecretvaluethatthey canusefor furthercommunicationBoris listening
in cannotcomputeeither or , andcannotdiscoverthis commonsecret.

Justaswith the Merkle puzzlesjf Boriscando morethanlistenin onthecommunications,
he couldpretendto be Alice to Bob or vice versa,andhe could evenusea man-in-the-middle
attackto make Alice andBob think they arecommunicatingn secretwhenthey arenot. There
aremoreelaboratemethoddnvolving authenticategublic keys thatboth Alice andBob have,
andthesemethodsallow themto establisha commonsecretkey evenin the presenceof an
active opponentik e Boris.

In orderto setup a practicalsystemasabove, rst choosea “largeenough”randominteger

. Thesizeneededdepend®n how fastthe computerdrave becomeandon whethertherehas
beenprogressn computingdiscretelogs; atpresent shouldbeat least bitslong. Then
testthe numbers , , etc.,until the next prime is found. It is not enoughjust
to have arandomprime, but the prime minusonemusthave a large prime factor Sojust nd
alargerprime with asafactor For this purposetest to seeif it is prime. If it
is not a prime, startover againwith anotherandom . Finally, onewill have a prime with
the propertythat , for aprime of abouthalf the sizeof . In orderto geta
generatarchoosean atrandom,or startwith . Checkthis toseeif mod or
if  mod . Whenan doesnt satisfyeitherof these pneknowsthevalueis ageneratagr
and can be usedfor key distribution. (A random would also probablywork, but not with
certainty)
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The Laws of Cryptograph y
Public Key Cryptograph vy

13.1 Beginnings of Public Key Cryptograph v.

In 1976Dif e andHellmanstarteda revolution with their article introducingthe conceptsof
public key cryptography Othersdiscoreredthe sameconceptsearlierwhile doing classi ed
military applicationsput the openpublicationcaughtmary peoplesimaginationworld-wide.

Insteadof usinga singlekey for encryptionanddecryptiontheideais to have onepublic
key for encryption(or onepublic encryptionalgorithm),akey thataryonecanaccesanduse.
Thiskey will normallybeavailableonlinefrom atrustedkey server in away similarto numbers
in aphonebook.

Thekey for decryption(or thealgorithmfor decryption) will be secretandknown only to
the party for whom the messages encrypted. It mustnot be feasibleto guessor deduceor
calculatethe decryptionkey from a knowledgeof theencryptionkey.

Eachuserhashis or her own pair of encryptionand decryptionkeys, distint from one
another

13.2 Structure of a Public Key Cryptosystem.

Eachseparataiserconstructsa public encryptionalgorithm  anda private decryptionalgo-

rithm . (Usuallythealgorithmsare x ed,andthe only informationneededarekeys supplied

to thealgorithms.)ThusAlice hasapair and , andsimilarlyBobhas and
Eachmatchingpair and of algorithmshasthe properties:

1. Encryptionfollowedby decryptionworks: , for ary plaintext ~ for
whichthealgorithm is de ned.

2. Canencryptefciently: Thealgorithm canbecalculatedef ciently”.
3. Candecryptefciently: Thealgorithm canbecalculatedef ciently”.

4. Public and private keys staythat way: For anopponen{(“Boris”) whoknows , it
is still an*“intractible” computatiorto discover

The RSA public key cryptosystemalso hasthe unusualand useful propertythat decryption
worksthe sameasencryption.

5. Signingfollowed by verifying works: The setof messages is the sameasthe
setof ciphertets , for all | sothatthe decryptionalgorithmcanbe
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appliedto a messageresultingin whatis calleda signedmessge or a signatue. If
is the signaturecorrespondingo someplaintext , then ,
thatis, , for any message .

The word “ef cient” above meansthat that calculationusesan acceptablemountof re-
sourceswhile “intractible” meangoughlythatthis computatiorusesmoreresourceshanthe
secreg of themessagés worth. (This varieswith time, ascomputationgetcheape)

Alice makesherpublic algorithmpublicly available,by publishingit or by puttingit online,
andsodoesevery otheruser In practicea public key senerin neededo supplyauthenticated
public keysto users.Alice keepshersecretalgorithmcompletelyto herself justasevery other
userdoes.(No oneelsemustknow the secretalgorithm.)

13.3 Modes of Operation for Public Key Cryptosystems.

Herethe term “key” is usedto meanthe sameas “algorithm” asexplainedabove. Suppose
asabove that Alice andBob have public key andprivatekey pairs: for Alice and
for Bob. Theremustbe somekey distribution authoritythatkeepsthe public keys

and andmakesthemavailableto anyonerequestinghem.(Usingsignaturgechniques
discussedhter, theauthoritycancorvincearequestethatheor sheis gettingthecorrectkeys.)

Bob sends a secret message to Alice: Bob getsAlice's public key from the au-
thority. Bob calculates andsends to Alice. Only Alice knows the decryption
key, soonly Alice cancompute . Unlessthereis somefailurein

the system Alice knows thatno oneinterceptingthe transmissiorof  will be ableto recover
themessage . However, anyonemight have sentherthis messageandeven Bob might have
leaked the messagéo others.Notice thatthis modedoesnot requirethe specialproperty5 of

RSA, but is availablefor any public key cryptosystem.

Bob signs a message and sends it to Alice: This modeusesthe specialproperty5.
above of the RSA cryptosystem.Othersystemsausuallydon't have property5., but it is still
possibleto createdigital signaturesn a morecomplicatedvay asa later chapterwill discuss.
Bob useshis secretdecryptionkey onthe messagéself (ratherthanon ciphertet). For RSA,
the collectionof all possiblemessages the sameasthe collectionof all possibleciphertets:
ary integerlessthanthe x edinteger usedfor thatinstanceof RSA. ThusBob calculates
. At theotherend,Alice canretrieve Bob's public key from the key authority

anduseit to recover the messageby calculating . Anyonecan
fetch Bob's public key anddo this calculation,so thereis no secreg here,but assuminghe
systemdoesnot breakdown (that the key authority works and that the cryptosystenis not
leakedor stolenor broken),only Bob canhave signedthis messagesoit musthave originated
with him.

Bob canusethis samemethodto broadcasa messagéntendedfor everyone,andanyone
canverify usingBob's public key thatthe messageanonly have originatedwith him.

Bob signs a secret message and sends it to Alice: This canbe donein two ways,
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with Bob usinghis secretkey andAlice'spublickey . (Onceagain,thisassumefRSA
with property5 is used.) Calculateeither , or . In either
case Alice reverseghe processusinghersecretkey andBob'spublickey . Thereis
oneotherslight problemwith the RSA cryptosystembecausehe maximumsizeof plaintext
or ciphertet is lessthananinteger  for Alice, andis lessthanadifferentinteger ~ for Bob.
What happenghendependon which of thesetwo integersis larger, for if is the larger,

then might betoo large to be handledby usinga singleblock, soonewould have
theawkwardbusinesf breakingthis into two blocks.However, in this caseonecancalculate
rst, andthisis de nitely lessthantheblock sizeof thekey . In casethesizesare

reversed just do the two stepsabove in the oppositeorderalso, sothereis no needfor more
thanoneblock evenfor a signedandsecretmessage.

NoticethatAlice knows the messagenusthave originatedwith Bob, andthatno oneelse
canreadit, giving bothauthenticatiorandsecreg.

Bob uses a hash function to sign an arbitraril y long message using only one block:
Hereonejust signsthe hashcodeof the messageThesematterswill be discusseanorethor-
oughlyin the chapteron hashfunctions.

13.4 The Integer Knapsac k Cryptosystem.

Dif e andHellmanproposed speci ¢ publickey cryptosystenin their 1976paper:oneusing
aninterestingproblemknown asthe Integer Knapsa& Problem This particularapproacthas
beenbrokenin mostforms. This chapterincludesit becausat is a goodillustration of how
public key cryptographyworks.

The knapsackproblemis an exampleof an NP-completgoroblem— a classof problems
thatareusablefor variouspurposesbut thoughtto beintractible. A laterchapterdescribeshis
theoryin muchmoredetail. The knapsackproblemoccursasa decisionproblem thatis, one
with justa Yes-Noanswerandasanoptimizationproblem onewith aspeci ¢ answer

Integer Knapsack Decision Problem: Given positive integers
anda positive integer , is therea subsetof the thataddsup exactly
to ?(Yesor No answel)

Thesumhasto addupto exactly — beingclosecountsfor nothing. The optimization
problemasksjustwhich numberanustbeadded.lIs is aninterestingexerciseto seethatif one
hadanef cient algorithmto answetthedecisionproblem thenusingthisalgorithmarelatively
smallnumberof times,onecouldgetanotherlgorithmthatwould alsoanswetthe optimization
problem.

Thereare mary differentkinds of instancesf the knapsackproblem. Someof themare
easyto solve andsomearehard. Thetrick with usingthis problemfor public key cryptography
is to malke breakingthe problemlook like a hardinstance but it is really a disguisedhard
instance.If you know thetrick, the disguise,you cantransformit into an easyinstance and
usethesecretkey to decrypt.
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Onetype of easyinstanceis onewith relatvely smallnumbersfor the numbers . Then
standarddynamicprogrammingalgorithmswill solve the problem.Anothereasyinstancethe
onewe will usehere,isforthe toform asuperinceasingsequencemeaninghateachvalue
is largerthanthesumof all thevaluesthatcamebefore.
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The Laws of Cryptograph y
The RSA Public Key Cryptosystem

14.1 Histor y of the RSA Cryptosystem.

Thehistoryof RSAis still fascinatingo mebecausé watchedt unfold. In 1976,asdiscussed
in the previous chaptey Dif e andHellmanintroducedthe ideaof a public key cryptosystem.
(Actually, the concepthadbeendiscoveredearlierin classi edwork by British andAmerican
military researcherdut no oneknew thisatthetime.) Thena1977Scienti c Americanarticle
by Martin Gardenetalkedabouta new public key implementatiorby MIT researcherRivest,
Shamir andAdelman. This article caughtmy attention(alongwith mary others),but did not
containthe detailsneededo fully understandhe system.A yearlaterthe detailswere nally
publishedandtherevolutionin cryptographywasin full motion. After morethantwentyyears
of researchRSA remainssecureandhasbecomethe mostpopularpublic key cryptosystem.

Law RSA-1:
The RSA cryptosystem is the de facto world-wide standard

for public key encryption.

14.2 Description of the RSA Cryptosystem.

TheRSA systemis anasymmetri@ublic key cryptosystenm thetermsof thepreviouschapter
Recallthatthis meanghattherearearny numberof pairsof algorithms bothde nedon
the samesetof values. s the public encryptionalgorithmand is the private decryption
algorithm Thesesatisfy:

1. Encryptionfollowedby decryptionworks: If is the ciphertext corresponding
to someplaintext , then . (In otherwords: , for ary message

)

2. Canencryptefciently: For ary message , thereis anefcient algorithmto calculate

3. Candecryptefciently: For any messager ciphertext , thereis anefcient algorithm
to calculate
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4. Publicandprivate keys staythatway: Fromaknowledgeof , thereis no ef cient way
to discover

5. Signingfollowed by verifyingworks: The setof messages is the sameasthe setof
ciphertets , for all , sothatthe decryptionalgorithm canbe appliedto
a messageresultingin whatis calleda signedmessge or a signatue. If
is the signaturecorrespondindo someplaintext , then . (In otherwords:
, for any message )

As mentionecearlie; RSAis uniquein having property5, which makessignaturesisingit
particularlyeasy

Users , , cancreatetheirown pairs , , Oof RSAkey pairs.The
encryptionalgorithmsare“published” or madeavailableon a securepublic key sener, while
the decryptionalgorithmsare kept secretfrom everyoneexceptthe originator The previous
chapterhasgoneover how thesecanbeused.

In RSA, the plaintexts and ciphertets arejust large positive integers,up to a certainsize
dependingon the speci ¢ key pair. The underlyingalgorithmsare not secretbut only certain
informationusedin them. The RSA systemitself is constructeagsfollows:

Algorithm: RSA cryptosystentonstruction.

1. Chooserandom‘large” primeintegers and of roughlythe samesize,but
nottoo closetogether

2. Calculatethe product (ordinaryintegermultiplication).
3. Choosea randomencryptionexponent lessthan that hasno factorsin
commonwith either or

4. Calculatethe (unique)decryptionexponentsatisfying

mod
Theencryption function is mod , for ary message .
Thedecryption function is mod , for ary ciphertext .

Thepublic key (published) is the pair of integers
The private key (kept seceet) is thetriple of integers

© N o o

Thereis moreto the storyabouteachof theabove items:

1. At present,’large” meansat least bits. For bettersecurityeachprime shouldbe at
least bits long. Thereareef cient algorithmsfor generatingandomnumbersof a
givensizethatarealmostcertainlyprime (seebelow).

2. istheneitheratleast or bitslong.
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3. Theencryptionexponent canbejust . If oneis usingthis exponentthenthe primes
mustbe suchthat and arenotdivisibleby .

4. Thedecryptionexponentmustbe calculatedandthereareef cient algorithmsto dothis,
but they requirea knowledgeof and (seethe chapteron favorite algorithms). The

modulusfor division, , is the Euler phi function  of , Wherethis
is a function studiedin numbertheory Oneof the function's propertiess importantin
proving thatRSA works.

5. Thereareefcient algorithmsfor carryingout the modularexponentiatiommeedechere
(seebelow).

6. Thesameef cient algorithmworkshere.
7. If it isknown that is theencryptionexponentthenonly needgo bepublished.

8. Only needsto be keptasthe secretdatafor decryption(alongwith the public and
). However, and canbeefciently calculatedrom the othernumbersandthey are
neededaryway for the mostef cient form of modularexponentiation. (Seethe RSA
implementatiorusingthe Chineseemaindetheorembelow.)

SomepeoplearesurprisedhatRSA justdealswith largeintegers.Sohow doesit represent
data? Supposeahe valueof is atleast bits long. This is the sameas bytes. In
principlethen,onecanjustrun bytesof Ascii text togethermndregardthewholeasasingle
RSA plaintext (a singlelargeinteger)to be encryptedor signed.In practice the protocolswill
demandadditionaldatabesidegust the raw messagesuchasa timestamp but thereis room
for alot of datain asingleRSA block.

14.3 RSA Works: Decryption is the Inverse of Encryption.

To showv thatRSA decryptionreversesvhatRSA encryptiondoes ,oneonly needgo show that:

for ary message , or speci cally to show that

mod
But recallthat
mod , sothat
mod

mod mod mod mod

The lastline follows from the chapteron favorite algorithmswhich shows that the exponent
canbereducedmodulo
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14.4 Java Implementation of the Basic RSA System.

RSAusesarithmeticonintegersatleast bitslong. RSAhasbeenmplementednary times
in hardware,but if it is only usedfor key exchangea softwareimplementations fastenough.
Any suchimplementatiormuststartwith routinesto do extendedprecisionarithmeticon the
large integers. Writing suchroutinesis perhapsa reasonabl@rojectfor anundegraduateCS
major as part of one course,with division causingthe mostgrief. (Twenty yearsago, | laid
out oneweelendfor sucha project,but | endedup devoting morethana weekto it.) Many
implementationsreavailable,includingthe Java Biginteger  class,andimplementationsn
symbolicalgebrapackagesuchasMaple or Mathematica.

This Java implementationof the RSA cryptosystenusesthe Java Biginteger  library
class. This arbitrary precisioninteger arithmeticclasshasall the methodsone needsto im-
plementRSA without dif culty . In fact,it seemsasif a numberof specializednethodswere
includedjustto make RSA implementatioreasy

Hereareadditionalcommentsaboutthis particularimplementation:

[0 Key geneation:

[0 Usingpublickeys of size bits, it took about15-60secondso gener
atetwo setsof keys ona SunUltra 10.

[0 Thekey generatiorhasno unusuafeaturesPrimes and arechosemt

random,differing in lengthby 10-20bits. (If the primesaretoo closeto

, thenfactoringmight beeasietthanit shouldbe.) Theprimesare

alsochosersothat and donothave asafactor becausehis
implementatioruses astheencryptionexponent.

0 Theonly weakpoint with this key generatiorthat| know of is with the
randomnumbergenerationFor a goodimplementationpnewould need
a specialgeneratagrwith more bits for the seed. (The currentgenerator
justusesthe numberof millisecondssincel Jan1970,andthatis clearly
insecure.)

[0 Encryptionand \eri cation:
Thisusesanexponentof . Themainknown weaknessereis thatthe message
mustbe biggerthanthe cuberoot of , sinceotherwisethe ciphertext will be
withoutany modulardivision. Smallermessagesiustbe paddedo make themlong

enough.
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[0 Decryptionand Signing:
This canbe spedup usingthe ChineseRemaindeiTheoremasis shavn in the next
subsection.

0 Combinationof Signingand Encrypting:
This commoncombinationusedto keepthe messagesecretandto authenticatéts
source s donein a simpleway thatchecksthe lengthsof the public  valuesrst,
usingthe longeronebeforethe shorterone. Otherwiseone might needto usetwo
RSAblocksin somecases.

O TheTest:
Thereis just a simpletestof this software,though bitsis arealisticsize.

For theimplementatiorcodeandthe simpletestseepage246.

14.5 Faster RSA Using the Chinese Remainder Theorem.

Hereis an alteredimplementatiorof the RSA cryptosystemusingthe the ChineseRemain-
der Theorem(CRT) to speedup decryption. Pleaseefer rst to the commentdn the earlier
subsectiorandto othermaterialaboutthe RSA cryptosystem.

O Algorithm.
Thealgorithmpresentedhereis describedn items14.71and14.75in theHandbook

of Applied Cryptagraphy, by Menezesyan Oorschotand Vanstone,CRC Press,
1996.If is ciphertet, thenRSA decryptioncalculates

mod , where
Suppos@necalculates
mod , and
mod
instead.The ChineseRemaindeiTheorem(andassociatealgorithm)allows oneto

deduce mod from aknowledgeof mod and mod .
Arithmetic mod shouldbedone mod in anexponentbecause

mod (Fermatstheorem).

Thuswe canusethe simplercalculation:
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mod mod ,and

mod mod

Finally, following the algorithm14.71referredto above, calculate

mod , and
mod

The nal answeris:
mod

(In calculating in my implementation| hadto checkfor aresultlessthan , andl
hadto add totheresultin thatcase.)

0 Security
The CRT versionof decryptionrequiregheprimes and , aswell asthedecryption
exponent , sothis might seemto be an extra sourceof insecurity However, it is
simpleto factorthe modulus giventhe decryptionexponent , so no securityis
lostin usingthis method.

[0 Performance
Theorypredictsthatthe CRT decryptionshouldbe 4 timesasfast.| tried 600 -
bit decryptionsusinga SunUlItra 10 workstation. The averagedecryptiontime for
thenormalmethodwasabout secondgperdecryption.With the CRT method
here,the averagedecryptiontime wasabout secondger decryption,giving
a speedurby a factorof about . The more complicatedalgorithm hasvarious
sourcef extraoverheadsoit is not surprisingthatthefull speedugby afactorof
is notachieved.

0 Summary
If oneusesan encryptionandverifying exponentof asl amwith this software,
thentheseoperationsarequite fastcomparedvith decryptionandsigning(at least
100timesfaster).A speedugpy afactorof  for decryptionandsigningis signif-
icant. The extra algorithmiccompleity is minimal, sono onewould wantanRSA
algorithmwithout this speedugactor

Law RSA-2:

RSA encryption should use exponent 3, making it hun-
dreds of time faster, and RSA decryption should use the Chinese
Remainder Theorem, making it four times as fast.
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Onedoeshaveto becarefulwith exponent intwoways:if themessages lessthanthecube
rootof ,thentheencryptednessageavill bethesameasthemessageandif someonabtains
ciphertet for a messagencryptedunderseveral differentpublic keys, it may be possibleto
calculatethemessage.

Theimplementatiorcodecanbefoundon page251.

Exercise: Write a “toy” implementatiorof RSA in the Java languageusingthelong type
( -bitintegers)for the calculationsThis shouldbeaworkingimplementationn every respect
exceptthattheintegerscannotbevery large.
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The Laws of Cryptograph vy
Rabin's Version of RSA

15.1 Rabin's Public Key Cryptosystem.

Michael Rabindiscoveredwhat | like to call a versionof RSA, althoughit is more properly
regardedas a public key cryptosystenin its own right. During its early history, this system
wasconsidereaf theoretical put not practicalinterestoecaus®f a“fatal aw” (a quotefrom

DonaldKnuth) thatmadeit vulnerableto a choserplaintext attack. However, thereareways
aroundthe aw, makingthis systemarealcompetitorto RSA.

Law RABIN-1:

Rabin's cryptosystem is a good alternative to the RSA
cryptosystem, though both depend on the dif culty of factoring
for their security .

15.2 Discrete Square Roots.

In theintegersmodulo , usingbothadditionandmultiplicationmodulo ,if in notaprime,
then not every non-zeroelementhasa multiplicative inverse. But also of interesthereare
elementghat have a squae root The squareroot of anelement is anelement suchthat
. Someelementdave severalsquaraoots,andsomehave none.In fact,number
theoristshave beeninterestedn thesemattersfor hundredsof years;they evenhave a special
termfor anumberthathasa squareaoot: aquadmtic residue Thusthistheoryis notsomething
new inventedjust for cryptography
In elementanalgebrapnelearnsthatpositve numbershave two squareoots: onepositive
andoneirrational. In the sameway, for the integersmoduloa prime, non-zeronumbersthat
aresquaregachhave two squareroots. For example,if thenin , , ,
, , , , , , ,and . Table 15.1 shows
thosenumberghathave squareroots:
Noticethat , ,and havetheir“ordinary” squareootsof , ,and ,aswell asanextra

squarerootin eachcasewhile and eachalsohavetwo squareoots,and , , , ,and
eachhave no squarerootsatall.
Rabin'ssystenmuses ,where and areprimesjustaswith theRSA cryptosystem.

It turnsout thatthe formulasare particularly simplein case and (which
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Numbersmod 11
Square | Square Roots
1,10
5,6
2,9
4,7
3,8

OO | W| -

Table 15.1 Square Roots Modulo a Prime.

Numbers mod 21 = 3*7
Square | Square Roots
1 1,8,13,20

4 2,5,16,19

7 7,14

9 3,18

15 6, 15

16 4,10,11,17
18 9 12

Table 15.2 Square Roots Modulo a Product of Two Primes.

is truefor every otherprime on the average) sotherestof this chaptemakesthatassumption
aboutthe primesused. The simplestsuchcasehas and . In this caseTable 15.2
givesthesquareoots.

Herethe “normal” situationis for a squareto have four differentsquareroots. However,
certainsquaresandsquarerootshave either or asadivisor. In this case eachsquarehas
two squareroots(shawn in bold italic above). Of course all the numbersnot appearingn the
left columndon't have a squareroot. A programthat createghe above tableappearson

page256. This samesectiongivesa tablefor and , againsatisfyingthe special
Rabinproperty In thesetables,it looks asif therearea lot of bold italic entries,but in fact
thereare suchsquaresvith or asa factor while thereare

squaresltogetherAn actualRabininstancewill useverylarge
primes,sothatonly a vanishinglysmallnumberof themhave thedivisibility property andthe
chance®f this happeningatrandomcanbeignored.

15.3 Rabin's Cryptosystem.

Eachuserchooseswo primes and eachequalto modulo , andformstheproduct



15. Rabin's Version of RSA 95

Public key: thenumber .
Privatekey: thenumbers and .
Encryption to encryptamessage , form the ciphertext mod .

Decryption givenciphertext , usetheformulasbelaw to calculatethe four squareroots
modulo of : , , ,and . Oneofthefouristheoriginalmessage , asecond
squareootis , andthe othertwo rootsarenegativesof oneanotheybut otherwise
random-looking.Someha oneneedgo determinethe original messagdérom the other
threeroots(seebelow).

In the specialcasein which both primeswhendividedby give remainder , thereare
simpleformulasfor thefour roots:
Formulasfor thefour squarerootsof asquare . Calculatein order:

and , satisfying , (extendedGCD algorithm).
mod .
mod .
mod .
mod .
Now thefour squarerootsare , , , and .Incase and

hence have or asadivisor, theformulaswill only yield two squareoots,eachalsowith
or asafactor For thelarge primesusedin aninstanceof Rabin,thereis a vanishinglysmall
chanceof this happening(Picturethechanceshata  -bit randomprimenumberhappengo
divide evenly into amessage!)

15.4 Cryptanal ysis: the Comple xity of Rabin's Cryptosys-
tem.

Thecomplity of Rabin'ssysten(thedif culty of breakingt) is exactlyequivalentto factoring
the number . Supposeone hasa Rabinencryption/decryptionmachinethat hidesthe two
primesinsideit. If onecanfactor , thenthe systemis brokenimmediately sincethe above
formulasallow the rootsto be calculated. Thusin this caseone could constructthe Rabin
machine.Onthe otherhand,if onehasaccesso a Rabinmachine thentake any message
calculate , andsubmit to the Rabinmachine.If the machinereturnsall four roots,
then and give no additionalinformation,but eitherof the othertwo rootsminus  will
haveoneof or asafactor (Takethegreatestommondivisorof it with .)

The sameproof that breakingRabinis equialentto factoring provideswhat hasbeen
calleda“fatal aw” in Rabin's system.Theabove argumentis justa choserciphertet attack.
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It is not wise to allow an opponento mountsuchan attack,but one would alsonot wanta
cryptosystenvulnerableto the attack,which is the casewith Rabin's system.(However, see
thenext section.)

15.5 Redundanc y in the Message.

In orderto distinguishthetruemessagé&om theotherthreesquareootsreturnedit is necessary
to put redundaninformationinto the messagesothatit canbeidenti ed exceptfor anevent
of vanishinglysmallprobability The Handbookof AppliedCryptagraphysuggestseplicating
thelast bitsof any messageOronecoulduse sasthelast bits. In theseor similarcases,
theRabinmachinewould be programmedo returnonly messagewith the properredundany,
andif is not a small enoughmamgin of error, thenjust choosemorethan  redundant
bits. Thenthe attackdescribedabove doesnt work any morebecausehe Rabinmachinewill
only returna decryptedmessagéda squareroot) with the properredundang. Thusthe Rabin
machinereturnsat mostonesquareroot, andpossiblynoneif someonas trying to cheat.(The
probability of having two squarerootswith the givenredundang is againvanishinglysmall.)
Breakingthe new systemis longerformally equivalentto factoring , butit is hardto imagine
ary cryptanalysighatwouldn't alsofactor .

HughWilliams gave anothervariationof Rabin's cryptosystenthatavoidsthe “fatal aw”
in amathematicallymoreelegantway.

15.6 A Simple Example .

Hereis anexamplewith tiny valuesfor the primes.Of coursearealexamplewould useprimes
in therangefrom to bitslong, justasin the caseof RSA.
Take , ,and . Then , Sothat and .
Supposeoneuses -bit messagesvhosebits arethenreplicatedto give bits, up to the
number . Messagemustbein therangefrom to ,sothissystenofredundang will work.

Startwith databits or . Thereplicationgives or . Then mod
. Continuingthe calculations, mod , and mod . Finally,
mod and mod .
Theseare two of the four squareroots, and the remainingtwo are  mod and
mod . In binary, the four squareroots are , ,
, and . Only  hastherequiredredundanyg, sothisis the only

numberthatthis modi ed Rabinmachinewill return.
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The Laws of Cryptograph y
Random Number Generation

16.1 True Random Versus Pseudo-random Number s.

Randomnumbersarevery widely usedin simulations,n statisticalexperimentsjn the Monte
Carlomethodsof numericalanalysisjn otherrandomizedalgorithms,andespeciallyin cryp-

tography Theconnectiorwith cryptographyis very close,sinceary pseudo-randorhit stream
alongwith exclusive-orprovidesa cryptosysten{thoughnot necessarilya strongsystem)and
ary goodciphertext shouldlook lik e apseudo-randorhit stream(perhapsccurringin blocks).
This sectionfocuseson randomnumbergeneratorsisedin simulationandnumericalanalysis,
but for usein cryptographythe recommendedandomnumbergeneratorsare derived from

cryptosystemsyoth conventionalandpublic key.

Law RNG-1:
Good cipher text has the appearance of a true-random bit
stream.

Fromthe beginning (where“beginning” is the 1940s,the startof the computerage)there
wasinterestin so-called‘true” randomnumbersthatis, numbersgyeneratedby a randompro-
cessin theworld. Physicaleventssuchastheradioactve decayof particlesareunpredictable
exceptfor theirbehaior averagedvertime, andsocouldbe usedasa sourceof randomnum-
bers,but theseeventshave beendif cult to utilize and have beendisappointingin practice.
More promisingrecentlyare possibilitiesfrom quantumtheory but suchmattersare outside
the scopeof this discussion.

By far the mostcommonsourceof randomnumbersis somedeterministicprocesssuch
asa softwarealgorithm. Theseprovide “random-looking”numbers but the numbersare not
reallyrandom— thereis alwaysanexactalgorithmfor specifyingthem. Thisis thereasorthat
researchersow describesuchnumberausingtheword “pseudo”,which meansfalse”. These
arenot true randomnumbersjput for mostapplicationghey canbejustasuseful. Sometimes
they canbemoreuseful,asfor examplewhenonewantsto repeat simulationwith exactly the
samerandomor pseudo-randomumbers.

Law RNG-2:
Anyone who uses software to produce random numbers is
in a “state of sin”. [John von Neumann]
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At rst onemightthink thatthe bestway to getrandom-lookinghumberss to usea “ran-
dom” algorithm— onethatdoescrazyoperationsgverythingimaginable jn every possibleor-
der DonaldKnuthtried out suchanalgorithmasanexample, andshavedthatits performance
wasnogoodatall. Inits rst run, Knuth's “random” algorithmalmostimmediatelycorverged
to a x edpoint. Knuth wasaruing thatoneshouldusescienceandgreatcarein generating
pseudo-randomumbers.

Law RNG-3:
One should not use arandom method to generate random
number s. [Donald Knuth]

An early suggesteaourceof pseudo-randomumberswvas an equationwhich wasmuch
laterto becomea partof modern‘chaos”theory Thenext chapterdescribesgeneratoderived
from this equation.

Another early ideafor a sourceof randomnumberswas to usethe bits or digits in the
expansiorof atranscendentalumbersuchas |, theratio of the circumferencef acircleto its
diameter

3.14159 26535 89793 23846 26433 83279 50288 41972 ..  (decimal)
3.11037 55242 10264 30215 14230 63050 56006 70163 21122 ..  (octal)

It haslong beenconjecturedhatthis is a very goodsourceof pseudo-randomumbersa
conjecturethat hasstill not beenproved. In 1852 an EnglishmathematiciamamedWilliam
Shankgublishedb27digitsof , andthenin 1873anotherl80digits for atotal of 707. These
numberswverestudiedstatistically andaninterestingexcessof the number wasobseredin
thelast180digits. In 1945von Neumannwantedto studystatisticalpropertieof thesequence
of digits andusedone of the early computergo calculateseveral thousand.Fortunatelyfor
Shankshis triumph was not spoiledduring his lifetime, but his last 180 digits werein error
andhis last 20 yearsof effort werewasted.Also therewasno “excessof 7s”. The number
hasnow beencalculatedto mary billions of places,but the calculationof its digits or bits is
too hardto provide a goodsourceof randomnumbers.The later digits areharderto calculate
thanearlierones,althougha recentclever algorithmallows calculationof the th binary (or
hexadecimal)digit without calculatingthe previousones.

Later work focusedon a particularly simple approachusing a congruencesquation,as
describedelow.

16.2 Linear Congruence Generator s.
This approactusesalinear congruenceequationof the form:

mod

whereall termsareintegers, isthemultiplier, (usuallytakento be ) is theincrementand
is the modulus An initial seedis . Eachsuccessie termis transformednto the
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m K |
(Beware! RANDU)

Table 16.1 Parameters for Linear Congruence Generators.

next, sothata functionto returnrandomnumbershasthe unusualpropertyof automatically
cycling itself to the next number The pseudo-randortermsarein therangefrom to
To get (more-orless)uniformly distributed oating point numbersbetween and , just do
a oating pointdivisionby . Assumingthat , the quality of the numbersproduced
dependseaily on and

Thistypeof generatocanproduceatmost differentnumberseforeit startsto repeat.
To getthis behaior, onecanstartwith aprimenumberfor anduseageneamtor for sothat
all numberswill be producedn arepeatingcycle, startingwith whatevertheseed is.

The old generatoprovided by the C standardibrary used -bit integers,andso hada
maximumpossiblecycle length of — aridiculously small cycle, makingthe
generatouselesgxceptfor toy applicationsThe C Standard.ibrary still allows this function
to returnnumbersn therangefrom  to , althougha largerrangeis now alsopossible.

When -bit machinesrst becamegoopularin the 1960s,the multiplier for RANDU, the
mostcommongeneratoat thattime, was ,takenmodulo . Thismultiplier
gave extremelypoor performanceandwaseventuallyreplacedoy betterones. The mostcom-
monreplacementssedthe factthat is aprimeandsearchedor agoodmuliplier. The
multiplier frequentlyused(startingin 1969)was andtheconstant wastakento
bezero.This generators quiteef cient, andhasa cycle lengthof . The
multiplier waschosersothatvariousstatisticalpropertiesf the sequencevould be similar to
theresultsfor atruerandomsequenceln the1970swhenl rst startedusingthis sequencéhe
cycle lengthseemedjuite long — now it seemsshortsincel have frequentlyrun experiments
with hundredf billions of trials.

Knuthin his chapteron corventionalrandomnumbergeneratorapproesthevalues

and above as“adequate” but he hassuggestion$or bettervalues suchas

thosegivenin Table 16.1 (exceptfor RANDU in the rst line).

Knuth suggestothermore complicatedgeneratorsincluding onethat combinesthe rst
two tableentriesabove:
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mod
mod
mod

whereindependenseedsareneededor and , andthe sequencef the make up the
outputrandomnumbers.The periodis nearlythe squareof the componengeneratorsKnuth
alsorecommends:

mod

which hasvery good performanceandwhoseperiodis the squareof . Of coursetwo inde-
pendenseeds and areneededo startthe sequenceff with

16.3 Other Distrib utions.

Randomnumbersotherthan the uniform distribution are sometimesneeded. The two most
commonof theseare the normal distribution and the exponentialdistribution. The easiest
way to generatenumbersaccordingto thesedistributionsis to transformuniformly distributed
numbergo thegivendistribution.

Theformulafor the exponentialdistributionis especiallysimple:

If isuniformly distributedontheintervalfromOto 1,then will beexponentiallydistributed
with meanl. For randomeventswhich occuronceevery unit of time onthe averagethetimes
betweersucheventswill bedistributedaccordingto this exponentialdistribution.

Similarly, thereis amorecomplicatedormulagiving normallydistributednumbers:

If and areindependenanduniformly distributedon the interval from 0 to 1, then
and  will beindependenandnormally distributedwith mean0 andvariancel. Notethata
generatobasedn theseformulaswill producenormalrandomnumberdwo-at-a-time.

Thereare other equivalenttransformationgo the normal distribution that are more ef -
cient (seeDonaldKnuth, Seminumericaflgorithms 3rd Ed., pagesl22—-132) but the above
formulasshouldsene all but the mostdemandingneeds. In fact Java hasa library method
returningnormallydistributednumbergnextGaussian() ), andthis methodusesoneof the
moreef cient transformationshanthe equationgyivenhere
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16.4 Commentar vy.

Knuth hasother suggestiongor efcient randomnumbergenerator®f high quality, where
“quality” is measuredy a variety of statisticalteststhat comparethe outputof the pseudo-
randomgeneratowith truerandomnumberslf for agiventestthecomparisorsayshetwo sets
of numberdook similar, thenonesaysthe generatof'passes’this particulartest. A generator
thatpassesll the popularteststhatpeoplecandeviseis of high quality.

However, even generator®f high quality are mostly not usablein cryptography For ex-
ample, given several successie numbersof a linear congruencegeneratarit is possibleto
computethemodulusandthe multiplier with reasonablef ciency. Onecould make thegener
atormorecomple in orderto resistthis attack,but therewould still be no proof or assurance
of the dif culty of “reverseengineering’the generatar Instead,if generatorsare neededn
cryptographicapplicationspneis usuallycreatedusinga corventionalciphersuchasthe Ad-
vancedEncryptionStandardor usinga public key ciphersuchasRSA or oneof its variants.
The AES-basedjeneratowill beef cient andwill satisfymostpracticalrequirementshut the
RSA-baseaystemswhile extremelyslow comparedo theothers have avery strongproperty
of beingcryptagraphically secue, atermthat meanghe generatowill passall possibleef -
cientstatisticaltests. Thesematterswill be de ned anddiscussedn the chapterafterthe next
one.

16.5 Java Implementations of these Generator s.

Eachof the generatorsn the previous table is implementedwith the Java programon page
259. For simplicity this programusegshe JaraBiginteger ~ classfor all theimplementations.
In the resultingcodeone doesnot needto worry aboutover ow, but the generatorsun very
muchslower thanif they were carefully tunedto the available hardware. However eventhe
inef cient implementatiorwill generatemillions of randomnumbersn just a few minuteson
currentpersonatomputersandthis will befastenoughfor mostapplications.

In casefastergeneratorareneededyarioussourceshav how to usethe 32-bit hardware
unitsdirectly. Knuth alsopresents practicaladditive generatoimplementedn C thatis very
fast.(SeeDonaldKnuth, Seminumericallgorithms 3rd Ed., page286.)

For a Java implementationof Knuth's two-seedgeneratorof the previous section,along
with transformationso the otherdistributions,seepage262,which givesanappletdisplaying
thethreedistributions.

The implementationabove usesJava long type to avoid integer over ow. On corven-
tional machineswithout 64-bit integers(for example,if programmingn C or C++), eventhe
implementatiorof asimplegeneratosuchasthevery common

mod

posegproblemsbecaus¢he multiply stepover owsa 32-bitinteger. Thisgeneratowasusually
codedin assemblyanguage®nIBM 360++machinesywherethereadyaccesso all 64 bits of
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a productmakesimplementatioreasy On machineswith only 32-bit integers,onecanbreak

theintegersinto

piecesduringthe calculations.
Java/C/C++ function: rand?2

I
I
int
double
int

rand2:
seed2

a
m
q
r
int i,
hi

lo
test
if
else

breaking

rand2()

version  using ints. Works on all hardware,
up numbers to avoid overflow.

11111,

{

16807,

2147483647,

127773,

2836;

lo, test;

by

seed2/q;
seed?2
= a*lo
(test
seed?2

- g*hi;

r*hi;

> 0) seed2 = test;
test + m;

return((double)seed2/(double)m);

This function,in exactly theform givenabove, worksin Java, C, andC++.
In anotherapproachpne canusethe double type, which includesexact 52-bit integer
arithmeticasa specialcase.If the multiplier is smallenoughto not over ow a 52-bitinteger,

theneverything

canbe doneusingdoubles. (In C the operator%doesnot work for doubles,

while it doesin Java.) Hereis the C versionsof this function. (For this to work, you may need

to includeaspeciallibrary suchasmath.h to getthefunctionfloor.h

)

C/C++ function: rand1

/I randl:
double
double

double

double
seedl

seedl
rand1()

version using doubles. Works on all hardware.

11111.0;

{

a 16807.0,

m = 2147483647.0;
q;

= a*seedl;

g = floor(seed1/m);

seedl

= seedl

a*m;

return(seedl/m);

This particulargeneratooncerepresentethe minimumstandardor arandomnumbergener
ator. | suggesthatonenow oughtto useKnuth's doublegeneratoasthe minimum standard,
shavn herein C:

Java function: randl

/I rand: version using doubles. Works on all hardware.
Il seedl = 48271*seedl mod 2A31 - 1

/I seed2 = 40691*seedl mod 2A31 - 249

/I seed = (seedl - seed2) mod 2A31 -1

double seedl = 11111.0;

double seed2 = 11111.0;
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double seed;
double rand() {
double al = 48271.0, a2 = 40692.0,
m = 2147483647.0, m2 = 2147483399;
double g1, q2;
double q, diff;
seedl = al*seedl; seed2 = a2*seed2;
gl = floor(seedl/m); g2 = floor(seed2/m2);
seedl = seedl - qgl*m; seed2 = seed2 - ¢2*m2;
/I now combine results
if  ((diff = seedl - seed2) < 0.0) diff = diff +
g = floor(diff/m);
seed = diff - g*m; return(seed/m);
}
To corvert this to Java, onejust needsto write Math.floor in placeof floor . In the past

suchageneratomightbeslow becaus®f all the oating pointoperationsincluding4 oating

pointdivides,but now extremelyfast oating pointhardwareis commonplace.

Exercise: UseBiglnteger  to implementKnuth's two morecomplex generatorslescribed

above.
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The Laws of Cryptograph y
Random Numbers from Chaos Theory

Mary interestingresultshave comefrom the eld known as“chaostheory”, but I know of
only two publishedmethoddor obtainingpseudo-randomumberdrom this theory Wolfram
proposeda discretemethodbasedn cellularautomataandl mademy own proposabasedn
a commonequationfrom chaostheorycalledthe “logistic equation”. This methodis unusual
becausé worksdirectlywith oating pointnumbersproducinguniformly distributedvalues.

17.1 The Logistic equation.

Thelogistic equationis theiterative equation

It is historically interestingas an early proposedsourceof pseudo-randonmumbers. Ulam
andvon Neumannsuggestedts usein 1947. The equationwas mentionedagainin 1949 by
von Neumannand muchlaterin 1969 by Knuth, but it was never usedfor randomnumber

generation.
To usethe equationto producerandomnumbers startwith a realnumber andde ne
, for . In thisway onegetsasequencef numberdy justrepeatedly
applyingthefunction . Theresultingsequence will all lie between and ,

but they will notbeuniformly distributedin theinterval. However, the numbershave a precise
algebraiddistributionthatonecantransformto the uniform distribution asshovn below.
Anotherfunctioncloselyrelatedto thelogistic equationis the“tent” function de ned by

In contrastwith , thisfunctiondoesdirectlyyield numberghatareuniformly distributed. The
function canbetransformedo usingtheequation

Theinversetransformatior(following equation)will transformnumbersproducedoy to
thoseproducedoy , in otherwords,to the uniform distribution.

Thusthesequence
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, Where
, for
givesuniformly distributednumbers.
Using the notation , , andso forth, the sequence
takestheform
, for

This sequencevill beuniformly distributedfor “almostall” startingvalues .

17.2 Behavior in In®nite Precision.

The above equationggive uniformly distributed sequencesf real numbersif one could use
whatarecalled“in nite precision’realnumbersthatis, mathematicateals.Evenin this case,
thesequence doesnot at all behae like atruerandomsequenceA cycleoccurs
in the sequence in caseit repeatsafter nitely mary iterations. Therearein nitely

mary nite cycles,eventhough“almostall” realnumberswill notbelongto suchacycle. For
example, is transformedo itself by . Startingwith a randominitial value,onewould
avoid a nite cycle with probability , but eventhein uence of theshortcycleswill have abad
effect, producingnon-randomnesg$-or example,if onestartswith an valueverycloseto
successie valueswill alsobe closeto (thougheachnew valuenot asclose),so eventhis
theoreticakequencés de nitely notalwaysrandom-looking.

17.3 Behavior in Finite Precision.

Using actualcomputer oating point hardwarethatimplementsthe IEEE float  or double
type (32 bits, about7 digits of precision,or 64 bits, about16 digits of precision) the behaior
of thesefunctionsis quite differentfrom thetheoreticabehaior in in nite precision.Thetent
function corvergesalmostimmediatelyto zero,sinceeachiterationaddsanotherdow-order
bit. The actuallogistic equationactsa little better but still hasa relatively shortinitial run
followedby arelatively shortcycle. Table 17.1 givesresultsof experimentsunto determine
thecycle structure.For afloat onecantry outall possiblestartingvaluesto see
the cycle lengthsthat occurandtheir percentoccurrenceasshown in the table. Notice that
afteraninitial run of a few thousandvalues,the functionfalls into the cycle of length (the
cycle thatmaps to itself) of thetime. The secondpartof Table 17.1 givesresultsof
trialsfor double s,usingrandomstartingpointsandrecordingthe percentages.

At this point, thelogistic equationwould seenuselesgor randomnumbergenerationsince
it hasnon-randonbehaior andoften falls into a stationarypoint. However, | cameup with
two separatédeasthattogethemake this approactuseful.
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Ordinary Logistic Equation

Cycle Structur e, float

Cycle Percent Average

length | occurrence]| initial run
1| 93.0% 2034
930| 5.6% 340
431 1.0% 251
106| 0.35% 244
205| 0.1% 83
5| 0.002% 31
4| 0.0004% 7
3| 0.00005% 2
1| 0.00002% 0

Cycle Structure, double

5638349 | 69.4% 54000000
1|15.2% 10000000
14632801 | 11.3% 8500000
10210156 1.5% 5900000
2625633 1.3% 3800000
2441806 1.2% 5200000
1311627 0.028% 240000
960057| 0.014% 200000

RemappedLogistic Equation

Cycle Structur e, float

Cycle Percent Average

length occurrence| initial run
13753| 89.9% 4745
3023| 5.4% 1150
2928| 3.4% 670
1552| 0.66% 355
814| 0.6% 266
9| 0.035% 191
1| 0.00017% 14
3| 0.000024% 1.5
1| 0.000012% 1

Cycle Structur e, double

112467844 | 80.5% 105000000
61607666| 5.7% 23000000
35599847 | 4.3% 19000000
1983078| 3.6% 39000000
4148061 3.3% 60000000
15023672 2.5% 19000000
12431135| 0.084% 5500000
705986 | 0.084% 670000

Table 17.1 Cycles of the logistic equation (boldface = the cycle

).
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17.4 The Re-mapped Logistic Equation.

Thelogistic equationyieldsnumbersvery closeto (onthe positive side)andvery closeto .
Available oating pointnumbers'pile up” near , but thereis no similarbehaior near . |1 was
ableto restructurehe equationso that valuesoccurringnear arere-mappedo the negative
sideof . Thefollowing de nition doesthis, mappingtheinterval from  to toitself (now
called todistinguishfrom thesimilarfunction thatmapstheintervalfrom to toitself):

where .

In in nite precision,this re-mappedequationbehaes exactly like the original, but with
oating pointnumberghereis nolongerary corvergenceto thecycle of length . Besideghis
cycle,theothercycleshave lengthsabout or timesaslong. The previoustablealsogives
resultsof experimentson the remappecdequation similar to thosebefore,trying all
possiblestartingvaluesfor afloat andover startingvaluesfor adouble .

A slightly differentfunction  will againtransformthesenumberdo the uniform distribu-
tionfrom to :

, for

, for

This equationdoesmuchbetter but it is still not remotelygoodenough.The nal piece
of the puzzleis to combinemultiple logistic equationdnto a lattice and couplethemweakly
together

17.5 The Logistic Lattice .

Researcherm chaostheoryoftenusea lattice of numberso which the logistic equationsare
applied. Adjacentlattice nodesaffect oneanotherto a smalldegree. This modelis a greatly
simpli ed versionof a uid undegoingturbulence.In the 1-dimensionatasethenodesarean
arrayof numbers:

Theequationappliedto eachnode atthe th stageproducingthe ststages:

where is a specialviscosityconstantandthe calculationof and is donemodulo
, thatis, by dividing by  andtakingtheremainderIn effect, this wrapsthelineararrayof
nodesinto acircle. Combiningtermsgives:
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In two dimensionsthe equationgake theform:

for

Here againarithmeticwith both subscriptgs carriedout modulo . In boththe 1- and
2-dimensionabersionsabove, the numbersshouldbe double s,andtheconstant shouldbe
small,soasnotto disturbtheuniformdistributionandto promotemoreturbulence.l have used

for this constantlt is necessaryo iteratethe equationseforeoutputtinga value;l have
used iterations.Thesizesshouldbeatleastsize in onedimensionandsize in two
dimensions.

If theinitial valuesare symmetricaboutsomeaxis, thenthe lattice will repeatasif there
werejustsinglelogistic equationssoit would be bestto useanotherandomnumbergenerator
toinitialize thelatticevalues.Theindividualnodesareprobablybeindependenbf oneanothey
sothatthis will produce or randomrealsat a time, dependingon whetherit is 1- or 2-
dimensional.

If oneis worried abouta symmetricsetof valuescomingup (a highly improbableoccur
rence),onecouldusea variationof theequationghatis not symmetric suchas:

As away of visualizingthe 2-dimensionalattice of size (with  nodes)jf theleft and
right sidesare pastedtogethey the lattice would form a vertical hollow cylinder. Thenif the
top andbottomsidesare pastedogetherit would form a donut-shapeabject(calleda torus
by mathematicians)(The pictureis similar to the old “Pac Man” gameswherethe Pac Man
would exit on onesideandimmediatelycomein from the otherside.)

The pseudo-randomumbergeneratobasedn this lattice seemgo beavery goodsource
of randomnumbersput from the natureof this theory it is not possibleto prove resultsabout
the probablelengthof cyclesor aboutthe quality of its randombehaior. It seemdik ely that
for almostall startingvalues(nine double s), the generatorwill not cycle for a very long
time. It hasbeentestedfor randominitial valuesanddid not cycle for billions of iterations.
The numbersproducedyave goodresultswhensubjectedo statisticaltests.Neverthelessthe
“perfect” generator®f the previoussectionareto be preferredo this one.

17.6 Java Implementation of this Generator .
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In the Java implementationt wasnecessaryo iterateeachstepenoughtimessothateach
nodewould Il completelywith noiseandsothatarny possiblesymmetriesvould completely
disappearJava codeto determingheseparameterappear®n page266. Therandomnumber
generatoitself, for the lattice,appearsn the samesection.
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The Laws of Cryptograph vy
Statistical Tests and Perfect Generator s

18.1 Maurer's univer sal statistical test.

Maurers universalstatisticaltestcanbefoundon page270.

18.2 The Blum-Blum-Shub perfect generator .

TheBlum-Blum-Shubperfectgeneratoappear®n page272.
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The Laws of Cryptograph y
The Advanced Encryption Standard

19.1 Overview.

The new U.S. AdvancedEncryptionStandad (AES) is a block cipherwith block size of
bits,or  bytes.Keysfor theciphercomein oneof threelengths: , or bits, which
is , ,or bytes.Thealgorithmis orientedtowardbytes( bits), butthereis alsoemphasis
onwhatthe AES speci cationcallswords, which arearraysof bytes(or  bits, the sizeof
anint in Jasa). My Javaimplementatiorpresentedheretendsto de-emphasizéhewords.

Themainmathematicadlif culty with thealgorithmis thatit usesarithmeticoverthe eld

. Eventhe eld itself only posegealdif culties with multiplicationof eld elements
andwith multiplicative inverses.Thesetopicsarecoveredin Section2 below.

Otherwisethe AES algorithmis just anannging numberof detailsto orchestratebut not
really dif cult. Section3 below coversthe S-Boxeswhile Section4 shavs how the keys are
handled. Section5 coversthe remainderof the encryptionalgorithm, and Section6 covers
decryption.

| have implementedhealgorithmfollowing the AES speci cationandusingB. Gladmans
commentary| haven't worried aboutef ciency, but mostly have justtried to producea cleat
simple, working Java program. One exceptionis to give Gladmans more ef cient imple-
mentationof multiplicationin becausaet is interesting(seeSection2). Gladmanhas
producedanoptimizedC implementatiorandhasa lot to sayon the subjectof ef cient imple-
mentationespeciallywith methodausingtables.

Law AES-1:
Conventional block cipher s are always ugly, complicated,
inelegant brutes, and the AES is no exception.

In orderto createsuchacryptosystempnemustremembethatanythingdoneby encryption
mustbe undoneduring decryption,usingthe samekey sinceit is a corventional(symmetric
key) system. Thusthe focusis on variousinvertible operations.One standardechniquein
usingthekey is to derive a stringsomehav from the key, andusexor to combineit with the
emepgingciphertext. Laterthesamexor reverseshis. Otherwisethereare“mixing” operations
thatmove dataaround,and“translation” (or “substitution”) operationghat replaceone piece
of datawith another This lastoperationis usuallycarriedout on small portionsof ciphertext
usingso-called'S-boxes”, which de ne replacemenstrings.Onesetof mixing, replacements,
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The Advanced Encryption Standard

Key SizesversusRounds
Key Plaintext | Number of
Block Size | Block Size | Rounds
(Nk words) | (Nb words) (Nr)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Table 19.1 Parameters for the AES.

andexclusive-orwith astringderivedfrom thekey is calledaround Thentherewill typically
be a numberof rounds. The AES usesdifferentnumbersof roundsfor the differentkey sizes
accordingto Table 19.1 above. Thistableusesa variableNb for the plaintext block size,but
it is always4 words. Originally the AES wasgoingto supportdifferentblock sizes,but they
settledon just onesize. However, the AES people(atthe NIST) recommendkeepingthis asa
namedconstanin casea changes everwanted.

Remembethata word is 4 bytesor 32 bits. The namesNk, Nb, andNr are standardor
the AES. In general|l try to usethe namesn the AES speci cation, even whenthey do not
conformto Java corventions.

The particularform of this type of algorithm, with its roundsof mixing and substitution
andexclusive-orwith the key, wasintroducedwith the of cial releaseof the DataEncryption
Standard DES) in 1977 andwith work precedingthe release.The DES hasa block size of
64 bits andavery smallkey sizeof 56 bits. Fromthe beginningthe key sizeof the DESwas
controversial, having beenreducedat the last minute from 64 bits. This size seemedat the
edgeof whatthe National SecurityAgeng/ (but no oneelse)could crack. Now it is easyto
break,andcompletelyinsecure.The AES, with its minimumof 128 bits for a key shouldnot
bebreakabléby bruteforceattacksfor avery long time, evenwith greatadvancesn computer
hardware.

19.2 Outline of the AES Algorithm.

Hereis the AES algorithmis outlineform, usingJava syntaxfor the pseudo-codegndmuchof
the AES standardhotation:

Constants: int Nb = 4; // but it might
int Nr = 10, 12, or 14; /
array in of 4*Nb bytes // input plaintext
array out of 4*Nb bytes // output ciphertext
array w of 4*Nb*(Nr+1) bytes // expanded key
work array:
state, 2-dim array
Algorithm:

change someday
rounds, for Nk = 4, 6, or 8
Inputs:

Internal

of 4*Nb bytes, 4 rows and Nb cols
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void Cipher(byte[] in, byte[] out, byte]] w) {
byte[ll] state = new bhyte[4][Nb];
state = in; /[ actual component-wise  copy
AddRoundKey(state, w, 0, Nb - 1); // see Section 4 below
for (int round = 1; round < Nr; round++)
SubBytes(state); /I see Section 3 below
ShiftRows(state); /I see Section 5 below
MixColumns(state); /I see Section 5 below
AddRoundKey(state, w,
round*Nb, (round+1)*Nb - 1); // Section 4
}
SubBytes(state); /I see Section 3 below
ShiftRows(state); /I see Section 5 below

AddRoundKey(state, w, Nr*Nb, (Nr+1)*Nb - 1); // Section 4
out = state; // component-wise  copy

}
Let'sgodown theitemsin theabove pseudo-coden order:

Multiplication in  GF(256) : thisis not mentionedexplicitly above, but theindi-
vidual functionsuseit frequently It is describedn Section2 below.

Nb: Right now, this is always4, the constaninumberof 32-bit words thatmake up a
block for encryptionanddecryption.

Nr: thenumberof roundsor mainiterationsof thealgorithm. Thepossiblevaluesdepend
onthethreedifferentpossiblekey sizesthe earliertableshaved.

in : theinputblock of 128 bits of plaintext, arrangeds4*Nb = 16 bytes,numbered
to 15 andarrangedn sequence.

out : theoutputblock of 128 bits of ciphertet, arrangedhe sameasin .

state : theinternalarraythatis workedon by the AES algorithm. It is arrangecasa 4
by Nb 2-dimensionaarrayof bytes(thatis, 4 by 4).

w. the expandedkey. The initial key is of size4*Nk bytes(seetableearlier),andthis
is expandedo thearrayw of 4*Nb*(Nr+1) = 16*(Nr+1) bytesfor inputto theen-
cryption algorithm. Eachrounduses4*Nb bytes,and eachportion of w is usedonly
once. (ThereareNr+1 full rounds,andan extra usebeforeandafterin partial rounds,
for atotal of Nr+1 uses.)This functionfor expandingthekey is describedn Section4
below.

SubBytes(state) . this takeseachbyte of the state andindependentlyfooksit up
in an“S-box” tableto substitutea differentbytefor it. (ThesameS-boxtableis alsoused
in thekey expansion.)Section3 shovs how the S-boxtableis de ned andconstructed.

ShiftRows(state) . this simply moves aroundthe rows of the state array See
Section5 below.
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MixColumns(state) : this doesa muchmorecomplicatedmix of the columnsof the
statearray SeeSection5 below.

AddRoundKey(state, w, paraml, param2) : this takes the 4*Nb*(Nr+1)
bytesof the expandedkey, w, and doesan exclusive-or of successie portionsof the
expandedkey with thechangingstate array Theintegervaluesparaml andparam?2
take on differentvaluesduring executionof the algorithm,andthey give the inclusive
rangeof columnsof theexpandedkey thatareused.My implementatiorof this function
doesnt usetheseparametersbecauseeachroundjust usesthe next 4*Nb bytesof w.
Thedetailsof this functionappeain Section4 below.

Well, that's pretty muchit. Now theremainingsectiongusthaveto Il in alarge number
of missingdetails. Section6 givesthe inversealgorithmfor decryption,but this is not a big
problem,sincethe parameterandfunctionsareeitheridenticalor similar.
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The Finite Field GF(256)

20.1 Finite Fields.

A eld is analgebraicobjectwith two operationsadditionandmultiplication, representethy

and , althoughthey will not necessarilype ordinaryadditionandmultiplication. Using
all theelementf the eld mustform acommutatve group,with identitydenotecdoy andthe
inverseof denotedby . Using , all theelementof the eld except mustform another
commutatve groupwith identity denoted andinverseof denotedby . (Theelement
hasnoinverseunder .) Finally, thedistributiveidentitymusthold: ,
for all eld elements, ,and .

Therearea numberof differentin nite elds, includingthe rationalnumberg(fractions),
the real numberg(all decimalexpansions) andthe complex numbers.Cryptographyfocuses
on nite elds. It turnsoutthatfor ary primeinteger andary integer greaterthanor equal
to , thereis aunique eld with  elementsn it, denoted . (The“GF” standsfor
“Galois Field”, namedafterthe brilliant young Frenchmathematiciawho discoveredthem.)
Here“unique” meanghatary two elds with thesamenumberof elementsnustbe essentially
thesameexceptperhapdor giving theelementsf the eld differentnames.

In case isequalto ,the eld isjusttheintegersmod , in which additionandmultipli-
cationarejust the ordinaryversionsfollowed by taking the remainderon divisionby . The
only dif cult partof this eld is nding the multiplicative inverseof anelementthatis, given
anon-zercelement in , nding . Thisisthesameas nding a suchthat
This calculationcanbe donewith the extendedeuclideanalgorithm,asis explalnedelsarvhere
in thesenotes.

20.2 The Finite Field GF(2").

Thecasean which is greatetthanoneis muchmoredif cult to describeln cryptographyone

almostalwaystakes tobe in thiscase.Thissectionjusttreatsthe specialcaseof and
, thatis, , becauseéhis is the eld usedby the nev U.S. AdvancedEncryption
Standad (AES).

The AES works primarily with bytes(8 bits), representeffom theright as:

The 8-bit elementof the eld areregardedaspolynomialswith coefcients in the eld
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The eld elementwill bedenotedy their sequencef bits, usingtwo hex digits.

20.3 Addition in GF(2M").

To addtwo eld elementsjustaddthe correspondingolynomialcoefcients usingadditionin
. Hereadditionis modulo , sothat , andaddition,subtractiorandexclusive-or
areall thesame.Theidentity elements justzero: (in bits) or (hex).

20.4 Multiplication in GF(2M).

Multiplication is this eld is more complicatedand harderto understandbut it canbe im-
plementedvery ef ciently in hardware and software. The rst stepin multiplying two eld

elementss to multiply their correspondingpolynomialsjust asin beginning algebra(except
thatthe coefcients areonly or , and malkesthe calculationeasier sincemary
termsjustdrop out). Theresultwould beanupto degree  polynomial— too big to t into
onebyte. A nite eld now makesuseof a x eddegreeeightirreduciblepolynomial(a poly-
nomialthatcannotbe factoredinto the productof two simplerpolynomials).For the AES the
polynomialusedis the following (otherpolynomialscould have beenused):

(hex).

Theintermediateproductof thetwo polynomialsmustbedividedby . Theremainder
from this divisionis the desiredproduct.

This soundshard,but is easierto do by handthanit might seem(thougherrorprone). To
male it easierto write the polynomialsdown, adoptthe cornventionthatinsteadof

just write the exponentsof eachnon-zeroterm. (Remembethattermsareeither

zeroor havea ascoefcient.) Sowrite thefollowing for ; .

Now try to take the product (whichis the sameas in hex-
adecimal) Firstdo themultiplication,rememberindghatin the sumbeloy only anoddnumber
of like poweredtermsresultsin a nal term:

7 5421 *® 410 gives (one term at a time)

(7 5421 * (6 = (@13 11 10 8 7)

(7 5421 * (4 = (11 98 605

(7 5421 * 1) = 8 65 32

(7 5421 * (0 = + 7 54 21)

(13 10 9 8 543 1)
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The nal answerrequiresthe remainderon division by , or . Thisis like
ordinarypolynomialdivision, thougheasietbecaus®f the simplerarithmetic.
(13 10 9 8 543 1)
(8 4310 * (5 = (13 98 65)
(10 6 43 1)
8 4310 * (2 = (10 65 32
G 4 21

(the remainder)

Herethe rst elementof thequotientis  andthe secondelementof thequotientis . Thus
the nal resultsaysthat in the eld. (Whenl did the calculationsabove,
| madetwo separatenistales,but checled my work with techniquedelow.)

20.5 Improved Multiplication in GF(2").

The above calculationscould be corvertedto a program,but thereis a betterway. Onedoes

the calculationswvorking from the low orderterms,andrepeatedlymultiplying by . If the
resultis of degree , just add(the sameassubtract) to getdegree . Againthis canbe
illustratedusingthe above notationandthe sameexampleoperands:
i powers of r r * (i) Simplified Result Final Sum
0 7 54 21 ) (7 54 21)_
1 (7 54 21 )3 = (8 65 32) ------------------------ )
+(8 43 10
(654 210 + 6 54 210
76 0)
2 6 54 2101 = (7 65 32 y _
3 (765 321 *1) = (B8 76 432) ------------------------
+8 43 10
""" @6 210
4 (7 6 2 1 0)*(1) = (8 7 32 y
+(8 43 10
--------------------- (7 6 0)
(7 4 2 0 + (7 4 2 0
6 4 2
5 (7 4 2  0*Q1) = (8 5 3 ----- y
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6 4 2
6 5 4 o*1) = 6 5 1) + (6 5 1)

65 4 21

The nal answelis the sameasbefore.Hereis analgorithm(almost)in Javathatrealizes
theabove calculations:
public  byte FFMul(unsigned byte a, unsigned byte b) {
unsigned byte aa = a, bb = b, r =0, ¢
while (aa '= 0) {
if (aa & 1) != 0)

r =r A bb;
t = bb & 0x80;
bb = bb << 1;

it (t != 0
bb = bb A 0xib;
aa = aa >> 1;

}

return I,
}

Unfortunately Java hasno unsigned byte type, andthe logical operationgproducea
32-bitinteger Finally, oneoughtto be ableto useJava's “right shift with zero II” operator
>>> but it doesnt work asit is supposedo. SeeAppendixB for adiscussiorof the problems
encountereth corvertingtheaborve “Java” progranmto actualdava. Laterexampleshelov shov
the codefor this function.

20.6 Using Logarithms to Multipl y.

Whenl wasyoung(along time ago)therewereno pocket calculators.We hadto do without
moderncorveniencedik e Gatorade Mathematicakalculationsjf not donewith a sliderule,
werecarriedoutby hand.Oftenwe usedprintedtablesof logarithmso turn multiplicationsinto
easiemdditions.(In thes€e‘elder” days,believeit or not,theprintedtablesncludedtablesof the
logarithmsof trig functionsof anglessothatyou gotthelog directly for furthercalculations.)
As asimpleexample, supposenewantedtheareaof a circle of radius cm. Usethe
famoudformula (“pie aresquarecake areround”), sooneneeddo calculate

We would look up the logarithm (base 10) of each numberin the printed table:
and . Now addtwo copiesof the rst
numberandoneof the second:

Finally, take the“anti-log” (thatis, take  to thepower ) to getthe nal answer:
. Thisworksbecause
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Theactualuseof log tableswasmuchmorehorriblethantheabove mightindicate.Iln case
youwantto nd outhow it really worked, look at AppendixA, but have anair sicknesshag
handy

In a similar way, in nite elds one canreplacethe hardermultiplication by the easier
addition,at the costof looking up “logarithms” and“anti-logarithms:

20.7 Generator s in Fields.

Firstmustcometheconcepbf ageneator of a nite eld. Generatorslsoplayaroleis certain
simplebut commonrandomnumbergeneratorsasis detailedin anothersection.A generator
is anelementwhosesuccessie powerstake on every elementexceptthe zero. For example,in
the eld , try successie powersof severalelements|ooking for agenerator:

Try powersof , takenmodulo

so successie powersof justtake onthevalues , , , , andrepeat,sothat is nota
generatar
Now try powersof , takenmodulo

So successie poversmake a longercycle, but still not all elements: , , , , , ,and
repeatso is alsonotageneratar
Finally try successie powersof , takenmodulo
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Table of “Exponential” Values
S
O|1|2|3|4|5|6|7|8|9|a|b|c|d|e|f
01|{03|05|0f|11|33|55| ff |la|2e|72|96|al|f8 13|35
5f|1el|{38|48|d8|73|95|a4|f7 |02|06|0a|le|22|66| aa
e5(34|5c|e4|37|59 eb|26|6a|be|d9|70|90|ab|e6|31
53{f5|(04|0c|14|3c|44|cc|4f|d1|68|b8|d3|6e|b2]|cd
4c|d4|(67|a9|e0|3b|4d|d7|62|ab|fl |08]| 18| 28| 78] 88
839 |b9|dO|{6b|bd|dc| 7f | 81|98 |b3|ce|49|db|76]| 9a
b5[c4|57|{f9|10|30|{50|f0|0Ob|1d|27|69|bb|d6| 61 a3
fe |19 2b|7d|87|92|ad|ec| 2f | 71|93 | ae|e9| 20| 60| a0
fo |16|3a|4e|d2|6d|b7|c2|5d|e7|32|56| fa|15]| 3f | 41
c3|5e|e2|3d|[47|c9[40|cO|5b|ed|2c|74|9c| bf |da|75
of |baj{d5| 64| ac| ef |2a|7e[82|9d| bc| df | 7a| 8e| 89| 80
9b | b6|cl|58|eB8|23|65| af |ea|25| 6f |bl|c8|43|c5|54
fc|1f|21|(63|ab|f4 |07|09|1b|2d| 7799 |b0|cb|46| ca
45| cf |4a|de|79|8b| 86|91 |aB|e3|3e|42|c6|51|f3|0e
12/ 36| 5a|ee|29|7b|8d|8c|8f |{8a|85|94|a7|f2|0d]| 17
39(4b|{dd|7c|{84|97|a2|fd|1c|24|6c|bd|c7|52|f6 |01

—~
-
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Table 20.1 Table of Powers of 0x03, the “exponentials”.

sosuccessie powerstake on all non-zeroelements: , , , , , , , , , , , ,and
repeatso nally isageneratar(Wheh!In fact,thegeneratorare , , ,and )

However is notageneratofor the eld , Soit doesnt work to justtry . (Thegenera-
torsin ame , , , , , , , , ,and )

Theabove randomsearchshaws thatgeneratorarehardto discover andarenot intuitive.
It turnsoutthat , Whichis thesameas asapolynomial,is thesimplestgeneratofor

. Its powerstake on all non-zerovaluesof the eld. In factTable 20.1 , atable

of “exponentials”or “anti-logs”, giveseachpossiblepower. (Thetableis really justa simple
lineartable,notreally 2-dimensionalbut it hasbeenarrangedothatthetwo hex digitsareon
differentaxes.) Here is the eld elementgivenby , Wherethesearehex numbers,
andtheinitial © " is left off for simplicity.

Similarly, Table 20.2 is atableof “logarithms”, wheretheentry isthe eld element
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Table of “Logarithm” Values
S
0O[1]2]3]4]5]6]7]8]9[a]lbJc|d]e]f
+ [ 00|19|01|32| 02| 1alc6|4b| c7| 1b| 68| 33| ee| df | 03
64|04|(e0|0e|34(8d|81l|ef|4c|71|08|c8|f8|69|1c|cl
7d{c2|1d|b5|{f9 |b9|27|6a|4d|ed|a6|72]|9a|c9|09]| 78
65| 2f [ 8a| 05| 21| 0Of |el|24|12|f0 | 82|45|35|93| da| 8e
96| 8f [db|bd|{36|d0|ce|{94|13|5c|d2|fl |40|46|83]| 38
66|dd| fd |30 bf |[06|8b|62|b3|25|e2(98]|22|{88|91]|10
7e| 6e| 48| c3|a3|b6|1e|42|3a|6b|28|54| fa|85|3d| ba
2b| 79| 0a|15|9% | 9f | be| ca|4de|d4|ac|eb| 3 |73|a7|57
af |58 | a8 | 50| f4 |ea|d6| 74| 4f |ae|e9|d5|e7| e6| ad| e8
2c|d7| 75| 7aleb|16|{0b|f5 |59 |cb|5f|b0|[9c|a9|51 a0
7f | Oc|f6 | 6f|17|c4|49|ec|d8|43| 1f |[2d| a4 | 76| 7b| b7
cc|bb|3e|b5a|fb|[60|bl|86|3b|52|al|{6c|aa|55|29]|9d
97| b2[{87|90|61|be|dc|fc |bc|95|cf|cd|37]| 3f |5b]|dl
53{39(84|3c|{41|a2|6d|47|14|2a| 9 |5d|56|f2 |d3| ab
44111{92(d9|23{20(2e|89|b4d|7c|b8|26|77|99|e3| ab
67| 4aled|de|{c5|31|fe|18|(0d|63|8c|80|cO|f7 |70]07

—
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Table 20.2 Table of Inverse Powers of 0x03, the “logarithms”.

thatsatis es , Wherethesearehex numbersandagaintheinitial “ " is left off.
Thesetableswerecreatedusingthe multiply functionin the previous section.A Java pro-
gramthatdirectly outputsthe HTML sourceto make thetablesappear®n page273.
As anexample suppos@newantstheproduct (thesameproductasin theexamples
above, leaving off the“ ”). Usethe tableabovetolookup and and
. Thismeanghat

If thesumabove getsbiggerthan , justsubtract  asshawvn. This worksbecause¢he
powersof  repeatafter iterations.Now usethe tableto look up , Whichis the
answer:

Thusthesetablesgive a muchsimplerandfasteralgorithmfor multiplication:

public  byte FFMulFast(unsigned byte a, unsigned byte b){

int t = 0;
if @ =0 b ==0) retun O;
t = La + L[b];

if (t >255) t =t - 255
return  E[t];
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Multiplicati ve Inversesof Each Element

inv(rs) s

0|1|2|3|4|5|6|7|8|9|a|b|c|d|e|f
+ 01| 8d| f6|cb|52|7b|dl| e8| 4f| 29| cO|b0|el|e5|c7
74| b4 | aa|4b|99|2b| 60| 5f | 58| 3f | fd [ cc | ff |40 | ee| b2
3a|6e|ba|fl |55({4d|a8|c9|cl|0a|98|15|30|44|a2|c2
2c| 45|92 6¢c|f3[|39/66|42|f2 35|20 6f |77 |bb|59]19
1d| fe |37|67|2d|31|f5|69|a7|{64|ab|13|54|25|e9]|09
ed|5c|05|ca|4c|24|87 | bf |18 3e|22|f0 |51 |ec|61]|17
16| 5e| af ([d3]49|a6| 36|43 |f4 {4791 |df |[33{93|21|3b
79| b7({97|85|10|b5|ba|{3c|b6|70[d0O|06|al|fa|81]|82
83| 7e| 7f| 80|96 | 73| be|56|9b|9e|95|d9|f7 |[02|b9|ad
de|6a|32|6d|d8|8a|84|72|2a| 14| 9f |88|f9 [ dc |89 9a
fo|7c|2e|{c3|8 |[b8|65|48|26|c8|12|4a|ce|e7|d2]|62
Oc|eO| 1f [ ef | 11| 75| 78| 71| a5|8e|76|3d|bd|bc|86]|57
Ob| 28| 2f|a3|da|d4|ed| Of |a9| 275304 |1b| fc | ac| eb
7a| 07| ae|63|ch|db|e2|ea|94|8b|c4|d5|9d|f8 |90 | 6b
bl1|0d|d6|eb|c6|0e|cf|ad|08|4e|d7|e3|5d|50]| 1e| b3
5b|{23(38|34{68|(46|03|8c|dd|9c|7d|a0|cd|1la|41]|1c

_5
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Table 20.3 Table of Inverses of Each Field Element.

As before,thisis Java asif it hadanunsigned byte type,whichit doesnt. The actual
Java coderequiressomeshort,ugly additions. (SeeUnsignedbytesin Java in AppendixB to
cornverttheabove “Java” programto actualJava.)

This sectionhaspresentedwo algorithmsfor multiplying eld elementsaslow oneanda
fastone.As acheckhereis aprogramthatcomparesheresultsof all 65536possibleproducts
to seethatthetwo methodsagregwhichthey do): seeComparemultiplicationsonpage275.

20.8 The Multiplicative Inverse of Each Field Element.

Laterwork with the AESwill alsorequirethemultiplicativeinverseof eacheld elemenexcept
, Which hasno inverse. This inverseis easyto calculate,giventhetablesabove. If is the
generator (leaving off the* ), thenthe inverseof is , Sothatfor example,to
nd theinverseof |, look upin the“log” tableto seethat , Sotheinverseof s
, andfrom the “exponential”table,thisis . Table 20.3 givesthe resultof

carryingouttheabove procedurdor eachnon-zeroeld element.
Thenext chaptethasatablegeneratingprogramthatwill calculateandprint HTML source

for theabovetable.
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The Laws of Cryptograph y
Advanced Encryption Standard: S-Boxes

21.1 S-Boxes and the SubBytes Transformation.

Marny differentblock ciphersusea specialsubstitutioncalledan “S-box”. The AES alsohas
theseS-boyes,which it termsthe “SubBytesTransformation”.S-boxesprovide aninvertible
(reversible)transformatiorof segmentsof plaintext duringencryptionwith the reverseduring
decryption.With the AESit is asinglesimplefunctionappliedoverandoveragainto eachbyte
duringstagesf theencryptionreturninga byte. Eachof the possiblebytevaluesis trans-
formedto anotherbytevaluewith the SubBytes transformationyhichis afull permutation
meaningthatevery elementgetschangedandall possibleelementsarerepresentedsthe
resultof achangesothatnotwo differentbytesarechangedo thesamebyte. The SubBytes
transformatiorchanges singleentry asfollows (here  standdor the th bit of a byte value
).
byte SubBytesEntry(byte b) {
byte ¢ = 0x63;
if (b !'= 0} /I leave 0 unchanged {\timesbf
b = multiplicativelnverse(b);
for (i =0; i < 8; i++)
bi] = bli] A b[(i+4)%8]
b[(i+6)%8]

1

b[(i+5)%8] A
b[(i+7)%8] A cli];
return  b;
}
In practice the valuesgivenby thetransformatiorof eachbyte shouldbe precomputed
andstoredin atable. Becausdhetableis computedonly oncebeforethe startof encryption,
thereis lessneedto optimizeits performanceHereis acopy of thetable. This andthe next

tablewereprintedusingthe Java programon page277.)

21.2 The Inverse SubBytes Transformation.

Thetableof the inverseSubBytegsransformatiorcould be generatedisingthe inverseof the
formulafor SubBytegjivenabove (asimilarfunction). However, it is eveneasieto justdirectly
invertthe previoustable,withoutrecalculating.

21.3 The Function SubBytes(state).
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S-BoxValues
S
0O[1]2]3J]4]5]6]7]8]9[a|bJc|d]e]f
63| 7c|77|7b|f2 |6b|6f|c5|30|01|67|2b| fe|d7|ab| 76
ca|82|c9|7d|fa|59|47|f0|ad|{d4|a2| af [9c|ad| 72| cO
b7|fd | 93|26 36| 3f | f7/ |cc|34|ab|e5|fl |71|{d8|31]|15
04| c7(23|c3|{18|96|05|9a|07]|12[80|e2|eb|27|b2|75
09(83|2c|1a|1lb|6e|5a|a0|52|3b|d6|b3|29|e3| 2f | 84
53| dl|{00|ed|{20|fc |bl|5b|6a|cb|be|39]|4a|4c| 58] cf
do| ef |aa| fb | 43|4d|33|85|45|f9 |02| 7f | 50| 3c | 9f | a8
51| a3({40|8f|{92|9d|38|f5 |bc|b6|da|21|10]| ff | f3 | d2
cd|[Oc|13|ec|5f|97|44|17|c4|a7|7e|3d|64|5d| 19|73
60| 81| 4f |dc|22|2a|90|88|46| ee|b8| 14| de|5e|0b|db
e0[32|3a|0a|{49|06|24|5c|c2|{d3|ac|[62|91|95|ed |79
e7/c8|37|6d|8d|d5|4e|a9|6¢c|56|f4 | ea|65|7a| ae| 08
ba|78|25|2e|1c|a6|b4|c6|e8|dd| 74| 1f [4b| bd| 8b| 8a
70| 3e|b5|66|{48| 03| f6 |[0e|61|35[57|b9|86|cl|1d| 9e
el f898(11(69|d9|8e|94 |9 | 1e|87|e9|ce|55]|28] df
8c|al|89|0d| bf | e6|42[68|41{99|2d| Of {bO|54|bb| 16

2]
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Table 21.1 S-Box Values.

InverseS-Box Values
s
O|1|2|3|4|5|6|7|8|9|a|b|c|d|e|f
52| 09| 6a|d5|30|36|a5|38|bf|40|a3|9e|81|f3 |d7| fb
7c|1e3|39(82|9b| 2f | ff | 87|34|8e|43|44|cd|de|e9|ch
54| 7b| 94| 32| a6|c2|23|3d|ee|4c|95|0b|42]| fa|c3|4e
08| 2e|al|66{28|(d9|24|b2|76|5b|a2|49|6d|8b|dl]|25
72| f8 | f6 |64 86(68|98|16|d4|ad|5¢c|cc|5d|65|hb6]|92
6c|70|48|50| fd |ed| b9|da|5e|15|46|57|a7|8d|9d| 84
90| d8|ab|00|{8c|bc|d3|0a|f7|e4|58|05|b8|b3|45]|06
do|2c|le| 8f [ca|3f | 0Of |02|cl|af [bd|03|01|13|8a|6b
3a(91|11(41|4f|67|dc|ea|97|f2|cf|ce|fO|bd]|eb| 73
96| ac|74|22|e7|ad|35|85|e2|f9 |37|e8|1c| 75| df | 6e
47| f1 [ 1a|71|1d|{29|c5| 89| 6f |b7| 62| 0e| aa| 18| be| 1b
fc |56 3e|4b|c6|{d2|79|20|9a|db|cO|fe|78|cd|ba| fd
1f {dd|{a8|33{88|07|c7|31|bl1|12[10|59|27|80]| ec| 5f
60| 51| 7f|a9| 19| b5|4a|0d|2d|eb| 7a| 9f |93 | c9| 9c | ef
a0 e0|3b|{4d|ae|2a|f5|b0|c8|eb|bb|3c|83|53]|99]61
17/2b| 04| 7e|ba|77|d6|26|el1|69|14|63|55|21|0c| 7d

[%2)
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Table 21.2 Inverse S-Box Values.
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TheJava pseudo-codéor this partis now very simple,usingthe Sbox arrayde ned above:

void SubBytes(byte[][] state) {
for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)
state[row][col] = Sbox[state[row][col]];
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The Laws of Cryptograph y
AES Key Expansion

22.1 Overview of Key Expansion.

In a simple cipher one might exclusive-or the key with the plaintext. Sucha stepis easily
reversedby anotherexclusive-or of the samekey with the ciphertet. In the caseof the AES,
therearea numberof rounds eachneedingts own key, sotheactualkey is “stretchedout” and
transformedo give portionsof key for eachround. This is the key expansiorthatis thetopic
of this section.

Thekey expansiorroutine, aspartof theoverall AES algorithm,takesaninputkey (denoted
key belaw) of 4*Nk bytes,or Nk 32-bit words. Nk hasvalueeither4, 6, or 8. The outputis
an expandedkey (denotedw below) of 4*Nb*(Nr+1)  bytes,whereNb is always4 andNr is
the numberof roundsin the algorithm,with Nr equall0 in caseNk is 4, Nr equall2 in case
Nk is 6, andNr equall4 in caseNk is 8.

The key expansionroutine belov statesmost of the actionsin termsof words or 4-byte
units, sincethe AES speci cationitself emphasizesvords,but my implementatiorusesbytes

exclusively.
Constants: int Nb = 4; // but it might change someday
Inputs: int Nk =4, 6, or 8, // the number of words in the key

array key of 4*Nk bytes or Nk words // input key
Output: array w of Nb*(Nr+1) words or 4*Nb*(Nr+1) bytes // expanded key
Algorithm:

void KeyExpansion(byte[] key, word[]] w, int Nw) {
int Nr = Nk + 6;
w = new byte[4*Nb*(Nr+1)];

int  temp;

int i = 0;

while (i < Nk) {
wli] = word(key[4*], key[4*i+1], key[4*i+2], key[4*i+3]);
1++;

}

i = Nk;

while(i < Nb*(Nr+1)) {
temp = wili-1];
if (i %Nk == 0)
temp = SubWord(RotWord(temp)) A Rcon[i/NK];
else if (Nk > 6 && (i%Nk) == 4)
temp = SubWord(temp);
wli] = w[i-Nk] A temp;
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ExpandedKey Sizesin Words
KeyLength | Number of Rounds| Exp. KeySize
(NKk words) (Nn) (Nb(Nr+1) words)

4 10 44
6 12 52
8 14 60

Table 22.1 Expanded Key Sizes.

Powers of x = 0x02
iHO\1\2\3\4\5\6\7\8\9\10\11\12\13\14
[ Jo1[02]04][08]10[20][40[80[1b[36]6c[d8[ab[4d]9a]

Table 22.2 Parameters for Linear Congruence Generators.

i++;
}
Discussiorof itemsin theabove pseudo-code order:

The constantNb = 4: This was mentionedearlier Nb is the numberof wordsin an
AES block, andright now it is always4.

The key, key : theinputkey consistsof Nk words,or 4*Nk bytes.

The expandedkey, w. This consistsof Nb*(Nk+1) words,or 4*Nb*(Nk+1) bytes.
Therangeof sizesarein Table 22.1 .

RotWord() : This doesthe following simple cyclic permutationof a word: change
to

Rcon[i] : Thisis de ned asthe word: . Table 22.2 containsvaluesof
powersof

Notice that in the algorithm for key expansion, the rst referenceto Rcon is
Rcon[i/Nk] , wherei hasvalue Nk, so that the smallestindex to Rcon is 0, and
thisuses

SubWord() : Thisjustappliesthe S-boxvalueusedin SubBytes to eachof the4 bytes
in theargument.

22.2 Use of Key Expansion in the AES Algorithm.

The function KeyExpansion()  merely suppliesa much expanded(and transformed)key
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for useby the AddRoundKey() functionin the main AES algorithm (seeSectionl). This

doesa byte-wiseexclusive-or of 4*Nb = 16 bytesat a time of the key with the 4*Nb =

16 bytesof the state. Successie sggmentsof 4*Nb = 16 bytesof the expandedkey are
exclusive-oredin beforethe roundsof the algorithm, during eachround, and at the end of

therounds.In the end,thereareNr rounds,but Nr+1 exclusive-orsof partsof the expanded
key. Sincenoneof the expandedkey is usedmorethanonce,this meanghatalgorithmneeds
4*Nb*(Nr+1) = 16*(Nr+1) bytesof expandedkey, andthis is just the amountprovided
by the KeyExpansion()  function.
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AES Encryption

23.1 Final Parts of the AES Algorithm.

Theprevious4 subsectiontave coveredmostof thedetailsneededo completethe AES algo-
rithm. Onestill needsa descriptionandcodefor the following routines:

ShiftRows()
MixColumns()

AddRoundKey()

One also needsto organizea numberof minor detailsto get a completeworking Java
program.

In the rst two parts,the AES is moving aroundand“stirring up” datain the 4-by-4 array
of bytesnamedstate

23.2 Implementation of ShiftRo ws().

Theactionof shifting rowsis particularlysimple,just performingleft circularshiftsof rows 1,
2,and3, by amountsof 1, 2, and3 bytes. Row 0 is not changed.The actualJava codebelon
doesthis.
void  ShiftRows(byte[][] state) {
byte[] t = new byte[4];
for (int r =1, r < 4; r++) |
for (int ¢ = 0; ¢ < Nb; c++)

tlc] = state[r][(c + 1)%NDb];
for (int ¢ =0; ¢ < Nb; c++)
state[r][c] = tlc];

23.3 Implementation of MixColumns().

Theactionof mixing columnsworks on the columnsof thestate array but it is muchmore
complicatedhatthe shift columnsaction.As describedn the AES speci cation,it treatseach
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columnasafour-termpolynomialwith coefcients in the eld . All thisis similartothe
descriptionof the eld itself, exceptwith anextralayerof compleity. Thesepolynomialsare
addedandmultiplied just usingthe operationsof the eld onthecoefcients, except
thattheresultof amultiplication,whichis a polynomialof degreeupto 6, mustbereducedy
dividing by the polynomial andtakingtheremainder
Thecolumnsareeachmultiplied by the x edpolynomial:

where standdor the eld element . This soundshorrible, but mathematicamanip-
ulationscanreduceeverythingto the following simplealgorithm,wheremultiplicationin the
eld is representetbelon by . The principle changeneededo corvert this to actualJavais
to replace with acallto FFMul() . (Gladmangivesa shorterbut moreobscureversionof
thiscode.)
void MixColumns(byte[][] s) {

byte[] sp = new byte[4];

for (nt c =0 c <4 c+) {
(0x02 # s[0][c]) A (0x03 # s[1][c])

sp[0] = A
s[2][c] A s[3][cl; B
sp[l] = s[O][c] A (0x02 # s[1][c]) A
(0x03  # s[2][c]) A s[3][c];
spl2] = s[0][c] A s[1][c] A
(0x02 # s[2][c]) A (0x03 # s[3][c]);
sp[3] = (0x03 # s[0][c]) A s[1][c] A
s[2]lc] A (0x02 # s[3][c]);
for (nt i =0; i < 4; i++) 9Jic] = spli];

23.4 Implementation of AddRoundK ey().

As describedoefore,portionsof the expandedkey w are exclusive-oredonto the statematrix
Nr+1 times(oncefor eachroundplusonemoretime). Thereare4*Nb bytesof state andsince
eachbyte of the expandedkey is usedexactly once,the expandedkey sizeof 4*Nb*(Nr+1)
bytesisjustright. Theexpandedey is usedpyteby byte,from lowestto highestindex, sothere
is no needto countthe bytesasthey areusedfrom w, but just usethemup andmove on, asthe
following nearJavacodeshaws. This codeassumethekey hasalreadybeenexpandednto the
arrayw, andit assumes globalcounterwCount initializedto 0. ThefunctionAddRoundKey
usesup4*Nb = 16 bytesof expandedkey everytimeit is called.
void AddRoundKey(byte[][] state) {
for (int ¢ = 0; ¢ < Nb; c++)
for (int r =0; r < 4; r++) .
state[r][c] = state[r][c] A w[wCount++];
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23.5 Java Implementation of Encryption Using AES.
My Javaimplementatiorof AES encryptionusessix classes:

AESencrypt , which providesthe principlefunctionsfor AES encryption,
Tables , which givesvaluesfrom computedablesandvariousuntility functions.
GetBytes , whichreadsplaintexts andkeys,

Copy, which givestwo simplecopy functionsneededy AES,

Print , which prints1- and2-dimensionahrraysof bytesfor delugging,and

AEStest , whichwhichis adriverfor thetests.

A combinedisting of all the ecryptionclassess foundon page282.

Seethe next chapterfor testrunsof the program whereencryptionis followedby decryp-
tion.
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AES Decryption

24.1 Modi®cations to AES for Decryption.

Thefollowing functionsneedminor (or moremajor)revision for decryption:

Cipher() , changedo InvCipher() , whichis the maindecryptionoutline. It is of
coursevery similarto theCipher()  function,exceptthatmary of the subfunctionsare

themselesinversesandthe orderof functionswithin aroundis different.

ShiftRows() , changedo InvShiftRows() —justminor changes.

MixColumns() , changedo InvMixColumns()  — the inversefunction, similar but

with differentconstantsn it.

AddRoundKey() ,changedo InvAddRoundKey() —justworksbackwardsalongthe

expandedkey.

As before,onealsoneeddo organizea numberof minor detailsto geta completeworking

Javaprogram.

24.2 Implementation of InvCipher().

Hereis Javapseudo-codéor theinversecipher Thevariousstepamustbecarriedoutin reverse
order Thesearearrangednto roundsaswith encryption,but the functionsin eachroundare
in a slightly differentorderthanthe orderusedin encryption. The AES speci cationhasalso
suppliedan equivalentinversecipherin which the individual partsof eachroundarein the
sameorderaswith encryption.This might make a hardwareimplementatioreasierbut I have

notusedit here.

Constants: int Nb = 4; // but it might change someday
int  Nr 10}, 12}, or 14; M/ rounds, for Nk = 4, 6,

Inputs: array in of 4*Nb bytes // input ciphertext

array out of 4*Nb bytes // output plaintext

array w of 4*Nb*(Nr+1) bytes // expanded key
Internal work array:

state, 2-dim array of 4*Nb bytes, 4 rows and Nb cols
Algorithm:

or 8
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void InvCipher(byte[] in, byte[]] out, byte]] w) {
byte[ll] state = new hyte[4][Nb];
state = in; /[ actual component-wise  copy
AddRoundKey(state, w, Nr*Nb, (Nr+1)*Nb - 1);
for (int round = Nr-1; round >= 1; round--) {
InvShiftRows(state);
InvSubBytes(state);

AddRoundKey(state, w, round*Nb, (round+1)*Nb-1);
InvMixColumns(state);

}

InvShiftRows(state);

InvSubBytes(state);

AddRoundKey(state, w, 0, Nb - 1)

out = state; // component-wise  copy

24.3 Implementation of InvShiftRo ws().

This just doesthe inverseof ShiftRows : doing a left circular shift of rows 1, 2, and 3, by
amountf 1, 2, and3 bytes.TheactualJava codebelow doesthis.

void InvShiftRows(byte[][] state) {
byte[] t = new byte[4];
for (int r =1, r < 4; r++) {
for (int ¢ = 0; c < Nb; c++)
tf[(c + rN%Nb] = state[r][c];
for (int ¢ = 0; ¢ < Nb; c++)
state[r][c] = tc];

24.4 Implementation of InvMixColumns().

TheMixColumns() functionwascarefullyconstructedgothatit hasaninverse.l will addin
thetheoryof thishere(or elsavhere)later. For now, it sufces to saythatthefunctionmultiplied
eachcolumnby theinversepolynomialof

The resulting function, when simpli ed, takes the following form in Java pseudo-code,
whereasbefore# indicatesmultiplicationin the eld:
void InvMixColumns(byte[][] s) {
byte[] sp = new byte[4];
for (int ¢ =0; ¢ < 4; c++) {
s[o][c]) A (0x0b

sp[0] = (Ox0e # # s[1][c]) A
(oxod # s[2][c]) A (0x09 # s[3][c]);

sp[l] = (0x09 # s[0][c]) A (0x0e # s[1][c]) A
(0Ox0b  # s[2][c]) A (oxod # s[3][c]);

sp[2] = (0x0d # s[0][c]) A (0x09 # s[1][c]) A
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(Ox0e # s[2][c]) A (Ox0b # s[3][c]);

sp[3] = (0xOb # s[O][c]) A (oxod # s[1][c]) A
(0x09 # s[2][c]) A (0x0e # s[3][c]);
for (nt i =0; i < 4; i++) 9Jic] = splil;

24.5 Implementation of InvAd dRoundK ey().

Sincethe AES speci cation usesa parameterizedddRoundKey() function, it is its own
inverse,usingthe parameter the oppositeorder My implementatiorjust lets AddRound-
Key() exclusive-orin anotherl6 byteseverytimeit is called,sol needa slightly different
function,wherewCount is initialized to 4*Nb*(Nr+1)

void InvAddRoundKey(byte[][] state) {
for (nt ¢ =Nb- 1, ¢ >= 0; c-)
for (nt r =3, r >0; r-)
state[r][c] = state][r][c] A w[--wCount];

24.6 Java Implementation of Decryption Using AES.

As before,it's a matterof putting it all together with a numberof detailsto make the Java
work correctly My Javaimplementatiorusestheold Tables , GetBytes , Copy, andPrint
classeslongwith thenew classes:

AESdecrypt , which providesthe principlefunctionsfor AES decryption,and
AESinvTest , totestdecryption.

A combinedisting of all thedecryptionclassesppear®on page290.
Testruns of the program,where encryptionis followed by decryption,appearon page
293.
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The Laws of Cryptograph y
Passwords

25.1 Passwords.

Passvordsare at presenthe mostcommonmethodfor verifying the identity of a user This
is a awed method;systemscontinueto usepasswerds becausef their easeof useandease
of implementation.Among mary problemsarethe successfubuessingf users passverds,
andtheinterceptingof themor uncoveringthemonline. To preventguessingandfor additional
security the NSA recommendsising a random8-letter passvord that is regularly changed.
Sincesucha streamof passwerdsis almostimpossibleto remember(certainly for me), the
haplesauseris forcedto write thesepassvordsdown, addingto theinsecurity Thuspassverds
needto be protectedoy cryptographidechniqueswhetherthey arestoredor transmitted.

Several simple techniquescan help make the old-fashionedorm of passwerds easierto
memorize.First, the systemcanpresent userwith alist of possiblerandompassvwerdsfrom
whichto choose With sucha choice,theremaybe onepasswrd thatis easierfor agivenuser
to rememberSecondthe mostcommonpasswrdsarelimited to 8 charactersandexperience
hasshavn thatusershave a hardtime picking sucha shortpassverd thatturnsoutto besecure.
If the systemallows passwerdsof arbitrarylength(fairly commonnow), thenuserscanemploy
passphrases aphraseor sentencéhatis notgoingto bein dictionariesyetis easyfor thegiven
userto rememberMy favorite passphrases “Dexter's mothers bread; but | won't beableto
useit any more.

Personaphysicalcharacteristicéorm thebasisfor anumberof identi cation methodsow
in use.Thecharacteristicer biometricsrangefrom ngerprints to iris patternsfrom voiceto
handgeometry amongmary examples. Thesetechniquesare outsidethe scopeof this book.
Theremainingtwo sectionsstudytwo usesof one-way functionsto help securepassvords.

25.2 Password Files.

A simple systempassword schemewould just have a secret le holding eachusers account
nameandthe correspondingassverd. Thereareseveral problemswith this method:if some-
onemanageso readthis le, they canimmediatelypretendo beary of theuserdisted. Also,
someonenight nd outaboutauserslikely passwordsfrom passwrdsusedin the past.

For thereasonsbove andothers,early Unix systemgrotectedpassvordswith a one-way
function (describedn anearlierchapter).Along with the accountname the one-way function
appliedto the password is stored. Thusgivenauser (Alice, of course)with accounthame

andpasswrd , andgivena x edone-way function , the systemwould store  and
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asatableentryin the password le, with similar entriesfor otherusers.WhenAlice
suppliesher passverd to the system the softwarecomputes of herpassverd andcompares
thisresultwith thetableentry In thiswaythesystemsadministratorshemseleswill notknow
the passwerdsof usersandwill notbeableto impersonata user

In early Unix systemst wasa matterof pride to make the passverd le world readable.
A userwould try to guessother's passwerds by trying a guess : rst calculate and
thencomparethis with all tableentries. Thereweremary valuesof to try, suchasentries
in a dictionary commonnames,specialentriesthat are often usedas passwrds, all short
passwerds,andall the above possibilitieswith specialcharacterst the beginning or the end.
These“cracker” programshave maturedo the pointwherethey canalways nd atleastsome
passwrdsif thereare quite a few usersin the system. Now the passwerd le is no longer
public, but someonewith root privilegescanstill getto it, andit sometimedeaksoutin other
ways.

To malke the attackin the previous paragrapharder(thatattackis essentialljthe sameas
ciphertext searching), systemsan rst choosethe one-way function to be moreexecution-
time intensie. This only slows down the searchedy alinearfactor Anotherapproachuses
anadditionalrandomtableentry, calleda salt Supposdor examplethateachpassverd table
entry hasanotherrandom -bit eld (the salt), differentfor eachpasswerd. WhenAlice rst
putsherpassword into the system(or changedt), shesupplies . Thesystencthooseshesalt

andcalculates , Where is x edup to handletwo inputsinsteadof one.
Thepasswrd le entryfor Alice now contains , ,and . With thischangeanattackon
asingleuseris the same put the attackof the previousparagraplon all usersat the sametime
now takeseitheranextra factorof time equalto either  or the numberof userswhicheveris
smaller Without the salt, an attacler could checkif “Dexter” werethe password of any user
by calculating “Dexter” anddoingafastsearctof thepassverd le for thisentry. With the
salt,to checkif Alice is using“Dexter” for example,the attacler mustretrieve Alice's salt
andcalculate “Dexter” . Eachuserrequiresadifferentcalculation sothis simpledevice
greatlyslonvs down thedictionaryattack.

25.3 Lampor t's Scheme.

Theschemesnentionedabove areuselesst anopponentaninterceptAlice's communication
with thecomputemwhensheis trying to log in. Shewould be sendingherpasswerdin theclear
(withoutencryption).Thereareschemes$o useencryptiorto protecthepassverdtransmission,
butin 1981Lamportdevelopeda simpleschemehatis proof againsteavesdroppers.

With Lamport's schemeAlice rst decideshow mary timesshewantsto log in without
redoingthe systemsay times. Shechooses randomsecretnitial value , andusesa
one-way function to calculate

where means , , andso forth. Alice wantsto
authenticatéherselfrepeatedlywith the computersystem . Shemusttransfer to
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in somesecureway, possiblyby just personallydroppingit off. This valueis storedin the

computersystemalongwith acountervalueof . WhenAlice wantsto authenticatéerself
to , shesends and to . Now calculates and comparest
with the value alreadystored,authenticatindAlice the rst time. Now replaceshe
old valueswith and . Only Alice knowvsary valueexcept , soonly Alice can

calculateandsupply to . (Alice couldkeepall the around,rshecouldcalculateary
desiredoneof themfrom scratchstartingwith  .) Thenext time Alice wantsto authenticate
herselfto , shewill supply and

Evenif someondijackedAlice’'scommunicatiorwith , intercepting andpretending
to beher, they couldonly doit once,sincethey couldnotcalculatethe previousvalue . Al-
ice'suseof thesegpasswordscontinuedor upto authenticationsatwhichtime Alice must
restartthe whole systemwith a new initial value . This systemis proof againsteavesdrop-
ping, andeven a more active opponentcanonly impersonatéilice oncewithout intercepting
anotherof Alice's authenticationslf the authenticatiorever fails for Alice, shewill notretry
thesame , butwill use thenext time.

In caseof acommunicatiorbreakdavn, thesystem mayhave (say) and stored,
and may receve from Alice and , for example. In this case knows to calculate

beforecomparingwith the storedentry, andof course will store and
asthenew entry,
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The Laws of Cryptograph y
Zero-Kno wledg e Protocols

26.1 The Classes NP and NP-complete .

26.2 Zero-Knowledg e Proofs.

26.3 Hamiltonian Cycles.

An NP-completeproblemknown asthe HamiltonianCycle Problemgivesa goodillustration
of a simplezero-knavledgeproof. The problemstartswith anundirectedgraph ,
where is a nite setof vertices is a setof orderedpairsof verticesforming edges and

if is anedge,sois . A pathin is a sequencef vertices
suchfor each is anedge. A pathis a cycle (endswhereit starts)
if . A pathis S|mple(doesnt crossitself) if no vertex appearsnorethanonce. A

pathis completelf it includesevery vertex. The HamiltonianCycle Problem(HC) asksif a
givengraphhasa simplecompletecycle. It turnsoutthatHC is an NP-completeproblem,so
in generaho ef cient algorithmis known.

If onehadan ef cient algorithmto solve HC, thenonewould alsohave anef cient algo-
rithm to actuallyobtainthe Hamitoniancycle itself. Firstcheckthe entiregraphto seeif there
is sucha cycle. Thentry deletingeachedgein turn, checkingagainif thereis still a Hamilin-
toniancycle, until only theedgesf a Hamiltoniancycle remain.(Theremaybemorethanone
suchcycle, but thismethodwill nd oneof them.)

For a givengraph,evena large one,it may be easyto decidethis problem,but thereis no
known ef cient algorithmto solve the generaproblemasthe numberof verticesincreases.

Considemow the speci ¢ simplegraphin Figure26.1. The graphillustratedin this gure
is the sameasthe verticesand edgesof a dodecahedrofa 12-sidedregular polyhedronwith
eachsidea pentagon)All thatis presenis awire framework of theedgesandtheframewvork
hasbeenopenedup from onesideandsquasheantothe plane.

This graphis not complicated,but it still takes most peopleat leasta minute or two to

nd oneof the Hamiltoniancyclesin thegraph.Try to doit now, without peekingaheadand
without writing in the book). Onceyou have founda cycle, readon. The cycle is shavn later
in Figure26.2asathicker setof lines.
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Figure 26.1 Vertices and Edges of a Dodecahedron.
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Dodecahedon Graph

Vertex | Edges | Cycle
0|1,4,5 1
1/0,2,7 7
211,3,9 3
3]12,4,11 4
410,3,13 0
5/0,6,14 14
6|5,7,15 5
711,6,8 8
8(7,9,16 16
912,8,10 2
10| 9,11,17 9
111 3,10,12 10
12| 11,13,18 11
13| 4,12,14 12
141 5,13,19 13
151 6,16,19 6
16| 8,15,17 17
171 10,16,18 18
18| 12,17,19 19
19| 14,15,18 15

Table 26.1 Dodecahedron Graph.

In computeralgorithms,graphsare often representeds a list of vertices,and for each
vertex, a list of the verticeswhich togetherwith the rst onemake up an edge. Supposdhat
theverticesarenumberedrom to ,orinthiscasejo . Table 26.1 givesinformation
describingthe graphin this way. The rightmostcolumnalsoshons a Hamiltoniancycle by
giving, for eachverte, thenext vertex in thecycle.

Now onto azero-knavledgeproof by Alice to Bob thatshehasa Hamiltoniancycle of this
graphwhile revealingnothingaboutthe cycle itself.

Alice mustcarry out a numberof stepsin the processof a probablisticproof. After
stagesBob canbealmostcertainthat Alice hasa Hamiltoniancycle for thegraph,with only a
probability of thatshedoesnot have acycle, but is cheating.At eachstageAlice chooses
anew (true)randompermutatiorof theverticesin thegraph.In theexamplebelow, we assume
shehaschosertherearrangemertf verticesgivenin Table 26.2 .

Alice rearrangeshetableby sortingthe newly renumberedrerticesinto orderagain. For
eachvertex, thelist of verticesat the otherend of an edgemustbe madeall the samelength,
usingextradummyentries.(In the casehereall thelists arealreadythe samelength.) Finally
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Figure 26.2 Hamiltonian Cycle on a Dodecahedron.
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Table 26.2 Permutation of Vertices.
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Permuted Dodecahedobn Graph
Vertex | Edges | Cycle | Permutation
0| 14,6,10 14 16
1]6,4,15 6 19
21114,9 11 12
3110, 7,17 10 7
4114,1,2 1 18
5116, 10,18 16 9
60,1,7 7 15
713,13 6 13 6
81(12 9,19 12 4
9115,2,8 2 13
10| 5,3,0 0 8
111 19,2,18 18 11
12|17, 8,13 17 0
13| 12,7,15 15 5
14| 18,4,0 4 17
15(1,13,9 9 14
16|19 17,5 19 2
171 12,16,3 3 1
18| 11,5, 14 5 10
19| 16,8, 11 8 3

Table 26.3 Permuted Dodecahedron Graph.

shemustrandomizethe orderof thesdlists. Table 26.3 shavs theresultsof all thesechanges.

Alice needsameando selectvely revealpartsof thislasttable,but shehasto committo the
entiretablewithout beingableto cheat. This is easyto do with ary cryptosystemsuchasthe
AES, for example. For eachitem in the tableneedingconcealmentysea separate&ncryption
with a separatekey. (Or similar items canbe handledwith a singlekey, aslong asan extra
randomstringis includedto foil ciphertext comparisons.plice sendsall theinformationin the
table,with eachitem encrypted Noticethatif Alice encryptsthevertex numberl7 with some
AESKkey, it is notfeasiblefor herto nd anothelkey thatdecryptshe sameciphertet to some
othernumber say16, assumingherearealarge numberof redundanbitsin the ciphertext.

SoAlice sendgheentiretablein permutecandencryptedorm to Bob. BobthenasksAlice
to shav him oneof two partsof thetable:

theoriginal graph,or
the Hamiltoniancycle.

In thesecondcase Alice sendghekeys neededo revealonly the partsof thetablein boldface
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(Thevertex numbersareimplicit, startingat0.) This shovs eachsuccesie vertex in thecycle,
andshows thatthe vertex is actuallyon anedge.All thisis assuminghatthe hiddengraphis
really the correctone. If Alice wantedto cheat,it would be easyfor herto make up numbers
sothatit would look like a Hamiltoniancycle waspresent.

In thesecondcase Alice sendghekeys neededo revealall partsof thetableexceptfor the
columnlabeled“cycle”. The extra columnlabeled‘permutation”is thereto malke it easyfor
Bob to verify thatthe permutedgraphis still the sameasthe original. (Thereareno ef cient
algorithmsto shaw thattwo graphsarereally thesame.)

If Alice doesnt know a cycle, shecancheatandanswereitherquestioncorrectly but she
hasto commitherselfto ananswetbeforeknowing whatpartBob will askfor. In the rst case
sherevealsnothingat all abouthow the Hamiltoniancycle is situatedin the graph,but only
thatit exists. In theseconccasesherevealsnothingatall aboutthe Hamiltoniancycle. At each
stageof this probablisticproof, Alice choosesa new permutationof the vertices,rearranges
thetableagain,andchoosesiew keys for encrypting.At eachstep,if sheis cheating shewill
caughthalf thetime ontheaverage.

Alice could concevably use HC to establishher identity. First she constructsa large,
complex graph , makingsureat eachstageof the constructionthat hasa Hamiltonian
cycle. Alice securelftransfergshegraph to atrustedsener . Thenif Alice wantedto prove
heridentity to Bob, shecould have Bob retrieve the graphfrom , andthenshecould prove
(probablistically in zeroknowledge)that shehasa Hamiltoniancycle. Evenan earesdropper
would notlearnthe Hamiltoniancycle. This particularmethodhastwo separatea ws asaway
for Alice to identify herself:

Themethodis subjectto replayattackswhereBoris just sendssomeonelseexactly the
samemessageélice transmitsasaway to “prove” thatheis Alice.

It is necessaryor Alice to createa “hard” instanceof HC, thatis, aninstancewhere
known algorithmstake averylongtimeto nd aHamiltoniancycle.

Alice could handlethe rst aw by addinga timestampto the part of the graphthat she
encrypts. The secondaw above is the dif cult one,since nding hardinstancesf an NP-
completeproblemis often a dif cult computationitself, andthat especiallyseemsto be the
casewith HC. Thenext chaptershavs how to usefactoringasthe hardproblem,andfactoring
hasbeenstudiedmuchmoreextensvely thanHC.

26.4 Other Zero-Kno wledg e Proofs.
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27.1 Use of Public Keys.

27.2 Zero-Knowledg e Schemes.

This sectionconsidergrotocolsfor proving identity, startingwith the Fiat-Shamirldenti ca-
tion Protocol azero-knavledgeproof. The Handbookof AppliedCryptagraphylists anumber
of possibleattacksonidenti cation protocols(Section10.6),includingimpersonation replay,
interleaving re ection, andforceddelay Theimpersonatiorattackis the standarcattemptto
try to breakanidenti cation systemandwill bediscussedbelow. A replayattackis alsostan-
dard,andis keptfrom working by the natureof the challenge-respong®otocolconsideredn
this section.

Theinterlearing attackcanbe very powerful, sincethereare so mary possibilitieswhen
two of moreprotocolsarecarriedoutin aconcurrenfashion.To give just oneexampleof this
dif culty , considerthefollowing strateyy for anlow-rankedchesgplayerto improve hisranking
at online or correspondencehess.The player(call him  signsup for two gameswith two
high-ranledplayers(callthem and ), where playsblackand playswhite. Player
waitsfor to makethe rst move aswhite. Then playsthismovein hisgamewith . Then

waitsfor 'sresponsasblack,and malkesthisresponséo 'smove. Continuingin this
way, s guaranteeeitherawin andalossor two dravs againsthe goodplayers,andeither
outcomewill improve 'sranking.

Thereis anotherattackwhich | call the repetitivedivide-and-conquestrategy. This is
illustratedwith a simplescamusedby gamblers Supposevery Sundaytherearesportsgames
which peoplebeton. Supposeéhemark(callhim ), getsaletterearlyin theweekpredicting
theoutcomeof thegameonthenext Sunday  doesnt think muchaboutit, but noticesthatthe
predictionis correct. The next week,anotherpredictioncomesn the mail thatalsois correct.
This continuedor tenweeks eachtime a correctpredictionof thegameoutcomearriving days
beforethegame.At thispoint  recevesanotheretter, offering to predictaneleventhgame
for $10000dollars. Theletter guaranteeghatthe predictionwill be correct,andsuggestshat

will beableto make far morethanthis amountof money by bettingonthegame.The nal
predictionmight or might not be correct,but  wassetup. In fact, the letter writer started
with (say)4096letters,half predictingSundays gameoneway, andhalf predictingit the other
way. After the rst game,roughly 2048of the recipientsgot a wrong prediction,but they get
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nofurtherletters,becauseheletterwriter ignoresthem,focusingonthe (roughly) 2048people
whogotacorrectrst prediction.At theendof 10weeks andafterwriting approximately8184
letters,onewould expectan averageof 4 individualsto have receved 10 correctpredictions,
including  above.

Hereis theprotocol:
Protocol: Fiat-Schamir Identifi cation.  (Alice) provesknowledgeof asecret to  (Bob),
usingatrustedcenter .

1. Setupfor : Thetrustedcenter choosedargerandomprimes and andformsthe
product . (Theseshould t the requirementdor the RSA cryptosystem.)
publishes for all usersandkeeps and secretor justdestrgsthem.

2. Setupfor eadh user: Eachuser choosesrandomsecet satisfying
whichhasnofactoran commonwith . Then calculates mod andlets store
this valuein public. (Eachuserhashis own uniguesecretvalue andeachuserstoresa
uniquesquareof thisvaluewith . Noticethatnosecreg is neededat , but usersneed
to rely ontheintegrity of informationsuppliedby . If someonevantsto calculatethe
secret justknowing thepublicvalue , they would have to take the discretesquareoot
of , andthis problemis computationallyequivalentto factoring , aswasdiscussingn
the chapteron Rabin's cryptosystem.)

3. Witnessstep:  choosesa randomnumber satisfying to useasa
committmentcalculates mod , andsends to

4. Challengestep: choosesarandomchallengebit andsendst to

5. Responsstep: In case , sends backto . In case , calculates
mod , andsendsghis backto
6. \kri cation step:  veri es theresponse from by calculating mod . If
, then shouldbeequaltothe thatwas rst sentthatis, isasquareootofthe
value , acalculationthatis only ef ciently possiblefor . If , then shouldbe
equalto mod mod ,and mustverify this equality

At eachiterationof theabove protocol,thechanceghat is notwho sheclaimsto beand
is in factcheatinggoesdown by afactorof 2. Oneshouldrepeathe protocolatleast50 times,
to reducethe probability of successfullycheatingto lessthan

As partof the analysisof this protocol,supposesomeoneelse,say (Carlos),wishedto
pretendo be to . Wearenotassuminghat caninterceptanongoingprotocolbetween

and , butwedoassuméahat cancommunicatevith , claimingto be . Of course
canget 'spublicvalue from ,but doesnotknow ‘'ssecret. couldtry to guess
what 'schallengebit mightbe:

If guesseshat will respondwith achallengeof , then would only needto
sendarandom mod justlike , andrespondo the challengewith theoriginal
would accepthis roundof the protocol.
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If  guesseghat will respondwith a challengeof , then  mustprovide a
response sothatwhen calculates mod , thisisthesameas mod , where
is theinitial valuesentby to ,and is 'spublicvaluethatanyone(including )
canlook up. Noticethat doesnt needto sendthe squareof arandomvalueatthe rst
step,but only needdo sendavalue suchthatlater cansendanothewalue , with the
propertythatwhen calculates mod and mod , thesewill work outto bethe
same.In otherwords,it needgo betruethat mod mod , or that ,
where istheinverseof usingmultiplicationmod . ( hassuchaninversebecause
, andtherefore have nofactorsin commonwith .) Thustheinitial that should
sendin this caseshouldbe the squareof somerandom timestheinverseof . If
sendsthis valueandif  challengeswith the bit , then will be ableto cheat
successfullythattime. Theproblemfor s thatif he sendssucha valuefor theinitial
,andif  challengesvith ,  shouldrespondvith the squareoot of theoriginal
value,but  will notbeableto calculatehesquareootof = ,andso will fall
atthis step.

In summaryacheating couldsucceedn eitherpartof the protocolif he knew aheadof

timewhichchallengebit wouldsendback. canchooseheinitial valueto succeeceither
way, but no singlevaluesucceedbothwaysfor . Thus 'scheatings detectechalf of the
time ateachiterationof the protocol.
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28.1 Introduction to Threshold Schemes.

Whenall securitydependson a single secretkey, this key becomesa point of attackanda
sourceof vulnerability It would be betterto have several peopleshare the responsibilityof
maintainingsecretkeys, andthe schemesn this chapterarejust whatis needed.

Supposdhereare executvesin acompaly thatmaintainsa locked roomwith compary
secretanside. Whenthe compary wasincorporatedthe founderswantedto make surethat
only amajority (thatis, atleast ) of theexecutvescouldtogethemgainaccess$o theroom. For
this purpose the founderscreateda specialsteeldoor with a sliding rod on its outside. The
rod slidesthroughholesin two angesonthedoorandthroughaholein anotherange beside
thedoor. Therod in turn hasaring weldedontoit sothatit cannotbe removedfrom the two

angeson thedoor. Betweenthe door's anges, thereare specialpadlocksaroundtherod.
Thedimensionsarechosersothatif any four of thesix padlocksareremoved,therodwill slide
justfarenoughsothatthedoorwill open.If fewerthanfour padlocksareremoved,therod will

still barelycatch,andthe dooris still locked. (Seethe gure for anillustration of this Rube
Goldbeg contraption.)Eachexecutiveis givenakey to oneof thelocks,andtheneveryonecan
besurethatonly four of moreof theexecutvesof thecompaiy, working togetheycanopenthe
door. (Thereis nothingspecialaboutthenumbers and in thisexample.)

In generala thresholdschemestartswith asecet , with useswho cansharethe
secretandwith athresholdvalueof of theusersneededo recover the secretwhere
Eachuser is givenashae of thesecret: , for . Thenthethresholdschememust
somehav arrangethatarny of thesesharescanbe usedto produce(or compute)the secret,
whereasary or fewerwill notallow thesecreto berecovered.Thedoorwith its rod and
locks above give a simpleexampleof a (or “four out of six”) thresholdschemegxcept
thatits crudemechanicahatureis limiting.

28.2 (t, t) Threshold Schemes.

Supposenewantsto hide informationin computerstorage saya secretoook , regardingit
asa string of bits. Givena sourceof true randomnumbersthis is easyto do. Createa true
random le with asmary bits in it asthe informationto be secured.Let

Now keepthe les and separatdrom oneanotherandthe bookis safe.To recwerthe
book,just calculate . An opponentvhoknowsonly  or  hasnoinformation
aboutthe book . Thisis obviousfor , sinceit wastrue randomand had nothingto do
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with . The le wasde ned using , but sinceit is the exclusive-or of a true randombit
string, it alsohasall the propertiesof atruerandombit string,assumingt is takenin isolation.
Thusby themseles, eachof and is truerandomandeachgivesno informationabout
thebook . Howeverthetwo arenotindependenbf oneanother The two togetherinclude
the completeinformationin . If  weresomeillegal book, thenjust possessing or
couldnot possiblybeillegal, andonly possessinghembothtogethercouldbeillegal. Thisis
anexampleof a thresholdschemeThis schemagivesperfectsecurity justknowing one
or the othersharegivesno informationatall aboutthe book.

This methodextendseasilyto a thresholdschemestartingwith thebook to bekept
secretandwith randomles . De ne .
Thenthe swork as shareswhereagainary of themgive no informationaboutthe
book (all booksof thesamesizearepossibleandequallylik ely), but the exclusive-orof all
of themgives immediately

28.3 Threshold Schemes Using Planes in Space.

This sectiondescribenemethodfor obtaininga thresholdschemewithout giving a full im-
plementationThe purposes to increasentuition aboutthis concept.

A line in the planeis uniquely determinedby pointson it. This propertyallows the
constructionof a thresholdscheme.Supposehe secret is a realnumber Associate
the secretwith the point in the plane. Choosea non-\ertical line  through at
random,of theform . Eachuser getsthepoint ashis
share.Fromtheinformationthatarny oneuser has,ary valuefor is possible becausehe
line might go through and forary . However, if two usersgettogethertheir
two pointsuniquelydeterminetheline , andsetting in the equationfor theline gives

immediately

Similarly aplanein -dimentionalspaces uniquelydeterminedy ary threepointsoniit.
Justasin thepreviousparagraphthisleadsto a thresholdschemeThesamehingcanbe
donein -dimensionakpacegonsistingof all orderedists of numbers: .
Thenarandomlinearequationof the form speci esa
hyperplanen this space.As above, with only pointson this hyperplaneary valueof
is still possible but with pointstherewill be equationsn unknowns (the coefcients
alongwith ), which canbesolvedfor all unknovnsincludingthe crucial

The scheman this sectioncanbe madeto work, but I will not nish it, insteadturning
to anotherapproach. The methodof this sectionwould needto switch from oating point
numbersandwould still needto decidewhatpicking anequatior‘at random”might mean.

28.4 Shamir's (t, n) Threshold Scheme.

Adi Shamirdevelopeda thresholdschemebasedon polynomialinterpolation. The schemas
basedon the factthata polynomialfunction of degree is uniguelydeterminedby ary
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pointsonit.
Example. Suppose andthe“secret’is . Choosea “random” polynomial

. Then , thesecret.Pointson the graphof this functionyield sharesfor
example: Usingonly the rst threesharesandassumingn
equationof theform , onegetsthreelinearequationsn threeunknovns

by pluggingin thevaluesfrom thethreeshares.

Theseequationsareeasyto solve, for , , and , andsojustfrom the
sharesthesecrets seeno be .
Hereis thegenerakcaseof Shamirs thresholdscheme:

1. Startwith asecret , adesiredhumberof shares , andathreshold , whereall threeare
integersand

2. Chooseaprime biggerthanboth and . Everythingwill bedoneoverthe nite eld

3. Choosearandompolynomialof degree
by choosinghecoefcients  uniformly andatrandomfrom theintervalfrom to
inclusive, thatis, from

4. Compute sharesaspoints onthegraphof . (The -coordinateslonothave
to beconsecutieintegersbutno -coordinatecanbezero,sincethatwouldimmediately
revealthesecret.)Thesesharesaredistributedsecurelyto eachof the users.

5. If ary usersgettogetherwith their sharesthey know distinct pointson the polyno-
mial's graph,andso the userscancomputethe polynomial's coefcients, includingthe
constanterm,whichis thesecret.

Thereare a numberof waysto calculatethe polynomialfrom the sharesn the situation
above, but perhapsthe most corvenientway is to usethe Lagrange interpolation formula
A polynomial of degree is uniquelydeterminedby points, for ,
assuminghatthe areall distinct. The polynomialis givenby theformula:

Herethe Greek (sigma)meansto add up termsobtainedby setting
Similarly the Greek (pi) meansto multiply termsfollowing it togethey where takeson
valuesfrom to , butleaving off in eachcase.Thecomputationsreall donein , thatis,



156 VII. Identi®cation and Key Distrib ution

modulo . In the caseof the in the denominatgroneneedso usethe multiplicative
inverseof in .

It is easyto seethatthis formulaworks, becausaet is a degree polynomialin  that
agreesvith eachof the points for , andthis polynomialmustbe unique. To
getafeelingfor theequation)ook at a specialcase say . Thentheequationis

Now evaluate , thatis, set throughout.Themultipliersof  bothreduceto ,
while thereisa timeseachof and |, sothisreducegojust . Similarly, and

. Thegeneraformulabehaesin exactly the sameway.

It is not necessaryo determinethe entirerandompolynomial , but only , Whichiis
thesecret . By substituting above, theequationdecome

where

Thisis aparticularlyeasyway to calculatethe secretfrom the shares.

28.5 Properties of Shamir's Scheme.

Shamirs approachto thresholdshasa numberof pleasantproperties(seethe Handbookof
AppliedCryptagraphy):

1. It is perfectis the sensethat the secretcanbe computedfrom sharesput even
sharesgives no information aboutthe secret. In otherwords, given sharesall
possiblevaluesfor the secretarestill equallyprobable.

2. Onecancalculatenew shaesanddistributethemto new usersalongwith theonesalready
passedut.

3. Onecandistribute more than one shareto a userandin this way give that usermore
power over the secret.

4. In casethe secretis too large for the corvenientcomputerarithmeticof a givenimple-
mentation,the secretcan be broken into two or more blocks, and securitywill still be
perfect. Thusthereis no reasonfor large integersandextendedprecisionarithmeticin
thisexample.



28. Threshold Schemes 157

Law THRESHOLD-1:

Shamir' s (t, n) threshold scheme gives perfect security for
a shared secret, since t users can recover the secret, while t — 1
or fewer users still have no information about the secret.

28.6 Java Implementation of Shamir's Scheme.

An implementatiorof Shamirs schemeppear®n page299. Hereis the outputof arun of the
software,wheretheparametersnthecommandine ares t n p, in thatorder:

% java ThresholdTest 88 3 5 97

New (3,5) threshold scheme, with p = 97 and s = 88

Function f(x) = 88*A0 + 53*xA1 + 43*xA2

All 5 Output Shares: (1,87) (2,75 (3,52) (4,18) (5,70)

Recover secret from t = 3 shares, with p = 97
All 3 Input Shares: (4,18) (2,75) (3,52)

C[0] = 2/(2-4) ( or 96) 3/(3-4) (or 949 =3
C[1] = 4/(4-2) ( or 2) 3/(3-2) (or 3) =6
C[2] = 4/(4-3) ( or 4) 2/(2-3) ( or 95) = 89
Secret = 3*18 + 6*75 + 89*52 = 88

Hereis anothedargerrun. (By anunlikely coincidencethevaluesof the polynomialbelow are
symmetricgoingdown from andupfrom . Somethindikethiswill alwaysbetrue,butit is
surprisingthatit appearsierefor suchsmallvaluesof .)

% java ThresholdTest 1111 3 5 1999

New (3,5) threshold scheme, with p = 1999 and s = 1111

Function f(x) = 1111*xA0 + 1199*xA1 + 971*xA2

All 5 Output Shares: (1,1282) (2,1396) (3,1453) (4,1453) (5,1396)

Recover secret from t = 3 shares, with p = 1999
All 3 Input Shares: (4,1453) (2,1396) (3,1453)

Cl0] = 2/(2-4)  ( or 1998) 3/(3-4)  ( or 1996) = 3
Cll] =442  (or 2 3/(32) (or 3) =6
Cl2] = 4/((43) ( or 4) 2/(2-3)  ( or 1997) = 1991

Secret = 3*1453 + 6*1396 + 1991*1453 = 1111

Yet anotherrun. This would over ow with 32-bit Javaiint type, but works becausehe Java
64-bitlong typeis used.

% java ThresholdTest 2222222 3 5 10316017

New (3,5) threshold scheme, with p = 10316017 and s = 2222222

Function f(x) = 2222222*xA0 + 8444849*xAl + 2276741*xA2

All 5 Output Shares: (1,2627795) (2,7586850)  (3,6783370)  (4,217355)  (5,8520839)

Recover secret from t = 3 shares, with p = 10316017

All 3 Input Shares: (4,217355) (2,7586850) (3,6783370)

C[0] = 2/(2-4) ( or 10316016) 3/(3-4) ( or 10316014) = 3
C[1] = 4/(4-2) ( or 2) 3/(3-2) (or 3) =6
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Cl2] = 4((43) ( or 4) 2/(2-3)  ( or 10316015) = 10316009
Secret = 3*217355 + 6*7586850 + 10316009*6783370 = 2222222
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Program l|.1.a

Demonstration of Xor

Referred to from page 4.

Thecodebelon shavs how xor canbeusedto interchangealataelements.

test
Xor {

/I Xor.java:
public  class

/I main function
public  static
int a
printThem(a,
/I interchange
a a’b;
b a’b;
a a’b;
printThem(a,

a = 234234234;

printThem(a,
/I interchange

>

>

D T D
>
I

b;
a;
b;

printThem(a,
/i

private  static

System.out.printin("a:

}

void main (String[]
123456789,

Java_class: Xor

xor function A for

Base class
args)
-987654321;

to try out

b =

b);
a and b

b);

b = -789789789;
b);

a and b

b);

end of main

void printThem(int int

+a +

a,

" \th:

interchanges

{

Hereis theoutputof arun:

% java Xor

a: 123456789,
a: -987654321,
a. 234234234,
a: -789789789,

-987654321
123456789
-789789789
234234234



Java suppliesafunctionto calculatenaturallogs,base

Program 1.1.b
Formulas for Logarithms

Referred to from page 5.

. To calculate

logs to otherbasesyou needto multiply by a x ed constant:for a log base multiply by

/Il Logs.java:
public  class

try out
Logs {

logari

/I main function to try
public  static void main
System.out.printin("log
System.out.printin("log
System.out.printin("log
System.out.printin("1/log
System.out.printin("log

} I/ end of main

Il log2:
public

return

}

/I logl0: Logarithm
public  static double
return

Logarithm
static double log
Math.log(d)/Math.

log

}
}

Java class: Logs
thm formulas

out Logs class
(String[] args) {
base 2 of 1024
base 10 of 1000
2 = " + Math.log(2));
2 ' + 1/Math.log(2));
base 10 of 2 "+ log10(2));

'+ log2(1024));
" + log10(1000));

base 2

2(double
log(2.0);

d) {

base 10

10(double d) {

Math.log(d)/Math.log(10.0);

Hereis theoutputof arun:
% java Logs
log base 2 of 1024 10.0
log base 10 of 1000 = 2.999
log 2 = 0.6931471805599453
lllog 2 = 1.4426950408889634

9999999999996

log base 10 of 2 = 0.30102999566398114



Fermat's

Recallthat Fermats theoremsaysthatgivenaprime andanon-zeronumber ,

is alwaysequalto . Hereis atablefor [
valueis always by thetime the power getsto

Theinitial runuptothe valueis shavn in boldfacein thetable. A valueof

Program Il.1.c
Theorem lllustrated

Referred to from page 12.

mod

llustratingthis theorem Notice below thatthe
, but sometimeghevaluegetsto earlier

for whichthe

wholerow is boldis calleda genegtor. In thiscase2, 6, 7, and8 aregenerators.

1112 |2 (4 |8 |5 (109 |7 |3 |6 |1
113 |3 |9 |5 {4 |1 |3 |9 |5 |4 |1
1114 |4 (519 |3 |1 (4 |5 |9 |3 |1
11/5 |5 |13 |4 |9 |1 |5 |3 |4 |9 |1
11(6 (|6 |3 |7 |9 |10/5 |8 |4 |2 |1
11(7 (|7 |52 |3 |10/4 |6 |9 |8 |1
11/8 |8 |9 |6 |4 |10(3 |2 |5 |7 |1
119 (|9 (4 |3 |5 |1 |9 |4 |3 |5 |1
1110 10(1 |10|{1 |10f1 |10|1 10|12
Javacodeto producethetableabore andtheonebelow.
Java class: Fermat
/I Fermat.java: given a prime integer p, calculate powers of a
1 fixed element a mod p. Output html table
public class Fermat {
/I main function to do all the work
public  static void main (String[] args) {
long p = (Long.parseLong(args[0])); /I the fixed prime base
System.out.printin("<table border nosave >");
System.out.printin("<tr><th>p</th><th>a</ th><th ></th> "),
for (int col = 1; col < p; col++)
System.out.print("<th>a<sup>" + col + "</sup></th>");
System.out.printin("</tr><tr colspan="  + (p+2) + "></tr>");
for (long row = 2; row < p; row++) {
System.out.print("<tr align=right><td>" + p);

System.out.print("</td><td>"

boolean firstCycle = true;
for (long col = 1; col < p;
if  (firstCycle)

System.out.print("<td><b><font
p) + "</font></b></td>");

pow(row, col,
else

System.out.print("<td>"

+ row + "</ftd><td></td>");

col++)

{

color=FF0000>" +

+ pow(row, col, p) + "</itd>");
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}

if  (firstCycle)

if  (pow(row, col,

System.out.println("</tr>");

}

System.out.printin("</table>");

} /I end of main
/I pow: calculate
I (Algorithm from Gries,
public  static long pow(long
long z = 1;
while (y > 0) {
while  (y%2 == 0) {
X = (xX*x)  %p;
y = yi2;
}
z = (%) %p;
y=y-1

}

return

}

Z;

p)

xAy mod p, without

The Science

X,

Iong Y,

1) firstCycle

overflowing
of Programming,

long p) {

= false;

p. 240

Hereis alargertablewith p = 23. TherearelO generators.
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Program l.2.a
Basic GCD Algorithm

Referred to from page 15.

Thisclassgives(in bold below) two versionsof thesimplegreatestommondivisionalgorithm:
the rst recursve andthe secondterative.

Java class: GCD
/I GCD: Greatest Common Divisor

public class GCD{

public  static long gcdl(long X, long y) {
if (y == 0) return x;
return  gedl(y, X %vy);

}

public  static long gcd2(long X%, long y) {
while (y = 0) {
long r =x %vy;

X =Yy, y=r
}
return = X;
}
public  static void main(String(] args) {
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
long z = GCD.gcdl(x, V);
System.out.printin("Method 1: ged("™ + x + ", +
y +" =" +2);
z = GCD.gcd2(x, V);
System.out.printin("Method 2: ged(" + x + ", +
y+" =" +2);
}

Hereareseveralrunsof this program:

% java GCD819 462

Method 1: gcd(819, 462)
Method 2: gcd(819, 462)
% java GCD40902 24140
Method 1: gcd(40902, 24140)
Method 2: gcd(40902, 24140)

21
21

34
34



Program 1.2.b
Extended GCD Algorithm

Referred to from page 16.

This extendedgreatesttommondivison algorithmis the versionin Knuth's Seminumerical
Algorithms Third Edition. Whenthe algorithm nishes, x*u[0] + y*u[l] = u[2] =
ged(x, y).

Java class: ExtGCDsimple
/I ExtGCDsimple: Extended GCD

public class ExtGCDsimple {

public  static long[] GCD(long x, long vy) {
longl u={, 0 x}, v=1{0, 1, vy}, t = new long[3];

while  (v[2] = 0) {
long g = u[2)/v[2];
for (int i =0; i <3; i++) {
] = ull  -vio; ulil = viil; vl =i
}
}
return  u;
}
public  static void main(String[] args) {
long] u = new long[3];
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
u = ExtGCDsimple.GCD(x, y);
System.out.printin("gcd(" + x + " +y +" = + u[2]);
System.out.printin("(" + u[0] + ")+ x + + +
CH U] Py = U2y
}

}

Hereareseveralrunsof this program:

% java ExtGCDsimple 819 462
gcd(819, 462) = 21

(-9)*819  + (16)*462 = 21

% java ExtGCDsimple 40902 24140
gcd(40902, 24140) = 34
(337)*40902  + (-571)*24140 = 34



Program 1.2.c

Extended GCD Algorithm (debug version)

Referred to from page 17.

Thelong (delug oriented)versionof this programwasdiscussedn thetext of thebook.

Java class: ExtGCD

/I ExtGCD: Extended GCD(long version)

public

class ExtGCD ({

public  static long] GCD(long x, long y) { // assume not O or neg

long] u = new long[3];
long] v = new long[3];
long] t = new long[3];

/I at all stages, if wis any of the 3 vectors wu, v or t, then
I x*w[0] + y*w[l] = w[2] (this is verified by "check" below)
/' u=4(1, 0, u; v =(0, 1, v)

u0] =1; u[l] =0; ul2l =x Vv[0] =0; Vv[1] =1; Vv[2] =y,

System.out.printin("g\tu[0]\tu[1]\tu[2]\t v[O[\t  v[1]M  v[2]")
while  (v[2] = 0) {

long g = u[2)/v[2];

Il 't =u - v4qq;

0] = u[0] -v[0]*q; tf1] = u[l] -v[1]*q; 2] = uf2] -v[2]*q;

check(x, y, t);

/I u=v;

u[0] = v[0]; wu[l] = v[1]; u2 = v[2]; checkX vy, u);

Il v =1t

vio] =t[0; v[1] =t} v[2] = t2]; check(x, 'y, V)

System.out.printin(q + "\t"+ u[0] + "'+ u[l] + "t* + u[2] +
"\t"+ v[0] + "t + v[1] + "Wt + v[2)]);

}
return  u;
}
public  static void check(long X, long vy, long[] w) {
it (cw[0] + y*w[l] = w[2]) {
System.out.println("*** Check fails: "X+ "+
System.exit(1);
}
}
public  static void main(String[] args) {

long] u = new long[3];

long x = Long.parseLong(args[0]);

long y = Long.parseLong(args[1]);

u = ExtGCD.GCD(x, V);

System.out.printin("\ngcd(" + X+ "y + ) ="+ U2
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System.out.printin("(" + ul0] + "*  + x e
u(u + U[l] P + y + " =" 4 u[z])’
}
}

Hereis asamplerun (with afew extratabsinsertedoy hand):
% java ExtGCD 123456789 987654321
q u[o] u[1] uf2] v[0] Vv[1] v[2]
0 0 1 987654321 1 0 123456789
8 1 0 123456789 -8 1 9
13717421 -8 1 9 109739369 -13717421 0
gcd(123456789, 987654321) = 9
(-8)*123456789  + (1)*987654321 = 9
% java ExtGCD 1122334455667788 99887766554433
q u[o) ufy) ul2] vio) Vi vi2)
11 0 1 99887766554433 1 -11 23569023569025
4 1 -11 23569023569025 -4 45 5611672278333
4 -4 45 5611672278333 17 -191 1122334455693
4 17 -191 1122334455693 =72 809 1122334455561
1 -72 809 1122334455561 89 -1000 132
8502533754 89 -1000 132 -756725504178 8502533754809 33
4 -756725504178 8502533754809 33 3026902016801 -34010135020236 O
gcd(1122334455667788, 99887766554433) 33
(-756725504178)*1122334455667788 + (8502533754809)*99887766554433 = 33
% java ExtGCD 384736948574637 128475948374657
q uo] u[1] uf2] v[0] V(1] v[2]
2 0 1 128475948374657 1 -2 127785051825323
1 1 -2 127785051825323 -1 3 690896549334
184 -1 3 690896549334 185 -554 660086747867
1 185 -554 660086747867 -186 557 30809801467
21 -186 557 30809801467 4091 -12251 13080917060
2 4091 -12251 13080917060 -8368 25059 4647967347
2 -8368 25059 4647967347 20827 -62369 3784982366
1 20827 -62369 3784982366 -29195 87428 862984981
4 -29195 87428 862984981 137607 -412081 333042442
2 137607 -412081 333042442 -304409 911590 196900097
1 -304409 911590 196900097 442016 -1323671 136142345
1 442016 -1323671 136142345 -746425 2235261 60757752
2 -746425 2235261 60757752 1934866 -5794193 14626841
4 1934866 -5794193 14626841 -8485889 25412033 2250388
6 -8485889 25412033 2250388 52850200 -158266391 1124513
2 52850200 -158266391 1124513 -114186289 341944815 1362
825 -114186289 341944815 1362 94256538625 -282262738766 863
1 94256538625 -282262738766 863 -94370724914 282604683581 499
1 -94370724914 282604683581 499 188627263539 -564867422347 364
1 188627263539 -564867422347 364 -282997988453 847472105928 135
2 -282997988453 847472105928 135 754623240445 -2259811634203 94
1 754623240445 -2259811634203 94 -1037621228898 3107283740131 41
2 -1037621228898 3107283740131 41 2829865698241 -8474379114465 12
3 2829865698241 -8474379114465 12 -9527218323621 28530421083526 5
2 -9527218323621 28530421083526 5 21884302345483 -65535221281517 2
2 21884302345483 -65535221281517 2 -53295823014587 159600863646560 1
2 -53295823014587 159600863646560 1 28475948374657 -384736948574637 O
gcd(384736948574637, 128475948374657) 1
(-53295823014587)*384736948574637 + (159600863646560)*128475948374657 1



Program 1.2.d
Testing Two Exponential Algorithms

Referred to from page 19.

Thecodebelow thetwo algorithmsfor carryingoutintegerexponentiatiorthatwerepresented
in thetext. Eachfunctionhasadditionaldelug statement$o provide extra output.

Java class: Exp
/I Exp: test Java versions of two exponentiation algorithms

public class Exp {

/I expl: uses binary representation of the exponent.

I Works on binary bits from most significant to least.
I Variable y only present to give loop invariant:

I xAy = z, and y gives the leading bits of V.

public  static long expl(long X, long Y[, int k) {
long y =0, z =1,

int round = O;
dumpl(“Initial. XY, 2);
for (nt i =k i >=0; i-) {
y = 2%;
z = 7%z
dumpl("Round: " + (round) + ", ", X, vy, 2);
it (vl = 1) {
y++;
Z = Z*X;
dumpl("Round: " + (round++) + ", ", X, VY, 2);
}
}
return  z;

}

/I dumpl: function to spit out debug information
private  static void dumpl(String s, long x, long vy, long 2z) {

System.out.println(s + ' "+ X+ "ty "4y o+
"\tz: "+ oz o+ "\t(xAy): "o+ (exp(x, Y
}
/I exp2: uses binary rep of exponent, without constructing it.
I Works on binary bits from least significant to most.

Ik Loop invariant is:  z*xAy = XAY
public  static long exp2(long X, long YY) {
long x = X, y =Y, z =1,
dump2(“Initial. "X Y, 2);
int round = 1,
while (y > 0) {
while  (y%2 == 0) {
X = X*X;
y = yi2;
dump2("Round: " + (round) + ", ", X, Vy, 2);
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}
zZ = 7%
y =y- 1}
dump2("Round: " + (round++) + ", ", X, VY, 2);
{\em{}
return  z;

}

/I exp: extra copy of exp2 function without  debug code
public  static long exp(long X, long Y) {
long x = X, y =Y, z =1,
while (y > 0) {
while  (y%2 == 0) {

X = X*X;
y = yi2;
}
zZ = Z*X;
y=y-1
}
return  z;

}

/I dump2: function to spit out debug information
private  static void dump2(String s, long x, long vy, long 2z) {

System.out.println(s + ' "+ X+ "ty "4y o+
"\tz: "+ oz + "\Mtz*(xAy): "+ (Z*exp(X, )
}
public  static void main(String|] args) {
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
/I Convert y to array Y of bits
long Y[] = new long[50];
int k = 0;
long yt =y,
while  (yt > 0) {
Yk++] =yt %2;
yt = yt/2;
}
k--;
System.out.printin("Try first exponentiation algorithm W)
long z1 = Exp.expl(x, Y, k);
System.out.printin("Method 1. expl(" +x +" " +y +
="+ z1 + "\n");
System.out.printin("Try second exponentiation algorithm 2
long z2 = Exp.exp2(x, y);
System.out.printin("Method 2; exp2(" +x + " " +y +
o=t o+ z2);
}

Hereareresultsof testruns,with afew extra blanksto improve readability:
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% java Exp 3 12

Try first exponentiation algorithm

Initial. x: 3, y: 0, z 1, (xAy): 1

Round: 1, x: 3, y: O, z 1, (xAy): 1

Round: 1, x: 3, y: 1, z 3, (xAy): 3

Round: 2, x: 3, y: 2, z. 9, (xAy): 9

Round: 2, x: 3, y: 3, z. 27, (xAy): 27

Round: 3, x: 3, y: 6, z. 729, (xAy): 729

Round: 3, x: 3, y: 12, z: 531441, (xAy): 531441

Method 1: expl(3, 12) = 531441

Try second exponentiation algorithm

Initial. x: 3, y: 12, z. 1, z*(xAy): 531441
Round: 1, x: 9, y: 6, z. 1, z*(xAy): 531441
Round: 1, x: 81, y: 3, z: 1, z*(xAy): 531441
Round: 1, x: 81, y: 2, z. 81, z*(xAy): 531441
Round: 2, x: 6561, y: 1, z: 81, Z*(xAy): 531441
Round: 2, x: 6561, y: 0, z: 531441, Z*(xAy): 531441
Method 2: exp2(3, 12) = 531441

% java Exp 2 23

Try first exponentiation algorithm

Initial. x: 2, y: 0, z 1, (xAy): 1

Round: 1, x: 2, y: O, z. 1, (xAy): 1

Round: 1, x: 2, y: 1, z 2, (xAy): 2

Round: 2, x: 2, y: 2, z: 4, (xAy): 4

Round: 2, x: 2, y: 4, z. 16, (xAy): 16

Round: 2, x: 2, y: 5, z. 32, (xAy): 32

Round: 3, x: 2, y: 10, z: 1024, (xAy): 1024

Round: 3, x: 2, y: 11, z: 2048, (xAy): 2048

Round: 4, x: 2, y: 22, z: 4194304, (xAy): 4194304

Round: 4, x: 2, y: 23, z: 8388608, (xAy): 8388608

Method 1: expl(2, 23) = 8388608

Try second exponentiation algorithm

Initial. X 2, y: 23, z: 1, Z*(xAy): 8388608
Round: 1, x: 2, y: 22, 7. 2, z*(xAy): 8388608
Round: 2, x: 4, y: 11, z. 2, z*(xAy): 8388608
Round: 2, x: 4, y: 10, z: 8, z*(xAy): 8388608
Round: 3, x: 16, y: 5, z. 8, z*(xAy): 8388608
Round: 3, x: 16, y: 4, z: 128, z*(xAy): 8388608
Round: 4, x: 256, y: 2, z: 128, z*(xAy): 8388608
Round: 4, x: 65536, y: 1, z. 128, z*(xAy): 8388608
Round: 4, x: 65536, y: 0, z: 8388608, Z*(xAy): 8388608
Method 2: exp2(2, 23) = 8388608
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Formula for Channal Capacity

Referred to from page 26.

Programwith the simpleformulafor channekapacity:

Java class: Capacity
/I Capacity.java: calculate channel capacity, binary symmetric  channel
1 p: the channel probability for a binary symmetric channel

public class Capacity ({

/I main function to do calculation
public  static void main (String[] args) {
double p = Double.parseDouble(args[0]); /I channel probability
System.out.printin("Probability: "4+ p o+
", Capacity: "+ capacity(p));
} // end of main

/I capacity: the capacity of the binary symmetric channel
private  static double capacity(double p) {

if (p ==0| p==1) return 1;

return 1 + p*log2(p) + (1 - p)*log2(1 - p)
}

Il log2: Logarithm  base 2

public  static double log2(double d {
return  Math.log(d)/Math.log(2.0);

}

Typical output:

% javac Capacity.java
% java Capacity 0.3

Probability: 0.3, Capacity: 0.11870910076930735

% java Capacity 0.999

Probability: 0.999, Capacity: 0.9885922422625388
% java Capacity 0.001

Probability: 0.0010, Capacity:  0.9885922422625388
% java Capacity 0.5

Probability: 0.5, Capacity: 0.0

% java Capacity 0.5001

Probability: 0.5001, Capacity: 2.8853901046232977E-8

% java Capacity 0.51
Probability: 0.51, Capacity: 2.8855824719009604E-4



Program 11.3.b
Table of Channal Capacities

Referred to from page 26.

Hereis the programto print an HTML tableof channelcapacities.Theresultingtable (when
interpretecby anHTML browser)will print atablethatlooks muchlik e theonein thetext.

Java class: CapacityTable
/I CapacityTable.java: print table of capacities

1 p: the channel probability for a binary symmetric channel
import  java.text.DecimalFormat;
public class CapacityTable {
static final int TABLE_SIZE = 20;
static DecimalFormat  twoDigits = new DecimalFormat("0.00");
static DecimalFormat fifteenDigits = new
DecimalFormat("0.000000000000000");

/I main function to do calculation

public  static void main (String[] args) {
double p; // channel probability
System.out.printin("<table border>");
System.out.printin("<tr><td><b>Probabilit y</b>< jftd>")
System.out.printin("<td><b>Channel Capacity</b></td></tr>");
System.out.printin("<tr><td></td><td></td ><ftr> ),
for (nt i = 0; i <= TABLE_SIZE/2; i++) {
p = (double)i/TABLE_SIZE;
System.out.print("<tr><td>" + twoDigits.format(p));
System.out.print(" or " + twoDigits.format(1-p));
System.out.printin("</td><td>" +
fifteenDigits.format(capacity(p)) + "<ftd></tr>");
}

System.out.printin("</table>");
} // end of main

Il capacity: the capacity of the binary symmetric channel

private  static double capacity(double p) {

if (p ==0| p==1 return 1;

return 1 + p*log2(p) + (1 - p)*log2(1 - p)
}

Il log2: Logarithm  base 2
public  static double log2(double d {
return  Math.log(d)/Math.log(2.0);

}

Hereis theoutput,asanHTML table:

<table border>
<tr><td><b>Probability</b></td>



174 Program 11.3.b

<td><b>Channel Capacity</b></td></tr>
<tr><td></td><td></td></tr>

<tr><td>0.00 or 1.00</td><td>1.000000000000000</td></ tr>
<tr><td>0.05 or 0.95</td><td>0.713603042884044</td></ tr>
<tr><td>0.10 or 0.90</td><td>0.531004406410719</td></ tr>
<tr><td>0.15 or 0.85</td><td>0.390159695283600</td></ tr>
<tr><td>0.20 or 0.80</td><td>0.278071905112638</td></ tr>
<tr><td>0.25 or 0.75</td><td>0.188721875540867</td></ tr>
<tr><td>0.30 or 0.70</td><td>0.118709100769307</td></ tr>
<tr><td>0.35 or 0.65</td><td>0.065931944624509</td></ tr>
<tr><td>0.40 or 0.60</td><td>0.029049405545331</td></ tr>
<tr><td>0.45 or 0.55</td><td>0.007225546012192</td></ tr>
<tr><td>0.50 or 0.50</td><td>0.000000000000000</td></ tr>

</table>



Program 11.3.c
Inverse of the Channal Capacity formula

Referred to from page 26.

Hereis a Java programthat prints a table of channelcapacitiesand correspondingchannel
probabilities.(The functioncalculatingthe inverseof the channelkcapacityfunctionis givenin
boldface)

Java class: Capacitylnverse

/I Capacitylnverse.java: print table of inverse capacities

1 p: the channel probability for a binary symmetric channel
import  java.text.DecimalFormat;

public class Capacitylnverse {

static final int TABLE_SIZE = 20;
static DecimalFormat  eightDigits =
new DecimalFormat("0.00000000");
/' main function to do calculation
public  static void main (String[] args) {
double p; // channel probability
double <¢; /I channel capacity

System.out.printin("<table border><tr align=center>");
System.out.printin("<td><b>Channel<br>Cap acity< /b></t  d>");
System.out.printin("<td><b>Probability<br >p</b> </td>" ),
System.out.printin("<td><b>Probability<br >1-p</ b></td ></tr> "),
System.out.printin("<tr><td></td><td></td ><ftr> ),
for (int i = 0; i <= TABLE_SIZE; i++) ({
¢ = (double)i/TABLE_SIZE;
System.out.print("<tr><td>" + ¢);
if  ((int)(10*c) == 10*c) System.out.print("0");
System.out.print("</td><td>" +
eightDigits.format(capacitylnverse(c)) + "</td>");
System.out.printin("</td><td>" +
eightDigits.format(1 - capacitylnverse(c)) +

"<ftd></tr>");
}
System.out.printin("</table>");
} /I end of main

Il capacity: the capacity of the binary symmetric channel
private  static double capacity(double p) {

if (p ==0| p==1) return 1;

return 1 + p*log2(p) + (1 - p)*log2(1 - p);
}

/I capacitylnverse: the inverse of the capacity function,
I uses simple bisection method
private  static double capacitylnverse(double c) {

if (c <0l ¢ >1) return -1;

double lo =0, hi = 0.5, mid, cLo, cHi, cMid;
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do {
mid = (lo + hi)/2;
cLo = capacity(lo);
cHi = capacity(hi);

cMid = capacity(mid);

if (¢ > cMid) hi = mid;

else lo = mid;

} while (hi - lo > 1.0E-
return  mid;

}

Il log2: Logarithm  base 2

public  static
return  Math.log(d)/Math.log(
}
}

15);

double log2(double d {

2.0);

Hereis thetableprintedby theabove program(roughly asit would look in a browser):

Channel | Probability | Probability
Capacity | p 1-p

0.00 0.50000000 0.50000000
0.05 0.36912775 0.63087225
0.10 0.31601935 0.68398065
0.15 0.27604089 0.72395911
0.20 0.24300385 0.75699615
0.25 0.21450174 0.78549826
0.30 0.18929771] 0.81070229
0.35 0.16665701] 0.83334299
0.40 0.14610240 0.85389760
0.45 0.12730481] 0.87269519
0.50 0.11002786 0.88997214
0.55 0.09409724 0.90590276
0.60 0.07938260 0.92061740
0.65 0.06578671] 0.93421329
0.70 0.05323904 0.94676096
0.75 0.04169269 0.95830731
0.80 0.03112446 0.96887554
0.85 0.02153963 0.97846037
0.90 0.01298686 0.98701314
0.95 0.00560717 0.99439283
1.00 0.00000000 1.00000000




Program 11.3.d
Table of Repetition Codes

Referred to from page 28.

Hereis a Java programthatwill generatehe entiretable,for ary input probability p:

Java class: RepetitionTable

/I RepetitionTable.java: given p, calculate a table of duplicates
1 p: the channel probability for a binary symmetric channel
public class RepetitionTable {

/I main function to do calculation
public  static void main (String[] args) {

double p = Double.parseDouble(args[0]); /I channel probability
int[] values = {1, 3, 5 7, 9, 11, 25, 49, 99, 199}
System.out.printin("<table BORDERNOSAVE>");
System.out.printin("<tr><td align=center><b>Number of</b>");
System.out.printin(" <br><b>Duplicates</b></td>");
System.out.printin(" <td align=center><b>Transmission</b>");
System.out.printin(" <br><b>Rate</b></td>");
System.out.printin(" <td align=center><b>Error</b>");
System.out.printin(" <br><b>Rate</b></td>");
System.out.printin(" <td align=center><b>Success</b>");
System.out.printin(" <br><b>Rate</b></td></tr>");
for (int len = 0; len < values.length; len++) {
int n = values[len];
double result = O;
for (long i =n; i >n/2; i)
result  += comb(n,i)*Math.pow(p,i)*Math.pow(1-p, n-i);
System.out.printin("<tr><td>" + n + "<ftd><td>" +
100.0/n  + "\%</td><td>" + (100.0 - 100.0*result) +
"\Qo</td><td>" + 100.0*result + "\%</td></tr>" );
}

System.out.printin("</table>");
} I/ end of main

/I comb(n, i): # of combinations of n things taken i at a time
private  static double comb(long n, long i) {

double result = 1.0;

if (i <nf2) i =ni

for (long j =n; j >1i j-)
result  *= ((double)j/(j-i));
return  result;

Hereis thetablegeneratedor p = 2/3:
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Number of | Transmission Error Success

Duplicates | Rate Rate Rate

1 100.0% 33.3333333333334% 66.6666666666666%
3 33.333333333333336%25.925925925926023% | 74.07407407407398%
5 20.0% 20.987654320987772% | 79.01234567901223%
7 14.285714285714286%17.329675354366827% | 82.67032464563317%
9 11.11111111111111% 14.484580602550523% | 85.51541939744948%
11 9.090909090909092% 12.208504801097504% | 87.7914951989025%
25 4.0% 4,151367840779045% | 95.84863215922095%
49 2.0408163265306123%4.7872479136560173% | 99.21275208634398%
99 1.0101010101010102%40.030913686260717554%©9.96908631373928%
199 0.5025125628140703%6.250990635692233E-5909.99993749009364%

Hereis thesametable“cleanedup” a bit by hand:

Number of | Transmission| Err or Success
Duplicates | Rate Rate Rate

1 100.0% 33.3% 66.7%

3 33.3% 25.9% 74.1%

5 20.0% 20.99% 79.01%
7 14.3% 17.33% 82.67%
9 11.1% 14.48% 85.52%
11 9.1% 12.21% 87.79%
25 4.0% 4.15% 95.85%
49 2.0% 0.787% 99.213%
99 1.0% 0.0309% 99.9691%
199 0.5% 0.0000625% 99.9999375%




Program [l.4.a
The Simulation Program

Referred to from page 33.

Hereis the Javza simulationprogramin three les. The programusesthe blocksize(variable
Nin le Shannon.java , accessibleasacommandine agument). The programcalculates
2**N asthesizeof the codetable(variableexpN in le Shannon.java ). Thelengthof each
codevord in bytesis alsoa variable(CWSn le Shannon.java ) accessibleasa command
line agument.Thusthe numberof bits in eachcodeavord is 8*CWS Themaindatastruc-
tureis the codingtable: expN entrieseachof size CWSbytes. Eachentry s the classWord,
andthetableitself is of classTable . This codingtableis allocatednsideTable.java , and
eachentry is allocatedinside Word.java and lled with randombits. The simulation
is repeatedimSize mary times(anothercommandine agumentinside Shannon.java ).
At eachiteration,a randomindex in the codingtableis chosen(lengthN bits), andthe corre-
spondingcodavord (lengthCWSbytes)is fetchedfrom thetable. The codevord is "perturbed”
by reversingeachbit with probabilityl - p = 0.25 , wherep is a variableinside Shan-
non.java . Thetableis thenchecledfor the closestmatchto this new perturbedwvord. Here
"closest”meango checkeachentryto seethe numberof bit positionsin whichit differsfrom
theperturbedvord. The programfocuseson theword or wordsin thetablethatdiffer from the
perturbedvordin thesmallesihumberof bit positions.If thereis morethanl "closestmatch”,
thisis regardedasan error, asis the casein which the closestmatchis a word differentfrom
the original unperturbedvord. (In caseof morethanone closestmatch,one could choosea
word at random,but this programdoesnot do that.) The error rateis simply the percentof
errorscomparedvith all trials. The programusesareasonablgleverandef cient method
for comparingcodevords (asbit strings). They are comparedoyte-by-byte. To comparetwo
bytes,saybl andbl, in function countDiffs inside le Table.java , thefunction rst
calculatedh = bl B2 (thebit-wise exclusive-or). A 1 bit in b representsa differencein the
two bytevalues,sooneneednly to countthe numberof 1sin thebyteb. Thisis donewith a
tablelookupin thearrayc, declaredn Word.java , butusedin Table.java . Thevariable
b rangedrom -128 to 127 inclusive, soit is necessaryo access[b+128] andto createc
to give thecorrectanswersvhenusedin thisway. Thearrayof Stringss (insideWord.java )
givesthebit representationf eachvalueof b, but thiswasonly usedfor dehugging.

Java class: Word
/I Word.java: an array of CWS(codeword size) bytes

import  java.uti.LRandom;

public class Word {
public  static int[] c ={
/I number of 1 bits in 2s complement value (use value+128)
/Il used in class Table

1,2,2,3,2,3,34, 2,334344)5, 2,334344)5, 34,454,556,
2,334344)5, 3,4,4,5,4,55,6, 3,4,4,545,5,6, 4,5,5,6,5,6,6,7,
2,334344)5, 3,4,4,54,55,6, 3,4,45,4,55,6, 4,5,5,6,5,6,6,7,

3,44,54,55,6, 4,5,5,6,5,6,6,7, 4,5,5,6,5,6,6,7, 5,6,6,7,6,7,7,8,
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0,1,1,2,1,2,2,3, 1,2,2,3,2,3,3,4, 1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5,
1,2,2,3,2,3,3,4, 2,3,3,4,3,4/4,5, 2,3,3,4,3,4/4,5, 3,4,4,5,4,5,5,6,
1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5, 2,3,3,4,3,4,4,5, 3,4,4,54,5,5,6,
2,3,3,4,3,4/45, 3,4,4,5,4,5,5,6, 3,4,4,5,4,5,5,6, 4,5,5,6,5,6,6,7};

public byte[] w; // the only data field in this class

/I Word: construct and fill bytes with random values
public  Word(Random ranNumGen) {
w = new byte[Shannon.CWS]; /I allocate CWShytes
for (int j = 0; j < Shannon.CWS; j++)
w[j] = (byte)(256*ranNumGen.nextDouble() - 128);
}

/I Word: construct and copy input Word u into new class
public  Word(Random ranNumGen, Word u) {
w = new byte[Shannon.CWS];
for (int j = 0; j < Shannon.CWS; j++)
wil = uwi;

Java class: Table
/[Table.java: the code table for Shannon's random code

import  java.util.LRandom;
public class Table ({
public  Word[] t; // the only data field in this class

/I Table: constructor. Allocate expN = 2*N random words
public  Table(Random ranNumGen) {
t = new Word[Shannon.expN];
for (int i = 0; i < Shannon.expN; i++)
t[i] = new Word(ranNumGen);

}

/I search: search Table t for an input word w
public int search (Word w) {

int comp;

int  minComp = Shannon.CWS*8 + 1;

int  minCompCount = -100000000;

int index = -200000000;

for (int i = 0; i < Shannon.expN; i++) {
comp = compare(t[i], w); /I count bits that differ
if (comp == minComp) // an old minimum

minCompCount++;
if (comp < minComp) { // a new minimum
index = i;
minComp = comp;
minCompCount = 1;
}
}

if  (minCompCount == 1) return index; // unique minimum
else return -minCompCount; // several different minimums
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}

/I compare: return count
private int  compare(Word u,
int diffs = 0;
for (nt i = 0; i < Shannon.CWS;
diffs  += countDiffs(u.wli],
return  diffs;

}

/I countDiffs: return  count
private int  countDiffs(byte bl, byte
byte b = (byte)(b1Ab2); /I xor
return  Word.c[b+128]; /Il table
}

/I getWord: fetch
public  Word getWord(int
return  tfindex];

a word at a given
index) {

}

/I printTable: print  the whole table,
public  void printTable() {

for (int i = 0; i < Shannon.expN;

System.out.print("Entry "+

t[i].printWord();

/" Shannon.java: a simulation

import  java.uti.LRandom; 1l

public class Shannon {
public  static final double P = 0.75;
public  static int N; // blocksize,
public  static int  expN; /[ = 2*N,
public  static final  double
public  static int CWS; //
private  static

use fancy

public
return

static double log2(double
Math.log(d)/Math.log(2.0);

}

public  static double
it (p ==20[
return

capacity(double
p == 1) return 1;

}

public
return

static int randint(int iy { /
(int)(ranNumGen.nextDouble()*);

}

of differences
Word v) {

of differences

gives
lookup gives

index: part

Java class: Shannon
of Shannon's

rng for

d { // for log2

of bits of input words

i++)
v.wii]);

of bits of input bytes
b2) {
1 where bytes differ

# of 1 bits

of simulation

debug only

i++) {

)

random coding
reproducability

/I prob of no error
from command line
table size,

C = capacity(P);
the codeword size,
Random ranNumGen = new Random(); // diff

calculated from N

from cmd line
each time

bytes,

in Java

channel

p) { // capacity

1 + pflog2(p) + (1 - p)flog2(1 - p);

rand int, between 0 and i-1
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/I perturb: alter  bits of input word, each time with prob 1-P
public  static Word perturb(Word v) {

Word u = new Word(ranNumGen, V);

int[] mask = {1, 2, 4, 8, 16, 32, 64, -128};

for (int i 0; i < Shannon.CWS; i++)

for (int j =0; j < 8; j++)
if  (ranNumGen.nextDouble() > Shannon.P) {
u.wli] = (byte)(mask[jJAu.w[i]):

}

return u;

}

public  static void main(String[] args) {
int simSize = Integer.parselnt(args[0]); Il # of trials
N = Integer.parselnt(args[1]); /Il block size
CWS = Integer.parselnt(args[2]); /I codeword size
expN = 1;
for (nt i =0; i < N; i++)
expN = expN*2; /I expN = 2**N, table size in Table.java
System.out.printin("simSize: " + simSize +
" Blocksize: " + Shannon.N +
", Codeword size (bytes): " + Shannon.CWS +
", expN: " + Shannon.expN);
/I count matches and two kinds of mismatches
int  numMatch = 0, numNonMatch = 0, numMultiMatch = O;
Table tab = new Table(ranNumGen); /I the coding table
for (int kK 0; k < simSize; k++) {
int ind randInt(Shannon.expN); /I index of rand code word
Word w = tab.getWord(ind); /I wis the random code word
Word u = perturb(w); /I uis w with random noise added
int ind2 = tab.search(u); /I closest match, perturbed code word
if (ind2 == ind) numMatch++;
else if (ind2 >= 0) { // matched wrong code word, not one sent
numNonMatch++;

}

else if (ind2 < 0) numMultiMatch++; /I multiple matches
if (k%500 == 499) ({
System.out.print("Error Rate: " +
(k+1 - numMatch)/(double)(k+1));
System.out.printin(", Match: " + numMatch +
", Non-Match: " + numNonMatch +
", Multiples: "+ numMultiMatch);
}
} /I for
System.out.print("Error Rate: " +
(simSize - numMatch)/(double)simSize);
System.out.printin(", Match: " + numMatch +
", Non-Match: " + numNonMatch +
", Multiples: "+ numMultiMatch);




Program Il.5.a
The Huffman Algorithm

Referred to from page 41.

Hereis a Huffman codeprogramin 6 les, codedin Java. The programis for demonstration
purposesandneedsadditionalcodeto performpractical le compressionasis detailedatthe

endof this section.Theprogrambelow eitherreadsa le directly from standardnput, or if the

le nameis on the commandine, it usesthatfor the input. The programanalyzeghe input

le to getthesymbolfrequenciesandthencalculateghe codewordsfor eachsymbol. It also

createghe outputcoded le. However, this le is a stringof 0 and1 ascii characters, not

binary numbers.The codealsoproducesa human-readableersionof the Huffman decoding
tree,aswell asthe entroy of the le andthe averagecodelength of the resultingHuffman

code.

The encodealgorithm (function encode inside Huffman.java ) just usessequential
searchalthoughthe correspondinglecodealgorithmmalkesef cient useof the Huffmantree.
Thepriority queug(implementedn the le PQueue.java ) justusesasimplelist andsequen-
tial searchywhereasagoodpriority queueshouldbeimplementedvith aheap.

Java class: Entry
/I Entry.java: entry in the code frequency table

class Entry {
public char symb; // character to be encoded
public  double weight; // prob of occurrence of the character
public  String rep; /I string giving 0-1 Huffman codeword for char

}

Java class: Table
/l  Table.java: Huffman code frequency table

import  java.io.*,

class Table {
public  final int MAXT= 100; // maximum # of different symbols
public int currTableSize; /I current size as table constructed
public  Entry]] tab; /I the table array, not allocated
private Reader in; // internal file  name for input stream

String file ="; /| the whole input file as a String
private boolean fileOpen = false; /I is the file open yet?
private String  fileName; // name of input file, if present
private int totalChars = 0; /I total number of chars read
char markerChar = '@'; // sentinal at end of file
/I Table: constructor, input  parameter: input file  name or null
public  Table(String f) {

fileName = f;

currTableSize =0

tab = new Entry[MAXT];
}

/I getNextChar: fetches next char. Also opens input file
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private  char getNextChar() {
char ch = ool = to keep compiler
if  (fileOpen) {
fileOpen = true;
if (fleName == null)
in = new InputStreamReader(System.in);
else {
try {
in = new FileReader(fileName);
} catch (IOException e) {
System.out.printin("Exception
}
}
}
try {

ch = (char)in.read();

happy

opening

} catch (IOException e) {
System.out.printin("Exception reading character");
}
return  ch;
}
/I buildTable: fetch each character and build the Table
public  void buildTable() {
char ch = getNextChar();
while  (ch !'= 65535 && ch !'= markerChar) { // EOF or sentinal
totalChars++;
file  += ch;
int i = lookUp(ch);
if (i ==-1) { // new entry
tab[currTableSize] = new Entry();
tab[currTableSize].symb = ch;
tab[currTableSize].weight = 1.0;
tab[currTableSize].rep =
currTableSize++;
}
else { /I existing entry
tabli].weight += 1.0;
}
/I System.out.print(ch); /I for debug
ch = getNextChar();
} /I while
/I finish calculating the weights
for (int j = 0; j < currTableSize; j*++)
tab[j].weight /= (double)totalChars;
}
/I lookUp: loop up the next char in the Table tab
public int lookUp(char ch) {
for (int j = 0; j < currTableSize; j*++)
if (tab[j].symb == ch) return j;
return -1;

"+ fileName);
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/I log2: Logarithm base 2
public  double log2(double d {
return  Math.log(d) /' Math.log(2.0);

}

/I entropy: calculate entropy of the Table
public  double entropy() {
double res = 0.0;

for (int i = 0; i < currTableSize; i++)
res += tab[i].weight * log2(1.0/tab[i].weight);
return  res;

}

/I aveCodelLen: calculate average code length
public  double aveCodelLen() {
double res = 0.0;

for (int i = 0; i < currTableSize; i++)
res += tab[i].weight * tab[i].rep.length();
return  res;
}
}
Java class: TreeNode
/I TreeNode.java: node in the Huffman tree, used for encode/decode

class TreeNode {
public  double weight; // probability of symb occurring
public char symb; // the symbol to be encoded

public  String rep; /I string of 0's and 1's, huffman code word

public  TreeNode left, right; /I tree pointeres
public int step; // step # in construction (for  displaying

}
Java class: ListNode

/I ListNode.java: node in linked list of trees, initially root
class ListNode {

public  TreeNode hufftree;

public  ListNode next;

}
Java class: PQueue
/I PQueue.java: implement a priority queue as a linked list of trees
1 Initialize it as a linked list of singleton trees
class PQueue {
ListNode list = null; // this points to the main list
/I insert: insert new entry into the list
public  void insert(TreeNode t) {
ListNode | = new ListNode();
|.hufftree =t
l.next = list;
list =1
}
/I buildList: create the initial list  with singleton trees

public  void buildList(Entry[] tab, int n) {
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int i
TreeNode tNode;
for (i =0; i <n; i+ {
tNode = new TreeNode();
tNode.weight = tabli].weight;
tNode.left = tNode.right = null;
tNode.symb = tabli].symb;
tNode.rep ="
insert(tNode);
}
}
Il least: Remove and return from the list that tree with greatest
I root weight; sort of a pain in the ass to write
public  TreeNode least() {
ListNode I, oldl, minl = null, oldminl = null; // for compiler
double minw = 1000000;
oldl = list;
I = list;
while (I = null) {
if  (l.hufftree.weight < minw) {
minw = Lhufftree.weight;
oldminl = oldl;
minl = |;
}
oldl =1
| = lLnext;
}
if  (minl == oldminl) {
list = list.next;
return  minl.hufftree;
}
oldminl.next = minl.next;
return  minl.hufftree;
}
}
Java class: Huffman
/I Huffman.java: the Huffman tree algorithm
import  java.text.DecimalFormat;
class Huffman {
public  TreeNode tree; /[ the decoding tree
public Table t; // the frequency and encoding table
public  PQueue p; /I priority queue for building the Huffman tree
private int depth; // depth variable for debug printing of tree
String  encodedFile, decodedFile; Il files as Strings
char markerChar = '@'; // sentinal at end of file
public  DecimalFormat fourDigits = new DecimalFormat("0.0000");
/I Huffman: constructor, does all the work
public  Huffman(String fileName)  {

t = new Table(fileName);
t.buildTable();
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p = new PQueue();

p.buildList(t.tab, t.currTableSize);

tree = huffman(t.currTableSize);

insertRep(tree, t.tab, t.currTableSize, ");

displayTree(tree);

t.dumpTable();

encodedFile = encode(t.file);

System.out.printin("Entropy: "+ t.entropy() +
", Ave. Code Length: " + t.aveCodelLen());

}

/I encode: translate the input file to binary Huffman file
public  String  encode(String file) {

String  returnFile =", /I encoded file to return (as a String)
for (nt i = 0; i < filelength(); i++) |
int loc = tlookUp(file.charAt(i));
if (loc == -1) {
System.out.printin("Error in encode: can't find: " +

file.charAt(i));
System.exit(0);
}

returnFile += t.tab[loc].rep;

}

return  returnFile;

}

/I decode: translate the binary file (as a string) back to chars
public  String  decode(String file) {

String  returnFile =", /| decoded file to return (as a String)
TreeNode treeRef; /I local tree variable for chasing into tree
int i =0; // index in the Huffman String
while (i < file.length()) { Il keep going to end of String
treeRef = tree; // start at root of tree
while  (true) {
if (treeRef.symb I= markerChar) { // at a leaf node
returnFile += treeRef.symb;
break;
}
else if (file.charAt(i) == '0") { /Il go left with 'O
treeRef = treeRef.left;
i++;

}

else { /[ go right with '1'
treeRef = treeRef.right;
1++;

}

} /I while (true)

} /I while

return  returnFile;

}

/I huffman:  construct the Huffman tree, for decoding
public  TreeNode huffman(int n) {
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int i
TreeNode tree = null; // = null for compiler
for (i =0; i <nl; i+ {
tree = new TreeNode();
tree.left = p.least();
tree.left.step =i + 1; /I just for displaying tree
tree.right = p.least();
tree.right.step =i + 1; /I just for displaying tree
tree.weight = tree.left.weight +
tree.right.weight;
tree.symb = markerChar; // must not use '@' in input file
tree.rep ="
p.insert(tree);
}
return  tree;
}
/I displayTree: print out tree, with initial and final comments
public  void displayTree(TreeNode tree) {
System.out.printin("\nDisplay of Huffman coding tree\n");
depth = 0;
displayTreeRecurs(tree);
}
/I displayTreeRecurs: need recursive function for inorder traveral
public  void displayTreeRecurs(TreeNode tree) {
depth++; // depth of recursion
String s = "
if (tree = null) {
s = display(tree.rep + "0");
System.out.printin(s);
displayTreeRecurs(tree.left);
s = display(tree.rep);
System.out.print(s + "),
if (depth = 1) {
if (tree.symb == markerChar)  System.out.print("+---");
}
System.out.print(tree.symb + "+
fourDigits.format(tree.weight) + ", " + tree.rep);
if (depth = 1)
System.out.printin(" (step " + tree.step + "
else System.out.printin();
displayTreeRecurs(tree.right);
s = display(tree.rep + "1");
System.out.printin(s);
}
depth--;
}
/I display: output blanks and verical lines to display tree
I (tricky use of rep string to display correctly)
private  String  display(String rep) {

String s = ' ;
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for (nt i = 0; i < rep.length() 1; i++) { /I initial chars
if  (rep.charAt(i) 1= rep.charAt(i+1) ) s +="|"
else s +=" "
s +=" ;
}
return s;
}
/I insertRep: tricky function to use Huffman tree to create rep
public  void insertRep(TreeNode tree, Entry tab]], int n, String repr) {
/Irecursive function to insert Huffman codewords at each node.
/I this could just insert at the leaves.
String  sl1, s2;
tree.rep = repr;
if  ((tree.left) == null && (tree.right) == null) {
for (int i =0; i < n; i++)
if (tree.symb == tab][i].symb)
tab[i].rep = tree.rep;
return;
}
sl = repr; sl += "0";
insertRep(tree.left, tab, n, sl); /I recursive call to left
s2 = repr; S2 += "1
insertRep(tree.right, tab, n, s2); /I recursive call to right
}
/I main: doesnt do much; just feeds in input file name
public  static void main(String[] args) {
Huffman  huff;
/I pass an input file name if present on command line
if (args.length > 0) huff = new Huffman(args[0]);
else huff = new Huffman(null);
}

Hereis aninput le:

% cat Testit.txt
aaaaabbbbbccccccccceccecececdddddddddddddddd
liiniiiiiinniiiiiinniiiiinniiiis

Hereis the outputwith variousdehug dumps:
% java Huffman Testit.txt

Display of Huffman coding tree
+---f: 0.4000, O (step 5)
|+---@2 1.0000,
I +---b: 0.0500, 1000 (step
I +---+-|-—@: 0.1000, 100 (step
I I |+---a 0.0500, 1001 (step

deeeee eeeeee eeeeee e

1)
2)

1
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I
+-+--@:  0.2500, 10 (step 4)

I
I
I I
| | +---C: 0.1500, 101 (step 2)
I I

+—-—+---@:  0.6000, 1 (step 5)

I
| +---d:  0.1700, 110 (step 3)
(.

+omt--@: 0.3500, 11 (step 4)

I
+---€: 0.1800, 111 (step 3)

Dump of Table ----- >

Size: 6
Entry 0. Symbol: a, Weight: 0.05, Representation: 1001
Entry 1. Symbol: b, Weight: 0.05, Representation: 1000
Entry 2. Symbol: c, Weight: 0.15, Representation: 101
Entry 3. Symbol: d, Weight: 0.17, Representation: 110
Entry 4. Symbol: e, Weight: 0.18, Representation: 111
Entry 5. Symbol: f, Weight: 0.4, Representation: 0
---->  End Dump of Table

Entropy:  2.251403369717592, Ave. Code Length: 2.3

Input file (as a String):
aaaaabbbbbccccccccccececcccdddddddddddddddd deeeee eeeeee eeeeee e
i

Encoded file (as a String):
10011001100110011001100010001000100010001 011011 011011 0110110
11011011011011011011011011101101101101101 101101 101101 101101 1
011011011011011011111111121111111111111111 111111111111 1111111
11111111110000000000000000000000000000000 000000 000

Decoded file (as a String):

aaaaabbbbbccccccccccccceccdddddddddddddddd deeeee eeceeee eeeeee e

TEEFEFT e
A Program to Produce Actual CompressedBinary Huffman Files: The changesandad-
ditionsinvolve the methodsencode anddecode in the classHuffman . First, theinput le
would be readtwice, onceto build the frequeng table,anda secondtime to translateto the
Huffman code. Next, the methodneedgo write the frequeng tablein someform. (It is also
possibleto write the actualHuffmantreein codedform.) Thenencode would write bitsin a
way similar to the Hammingalgorithmin the next section.

Thedecode methodwould rst readthe frequeny tableandbuild anthe sameHuffman

treeusedinsideencode . Thenthe methodwould readbits, againin a way similar to that of
theHammingalgorithm.The nal translatiornto theoriginal symbolswould bethe same.
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Two Distinct Huffman Codes

Referred to from page 43.

Therearesimpleexamplesof Huffmancodeswheretherearetwo structurallydistinctHuffman
treesfor the samesetof symbolsandfrequenciesBecausdhe Huffmancodeis optimal,these
codesmusthave the sameaveragecodelength. Hereis onesimpleexample:a:9 , b:5 ,
c:4 , d:3, ande:3 . Thereare clearly two distinct waysto constructthe tree, resultingin
Huffmancodedfor the symbolswith a differentsetof lengthsfor the codevords.In bothcases
theaveragecodelengthis 2.25 bits persymbol.
Herearetwo differentsetsof lengths:

+--- a: 0.3750, O (step 4)

—+---@: 1.0000,

I
| +--- e: 0.1250, 100 (step 1)
I |

| +--t---@: 0.2500, 10 (step 3)
I

I

I

[
| +--- d: 0.1250, 101 (step 1)
I

+--t---@:  0.6250, 1 (step 4)

I
| +--- ¢: 0.1667, 110 (step 2)
(.

+t--@: 0.3750, 11 (step 3)

I
+--- b: 0.2083, 111 (step 2)

Entry 0. Symbol: a, Weight: 0.3750, Representation: 0

Entry 1. Symbol: d, Weight: 0.1250, Representation: 101
Entry 2. Symbol: b, Weight: 0.2083, Representation: 111
Entry 3. Symbol: e, Weight: 0.1250, Representation: 100
Entry 4. Symbol: ¢, Weight: 0.1667, Representation: 110

Entropy: 2.1829 , Ave. Code Length: 2.25
+--- ¢: 0.1667, 00 (step 2)

I
+-+---@:  0.3750, O (step 4)

[
| +--- b: 0.2083, 01 (step 2)
I
—t+--@: 1.0000,
I
| +--- e: 0.1250, 100 (step 1)
I
I

+--+---@: 0.2500, 10 (step 3)
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I

| | +--- d: 0.1250, 101 (step 1)
I

+---t---@:  0.6250, 1 (step 4)

+--- a: 0.3750, 11 (step 3)

Entry 0. Symbol: a, Weight: 0.3750, Representation: 11
Entry 1. Symbol: b, Weight: 0.2083, Representation: 01
Entry 2. Symbol: c, Weight: 0.1667, Representation: 00
Entry 3. Symbol: d, Weight: 0.1250, Representation: 101
Entry 4. Symbol: e, Weight: 0.1250, Representation: 100

Entropy:  2.1829 , Ave. Code Length: 2.25
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The Hamming Algorithm

Referred to from page 47.

This sectionpresent&nimplementatiorof the binaryHammingcode.The Java sourcewvasde-
signedfor simplicity andeaseof understandingatherthanfor ef ciency. ThebasicHamming
algorithmis implementedusingarraysof “bits” (0 or 1 storedin anint ), with from 1to 120
messagdits andfrom 4 to 128 bits in the codevord. In orderto readandwrite les of bytes
it is necessaryo unpackeachbyte sothatthe Hammingroutinescanwork on it, andthento
packthe resultfor writing. (A moreefcient implementationvould not usearraysof bits in
this way andsowould not needthe packingandunpacking.)

The completearray-basednplementatiorof the Hammingcodeis in the Java classHam-
ming . Thisis astraightforvardimplementationHerearecommentsaboutindividualfeatures:

TheconstructorHamming: thisjustbuilds the necessarymasksdescribecdhext.

The2-dimensionahrray m nine 128-bitmasksusedto decidewhich bits to usein each
parity check: m[0] , m[1] , m[2] , m[3] , m[4] , m[5] , m[6] , m[7] . The maskm]i]
givesthebits to checkfor the checkbit in positionpow(2,i) . Thusm[0] isall 1 bits,
m[1] hasodd-numberedbits 1, m[2] hasalternatingpairsof 0'sand1's, andsoforth.
ThemaskmOhasa 1 bit in thosepositionsusedfor checkbits: all powersof 2.

TheencodeMessage method:Takesaninputarrayof messagdits (wherethelength
of thearraygivesthenumberof bits),andproducesnoutputarrayof bitsthatrepresents
the Hammingcodevord obtainedby insertingextra checkbits. Again the lengthof the
codevordis givenby thelengthof thearray

TheinsertMessage = method: Calledby encodeMessage , this insertsmessagdits
into eachnon-checlbit postion.

TheinsertCheckBits method:Calledby encodeMessage , thisinsertsthe proper
checkbit values.

ThedecodeMessage method:This rst checksfor errors(checkErrors ), thencor-
rectsa singleerrorif oneis found, and nally extractsthe messageavithout checkbits
andreturnsit. In caseof adetectedloubleerror, anull s returned.

Expandingthe implementatiorsize: This is easyto do. For example,to doublethe
maximumsize,changeMAXCHKLEN from 8 to 9, MAXRESLEN from 128to 256,and
add128to endof list de ning checkPos . (The classHammingDecode accessethe
instatiationof Hamming andbuilds anotherarraybasedn thesesizes.)

Making useof the class: The following codeshav how to usethe classHamming, asit
is usedin theclassesHammingEncode andHammingDecode below:



194

Program Il.6.a

Using class Hamming
Hamming ham = new Hamming();

int[] mess, res;

/I create mess and fill it with one block's worth of message bits

res = ham.encodeMessage(mess); /I res allocated inside  ham

/I create res and fill it with one block's worth of message and check bits
mess = ham.decodeMessage(res); /I mess allocated inside ham

Hereis Java codefor the classHamming, with afew extra dehug linesreportingthe numberof
errorscorrected.

Java class: Hamming
Hamming: implement Hamming code

Uses arrays of "bits™ mess = uncoded input, res = coded result

public class Hamming {

public  final int MAX_CHK_LEN= 8; // max number of check digits

public  final int MAX_RES_LEN= 128; // 2A(MAX_CHK_LEN- 1)

public  int[] checkPos = {0,1,2,4,8,16,32,64}; /I positions to check
public final int MAX_MESS_LEN= MAX_RES_LEN- MAX_CHK_LEN;// 120
private int[][] m = new intfMAX_CHK_LEN][MAX_RES_LEN]; // check masks
private int[] mO = new IintfMAX_RES _LEN]; // mask for message insertion
private int[] buf = new intMAX_RES_LEN]; // buffer for coded messages
public int errCount; [ Frrrrx extra counter for debugging *rrrr*

/I Hamming: constructor to create masks
public  Hamming() {
for (int i =0; i < MAX_CHK_LEN;i++)
for (nt j = 0; j < MAX_RES_LEN;j++)
it (== 0) mif] =1
else  mli][j] =G >0 - 1)%2
for (nt i =0; i < MAX_RES_LEN;i++) mO[i] = 1;
for (nt i = 0; i < MAX_CHK_LEN;i++) mO[checkPosi]] = 0;
}
/I encodeMessge: insert ~message bits and then set check bits
public int[] encodeMessage(int[] mes) {
int res[] = insertMessage(mes);
insertCheckBits(res);
return  res;
}
/I insertMessage: put message bits into non-check positions
public  int[] insertMessage(int[] mess) {
for (int i =0; i < MAX_RES_LEN;i++) buf[i] = 0;
int loc =0, i =0;
while (i < mess.length) {
if (mO[loc] == 1) buf[loc] = mess[i++];
if (loc >= MAX_RES_LEN) System.exit(1000 + i);
loc++;
}

int[] res = new int[loc];
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for (int j = 0; j < loc; j++) res[j] = buf[j];
return  res;
}
/I insertCheckBits: add the parity check bits
public  void insertCheckBits(int[] res) {
for (int i = MAX_CHK_LEN 1; i >=0; i-) {
int checkRes = 0; /[ holds sum of bits for this parity check
for (int j = 0; j < res.length; j*++)
it (m[i][] == 1) checkRes += res]j];
if  (checkPosli] < res.length)
res[checkPos]i]] = checkRes%2;
}
}
/I decodeMessage: correct errors and extract message bits
public int[] decodeMessage(int[] res) {
int errCode = checkErrors(res);

if (errCode >= 0) { // single error in position errCode
res[errCode] A= 1; /I correct single error
errCount++; [ FRRRRRx extra count for debugging - *RER

}
if (errCode >= -1) return extractMessage(res); /I no errors left
return  null; /I errCode == -2 means DOUBLEERROR
}
Il extractMessage: get back message bits from non-check positions
public int[] extractMessage(int[] res) {
for (int i = 0; i < MAX_RES_LEN;i++) buffi] = 0;
int loc =0, i =0;
while (i < res.length) {
if (mO[i] == 1) buf[loc++] = resi];
if (loc >= MAX_RES_LEN) System.exit(2000 + i);
1++;
}
int[] mess = new int[loc];
for (nt j =0; j < loc; j++) mess[j] = buffj];
return  mess;
}
/I checkErrors: do error check, return position of error
1 return -1 for no error, return -2 for double error
public  int checkErrors(int[] res) {

int[] checkRes new intfMAX_CHK_LEN];

0

int errorPos = 0O;

for (int i =0; i < MAX_CHK_LEN;i++) {
checkResi] = 0;
for (int j = 0; j < res.length; j*++)

it (m[i][j] == 1) checkRes]i] += res[j];

checkResi] %= 2;

}

for (int i =1; i < MAX_CHK_LEN;i++)

if  (checkRes]i] == 1) errorPos += checkPos]i];
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if (errorPos == 0 && checkRes[0] == 0) return -1, // no error

if  (errorPos == 0 && checkRes[0] == 1) return O; // error at O

if (errorPos > 0 && checkRes[0] == 1) return errorPos; /I error
if (errorPos > 0 && checkRes[0] == 0) return -2; // double error
return  999;

The nal threeclassesn this sectionimplementthe encodingand decodingof an arbitrary
binary le usingthe Hammingcode. The methodhereencodesanywherefrom 1 bit to 120
bits at a time. This requires4 to 128 bits in the Hammingcodevord. The testbelonv shavs
theresultsof encodinga3116-bytebinaryPDF le into les of varyingsizesdependingnthe
messagéength.Thecoded le is thendecodedo getthe original back.

Thecodedle startswith abytegiving thenumberof messagéitsin eachcodevord. This
le doesnot usuallyhave a numberof bits divisible by 8, sothe lastbyte of the le indicates
how mary bits of thenext-to-the-lasbytearepartof thecodedresult. As partof thedehugging,
singleerrorsweresimulatedat somerandombit positionin eachcodevord beforethedecoding
step.

The classHammingEncode readsbytesof a source le (usingencodeHammingBit ).
Eachbit of eachbyteis sentof anotherfunction(encodeBit ), whichaccumulateshemuntil
thereis a block the size of the desiredmessagesize. This block is transformedo a coded
Hammingblock whenan instanceof Hamming addscheckbits. Thenthe resultingblock is
sentonebit atatimeto afunctionwriteBit ~ which accumulateshemuntil it has8 to write
asabyte.

The classHammingDecode readsbytesof a source le (usingdecodeHammingBit ).
The rst byte of thesource le givesthe messageaizefor the particularHammingcodeused
in the le. Thelastbyteof the le givesthenumberof bits usedin the next-to-the-lastbyte,so
it necessaryo readthreebytesaheadduring processing After the rst byte, eachbit of each
byteis sentof anotherfunction (decodeBit ), which accumulateshemuntil thereis a block
the size of the desiredcodavord size. This block is transformedo a messagélock whenan
instanceof Hamming removescheckbits. Thenthe resultingblock is sentonebit atatime to
afunctionwriteBit  (differentfrom the previouswriteBit ) which accumulateshemuntil
it has8 to write asa byte.

Java class: HammingEncode
/I HammingEncode: encode an input file  with the Hamming code
import  java.io.*;
public class HammingEncode {
Hamming ham = new Hamming(); // Hamming code implementation
InputStream  in; // input file
OutputStream  out; // output file

int currPos = 0, currPosRest = 0; // keep track of bit positions
int bRest = 0; // last byte
int messLen; // bit length of original message

int[] mess, messRest, res; // message, remaining message, code result
int[] bMask = {Ox1, O0x2, Ox4, O0x8, 0x10, O0x20, O0x40, O0x80}; // bit masks
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public  HammingEncode(int  messL, InputStream infile, OutputStream  outfile) {
messLen = messL;
in = infile;

out = outfile;
mess = new intfmessLen];

}
/I encodeHammingBit: read bytes, pass bhits to encodeBit.
I Bits of a byte numbered from 0 as least significant
public  void encodeHammingBit() {

writeByte(messLen); /I write message length

try {

int b; // input byte
int bit; // output bit

while  ((b = in.read()) 1= -1) {
for (int dum = 0; dum < 8; dum++) {
bit = b%2;
encodeBit(bit);
b =Db> 1,

}
} /I end of while
} catch (IOException e) {

System.err.printin("Error reading input file");
System.exit(-1);
} /I end try
encodeBit(-1);
}
/I encodeBit: pass bit at a time to growing Hamming array
private  void encodeBit(int bit) {
if (bit ==-1) { // no more bits; finish up
if (currPos == 0) {
writeBit(-1); /I send finish up message to writeBit
return;
}
messRest = new int[currPos];
for (int i = 0; i < currPos; i++)
messRest][i] = mess]i];
res = ham.encodeMessage(messRest);

/I ** for debugging, insert random error into half of the blocks
if (Math.random() < 05) { // insert half the time

int errPos = (int)(Math.random()*res.length); /I random positioon
res[errPos] A= 1; /I insert the actual bit error
}
for (int i = 0; i < res.length; i++)
writeBit(res][i]);
writeBit(-1); /I send finish up message to writeBit
return;
}
mess[currPos++] = bit;
if (currPos == messLen) {

res = ham.encodeMessage(mess);
/I ** for debugging, insert random error into half of the blocks
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if (Math.random() < 05) { // insert half the time

int errPos = (int)(Math.random()*res.length); /I random position
res[errPos] A= 1;
}
for (int i = 0; i < res.length; i++)
writeBit(res[i]);
currPos = 0; /I reset position for next block
}
}
Il writeBit: accumulate 8 bits, then write the byte
private  void writeBit(int bit) {
if (bit == -1) { // received finish up message
writeByte(bRest); /I write last partial byte
writeByte(currPosRest); /I how many bits count in last byte?
return;
}
if (bit == 1) bRest |= bMask[currPosRest]; /I insert  bit
currPosRest++;
if (currPosRest == 8) {
writeByte(bRest);
currPosRest = O;
bRest = 0;
}
}
/I writeByte: accumulate  bits, then write byte
private  void writeByte(int b) {
try {
out.write(b);
} catch (IOException e) {
System.err.print("Error writing file");
System.exit(-1);
}
}

Java class: HammingDecode
/I HammingDecode: decode an input file coded with the Hamming code

import  java.io.*,

public class HammingDecode {
Hamming ham = new Hamming(); // Hamming code implementation
InputStream  in; // input file
OutputStream  out; // output file

int currPos = 0, currPosRest = 0; // bit positions in bytes

int bRest = 0; // last byte

int resLen, messLen; // bit length of: coded result, original message
int[] mess, res, resRest; // message, coded result, remaining  result

int[] bMask = {Ox1, O0x2, Ox4, O0x8, 0x10, O0x20, O0x40, O0x80}; // bit mask
int[] codeLen; /I codelen]i] = j means if messLen == i, then resLen == j

/I HammingDecode: assign files and build codelLen table
public  HammingDecode(InputStream infile, OutputStream  outfile) {
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}

1
1

codeLen = new inttham.MAX_MESS_LEN + 1];

codeLen[0] = 0;
int next =4, j = 3;
for (nt i =1; i <= ham.MAX_MESS_LEN;i++) {
codeLeni] = next;
if ( < ham.checkPos.length && next == ham.checkPoslj]) {
jt+,  next++;
}
next++;
}
in = infile;

out = outfile;

decodeHammingBit: read bytes, pass bits to instance of Hamming
Bits of a byte numbered from 0 as least significant

public  void decodeHammingBit() {

try {
int b; /I input byte
int bNext; // next byte (read ahead)
int bEnd; // next byte after bNext

int bit; /I output hit
messLen = in.read(); /I initial byte holds message length
resLen = codelLen[messLen]; /I deduce coded result length
res = new int[resLen];
bNext = in.read(); /I read ahead because last byte contains
bEnd = in.read(); /I the number of bits in next-to-last byte
while  (true) {

b = bNext;

bNext = bEnd;

bEnd = in.read();

if (bEnd == -1) { /I end-of-file

/I bNext give # of bits of b to use
for (int dum = 0; dum < bNext; dum++) {
bit = b%2;
decodeBit(bit);
b =b > 1
}
decodeBit(-1); /I send end-of-file message
return;
}
for (int dum = 0; dum < 8; dum++) {
bit = b%2;
decodeBit(bit);
b =b > 1
}
} /I end of while
} catch (IOException e) {
System.err.printin("Error reading input file");
System.exit(-1);
} /I end try
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/I decodeBit: decode and send off bits
private  void decodeBit(int bit) {

if (bit ==-1) { [/ no more bits; finish up
if (currPos == Q) { [] ‘rrreeee temp debug output Rk
System.out.printin(ham.errCount + " errors detected");
return; /I no leftovers
}
resRest = new int[currPos];
for (int i =0; i < currPos; i++)
resRest[i] = resi];
mess = ham.decodeMessage(resRest);
if (mess == null) { // double error
System.out.printin("Double error  detected");
System.exit(-1);
}
for (int i = 0; i < mess.length; i++)
writeBit(messli]);
writeBit(-1); /I end-of-file message
System.out.printin(ham.errCount + " errors detected"); /I temp output
return;
}
res[currPos++] = bit;
if (currPos == resLen) {
mess = ham.decodeMessage(res);
if (mess == null) { // double error
System.out.printin("Double error  detected");
System.exit(-1);
}
for (int i = 0; i < mess.length; i++)
writeBit(messli]);
currPos = 0;
}
}
/I writeBit: accumulate  bits  until ready to write a byte
private void writeBit(int bit) {
if (bit == -1) { //' no more bits
if (currPosRest == 0) return;
writeByte(bRest);
return;
}
if (bit == 1) bRest |= bMask[currPosRest]; /I insert  bit
currPosRest++;
if (currPosRest == 8) {
writeByte(bRest);
currPosRest = O;
bRest = 0;
}
}

/I writeByte: actually write  the byte
private  void writeByte(int b) {

try {
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out.write(b);

} catch (IOException e) {
System.err.print("Error writing file");
System.exit(-1);

Java class: HammingFiles
/I HammingFiles: encode or decode files with Hamming code
import  java.io.*;
public class HammingFiles {
static InputStream  in; // input file args[l] or args[2]
static OutputStream  out; // output file args[2] or args[3]

public  static void openFiles(String infile, String  outfile) {
try {
in = new FilelnputStream(infile);

out = new FileOutputStream(outfile);

} catch (IOException e) {
System.err.printin("Error opening files");
System.exit(-1);

}

public  static void main(String(] args) {
if  (args[0].equals("-encode")) {

int messLen = Integer.parselnt(args[1]);

if (messLen > 120) ({
System.err.printin("Error: Message length > 120");
System.exit(-1);

}

openFiles(args[2], args[3]);

HammingEncode hamEncode = new HammingEncode(messLen, in, out);

hamEncode.encodeHammingBit();

else if (args[0].equals("-decode")) {

openFiles(args[1], args(2]);

HammingDecode hamDecode = new HammingDecode(in, out);
hamDecode.decodeHammingBit();

}

else System.err.printin("Usage: java HammingBit " +
"(-encode  messagelLen | -decode) infile outfile);

Finally, hereis a sampledehug run of this softwarewith a 3116-byteinput binary le (PDF
format): utsa.pdf . Extraerrorsareinsertechalf thetime.
% java HammingFiles -encode 53 utsa.pdf utsab53.code

% java HammingFiles -decode utsab3.code  utsa2_53.pdf
212 errors  detected



202

Program Il.6.a

% wc utsab3.code (coded file, using 53 bits
15 95 3531 utsab53.code

% wc utsa2_120.pdf (recovered file using Ham
53 175 3116 utsa2_53.pdf

per message)

ming code)

Herearedifferentsizesof thecodedle whendifferentmessagéngthsareusedfor thecoding.

Theseare not experimentalresults,but the sizesare strictl

y dictatedby the propertiesof the

Hammingcode. Notice that messagéengths4 and5 resultin exactly the samesizesfor the

nal encodedles.

Hamming-encodedFile
Message Codeword | File | Coded
size size| size| le size
1 4|3116| 12467
2 6|3116| 9351
3 713116 7273
4 813116| 6235
5 10| 3116| 6235
10 15| 3116| 4677
20 26| 3116 4054
30 37|3116| 3846
40 47| 3116 3664
50 57|3116| 3555
100 108| 3116 3368
120 128| 3116 3327
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U.S. Banking Scheme

Referred to from page 53.

Hereis the simple schemeusedby U.S. banks,involving successie weightsof 3, 7 and 1,

repeated.

— Java class: ErrorDetection
/I ErrorDetection.java: base class for single-digit

public class ErrorDetection {

public
for

static void printArray(int[] a) {
(int i =0; i < alength; i++) |
it (ali] == 10) System.out.print("X ");
else System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printIn();

}

public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (nt i =1; i < alength;
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");

i++) {

}
System.out.printin();

/l BanksErrorDetection.java:
public class BanksErrorDetection

Implement
extends

public  static int
int check = 0;
for (nt i =1; i < alength;
{\Mtimesbf if (%3 == 1)
check = (check + 3*a[i])%10;
else if (%3 == 2)

check = (check + 7*a[i])%10;

else
check =
if (check ==
else a[0] =
return  a[0];

insertCheck(int[] a) {

i++)

(check + ali[)%10;}
0) a[0] = 0;
-check + 10;

}

boolean
= O’

public  static
int  check

doCheck(int]] a) {

Java class: BanksErrorDetection
scheme used by US banks

ErrorDetection {

error  detection
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for (int i = 0; i < alength; i++)
if (%3 == 1) check = (check + 3*a[i])%10;
else if (i%3 == 2) check = (check + 7*a[i])%10;
else check = (check + a[i])%10;

if (check != 0) return false;

else return true;

}

/I main function
public  static void main (String[] args) {
int[] a = new int[9];

boolean checkFlag = false;
for (nt i =1; i < alength; i++)
afil = (int)(Math.random() * 10.0);
printUnchecked(a);
BanksErrorDetection.insertCheck(a);
printArray(a);
System.out.printin(BanksErrorDetection.do Check( a));

a[4] = (@4 + 1)%10;
BanksErrorDetection.printArray(a);
System.out.printin(BanksErrorDetection.do Check( a));

/I test all adjacent transpositions
System.out.printin("\nUS Banks, error detection scheme");
System.out.printin("\nTest all adjacent transpositions )
for (int pos = 4; pos < 7; pos++)
for (int pl = 0; pl < 10; pl++)
for (int p2 = 0; p2 < 10; p2++) {
if (Pl = p2) {
alpos] = pl; afpos+l] = p2;
BanksErrorDetection.insertCheck(a);
/I interchange
a[pos] A= apos+1];
a[pos+1] A= a[pos];
afpos] A= a[pos+1];

if (BanksErrorDetection.doCheck(a)) {
System.out.printin("Warning: Interchange of " +
pl +" and " + p2 + " not detected");
checkFlag = true;
}
}
}
if  (checkFlag)
System.out.printin("At least one transposition undetected");
else
System.out.printin("All transpositions detected");

} // end of main

Hereis the output,shaving a simpletest,andatestof all adjaceninterchangesHereif digits
differing by 5 areinterchangedthe errorgoesundetectedl have testedinterchange$or each
pair of thethreeweights,sothe 10 missedranspositiongsirerepeate® timesbelow.
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? 95967 315

1 95967 315

true

1 95977 315

false

US Banks, error detection scheme
Test all adjacent transpositions
Warning:  Interchange of 0 and 5 not
Warning: Interchange of 1 and 6 not
Warning:  Interchange of 2 and 7 not
Warning:  Interchange of 3 and 8 not
Warning:  Interchange of 4 and 9 not
Warning:  Interchange of 5 and 0 not
Warning:  Interchange of 6 and 1 not
Warning: Interchange of 7 and 2 not
Warning:  Interchange of 8 and 3 not
Warning:  Interchange of 9 and 4 not
Warning:  Interchange of 0 and 5 not
Warning:  Interchange of 1 and 6 not
Warning:  Interchange of 2 and 7 not
Warning:  Interchange of 3 and 8 not
Warning:  Interchange of 4 and 9 not
Warning:  Interchange of 5 and 0 not
Warning:  Interchange of 6 and 1 not
Warning:  Interchange of 7 and 2 not
Warning:  Interchange of 8 and 3 not
Warning: Interchange of 9 and 4 not
Warning:  Interchange of 0 and 5 not
Warning:  Interchange of 1 and 6 not
Warning:  Interchange of 2 and 7 not
Warning:  Interchange of 3 and 8 not
Warning:  Interchange of 4 and 9 not
Warning:  Interchange of 5 and 0 not
Warning:  Interchange of 6 and 1 not
Warning:  Interchange of 7 and 2 not
Warning:  Interchange of 8 and 3 not
Warning:  Interchange of 9 and 4 not
At least one transposition undetected

detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
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IBM Scheme

Referred to from page 53.

Hereis the”IBM” schemeausedfor creditcardnumbers.

— Java class: ErrorDetection .
/I ErrorDetection.java: base class for single-digit error  detection

public class ErrorDetection {

public  static void printArray(int[] a) {
for (int i = 0; i < alength; i++) |
if (afi] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();

}

public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i =1; i < alength; i++) |
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();

}

— Java class: IbmErrorDetection .
/I IbmErrorDetection.java: Implement "IBM" decimal error detection

public class IbmErrorDetection extends ErrorDetection{

{timesbf private static int  sharp(int d) {
return  (2*d)/10 + (2*d)%10;

B
public  static int  insertCheck(int[] a) {
int check = 0;
for (int i =1; i < alength; i++)
{Mtimesbf if (%2 == 0)
check = (check + a[i])%10;
else
check = (check + sharp(ali]))%10;}
if (check == 0) a[0] = 0;
else a[0] = -check + 10;

return  a[0];
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public  static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < alength; i++)

{\Mtimesbf if (%2 == 0)
check = (check + a[i])%10;
else
check = (check + sharp(ali]))%10;}
if (check != 0) return false;
else return true;

}

/I main function
public  static void main (String[] args) {
int[] a = new int[15];

boolean checkFlag = false;
for (nt i =1; i < alength; i++)
afil = (int)(Math.random() * 10.0);
printUnchecked(a);
IbmErrorDetection.insertCheck(a);
printArray(a);
System.out.printin(lomErrorDetection.doCh eck(a) );

a[4] = (a4] + 1)%10;

IbmErrorDetection.printArray(a);
System.out.printin(lomErrorDetection.doCh eck(a) );

/I test all adjacent transpositions
System.out.printin("\nTest all adjacent transpositions W)
for (int pl = 0; pl < 10; pl++)
for (int p2 = 0; p2 < 10; p2++) {
it (1 = p2) {

a[g] = p1; a9 = pz;

IbmErrorDetection.insertCheck(a);

/I interchange

a[8] A= a[9];
a[9] A= a[g];
a[8] A= a[9];
if  (IbmErrorDetection.doCheck(a)) {
System.out.printin("Warning: Interchange of " +
pl + " and " + p2 + " not detected);
checkFlag = true;
}
}
}
if (checkFlag)
System.out.printin("At least one transposition undetected");
else
System.out.printin("All transpositions detected");

} // end of main
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Hereis the output,shaving a simpletest,anda testof all adjaceninterchangesinterchange
errorsnot caughtare09 and90.

? 31623 91033 1003
7 31623 91033 1003
true
7 31633 91033 1003
false

Test all adjacent transpositions

Warning: Interchange of 0 and 9 not detected
Warning:  Interchange of 9 and 0 not detected
At least one transposition undetected
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ISBN mod 11 Scheme

Referred to from page 53.

Hereis theISBN mod 11 schemausedfor U.S.bookpublishingnumbers.
Java class: ErrorDetection

/I ErrorDetection.java: base class for single-digit error  detection
public class ErrorDetection {
public  static void printArray(int[] a) {
for (int i = 0; i < alength; i++) |
if (afi] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i =1; i < alength; i++) |
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
}
Java class: ISBNErrorDetection
/I ISBNErrorDetection.java: Implement mod 11 check used by ISBN
public class ISBNErrorDetection extends ErrorDetection {
public  static int  insertCheck(int[] a) {
int check = 0;
for (nt i =1; i < alength; i++)
check = (check + (%10 + 1)*a[i])%11;
if (check == 0) a[0] = 0;
else a[0] = -check + 11;
return  a[0];
}
public  static boolean doCheck(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = (check + (%10 + 1)*a[i])%11;
if (check != 0) return false;

else return  true;
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/I main function
public  static void main (String[] args) {
int[] a = new int[9];

boolean checkFlag = false;
for (nt i =1; i < alength; i++)
afil] = (int)(Math.random() * 10.0);

ISBNErrorDetection.printUnchecked(a);
ISBNErrorDetection.insertCheck(a);
ISBNErrorDetection.printArray(a);
System.out.printin(ISBNErrorDetection.doC heck(a ));
a[4] = (@4] + 3)wlo;

ISBNErrorDetection.printArray(a);

System.out.printin(ISBNErrorDetection.doC heck(a ));

/I test all adjacent transpositions

System.out.printin("\nISBN error  detection scheme");
System.out.printin("\nTest all adjacent transpositions K

for (int pos = 4; pos < 7; pos++)
for (int pl = 0; pl < 10; pl++)
for (int p2 = 0; p2 < 10; p2++) {
it (p1 = p2) {
alpos] = pl; afpos+l] = p2;
ISBNErrorDetection.insertCheck(a);
/I interchange
a[pos] A= apos+1];
a[pos+1] A= a[pos];
afpos] A= a[pos+1];

if  (ISBNErrorDetection.doCheck(a)) {
System.out.printin("Warning: Interchange of " +
pl +" and " + p2 + " not detected");
checkFlag = true;
}
}
}
if  (checkFlag)
System.out.printin("At least one transposition undetected");
else
System.out.printin("All transpositions detected");

} // end of main

Hereis theoutput, rst shaving asimpletest.| twealedthetestuntil the check’digit” wasan
"X". Next is atestof all adjaceninterchangestHereall interchangearecaught.

? 11696 554
X 11696 554
true
X 11626 554
false
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ISBN error detection scheme

Test all adjacent transpositions
All  transpositions detected



Program 11.7.d
Mod 97 Scheme

Referred to from page 53.

Hereisthemod97 schemeaisedfor extraerrordetection.Thecheckbelow testdts performance
for adjacentdoubleerror detection. One expectsthis checkto catchapprximately99% of all
randomerrors. However, it catche®99.94% of all adjacentdoubleerrors(exceptfor possible
adjacentoubleerrorsinvolving oneof thetwo decimalsepresentinghecheck’digit” andthe
rst actualdatadigit).

— Java class: ErrorDetection .
/I ErrorDetection.java: base class for single-digit error  detection

public class ErrorDetection {

public  static void printArray(int[] a) {
for (int i = 0; i < alength; i++) |
if (afi] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}

public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (nt i =1; i < alength; i++) {
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();

}

- Java class: Mod97ErrorDetection .
/I Mod97ErrorDetection.java: Impl the mod 97 check for error detection

1 uses successive  powers of 10 (modulo 97) for the weights
public class Mod97ErrorDetection extends ErrorDetection {

public  static int  insertCheck(int[] a) {

int check = 0;

int  weight = 10;

for (int i =1; i < alength; i++) |
check = (check + weight*a[i])%97;
weight = (weight*10)%97;

}

if (check == 0) al0] = 0;

else af0] = -check + 97,

return  a[0];
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}

public  static boolean doCheck(int[] a) {
int check = 0;
int  weight 1;
for (int i 0; i < a.length; i++)  {
check = (check + weight*a[i])%97;
weight = (weight*10)%97;

}

if (check != 0) return false;
else return true;

}

/I main function
public  static void main (String[] args) {
int[] a = new int[100];
boolean checkFlag = false;
/I no need for a random start
for (int i =1; i < alength; i++)
afil = (int)(Math.random() * 10.0);

/I try all adjacent double errors
int errorCount = O;
int totalCount = 0;
/I try each successive  position (all  the same)
for (int pos = 1; pos < 99; pos++)
/I try every pair of digits for the initial pair
for (int pl = 0; pl < 10; pl++)
for (int p2 = 0; p2 < 10; p2++) {
/I insert  the initial pair
alpos] = pl; afpos+l] = p2;
/I do the check and insert mod 97 check "digit"
Mod97ErrorDetection.insertCheck(a);
/I try every pair of digits for the double error
for (int nl = 0; nl < 10; nl++)
for (int n2 = 0; n2 < 10; n2++)
/I only try if an actual change
if (n1 !'= pl1 | n2 != p2) {
totalCount++;
/I insert new air as an error
al[pos] = nl1; aJpos+l] = n2;
/I check if the change is not detected
if (Mod97ErrorDetection.doCheck(a)) {
System.out.printin("Error, old digits: "o+
pl + p2 + ", new digits: "+ nl + n2 +
Position: "+ pos);
errorCount++;

}

System.out.printin("Adjacent double errors  undetected: "o+
errorCount  + ", out of " + totalCount + ", or "o+
((double)errorCount/totalCount*100) + "%");
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} // end of main

Hereis the output, shaving thatthereareonly 6 kinds of adjacentdoubleerrorsthatremain
undetected.For example,"10" changedo "89" . Herein the weight equation,"10" is an
additionall + 0*10 = 1 (alongwith extrapowerof 10 weight),while "89" isanadditional
8 + 910 = 98 (alongwith the sameextra power of 10 weight). Whenthe 98 is reduced
modulo97, it alsobecomeq,, sothatthe new equatiorhasthe samevalueastheold. The
errorrateis 0.060606...%0r the equationcatdhes99.94%of all adjacendoubleerrors.

Error, old digits: 00, new digits: 79. Position:
Error, old digits: 10, new digits: 89. Position:
Error, old digits: 20, new digits: 99. Position:
Error, old digits: 79, new digits: 00. Position:
Error, old digits: 89, new digits: 10. Position:
Error, old digits: 99, new digits: 20. Position:

S e

(similar entries  for Position =2, 3, .., 98)

Adjacent double errors undetected: 588, out of 970200,
or 0.06060606060606061%
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Hamming mod 11 Scheme

Referred to from page 53.

Hereis a testof the Hammingmod 11 Error Correctingcode,using 3 checkdigits and 121

digits altogether The teststartswith a randominitial word. It rst insertsthe propercheck

digits in positions0, 1 and11. The testthen makesa randomchangein eachpositionand

correctsthe change sothereare 121 changegsomeare 0 added— no change).In repeated
runs,the codehasalwayscorrectedhe properpositionto the old value.

Java class: H11EC
/I H1lEC.java: Implement the mod 11 Hamming code

public class HI11EC {

public  static  int[] inv ={0, 10, 9, 8, 7, 6, 5 4, 3, 2, 1}

/I Using the suml check sum, if have error e and checkl result c,

I then posfe][c] gives the position in error (modulo 11),
I using the first check equation.
/i If the error is e and checkll result is c,
I then pos|e][c] gives the value position/11.
public  static int[][] pos = {
{0, o0 o O O O O O 0 o0, 0}
{0, 1, 2, 3 4 5 6 7, 8 9 10}
{0, 6, 1, 7, 2, 8 3 9 4, 10, 5},
{0, 4, 8, 1, 5 9, 2, 6, 10, 3, 7}
{0, 3, 6 9 1, 4, 7, 10, 2, 5 8}
{0, 9 7, 5 3 1, 10, 8, 6, 4, 2},
{0, 2, 4, 6, 8 10, 1, 3, 5 7, 9}
{0, 8 5 2,10, 7, 4, 1, 9, 6, 3}
{0, 7, 3 10, 6, 2, 9, 5 1, 8, 4},
{0, 5 10, 4, 9, 3 8 2, 7, 1, 6},
{0, 10, 9, 8 7, 6, 5 4, 3, 2, 1}
public  static void printArray(int[] a) {
for (nt i = 0; i < alength; i++) {
if  (a[i] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
public  static void printUnchecked(int[] a) {
System.out.print("? "); /I position 0
System.out.print("?"); /I position 1

for (int i = 2; i < alength; i++) |
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if (i == 11) System.out.print("?"); /I position 11
else System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
public  static void insertCheck(int[] a) {
a[l] = inv[sum1lNoCheck(a)];
a[ll] = inv[sum11NoCheck(a)];
a[0] = inv[sumONoCheck(a)];
if (ldoCheck(a))
System.out.printin("Failure in insertCheck");
}
public  static boolean doCheck(int[] a) {
int error = sumO(a); // amount of error
int checkl = suml(a);
int checkll = sumll(a);
if (error == 0 && checkl == 0 && checkll == 0) return true;
if (error == 0) return false; /I a double error
int  position = pos|error][check11]*11 + pos|error][checkl];
if  (position >= a.length) {
System.out.printin("doCheck: position: "+ position +
", error: " + error + ", checkl: " + checkl +
", checkll: " + checkll);
System.exit(0);
}
a[position] = (a[position] - error  + 11)%11;
System.out.printin("Position "+ position +

corrected to " + afposition]);
return  true;

}

public  static int  sumO(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = (check + a[i])%11,;
return  check;

}

public  static int  sumONoCheck(int[] a) {
int check = 0;
for (int i =1; i < alength; i++)
check = (check + a[i])%11;
return  check;

}

public  static int  suml(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = (check + (i%11)*a[i])%11;
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return  check;
}
public  static int  sum1NoCheck(int[] {
int check = 0;
for (int i = 2; i < alength; i++)
check = (check + (i%11)*a[i])%11;
return  check;
}
public  static int  suml1l(int]] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = (check + ((i/11)%11)*a[i])%11;
return  check;
}
public  static int  suml11NoCheck(int[] {
int check = 0;
for (int i = 12; i < a.length; i++)
check = (check + ((i/11)%11)*a[i])%11;
return  check;
}
/I main function
public  static void main (String[] args) {
int[] a = new int[121];
boolean checkFlag = false;
for (int i = 0; i < alength; i++)
if ( != 11) a[i] = (int)(Math.random() * 10.0);
for (nt i = 0; i < alength; i++)

H11EC.insertCheck(a);
int oldvalue = ali;
afil = (@i + (int)(Math.random()

*10.0))%10;

System.out.print("Position: + " changed from " +
oldvalue + " to +al] o+
if (oldvalue == ali]) System.out.printIn();
H11EC.doCheck(a);
if (ali] 1= oldValue)
System.out.printIn( * Fhkxxx
}
} // end of main
}
Hereis theoutputfrom arun:
% java H11EC
Position: 0 changed from 10 to 3; Position 0 corrected to 10
Position: 1 changed from 10 to 3; Position 1 corrected to 10
Position: 2 changed from 1 to 1,
Position: 3 changed from 0 to 2; Position 3 corrected to 0
Position: 4 changed from 0 to O;
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Position:
Position:
Position:
Position:

(many

117
118
119
120

lines  omitted)

changed
changed
changed
changed

from
from
from
from

Nookr

Position
Position
Position

117 corrected
118 corrected
119 corrected

to
to
to

4
5
4



Program I.7.f
Hamming mod 11 Scheme, Double Errors

Referred to from page 53.

Hereis a Java programthat simulatessrandomdoubleerrors. Therearetwo input parameters
on thecommandine: the numberof simulationtrials to run, andthe numberof digits to use.
Theprogramidenti es variousoutcomes:

| Outcome | % for 18digits | % for 121 digits |

Positionsl and11 givelocation 9.19% 10.00%
of error, but position 0 gives
amountof erroraso.

Thechecktriesto correctaner 75.01% 0.00%
ror with locationout of rangeof

thenumber

Checktries to do single error 1.30% 8.51%

correctionwith aten(X) some-
wherebesidegositions0, 1, or
11

Misseserror: miscorrects as 14.44% 81.48%
if there were a singleerror

Thus,with 18digits, only 14.4%o0f doubleerrorsget”corrected’asif therewereasingleerror,
while with 121 digits 81.5%aremiscorrectedn this way.

Java class: H11ED
/l H1lED.java: Implement the mod 11 Hamming code

public class HI11ED {

public  static  int[] inv ={0, 10, 9, 8, 7, 6, 5 4, 3, 2, 1}

public  static int totalTrials, misCorrected =0,
errorZero = 0, toTen = 0, subscriptRange = 0, allzZero = 0;

public  static int arraySize;

public  static int[] pos = {
{, o0 o0 O O O O O o0 o0 o0}
{0, 1, 2, 3 4 5 6 7, 8, 9, 10},
{, 6 1, 7, 2, 8 3 9 4, 10, 5}
{0, 4, 8 1, 5 9 2, 6 10, 3, 7}
{0, 3, 6 9 1, 4, 7, 10, 2, 5 8}
{, 9 7 5 3 1, 10, 8, 6, 4, 2}
{0, 2, 4, 6, 8 10, 1, 3, 5 7, 9}
{0, 8, 5 2, 10, 7, 4, 1, 9, 6, 3}
{, 7, 3, 10, 6 2, 9 5 1, 8, 4}
{0, 5, 10, 4, 9 3 8 2, 7, 1, 6}
{0, 10, 9, 8, 7, 6, 5 4, 3, 2, 1
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public  static void printArray(int[] a) {
for (nt i = 0; i < alength; i++)  {
if (afi] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");
}
System.out.printIn();

}

public  static void printUnchecked(int[] a) {
System.out.print("? "); /I position 0
System.out.print("?"); Il position
for (int i = 2; i < alength; i++) |
if (i == 11) System.out.print("?"); /I position 11
else System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ")
}
System.out.printIn();

}

public  static void insertCheck(int[] a) {
a[l] = inv[sum1lNoCheck(a)];
a[ll] = inv[sum11NoCheck(a)];
a[0] = inv[sumONoCheck(a)];

}

public  static boolean doCheck(int[] a) {
int error = sumO(a); // amount of error
int checkl = suml(a);
int  checkll = sumll(a);

if (error == 0 && checkl == 0 && checkll == 0) {
allZero++;
return  true;
}
if (error == 0) {
/I System.out.printin("Double error: check 0 is zero");
errorZero++;
return  false; /I a double error
}
int  position = pos[error][check11]*11 + pos|error][checkl];

if  (position >= a.length) {
subscriptRange++;
return  false;

}
a[position] = (a[position] - error  + 11)%11;
if  (a[position] == 10 && (position I= 0 && position I=
position I= 11)) {
toTen++;

return  false;

1 &&
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misCorrected++;
return  true;

}

public  static int  sumO(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = (check + a[i])%11;
return  check;

}

public  static int  sumONoCheck(int[] a) {
int check = 0;
for (nt i =1; i < alength; i++)
check = (check + a[i])%11,;
return  check;

}

public  static int  suml(int[] a) {
int check = 0;
for (int i = 0; i < alength; i++)
check = (check + (i%11)*a[i])%11;
return  check;

}

public  static int  sum1NoCheck(int] a) {
int check = 0;
for (nt i = 2; i < alength; i++)
check = (check + (i%11)*a[i])%11;
return  check;

}

public  static int  sumll(int[] a) {
int  check = 0;
for (nt i = 0; i < alength; i++)
check = (check + ((i/11)%11)*a[i])%11;
return  check;

}

public  static int  suml11NoCheck(int[] a) {
int check = 0;
for (int i = 12; i < alength; i++)
check = (check + ((i/11)%11)*a[i])%11;
return  check;

}

/I main function

public  static void main (String[] args) {
totalTrials = Integer.parselnt(args[0]); /I total num of trials
arraySize = Integer.parselnt(args[1]); I/l size of array

int[] a = new int[arraySize];
int locl, loc2;
boolean checkFlag = false;
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/I start  with random word

for (nt i = 2; i < alength; i++)
if ( != 11) a[i] = (int)(Math.random() * 10.0);
H11ED.insertCheck(a);
for (nt i = 0; i < totalTrials; i++) {
/I try random pair of errors, choose 2 distinct random ints
locl = (int)(Math.random() * a.length);
do {
loc2 = (int)(Math.random() * a.length);
} while (locl1 == loc2);
aflocl] = (a[loc1] + (int)(Math.random() * 9.0 + 1.0))%10;
afloc2] = (a[loc?] + (int)(Math.random() * 9.0 + 1.0))%10;
H11ED.doCheck(a);
}
if (totalTrials 1= (misCorrected + errorZero + toTen +
subscriptRange + allZero))
System.out.printin("Count Off");
System.out.printin("Total: " + totalTrials +
", errorZero: + errorZero  +
", toTen: + toTen +
", subscript: + subscriptRange +
", misCorrected: + misCorrected +
", allZero: + allZero);

} // end of main

Herearetheresultsof two runs,the rst using18 digits (15 datadigits) andthe secondusing
themaximumof 121digits (118datadigits). In eachcasealargenumberof doubleerrorswere
deliberatelyintroduced.In the rst case.all but 14.9% of thesedoubleerrorsweredetected.
In thesecondcaseonly 18.5% of doubleerrorsweredetected.
% myjava H11ED 10000000 18
Total: 10000000, errorZero: 919248, toTen: 130462, subscript: 7501457,
misCorrected: 1444074, allZero: 4759
% myjava H11ED 1000000 121
Total: 1000000, errorZero: 100002, toTen: 85080, subscript: 0,
misCorrected: 814827, allZero: 91
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Use of the Dihedral Group

Referred to from page 57.

Hereis the a schemeusingthe dihedralgroupwithout ary specialpermutations.Notice that
2/3 of all adjacentranspositiongredetected60 out of 90).

Java class: ErrorDetection

/I ErrorDetection.java: base class for single-digit error  detection
public class ErrorDetection {
public  static void printArray(int[] a) {
for (int i = 0; i < alength; i++) |
if  (a[i] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i =1; i < alength; i++) |
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
}
Java class: DihedralErrorDetection
/I DihedralErrorDetection.java: the dihedral group
I for decimal error detection
public class DihedralErrorDetection extends ErrorDetection {
private  static int[][] op= {
{0, 1, 2, 3, 4, 5 6, 7, 8, 9}
{4, 2, 3, 4, 0, 6, 7, 8 9, 5}
{2, 3, 4, 0, 1, 7, 8, 9, 5 6}
{3, 4, 0, 1, 2, 8 9, 5 6, 7}
4, 0, 1, 2, 3, 9, 5 6, 7, 8}
{5, 9 8 7, 6, 0, 4, 3, 2 1},
{6, 5 9, 8 7, 1, 0, 4, 3, 2},
{r, 6, 5,9, 8 2, 1, 0, 4, 3},
{8, 7, 6, 5 9, 3, 2, 1, 0, 4}
{9, 8, 7, 6, 5 4, 3, 2, 1, 0} }
private static int[] inv ={0, 4, 3, 2, 1, 5 6, 7, 8 9}
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public  static int insertCheck(int[] a) {
int check = 0;
for (int i =1; i < alength; i++)

check = op[checK][ afil I
a[0] = inv[check];
return  a[0];

}
public  static boolean doCheck(int[] a) {
int check = 0;
for (nt i = 0; i < alength; i++)
check = op[checK][ afil 1
if (check != 0) return false;
else return true;
}
/I main function
public  static void main (String[] args) {
int[] a = new int[15];
boolean checkFlag = false;
for (int i =1; i < alength; i++)
afil = (int)(Math.random() * 10.0);

DihedralErrorDetection.printUnchecked(a);
DihedralErrorDetection.insertCheck(a);
DihedralErrorDetection.printArray(a);
System.out.printin(DihedralErrorDetection .doChe ck(a)) ;
a[4] = (@[4] + 1)%10;

printArray(a);
System.out.printin(DihedralErrorDetection .doChe ck(a)) ;

/I test all adjacent transpositions
System.out.printin("\nThe straight dihedral group");
System.out.printin("\nTest all adjacent transpositions");
for (int pl = 0; pl < 10; pl+d)
for (int p2 = 0; p2 < 10; p2++) {
it (p1 = p2) {

a8] = pl; a9 = p2;

DihedralErrorDetection.insertCheck(a);

/I interchange

a[g] A= a[9];

a[9] A= a[g];

a[8] A= a[9];

if (DihedralErrorDetection.doCheck(a)) {
System.out.printin("Warning: Interchange of " +

pl + " and " + p2 + " not detected");

checkFlag = true;

}

}
}
if (checkFlag)
System.out.printin("At least one transposition undetected");
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else
System.out.printin("All transpositions detected");

} /I end of main

Hereis the output,shonving asimpletest,andatestof all adjaceninterchangesNoticethat30
(out of 90) adjacentranspositiongo undetected.

? 49588 58802 3606
8 49588 58802 3606
true
8 49598 58802 3606
false

The straight dihedral group

Test all adjacent transpositions

Warning:  Interchange of 0 and 1 not detected
Warning:  Interchange of 0 and 2 not detected
Warning:  Interchange of 0 and 3 not detected
Warning:  Interchange of 0 and 4 not detected
Warning: Interchange of 0 and 5 not detected
Warning:  Interchange of 0 and 6 not detected
Warning: Interchange of 0 and 7 not detected
Warning:  Interchange of 0 and 8 not detected
Warning:  Interchange of 0 and 9 not detected
Warning:  Interchange of 1 and 0 not detected
Warning:  Interchange of 1 and 2 not detected
Warning:  Interchange of 1 and 3 not detected
Warning:  Interchange of 1 and 4 not detected
Warning:  Interchange of 2 and 0 not detected
Warning:  Interchange of 2 and 1 not detected
Warning: Interchange of 2 and 3 not detected
Warning:  Interchange of 2 and 4 not detected
Warning:  Interchange of 3 and 0 not detected
Warning:  Interchange of 3 and 1 not detected
Warning:  Interchange of 3 and 2 not detected
Warning:  Interchange of 3 and 4 not detected
Warning:  Interchange of 4 and 0 not detected
Warning:  Interchange of 4 and 1 not detected
Warning:  Interchange of 4 and 2 not detected
Warning:  Interchange of 4 and 3 not detected
Warning:  Interchange of 5 and 0 not detected
Warning:  Interchange of 6 and 0 not detected
Warning:  Interchange of 7 and 0 not detected
Warning:  Interchange of 8 and 0 not detected
Warning:  Interchange of 9 and 0 not detected

At least one transposition undetected
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Verhoeff 's Scheme

Referred to from page 57.

Hereis Verhoef's schemausingthedihedralgroupusingspecialpermutationsNoticethatall
adjacentranspositiongredetected.

Java class: ErrorDetection

/I ErrorDetection.java: base class for single-digit error  detection
public class ErrorDetection {
public  static void printArray(int[] a) {
for (int i = 0; i < alength; i++) |
if  (a[i] == 10)
System.out.print("X ");
else
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
public  static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i =1; i < alength; i++) |
System.out.print(a[i]);
if (%5 == 0) System.out.print(" ");
}
System.out.printin();
}
}
Java class: VerhoeffErrorDetection
/Il VerhoeffErrorDetection.java: Verhoeff's decimal error detection
public class VerhoeffErrorDetection extends ErrorDetection {
private  static int[][] op= {
{0, 1, 2, 3, 4, 5 6, 7, 8, 9}
{4, 2, 3, 4, 0, 6, 7, 8 9, 5}
{2, 38, 4, 0, 1, 7, 8, 9, 5 6}
{8, 4, 0, 1, 2, 8 9, 5 6, 7}
{4, 0, 1, 2, 3, 9, 5 6, 7, 8}
{5, 9 8, 7, 6, 0, 4, 3, 2 1},
{6, 5 9, 8 7, 1, 0, 4, 3, 2},
{r, 6, 5, 9, 8 2, 1, 0, 4, 3},
{8, 7, 6, 5 9, 3, 2, 1, 0, 4}
{9, 8, 7, 6, 5 4, 3, 2, 1, 0O} }

private  static  int[] inv ={0, 4, 3, 2, 1, 5 6, 7, 8 9}
private  static int][] F = new int[8][];
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public  VerhoeffErrorDetection() { /I identity and "magic" perms
F[O] = new int[]{0, 1, 2, 3, 4, 5 6, 7, 8, 9} [/ identity
F[1] = new int[}{1, 5 7, 6, 2, 8 3, 0, 9, 4} /I "magic"
for (int i =2; i <8; i++) {
Fli = new int[10];
for (nt j = 0; j < 10; j++)
FIilfl = F{i-1]  [FII0I;
}
}
public  static int  insertCheck(int[] a) {
int check = 0;
for (nt i =1; i < alength; i++)
check = op[checK][ F[i % 8][a[i]] 1;
a[0] = inv[check];
return  a[0];
}
public  static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < alength; i++)
check = op[checK][ F[i % 8][a[i]] 1;
if (check != 0) return false;
else return true;
}
/I main function
public  static void main (String[] args) {
VerhoeffErrorDetection v = new VerhoeffErrorDetection();
int[] a = new int[15];
boolean checkFlag = false;
for (int i =1; i < alength; i++)
afil = (int)(Math.random() * 10.0);

VerhoeffErrorDetection.printUnchecked(a);
VerhoeffErrorDetection.insertCheck(a);
VerhoeffErrorDetection.printArray(a);
System.out.printin(VerhoeffErrorDetection
a[4] = (@[4] + 1)%10;

VerhoeffErrorDetection.printArray(a);
System.out.printin(VerhoeffErrorDetection

/I test all adjacent transpositions
System.out.printin("\nTest all adjacent
for (int pl = 0; pl < 10; pl+d)

for (int p2 = 0; p2 < 10; p2++) {
if (pl1 = p2) {

a8l = pl; a9 = pz;

VerhoeffErrorDetection.insertCheck(a);

/I interchange
a[g] A= a[9];
a[9] A= a[8];

.doChe ck(a))

.doChe ck(a)) ;

transpositions");
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a[g] A= a[9];
if (VerhoeffErrorDetection.doCheck(a)) {
System.out.printin("Warning: Interchange of " +
pl + " and " + p2 + " not detected");
checkFlag = true;
}
}
}
if  (checkFlag)
System.out.printin("At least one transposition undetected");
else
System.out.printin("All transpositions detected");

} /I end of main

Hereis theoutput,shaving asimpletest,andatestof all adjacentnterchangesAll interchange

errorsaredetected.
? 75787 12372 9429
1 75787 12372 9429
true
1 75797 12372 9429
false

Test all adjacent transpositions
All  transpositions detected



Program 111.9.a
Cryptogram Program

Referred to from page 62.

Hereis a Java programto createstandarccryptogramsasthey arefoundin nevspapersThe
programwill readthe quotationto be scramblednto a cryptogramfrom the standardnput. In
Unix this le canjust be directedinto the program,asshavn in the commandelon. Each
time it is executed,the programwill createa new anduniquetranslationtableto createthe
cryptogram. The resultingtable and cryptogramitself are outputon the standardoutput le,
which mightberedirectednto anamedle.

Java class: Cryptogram
/I Cryptogram: create a cryptogram as in a newspaper

import  java.io.*;
public class Cryptogram {

private  char[] alf = new char[26]; /I translation vector
public  Cryptogram() {
for (nt i = 0; i < alflength; i++) alffi] = (char)(A' + i);
randomize();
}
private int  rand(int r, int s) {// r <=rand <= s
return  (int)((s - r + 1)*Math.random() +1);
}
private  void randomize() {
for (nt i = 0; i < alflength -1 i) |
/I Note: for a random permutation, replace "i+1" by "i" below
/I However, we want no letter to remain in its original spot
int ind = rand(i+1, alf.length - 1);
char t = alffi];
alffi] = alffind];
alffind] =t
}
public  void printArray() {
System.out.print("Alphabet: ");
for (nt i = 0; i < alflength; i++)
System.out.print((char) (A’ + 0);
System.out.printin();
System.out.print("Translated to: "),
for (nt i = 0; i < alflength; i++)

System.out.print(alffi]);
System.out.printin("\n");
}
/I getNextChar: fetch next char.
public  char getNextChar() {
char ch =" "5 /I ="' ' to keep compiler happy

try {
ch = (char)System.in.read();
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} catch (IOException e) {

System.out.printin("Exception reading character");
}
return  ch;
}
public  void createCryptogram() {
char ch;
while  ((byte)(ch = getNextChar()) = -1) {
if (Character.isUpperCase(ch)) ch = alf[ch - A7,
System.out.print(ch);
}
}
/I main: for cryptogram  program
public  static void main(String[] args) {
Cryptogram crypto = new Cryptogram();
crypto.printArray();
crypto.createCryptogram();
}

Hereis arunof theprogram, rst shaving thequotationto betranslatedandthenthetranslated
version thatis, thecryptogram:

% cat quote.text

AND WE ARE HERE AS ON A DARKLING PLAIN

SWEPTWITH CONFUSEDALARMSOF STRUGGLEAND FLIGHT,
WHEREIGNORANT ARMIES CLASH BY NIGHT.
DOVERBEACH, MATHEWARNOLD

% java Cryptogram < quote.text

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: ZUWYMPILBDIJRVFHQSGAXNCTKOE

ZFY TM ZGM LMGMZA HF Z YZGJRBFI QRZBF
ATMQXTBXL WHFPNAMYRZGVAHP AXGNIIRM ZFY PRBILX,
TLMGMBIFHGZFX ZGVBMAWRZALUO FBILX.

YHCMGUMZWL, VZXLMT ZGFHRY

Now supposenewantsto have nothingbut thelettersin thecryptogram(no spacesnewlines,
or otherpunctuation).This is the sameasthe otherprogram,exceptthatthe createCryp-
togram() hasbecome:

public  void createCryptogram()

char ch;
while  ((byte)(ch = getNextChar()) = -1)
if (Character.isUpperCase(ch))
ch = alf[ch - A7,

System.out.print(ch);

System.out.printin();

Hereis the outputof this program:

% java Cryptogram2 < quote.text
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Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to:  OXKQFDZGACIVLHEIJSMBWPNURTY

OHQUFOMFGFMFOBEHOQOMIVAHZJIJVOAHBUFIWBRREBR®VOMLEDBWNEZVF
OHQDVAZGWUGFMFAZHEMOHWOMLAFBKVOBG X BHEGURB GLOBFUOMEN Q
Hereis whatthe messagéookslik e afterdecrypting:

ANDWEAREHEREASONADARKLINGPLAINSWEPTWNHCEEBLARM®FSTRGGLE
ANDFLIGHTWHEREIGNORANTARMIESCLASHBYNIGBMERBECHMAREWARGLD



Program 111.10.a
Caesar Cipher

Referred to from page 67.

Hereis a Javaimplementatiorof the Caesacipher Theprogramreadsheinputmessagérom
the standardnput and outputsthe ciphertet on the standardoutput. The key is anintegerin
therangefrom 0 to 25 inclusive,andonemustusethe samekey for encryptionanddecryption.
Theprogramusesafunctionrotate  to translatdowercasecharacters acircle by adistance
of key .

Java class: Caesar

/I Caesar.java: implement the Caesar cipher

1! This carries out a simple rotation of lower-case letters, and
1 does nothing to all other characters, making the decryption

1 process even easier, because caps and punctuation marks survive
1 unchanged.

/I Usage: java Caesar (-d | -e) key

1 Above, option "-d" is for decryption, "-e" is for encryption

import  java.io.*;

public class Caesar {
private Reader in; // standard input stream for message
private int key; /I (en|de)cryption key

/I Caesar: constructor, opens standard input, passes key
public  Caesar(int k) {

/I open file

in = new InputStreamReader(System.in);

key = k;
/I (en|de)crypt: just feed in opposite parameters
public  void encrypt() { translate(key); }
public  void decrypt() { translate(-key); }
/I translate: input message, translate
private  void translate(int k) {
char c;
while  ((byte)(c = getNextChar()) 1= -1) {
if (Character.isLowerCase(c)) {
¢ = rotate(c, K);
}

System.out.print(c);

}

/I getNextChar: fetches next char.
public  char getNextChar() {
char ch =" "5 /[ ="' "' to keep compiler happy

try {
ch = (char)in.read();
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} catch (IOException e) {

System.out.printin("Exception reading character");
}
return  ch;
}
/I rotate: translate using rotation, version with table lookup
public  char rotate(char c, int key) { // ¢ must be lowercase
String s = "abcdefghijkimnopgrstuvwxyz";
int i = 0;
while (i < 26) {
/I extra +26 below because key might be negative
if (c == s.charAt(i)) return  s.charAt((i + key + 26)%26);
i++;
}
return  c;
}
/I main: check command, (en|de)crypt, feed in key value
public  static void main(String[] args) {
if (args.length 1= 2) {
System.out.printin("Usage: java Caesar (d | -e) key");
System.exit(1);
}
Caesar cipher = new Caesar(Integer.parselnt(args[1]));
if  (args[0].equals("-e")) cipher.encrypt();
else if (args[0].equals("-d")) cipher.decrypt();
else {
System.out.printin("Usage: java Caesar (-d | -e) key");
System.exit(1);
}
}

Hereis theresultof aninitial run of the program.Firstis themessagde (aquotationfor Ec-

clesiastes)ollowedby encryptionby thekey 3, andthenby encryptionfollowedby decryption
(both usingthe samekey), shaving that the original messageesults. An simple analysisof

theciphertext would showv a distribution of lettersthatwould immediatelyleadto breakingthe
code.Noticealsothattheplaintext andciphertext bothendin doubleletters(ll andoo).

% cat message.text

i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skKill but

time and chance happeneth to them all.

% java Caesar -e 3 < message.text

| uhwxughg, dqg vdz xqghu wkh vxq, wkdw wkh udfh v grw wr wkh vzliw,
gru wkh edwwoh wr wkh vwurgj, ghlwkhu bhw euhdg wr wkh zlvh, qru bhw
ulfkhv — wr phg ri  xqghuvwdqglgj, gru bhw idyrxu wr phg ri vnloo; exw
wiph dqg fkdgfh  kdsshghwk wr wkhp doo.

% java Caesar -e 3 < message.text | java Caesar -d 3
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i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skKill but
time and chance happeneth to them all.

Noticethattheciphertext anddecryptedlaintext bothhave all theoriginal punctuatiorcharac-
ters,makingit eveneasierto breakthe system.A morereasonableystemwould dropall such
punctuationcharactergrom the ciphertext. The onemustbreakthe decryptedciphertet into
separatevords— ataskthatis nothardfor English.Hereis arun of the programthathasbeen
alteredto discardall charactergxceptfor lower-casdetters.The nal versionof the message
showvs thewordsruntogether

% java Caesar2 -e 3 < message.text

luhwxughgdqgvdzxqghuwkhvxqwkdwwkhudfhlvgr wwrwkhvzliwg ruwkhe dwwo

hwrwkhvwurgjghlwkhubhweuhdgwrwkhzlvhgrubh
qglgjgrubhwidyrxuwrphgrivnlooexwwlphdggfk

% java Caesar2 -e 3 < message.text |
ireturnedandsawunderthesunthattheraceisno
etothestrongneitheryetbreadtothewisenorye
ndingnoryetfavourtomenofskillbuttimeandch

java

wulfkh vwrphqg rixqgh uvwd
dgfhkd sshghw kwrwkh pdoo

Caesar2 -d 3

ttothe swiftn ortheb attl
triche stomen ofunde rsta
anceha ppenet htothe mall
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Beale Cipher

Referred to from page 67.

Hereis a Javaimplementatiorof the Bealecipher As with the Caesacipher theprogranreads
the input messagdrom the standardnput and outputsthe ciphertext on the standardoutput.
However, this programalsoreadsa le to useasthe key: keyl.text in the rst runand
keyl.text in thesecondrun. The rst key le is very simple— justtheletterd repeated
over andover. This shaws thatthe Bealecipherincludesthe Caesarcipherasa specialcase.
Thesecondkey le is justanothemuotation(from B.F. Skinner).The programBeale.java
only usessuccessie lowercasdettersfrom akey le (anddiscardgheotherletters).

Java class: Beale

/I Beale.java: implement the Beale cipher
/I Usage: java Beale (-d | -e) keyFile
/I The program reads a separate file (keyFile) for the key or pad.

/I The message is just the standard input.
1 Caps and punctuation marks in the message remain unchanged.
1 Only lowercase letters are used in the key file/
import  java.io.*;
public class Beale ({
private Reader messin; // System.in  for message
private Reader keyln; /I keyFile for key file

/I Beale: constructor -- just open files
public  Beale(String keyFile) {
messin = new InputStreamReader(System.in);
try |
keyln = new FileReader(keyFile);
} catch (IOException e) {

System.out.printin("Exception opening  keyFile");
}
}
/I (en|de)crypt: just feed in opposite parameters
public  void encrypt() { translate(1); }
public  void decrypt() { translate(-1); }
/I translate: read keyFile and input, translate
private  void translate(int direction) {
char ¢, key_c;
while  ((byte)(c = getNextChar(messlin)) 1= 1) {
if (Character.isLowerCase(c)) {
/I fetch lowercase letter from key file
while  (ICharacter.isLowerCase(key_c = getNextChar(keylIn)))
¢ = rotate(c, ((direction*(key_c - 'a) + 26)%26);
}

System.out.print(c);
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}
}
/I getNextChar: fetches next char. Also opens input file
public char getNextChar(Reader in) {
char ch =" "5 [/ ="' ' to keep compiler happy
try {
ch = (char)in.read();
} catch (IOException e) {
System.out.printin("Exception reading character");
}
return  ch;
}
/I rotate: translate using rotation -- simpler  version
/I This just uses arithmetic on char types,
public  char rotate(char c, int key) {
int res = (c - 'a) + key + 26)%26 + 'a’;
return  (char)res;
}
/I main: check command, (en|de)crypt, feed in keyFile
public  static void main(String[] args) {
if (args.length 1= 2) {
System.out.printin("Usage: java Beale (-d | -e) keyFile");
System.exit(1);
}
Beale cipher = new Beale(args[1]);
if  (args[0].equals("-e")) cipher.encrypt();
else if (args[0].equals("-d")) cipher.decrypt();
else {
System.out.printin("Usage: java Beale (-d | -e) keyFile";
System.exit(1);
}
}

Herearetheresultsof arunof theprogramwherethekey le consistsof all letters’d”, sothat
is doesthe samerotationby 3 asthe previousexampleof the Caesacipher:
% cat message.text

i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skKill but

time and chance happeneth to them all.

% cat keyl.text

ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
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% java Beale
| uhwxughg,

-e keyl.text < message.text
dgg vdz xqghu wkh vxq,

wkdw wkh udfh

v grw wr wkh vzliw,

gru wkh edwwoh wr wkh vwurgj, ghlwkhu bhw euhdg wr wkh zlvh, qru bhw
ultkhv  wr phg ri  xqghuvwdqglqj, gru bhw idyrxu wr phg ri  vnloo; exw
wiph dqg fkdgfh  kdsshghwk wr wkhp doo.

% java Beale -e keyl.text < message.text | java Beale -d key.text

i returned, and saw under the sun, that the race is not to the swift,

nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skKill but

time and chance happeneth to them all.

Notice that the ciphertext and decrptedplaintext hasall the original punctuationcharacters,
makingit easiero breakthe system.Hereis a run of a variationof the programthatdiscards

all charactersxceptfor lower-casdetters:

% java Beale2 -e keyl.text < message.text
luhwxughgdqgvdzxqghuwkhvxqwkdwwkhudfhlvgr
hwrwkhvwurgjghlwkhubhweuhdgwrwkhzlvhqgrubh
qglgjgrubhwidyrxuwrphgrivnlooexwwlphdggfk

% java Beale2 -e keyl.text < message.text
ireturnedandsawunderthesunthattheraceisno
etothestrongneitheryetbreadtothewisenorye
ndingnoryetfavourtomenofskillbuttimeandch

Finally, hereis a real run with anactualnon-trivial key le: key2.text

wwrwkhvzliwg ruwkhe dwwo
wulfkh vwrphqg rixqgh uvwd
dgfhkd sshghw kwrwkh pdoo

| java Beale2 -d keyl.text
ttothe swiftn ortheb attl
triche stomen ofunde rsta
anceha ppenet htothe mall

. Recallthat without

knowing the text of the key le, this would be very dif cult to cryptanalyze(break). For
example,asbefore themessagendswith doubleletters:ll . However, thistimetheciphertext

endswith two differentletters:gp.

% cat key2.text
A Golden Age, whether of art or music or science or peace or
plenty, is out of reach of our economic and governmental techniques.
something may be done by accident, as it has from time to time in the
past, but not by deliberate intent. At this very moment enormous
numbers of intelligent men and women of good will are trying to build a
better  world. But problems are born faster than they can be solved.
% java Beale -e key2.text < message.text
w chxhxrak, egk wrk znuxf kty kcp, hysv blr teqv xw ngx hf isi fpgnl,
bik hmv favazj hi klg ggfavi, nrizvzv. prf fexao ms vor eymi, fgf kim
ygpngs rp ghb bj vidgtaweawifo, gvr gk tmowgv mc fmz sn fdppa; bmm
ucfr oge akeykf Irpiivrml gh malu sgp.
% java Beale -e key2.text < message.text | java Beale -d key2.text
i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skKill but
time and chance happeneth to them all.

Hereasbeforeis arunthatdiscardghe punctuatiorcharacters:
% java Beale2 -e key2.text < message.text
wchxhxrakegkwrkznuxfktykcphysvblrteqvxwng xhfisi  fpgnlb ikhmvf avaz
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jhiklgggfavinrlzvzvprffexaomsvoreymifgfki myqgpngsrpghb bjvidg tawe
awifogvrgjktmowgvmcfmzsnfdppabmmucfrogeak eykflr  piivrm Ighmal usgp
% java Beale2 -e key2.text < message.text | java Beale2 -d key2.text
ireturnedandsawunderthesunthattheraceisno ttothe swiftn ortheb attl
etothestrongneitheryetbreadtothewisenorye triche stomen ofunde rsta

ndingnoryetfavourtomenofskillbuttimeandch anceha ppenet htothe mall



Program 111.10.c
Generating a One-Time Pad

Referred to from page 69.

Hereis a Java programwhich, when executed,generates unique Postscript le that will
print two copiesof 1000randomlettersfor a one-timepad. This programis just for simple
demonstratiorpurposesandwould not be suitablefor applicationsbecausef weaknessem
therandomnumbergeneratoandits seed A programfor actualusewould needa moresecure
generatowith atleasta 128-bitseedmadeup from variousrandominputs.

. Java class: Pad - .
/I Pad.java: generate  Postscript code to print a one-time pad

import  java.text.DecimalFormat;

public class Pad {
static DecimalFormat  twoDigits = new DecimalFormat("00");
static char] let =

{A'B',CDE''F,GHI'], ‘KL UM,
'N','O','P''Q",'R",'S",'T"'U",'V',/W', XYy o LVzvoo
static int xCoord = 0, yCoord = 0, lineCount = 0;
public  static void main (String[] args) {
System.out.printin("%!PS-Adobe-2.0");
System.out.printin("/Courier-Bold findfont 14 scalefont setfont™);
System.out.printin("/onepad {";
for (nt i =0; i < 20; i++) {
System.out.printin("0 " + yCoord + " moveto");
System.out.print("(" + twoDigits.format(lineCount) + ",
for (nt j =0; j <50; j++) {
System.out.print(oneLet());
if (%5 == 4) System.out.print(" ")
if (%10 == 9) System.out.print(" ");
}
System.out.printin(") show");
yCoord -= 15;
if  (lineCount == 9) System.out.printin();
if  (lineCount%5 == 4) yCoord -= 15;
lineCount++;
}
System.out.printin("}def");
System.out.printin("gsave 30 750 translate onepad grestore");
System.out.printin("gsave 30 360 translate onepad grestore");
System.out.printin("10 390 moveto");
System.out.print ("(z===========t=e=a=r===h=e=r=e=======") ;
System.out.printin("=======t=e=a=r===h=e= r=e=== =======) show");

System.out.printin("showpage");
} /I end of main

private  static char oneLet() { return let[(int)(Math.random()*26)];}
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Hereis typical outputof theprogram aPostscriptle. (It will have differentrandomcharacters

in it eachtimeit is generatedby executingthe Java program.)

%!PS-Adobe-2.0
/Courier-Bold
/onepad {

0 0 moveto
(00 XLCWTHzZTC
0 -15 moveto

(01 XUMVSSRMGB
0 -30 moveto

(02 DXCBRFMARY
0 -45 moveto

findfont

HUTXA GQAUN
SPSDI UAFYO

MOLURCDJVT

(03 QSWIHHNWRC FQQHMZEKJP

0 -60 moveto
(04 KJIKJE NGKDD
0 -90 moveto
(05 CZLFWHYSTM
0 -105 moveto
(06 ZIWQC TYERS
0 -120 moveto
(07 OIUMF LCZHA
0 -135 moveto
(08 ZOHEWJIRWPC
0 -150 moveto
(09 YAKMAYJIVYY

0 -180 moveto
(10 NPNVYVACCU
0 -195 moveto
(11 UBSOTFSRSM
0 -210 moveto
(12 VPVSF RSXSQ
0 -225 moveto
(13 BEFIF UIEVB
0 -240 moveto
(14 IPAOV IHDQA
0 -270 moveto
(15 1IYCMO WUPZM
0 -285 moveto
(16 XYCZU AKGWK
0 -300 moveto
(17 DKZSJ SIMPP
0 -315 moveto
(18 RSBTMXROFG
0 -330 moveto
(19 ZTRPC HHVJO
}def

gsave 30 750 translate
gsave 30 360 translate

NYMYPNRNHK

YGDBNGVAZE

UZGSSEGOVX

CGMYKLPLMU

14 scalefont

setfont

FXCUI QFBVW
CQYHQCYSHU
MACWTIRFVP

URILH THNSY
KRIOX TIFSY

RFCQY YFHLC
KGXJV AONYN

CIMHZ WBVHD

BHFRZ MEYBW SHFPQDYQFH

HSAZB SMILL

YWOFWGLHTO
BLDEC IXQDZ
UMOMQGJICY
UGWZJENOLD
VENRDRCFLR
OFPJWZUUDB
ZPEMS TAQLE
EAFSS KNBOO
MPGJT HIEIZ
BPXHL UGNLP

onepad
onepad

WMHAJKMYNO

TOUPSLRLOV
STPAJ YOMBO
BIJXE QQDFF
CTNBD JWKCR
ZRTOWNIHWY
QZIHP RNQTT
KKIYG UANUN
OATKY UKMYP
XRSNNFIRYQ

CLVUN DTGZI

grestore
grestore

DKAPS SXKHK
UCATL HLDKZ
DZBBY ZTFZG
TLMWACWYJV
TGYRSHZLTQ
OGLHYOEBNB
HXZCRRLUSN
JXNZJ CJLSN
ARDQI UAHOC

YHTXY GIISP

SZWBLWYNJO
CGIAD HUTHZ
BHOGGRCTXO

JTIKX DIRYK

XBLLP LTHFO
XWFGRLRMOL
HCUUL YYKPF
AWOWYAELZ

MCEBAYRBTU
QDQIS EHIBB

SXXBR EJKQH
PJVFL HENCU
OAQKRLZPBF

CVYQCOMCIP

NOHCZSZSZS
JAURL MCRNY
KIRMC QINMZ

WUZPHHGTAU

TGWQXWWRHY QSBMDIWSMQ

UMTDSANATC

ZNTPP NZVTX

NZPGSELIHP

DANSQYUYGT
KPZCD BUYMT

JWWAQLRBV

)
)

)
)
)
)
)
)
)
)

AFGGRBYVQY RXCFVCBBUO )

NTCBMEDBRG ZQUOYPFZHO )

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show

show
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10 390 moveto
(F===========t=e=a=r===h=e=r=e t =e=a=r ===h=e =r=e== ========) show
showpage

Hereis the pagethat will be generatedy the above Postscriptprogram(shrunkto 60% of
normalsize).

00 XLCWT HZZTC HUTXA GQAUN FXCUI QFBVW DKAPS SXKHK XBLLP LTHFO
01 XUMVS SRMGB SPSDI UAFYO CQYHQ CYSHU UCATL HLDKZ XWFGR LRMOL
02 DXCBR FMARY MOLUR CDJVT MACWT IRFVP DZBBY ZTFZG HCUUL YYKPF
03 QSWIH HNWRC FQQHM ZEKJP URILH THNSY TLMWA CWYJV AWOWY IAELZ
04 KIKJE NGKDD NYMYP NRNHK KRIOX TIFSY TGYRS HZLTQ MCEBA YRBTU

05 CZLFW HYSTM YGDBN GVAZE RFCQY YFHLC OGLHY OEBNB QDQIS EHIBB
06 ZIWQC TYERS UZGSS EGOVX KGXJV AONYN HXZCR RLUSN SXXBR EJKQH
07 OIJMF LCZHA CGMYK LPLMU CIMHZ WBVHD JXNZJ CIJLSN PJVFL HENCU

08 ZOHEW JRWPC BHFRZ MEYBW SHFPQ DYQFH ARDQI UAHOC OAQKR LZPBF
09 YAKMA YJVYY HSAZB SMILL WMHAJ KMYNO YHTXY GIISP CVYQC OMCIP

10 NPNVY VACCU YWOFW GLHTO TOUPS LRLOV SZWBL WYNJO NOHCZ SZSZS
11 UBSOT FSRSM BLDEC IXQDZ STPAJ YOMBO CGIAD HUTHZ JAURL MCRNY
12 VPVSF RSXSQ UMOMQ KGJCY BIIXE QQDFF BHOGG RCTXO KJRMC QINMZ
13 BEFIF UIEVB UGWZJ ENOLD CTNBD JWKCR JTIKX DIRYK WUZPH HGTAU

14 IPAQV IHDQA VENRD RCFLR ZRTOW NIHWY TGWQX WWRHY QSBMD IWSMQ

15 IYCMO WUPZM OFPJW ZUUDB QZIHP RNQTT UMTDS ANATC DANSQ YUYGT
16 XYCZU AKGWK ZPEMS TAQLE KKIYG UANUN ZNTPP NZVTX KPZCD BUYMT
17 DKZSJ SIMPP EAFSS KNBOO OATKY UKMYP NZPGS ELIHP JWWAQ ILRBV
18 RSBTM XROFG MPGJT HIEIZ XRSNN FIRYQ AFGGR BYVQY RXCFV CBBUO
19 ZTRPC HHVJO BPXHL UGNLP CLVUN DTGZI NTCBM EDBRG ZQUOY PFZHO

——=—=—=—=—=—=—=—=—=—ct=e=g=rf===h=e=r=e========—===—==c=t=e=g=r===h=e=r=e==========

00 XLCWT HZZTC HUTXA GQAUN FXCUI QFBVW DKAPS SXKHK XBLLP LTHFO
01 XUMVS SRMGB SPSDI UAFYO CQYHQ CYSHU UCATL HLDKZ XWFGR LRMOL
02 DXCBR FMARY MOLUR CDJVT MACWT IRFVP DZBBY ZTFZG HCUUL YYKPF
03 QSWIH HNWRC FQQHM ZEKJP URILH THNSY TLMWA CWYJV AWOWY IAELZ
04 KIJKJE NGKDD NYMYP NRNHK KRIOX TIFSY TGYRS HZLTQ MCEBA YRBTU

05 CZLFW HYSTM YGDBN GVAZE RFCQY YFHLC OGLHY OEBNB QDQIS EHIBB
06 ZIWQC TYERS UZGSS EGOVX KGXJV AONYN HXZCR RLUSN SXXBR EJKQH
07 OIJMF LCZHA CGMYK LPLMU CIMHZ WBVHD JXNZJ CIJLSN PJVFL HENCU

08 ZOHEW JRWPC BHFRZ MEYBW SHFPQ DYQFH ARDQI UAHOC OAQKR LZPBF
09 YAKMA YJVYY HSAZB SMILL WMHAJ KMYNO YHTXY GIISP CVYQC OMCIP

10 NPNVY VACCU YWOFW GLHTO TOUPS LRLOV SZWBL WYNJO NOHCZ SZSZS
11 UBSOT FSRSM BLDEC IXQDZ STPAJ YOMBO CGIAD HUTHZ JAURL MCRNY
12 VPVSF RSXSQ UMOMQ KGJCY BIIXE QQDFF BHOGG RCTXO KJRMC QINMZ
13 BEFIF UIEVB UGWZJ ENOLD CTNBD JWKCR JTIKX DIRYK WUZPH HGTAU

14 IPAQV IHDQA VENRD RCFLR ZRTOW NIHWY TGWQX WWRHY QSBMD IWSMQ

15 IYCMO WUPZM OFPJW ZUUDB QZIHP RNQTT UMTDS ANATC DANSQ YUYGT
16 XYCZU AKGWK ZPEMS TAQLE KKIYG UANUN ZNTPP NZVTX KPZCD BUYMT
17 DKZSJ SIMPP EAFSS KNBOO OATKY UKMYP NZPGS ELIHP JWWAQ ILRBV
18 RSBTM XROFG MPGJT HIEIZ XRSNN FIRYQ AFGGR BYVQY RXCFV CBBUO
19 ZTRPC HHVJO BPXHL UGNLP CLVUN DTGZI NTCBM EDBRG ZQUOY PFZHO




Program 111.10.d
Circles for a One-Time Pad

Referred to from page 69.

Herearetwo circlesfor usein creatingarotatingtool for makinguseof one-timepadcharacters.
Eachimagehasbeenshrunkby 60%.

Outer letters belong to the ciphertext or to the pad.

0
% 72 A g 2

Attach smaller circle here.

o

4~ A

Place arrow of inner circle on pad character.
To encrypt, follow inner circle plaintext letter to outer circle ciphertext letter.

To decrypt, follow outer circle ciphertext letter to inner circle plaintext letter.
Copyright O 2003 by Neal R. Wagner. All rights reserved.
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] Inner letters are
plaintext characters

o

(Cut along dashed line.)
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Hereis Postscripsourceto createthe largercircle (atfull size):

%!PS-Adobe-2.0

/Ir 360 26 div def

finch  { 72 mul} def

/Tempstr 2 string  def

/radius 225 def

[circleofLetters {

(A ® (€ O B F © ¢H O O
®K O M N ©O P Q R (5 M
L VM W X X @

Jary exch def %the array of Iletters

0125 %from 0 to 25 in steps of 1
/ind exch def %the for loop value
frind ind 0 eq {0} {26 ind sub} ifelse def

gsave
ind r mul neg rotate % rotate by (for loop value)*360/26
/Helvetica-Bold findfont 23 scalefont setfont
ary ind get stringwidth pop 2 div neg radius 5 sub moveto
ary ind get show
% convert ind to string, store in Tempstr, using cvs
ind Tempstr cvs stringwidth pop 2 div neg radius 25 add moveto

ind Tempstr cvs show
3 setlinewidth
0 radius 30 sub moveto 0 20 rlineto stroke

grestore
} for
}def
[circles {

3 setlinewidth
newpath 0 O radius 20 sub 0 360 arc stroke
newpath 0 0 6 O 360 arc stroke

} def

/Helvetica-Bold findfont 15 scalefont setfont

40 80 moveto (Place arrow of inner circle on pad character.) show
/Helvetica-Bold findfont 15 scalefont setfont

40 60 moveto (To encrypt, follow inner circle plaintext) show

( letter to outer circle ciphertext letter.) show
/Helvetica-BoldOblique findfont 15 scalefont setfont

40 40 moveto (To decrypt, follow outer circle ciphertext) show

( letterto inner circle plaintext letter.) show
/Helvetica-BoldOblique findfont 15 scalefont setfont

130 700 moveto (Outer letters belong to the ciphertext or to the pad) show

85 inch 2 div 11 inch 2 div translate
-90 20 moveto (Attach  smaller circle here.) show
circleofLetters circles showpage
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Hereis Postscripsourceto createthe smallercircle (atfull size):

%!PS-Adobe-2.0

/Ir 360 26 div def
finch  { 72 mul} def
/Tempstr 2 string  def

/Helvetica-Bold findfont 18 scalefont setfont
/radius 120 def
[circleofLetters {

»w ® © ® E & © H O O
K O M N © P Q R (5 M
U M W X ) @]

Jlary exch def %the array of Iletters

0125 %from 0 to 25 in steps of 1

/ind exch def %the for loop value

gsave
ind r mul neg rotate % rotate by (for loop value)*360/26
ary ind get stringwidth pop 2 div neg radius 30 add moveto
ary ind get show
% convert ind to string, store in Tempstr, using cvs
ind Tempstr cvs stringwidth pop 2 div neg radius 10 add moveto
ind Tempstr cvs show
3 setlinewidth
0 radius 50 add moveto 0 20 rlineto stroke

grestore
} for
}def
[circles {

3 setlinewidth

0 O radius 60 add 0 360 arc stroke

0 0 6 0 360 arc stroke

1 setlinewidth

0 O radius 80 add 0 360 arc [5 3] O setdash stroke
} def
/arrowhead  {

newpath 0 radius 78 add moveto

-5 -12 rlineto 10 O rlineto closepath  fill

} def

8.5 inch 2 div 11 inch 2 div translate
circleofLetters circles arrowhead
/Helvetica-Bold findfont 13 scalefont setfont
-45 50 moveto (Inner letters are) show

-60 35 moveto (plaintext characters) show

-80 -50 moveto (Set arrow on pad character) show
-75 radius 100 add neg moveto ((Cut along dashed line.))show
showpage



Program I[V.14.a
RSA Implementation

Referred to from page 90.

This Javaimplementatiorof the basicRSA cryptosystemusesthe Java Biginteger  library
class. This is just a “skeleton” implementatiorthat createskeys from scratchand usesthem,
but doesnot save keysto a le for repeatedise,or fetch suchkeys from the le. For further
commentsabouttheimplementationseethe chapteron the RSA cryptosystem.

This codeimplementsRSA using3 Java classes:

RSAPublickey : The dataandmethodsneededor RSA public keys, with the modu-
lus andexponent , alongwith a usernameo keepthe keys straight. The important
methodsareencryptionandveri cation.

RSAPrivateKey : This extendsthe previous classto addthe primes and , andthe
decryptionexponent asdatamembersimportantmethodsncludedecryptionandsign-
ing, alongwith key generation.

RSATest : A classto testout the systemwith realistickey sizes(1024bits).

Java class: RSAPublicKey
/I RSAPublicKkey: RSA public  key

import  java.math.*; /l for Biginteger

public class RSAPublickey {
public  Biglnteger n; /[ public modulus
public  Biglnteger e = new Biginteger("3"); /I encryption exponent
public  String userName; // attach name to each public/private key pair

public  RSAPublicKey(String name) {
userName = name;

}

/I setN: to give n a value in case only have public key
public  void setN(Biginteger newN) {
n = newN;

}

/I getN: provide n
public  Biglnteger getN() {
return  n;

}

/I RSAEncrypt: just raise mto power e (3) mod n
public  Biglnteger RSAEnNcrypt(Biginteger m) {
return  m.modPow(e, n);

}



14. The RSA Cryptosystem 247

/I RSAVerify:  same as encryption, since RSAis symmetric
public  Biglnteger RSAVerify(BigInteger s) {
return  s.modPow(e, n);

}

Java class: RSAPrivateKey
/I RSAPrivateKey: RSA private key

import  java.math.*; /I for Biginteger

import  java.util.*; /I for Random

public class RSAPrivateKey extends RSAPublicKey{
private  final Biginteger TWO= new Biginteger("2");
private  final Biglinteger THREE = new Biginteger("3");

private Biglnteger p; /I first prime
private Biglnteger q; /I second prime
private Biglinteger d; /I decryption exponent

public  RSAPrivateKey(int size, Random rnd, String name) {

super(name); generateKeyPair(size, rnd);
}
public  void generateKeyPair(int size, Random rnd) { // size = n (bits)
/I want sizes of primes close, not too close (10-20 bits).
int sizel = size/2;
int size2 = sizel;
int  offsetl = (int)(5.0*(rnd.nextDouble()) + 5.0);
int offset2 = -offsetl;
if  (rnd.nextDouble() < 05) {
offsetl = -offsetl; offset2 = -offset2;
}
sizel += offsetl; size2 += offset2;
/I generate two random primes, so that p*q = n has size bits
Biglnteger pl = new BiglInteger(sizel, rnd); /[ random int
p = nextPrime(pl);
Biglnteger pM1 = p.subtract(Biginteger.ONE);
Biglnteger ql = new BiglInteger(size2, rnd);
q = nextPrime(ql);
Biglnteger gM1 = g.subtract(Biginteger.ONE);
n = p.multiply(q);
Biginteger phiN = pM1.multiply(qM1); Il (p-1)*(g-1)
Biglnteger e = THREE;
d = e.modInverse(phiN);
}
/I nextPrime: next prime p after x, with p-1 and 3 relatively prime
public  Biglnteger nextPrime(Biginteger x) {
if  ((x.remainder(TWO)).equals(Biglnteger. ZEROQ))
x = x.add(Biglnteger.ONE);
while(true) {
Biginteger xM1 = x.subtract(Biginteger.ONE);
if  (I(xM1.remainder(THREE)).equals(Bigintege r.ZERO))

if (x.isProbablePrime(10)) break;
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X = x.add(TWO);
}

return X;

}

/I RSADecrypt:  decryption function
public  Biglnteger RSADecrypt(Biginteger c) {
return  c.modPow(d, n);

}

/I RSASign: same as decryption for RSA (since it is a symmetric PKC)
public  Biginteger RSASign(Biginteger m) {
return  m.modPow(d, n);

}
public  Biglnteger RSASignAndEncrypt(Biginteger m, RSAPublickey other) {
/I two ways to go, depending on sizes of n and other.getN()
if  (n.compareTo(other.getN()) > 0)
return  RSASign(other.RSAEnNcrypt(m));
else
return  other.RSAEncrypt(RSASign(m));
}
public  Biginteger RSADecryptAndVerify(Biginteger c,
RSAPrivateKey other) {
/I two ways to go, depending on sizes of n and other.getN()
if  (n.compareTo(other.getN()) > 0)
return  other.RSAVerify(RSADecrypt(c));
else
return  RSADecrypt(other.RSAVerify(c));
}

Java class: RSATest
/I RSATest: Test RSA Implementation

import  java.math.*; /I for Biginteger
import  java.util.*; /I for Random
public class RSATest {

public  static void main(String[] args) {

Random rnd = new Random();

Biglnteger m, ml, m2, m3, ¢, s, sl;

RSAPrivateKey alice = new RSAPrivateKey(1024, rnd, "Alice");

RSAPrivateKey  bob new RSAPrivateKey(1024, rnd, "Bob ");

m = new Biglnteger(
"12345678909876543210123456789098765432 10"
"12345678909876543210123456789098765432 10"
"12345678909876543210123456789098765432 10"
"12345678909876543210123456789098765432 10"
"12345678909876543210123456789098765432 10"
"12345678909876543210123456789098765432 10");

System.out.printin("Message m:\n"  + m + "\n");

System.out.printin("ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:");

+ o+ 4+ + o+
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¢ = bob.RSAEncrypt(m); /I Using Bob's public key

System.out.printin("Message encrypted with Bob's public key\n" +
c + "\n");
m1 = bob.RSADecrypt(c); /I Using Bob's private key
System.out.printin("Original message back, decrypted:\n" +
ml + "\n");
System.out.printin("ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:");
s = alice.RSASign(m); /I Using Alice's private key
System.out.printin("Message signed with Alice's private key:\n"  +
c + "\n");
m2 = alice.RSAVerify(s); /I Using Alice's public  key
System.out.println("Original message back, verified:\n" +
m2 + "\n");
System.out.printin("BOB SIGNS AND ENCRYPTSm FOR ALICE;" +

"\n ALICE VERIFIES SIGNATURE AND DECRYPTS:");
¢ = bob.RSASignAndEncrypt(m, alice);

System.out.printin("Message signed and encrypted,” +
"\n using Bob's secret key and Alice's public  key:\n"  +
c + "\n");

m3 = alice.RSADecryptAndVerify(c, bob);

System.out.println("Original message back, verified and decrypted,” +
"\n using Alice's secret key and Bob's public key\n" + ml);

}
}
A TestRun.

Hereis arun of theabove testclass shaving simpleencryption signing,anda combinationof
signingandencryption.Unix commandsippeain boldface

% javac RSAPublicKey.java

% javac RSAPrivateKey.java

% javac RSATest.java

% java RSATest

Message m:

12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:

Message encrypted with Bob's public key:
62338756536275274055771318329829439484290 498199 206374 359259 4
44456444183746063611277765645687653080996 007539 767783 570672 0
97550310709151239484482397342961941222798 931805 385960 988970 5
83363859060382941407291248842144413656024 522636 774277 708803 5
32079785763866972644702312183856303089419 861713 806288 488753 4
61181488

Original message back, decrypted:
12345678909876543210123456789098765432101 234567 890987 654321 0
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12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0

ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:

Message signed with Alice's
43937218657097546876935199771978159837318
48969021053734725233701441035596141299351
27301613351264122145743822642815234624613
82036781895678243991158862217920299328066
47748781553219047207889000050867990141337
31991525

Original message back, verified:

12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

BOB SIGNS AND ENCRYPTSm FOR ALICE;

private key:

201212 446313 948230 7
045669 267129 491245 3
789843 360005 067184 6
514576 707842 515867 5
788688 433651 113089 8

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0

ALICE VERIFIES SIGNATUREAND DECRYPTS:

Message signed and encrypted,

using Bob's secret key and Alice's
27334368604128703558213193949827019828348
46086839430318466863049866432840181599919
15859154381075648385363993421653018918793
62581152691427815441272294921259088510237
05368973730250834795504007563891922299697
74601320

Original message back, verified

using Alice's secret key and Bob's
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

public  key:

248292 596875 681512 7
878918 036067 906871 2
076693 023041 089609 0
350977 263534 672355 5
420556 823064 897186 6

and decrypted,
public  key:

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0



Program 1V.14.b
Faster RSA, Using Chinese Remainder
Theorem

Referred to from page 92.

Hereis analteredimplementatiorof the RSA cryptosystemusingthe the ChineseRemainder
Theorem(CRT) to speedup decryption.Pleaseaefer rst to thebasicRSA asdescribedn the
main RSA sectionandthento the descriptionof this versionof RSA. Additionsandchanges
relatedto the fasteimplementatiorarehighlightedin boldface

Java class: RSAPublicKey
/I RSAPublicKkey: RSA public  key

1 See the listing in the previous section for this class.

Java class: RSAPrivateKeyFast
/I RSAPrivateKeyFast: RSA private key, wusing fast CRT algorithm

import  java.math.*; /I for Biginteger

import  java.util.*; /[ for Random

public class RSAPrivateKeyFast extends RSAPublicKey{
private  final Biglinteger TWO= new Biginteger("2");
private  final Biginteger THREE = new Biginteger("3");

private Biglnteger p; /I first prime
private Biglinteger q; /I second prime
private Biginteger d; /I decryption exponent

private Biglnteger pl, pM1, g1, gM1, phiN; // for key generation
private Biginteger dp, dg, c¢2; /I for fast decryption

public  RSAPrivateKeyFast(int size, Random rnd, String name) {
super(name); generateKeyPair(size, rnd);
}
public  void generateKeyPair(int size, Randomrnd) { // size =n
/I want sizes of primes close, not too close, 10-20 bits apart.
int sizel = sizel2;
int size2 = sizel,;
int  offsetl = (int)(5.0*(rnd.nextDouble()) + 5.0);
int offset2 = -offsetl;
if  (rnd.nextDouble() < 05 {
offsetl = -offsetl; offset2 = -offset2;
}
sizel += offsetl; size2 += offset2;
/I generate two random primes, so that p*q = n has size bits
pl = new BiglInteger(sizel, rnd); // random int
p = nextPrime(pl);
pM1 = p.subtract(Biginteger.ONE);

gl new Biglnteger(size2, rnd);
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q = nextPrime(ql);

gM1 = g.subtract(Biginteger.ONE);

n = p.multiply(q);

phiN = pM1.multiply(qM1); Il (p-1)*(g-1)
d = e.modInverse(phiN);

/I remaining stuff needed for fast CRT decryption
dp d.remainder(pM1);
dq d.remainder(gM1);
c2 p.modinverse(q);

}

/I nextPrime: next prime p after x, with p-1 and 3 rel prime
public  Biglnteger nextPrime(Biginteger x) {
if  ((x.remainder(TWO)).equals(Biginteger. ZERO))
X = x.add(BigInteger.ONE);
while(true) {
Biginteger xM1 = x.subtract(Biginteger.ONE);
if (!(xM1l.remainder(THREE)).equals(Bigintege r.ZERQO))
if  (x.isProbablePrime(10)) break;
X = x.add(TWO);
}

return X;

}

/I RSADecrypt: decryption function, <b>fast CRT version</b>
public  Biglnteger RSADecrypt(Biginteger c) {

/I See 14.71 and 14.75 in Handbook of Applied Cryptography,
I by Menezes, van Oorschot and Vanstone

Biglnteger cDp = c.modPow(dp, p);

Biginteger cDg = c.modPow(dq, Q);

Biglnteger u = ((cDg.subtract(cDp)).multiply(c2)).rem ainder (q);
if  (u.compareTo(BigInteger.ZEROQ) < 0) u = u.add(q);
return  cDp.add(u.multiply(p));

}

/I RSASign: same as decryption for RSA (since it is a symmetric PKC)
public  Biginteger RSASign(Biginteger m) {
/I return  m.modPow(d, n);

return  RSADecrypt(m); /[ use fast CRT version
}

public  Biginteger RSASignAndEncrypt(Biginteger m,
RSAPublickey other) {
/I two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)
return  RSASign(other.RSAEnNcrypt(m));
else
return  other.RSAEncrypt(RSASign(m));
}

public  Biglnteger RSADecryptAndVerify(Biginteger c,
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RSAPrivateKeyFast other) {
/I two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)
return  other.RSAVerify(RSADecrypt(c));
else
return  RSADecrypt(other.RSAVerify(c));

Java class: RSATestFast
/I RSATestFast: Test Fast RSA Implementation

import  java.math.*; /I for Biginteger

import  java.util.*; /[ for Random

public class RSATestFast {

public  static void main(String[] args) {

Random rnd = new Random();
Biginteger m, ml, m2, m3, ¢, S, sl;
RSAPrivateKeyFast alice = new RSAPrivateKeyFast(1024, rnd, "Alice");
RSAPrivateKeyFast bob = new RSAPrivateKeyFast(1024, rnd, "Bob ");

m = new Biginteger(

"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10");

System.out.printin("Message m:\n"  + m + "\n");

System.out.printin("ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:");

¢ = bob.RSAEncrypt(m); /I Using Bob's public key

System.out.printin("Message encrypted with Bob's public key\n" +
c + "\n");

ml = bob.RSADecrypt(c); /I Using Bob's private key

System.out.println("Original message back, decrypted:\n" + ml +"\n");

System.out.printin("ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:");

s = alice.RSASign(m); /I Using Alice's private key

System.out.printin("Message signed with Alice's private key:\n"  +
s + "\n");

m2 = alice.RSAVerify(s); /I Using Alice's public  key

System.out.printin("Original message back, verified:\n" + m2 + "\n");

System.out.printin("BOB SIGNS AND ENCRYPTSm FOR ALICE;" +

"\n ALICE VERIFIES SIGNATURE AND DECRYPTS:");
¢ = bob.RSASignAndEncrypt(m, alice);

System.out.printin("Message signed and encrypted,” +

"\n using Bob's secret key and Alice's public  key:\n" + ¢ +"\n");
m3 = alice.RSADecryptAndVerify(c, bob);
System.out.println("Original message back, verified and decrypted,” +

"\n using Alice's secret key and Bob's public key\n" + ml);

Hereis arun of theabove testclass shaving simpleencryption signing,anda combinationof
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signingandencryption.Unix commandsppeain boldface

% javac RSAPublicKey.java

% javac RSAPrivateKey.java

% javac RSATest.java

% java RSATest

Message m:
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:
public  key:

Message encrypted with Bob's
54340581367664807805701276287259968381366
76055675551642446923338739856103522009642
35539200998635905637447909288319457686182
48462594171529440296314258756692666524438
17324529232415115066386126259653390716812
70135287

Original message back, decrypted:

12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0

767413 365992 537733 5
194290 231400 444249 6
172061 813317 733063 4
783703 841869 144887 6
617231 192297 350676 0

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0

ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:

Message signed with Alice's
23999062709216358693836072721907187585572
78433405674437610180974128294642899357365
35667891043703227777233447498657899393572
78214986967876889715158405039121980012395
02599537126686740094713642278906949718569
5104040

Original message back, verified:

12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

BOB SIGNS AND ENCRYPTSm FOR ALICE;

private key:

596559 729003 884362 6
598718 364098 637290 0
056897 419835 871346 2
643624 344524 871519 9
271503 429410 980357 0

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0

ALICE VERIFIES SIGNATUREAND DECRYPTS:

Message signed and encrypted,

using Bob's secret key and Alice's
55568095448922845163395618641245097592442
35060799339089193918168630623276091270600
87044590317446418290761250228523269660222
80030103548023484747053340324451311160479
16581722483328379836357090859985177568861
11712970

public

key:

739125 869528 222428 2
353959 377537 049037 6
146752 849711 124221 9
401069 781901 832028 9
505716 724216 060404 6
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Original message back, verified and decrypted,
using Alice's secret key and Bob's public key:

12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101
12345678909876543210123456789098765432101

234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
234567 890987 654321 0
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Square Roots mod n = p*g

Referred to from page 94.

Hereis a programthat prints a tableof squarerootsmoduloa productof two primesRabin’s
cryptosystenmalkes useof squarerootsmodulon = p*q, wherep andq are primesboth
equalto 3 modulo4. The programbelow, however, workswith ary two primesandproduces
atableof all squareroots. Thosesquarerootswith a factorin commonwith eitherp or q are
showvn in thetablein bold italic.

Java class: SquareTable

/I SquareTable.java: create table of squares and square roots

public  class

SquareTable {

/I Link: to allow linked lists of square roots
private Link {
int /I square root entry
Link /I next link
}
private table; // table entry for each possible square
private p, g, n; // primes and product
/I SquareTable: constructor, passes in the primes
public  SquareTable(int pln, int qln) {
p =pln; g =gqln; n = p*;
table new Link[n];
}
/I buildTable: construct the table: array of linked lists
public  void buildTable() {
for i =1, i <n; i+ |

iSqgr =i %n;
link = new Link();

Link ptr;
if (table[iSqr] == null) {
table[iSqr] = link;

else {
ptr = table[iSqr];
while  (ptr.next I= null)
ptr = ptr.next;
ptr.next = link;
}
link.entry =i
link.next = null;
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/I printTable: print the table in HTML form

public  void printTable() {
boolean div; /I for entries with  either prime as divisor
System.out.printin("<table border>");
System.out.printin("<tr><th colspan=2>Numbers mod " + n +

=" +p+"™ + g+ "<th><tr>");

System.out.printin("<tr><th>Square</th>") ;
System.out.printin("<th>Square Roots</th></tr>");
System.out.printin("<tr><td></td><td></td ><ftr> ),

for (int j =1 j <n j+) |

div = false;
if (%p == 0| j%q == 0) div = true;
if (table[j] I= null) {
System.out.print("<tr><td>");
if  (div)
System.out.print("<font color=FF0000><i>" +

j + "<li></font>");
else
System.out.print(j);
System.out.print("</td><td>");

if  (div)
System.out.print("<font color=FF0000><i>");
Link loc = tablelj];
while  (loc !'= null) {
System.out.print(loc.entry);
if (loc.next I= null)
System.out.print(", ");
loc = loc.next;
}
if  (div)

System.out.print("</i></font>");
System.out.printin("</td></tr>");
}
}

System.out.printin("</table>");

}

/I main: feed in primes p and g from command line
public  static void main(String[] args) {
SquareTable squareTable = new SquareTable(
Integer.parselnt(args[0]), Integer.parselnt(args[1]));
squareTable.buildTable();
squareTable.printTable();

Hereis atablewithp = 7,q = 11,andn = p*q = 77. Noticethatthebold italic entries
all have either7 or 11 asafactor Notice alsothe symmetry:if s is a squareroot, thensois
n - s.
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Numbersmod 77=7*11
Square] SquareRoots
1 1,34,43,76
4 2,9,68,75

9 3,25,52,74
11 33,44

14 28, 49

15 13,20,57,64
16 4,18,59,73
22 22,55

23 10,32,45,67
25 5,16,61,72
36 6,27,50,71
37 24,31,46,53
42 14, 63

44 11, 66

49 7,70

53 19,30,47,58
56 21, 56

58 17,38,39,60
60 26,37,40,51
64 8,36,41,69
67 12,23,54,65
70 35,42

71 15,29,48,62




Program V.16.a
Linear Congruence Random Number
Generator s

Referred to from page 103.

This sectioncontainsanimplementatiorof several simplelinear congruenceandomnumber
generatorsysingthe JavaBiginteger  class.This makesthegeneratorslow, but eliminates
ary over ow problems.In practicethis methodis fastenoughfor mostapplications.
TheclassCongruence belon implementsaspeci ¢ generatowith inputmultiplier, modulus,
andseed.ThetheclassGenerators creates8 instance®f generatorwith differentvalues
for the multiplier and modulus. Notice that generatomumberO is the infamous*RANDU”
which shouldnotbeused.

Java class: Congruence
/I Congruence: linear congruence generators, all using Biginteger

import  java.math.*; /I for Biginteger
public class Congruence {
public Biglinteger k; /I multiplier
public Biginteger m; /[ modulus
public Biglnteger s; I/l seed
private Biginteger X; /I next generator value
private int rBits;
private  int twoToRBits; // 2ArBits
private Biginteger bigTwoToRBiIts;

/I Congruence: constructor starts  with multiplier, modulus and seed
public  Congruence(String ks, String ms, String ss) {

k = new Biginteger(ks);

m = new Biglinteger(ms);

s = new Biginteger(ss);

X = S;

/I System.out.printin("k: "+ k+", m" +m+" s " +5)

}

/I nextValue: cycle to the next Biglnteger value and return it
public  Biglnteger nextValue() {

x = (k.multiply(x)).mod(m);

return  X;

}

/I doubleValue: return  x/m as a double
public  double doubleValue() {
return  (x.doubleValue()) [ (m.doubleValue());
}
}

. Java class: Generators
/I Generators.java: a variety of random number generators
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congruence

at

specific

RNGs

once

RNG

import  java.math.*; /I for Biginteger
public class Generators {
public  Congruence cong[] = new Congruence[8]; /I linear
/I Generators: construct 8 linear  congruence generators
public  Generators(String seed) {
cong[0] = new Congruence("65539",
"2147483648", seed); // m= 2A31
cong[l] = new Congruence("16807",
"2147483647", seed); /| m= 2A31 - 1
cong[2] = new Congruence("40692",
"2147483399", seed); // m= 2A31 - 249
cong[3] = new Congruence("48271",
"2147483647", seed); // m= 2A31 - 1
cong[4] = new Congruence("62089911",
"2147483647", seed); /| m= 2A31 - 1
cong[5] = new Congruence("69069",
"4294967296", seed); // m= 2A32
cong[6] = new Congruence("31167285",
"281474976710656", seed); // m= 2A48
cong[7] = new Congruence("6364136223846793005",
"18446744073709551616", seed); // m= 2A64
}
/I nextValue: return next value of generator number i
public  Biginteger nextValue(int i) {
return  congl[i].nextValue();
}
/I doubleValue: return  double corresponding to value of gen i
public  double doubleValue(int iy {
return  cong[i].doubleValue();
}
/I stuff below is just to demonstrate each generator
public  static  void main(String]] args) {
int iCong = Integer.parselnt(args[0]); /I iCong =
String seed = args[1]; /I seed for the RNG
Generators gen = new Generators(seed);
System.out.printin("Generator: + iCong +
"k + gen.cong[iCong].k +
", m: " + gen.cong[iCong].m +
, S + gen.cong[iCong].s);
for (nt i =0; i < 4; i++) {
Biginteger X = gen.nextValue(iCong);
System.out.println(x + " 2"+ gen.doubleValue(iCong));
}
}

Hereis brief outputfrom eachgeneratarMore thoroughtestingappearsn alatersection.
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% java Generators
Generator: 0, k:
728203829
74155679
333550557
1333902231

% java Generators
Generator: 1, k
186742577
1108883372
1139744538
132318926

% java Generators
Generator: 2, k
452128812
535338671
2077084275
61700458

% java Generators
Generator: 3, k
536339081
1708414366
1350332739
1487990525

% java Generators
Generator: 4, k:
538750434
276008834
2053582492
665642739

% java Generators
Generator: 5 k
767425659
1131441535
605430195
656544599

% java Generators
Generator: 6, k:
346299703635
63576637476655
245552537051579
85713711193271
% java Generators
Generator: 7, k:

5547548633005734427
943960907862842303

3205834541165224339
1510653287195956183

0 11111

65539, m: 2147483648,
0.33909633243456483
0.03453142894431949
0.15532158175483346
0.6211466300301254

1 11111

16807, m: 2147483647,
0.08695878884147797
0.5163640587201175
0.5307349090141873
0.06161580144502958

2 11111

40692, m: 2147483399,
0.21053890903675387
0.24928652358816208
0.9672178494917436
0.028731518031166862

3 11111

48271, m: 2147483647,
0.24975234700820984
0.7955424332970485
0.6287976818293323
0.6928995836958752

4 11111

62089911, m: 2147483647,

0.2508752207508661
0.128526629008598
0.9562738672626548
0.30996405487412776
5 11111
69069, m: 4294967296,
0.17868021014146507
0.26343426085077226
0.1409627019893378
0.15286370157264173
6 11111

11111

11111

11111

11111

s: 11111

11111

31167285, m: 281474976710656, s:

0.001230303694068624
0.22586958961545278
0.8723778572473115
0.3045162742170895
7 11111
6364136223846793005,

m: 18446744073709551616,
0.3007332139936904
0.05117222335231413
0.17378863870802033
0.08189267879251122



Program V.16.b
Exponential and Normal Distrib utions

Referred to from page 103.

This sectiondemonstratesansformationgrom theuniformdistributionto the exponentialand
the normaldistributions. The versionof uniform distribution implementeds Knuth's method
with 2 seeds An appletplotsall threedistributions,using1000,10000,100000,and 1000000
points.Eachplot usess00intervalsovertherange althoughthe exponentialandnormaldistri-

butionsignorethe few pointsoutsidethe displayedrange.Sothe picturesat the endgive 500

vertical lines that representpproximately2, 20, 200, and 2000trials. In eachcasethe area
coveredby all thelinesis approximatelythe same.

. Java class: DistPlot . .
/I DistPlot: plot 3 random distributions: exponential, uniform, normal

import  java.applet.*;

import  java.awt.*;

import  java.awt.event.*;

public class DistPlot extends Applet implements  ActionListener{

int[] expC = new int[1000]; /I counter for nextExpDist

int[] unifC = new int[500]; /I counter for nextUniformDist

int[] normC = new int[500]; /I counter for nextNormalDist

double scale; /I scale factor for displaying distributions

int xStart = 50, yStart = 150; int xSide = 500;

boolean firstTime = true; // to paint axes the first time through

Button next0, nextl, next2, next3; // buttons
int iter; /I number of random points to plot

public  void init() {
setBackground(Color.white);

next0 = new Button("1000"); nextl = new Button("10000");
next2 = new Button("100000"); next3 = new Button("1000000");
next0.addActionListener(this); nextl.addActionListener(this);
next2.addActionListener(this); next3.addActionListener(this);

add(next0); add(nextl); add(next2); add(next3);
}

public  void paint(Graphics o) {
/I for exponential distribution

g.drawsString("Graph showing exponential distribution "o+
"with average 1", xStart, 50);
g.drawString("lterations: "+ iter, xStart + 350, 50);
g.drawLine(xStart, yStart, xStart + xSide, yStart);
for (nt i =0; i <=5; i++)
g.drawLine(xStart + i*xSide/5, yStart,
xStart  + i*xSide/5, yStart + 10);
for (nt i =0; i <=5; i++)

g.drawString(i*1 + "™, xStart + i*xSide/5 - 1, yStart + 23);
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/I for uniform  distribution
g.drawString("Graph showing uniform  distribution "+
"from 0 to 1", xStart, 200);
g.drawLine(xStart, yStart+150, xStart + xSide, yStart+150);
for (int i =0; i <= 10; i++)
g.drawLine(xStart + i*xSide/10, yStart+150,
xStart  + i*xSide/10, yStart + 10 +150);
for (nt i =0; i <=9; i++)
g.drawString("0." + i + "™ xStart + i*xSide/10 - 1,
yStart + 23 +150);
g.drawString("1", xStart  + 10*xSide/10 -1,
yStart + 23 +150);
/I for normal distribution
g.drawsString("Graph showing normal distribution "o+
"“from O to 1", xStart, 350);
g.drawLine(xStart, yStart+300, xStart + xSide, yStart+300);
for (int i =0; i <= 10; i++)
g.drawLine(xStart + i*xSide/10, yStart+300,
xStart  + i*xSide/10, yStart + 10 +300);
for (int i =0; i <= 10; i++)
g.drawString(i-5 + "™, xStart + i*xSide/10 -1,
yStart + 23 +300);
firstTime = false;
if  (ffirstTime) {
for(int dummy = 0; dummy < iter; dummy++) {
int i = (int)(100.0*nextExpDist());
if (i < 1000) expCl[i]++;
else expC[999]++;
unifC[(int)(500.0*nextUniformDist())]++;
double r = nextNormalDist();
int j = (int)( 50.0%r) + 250;
if (r <0.0) j = (int)( 50.0%*r) - 1 + 250;
if ( < 0) normC[0]++;
else if (j >= 500) normC[499]++;
else  normC[j]++;
}
/I exponential distribution
g.setColor(new Color(255, 0, 0)); red
for (int i = 0; i < 500; i++)
g.drawLine(xStart + i, yStart - 1,
xStart + i, yStart - (int)(expCli)/scale));
/I uniform  distribution
for (int i = 0; i < 500; i++)
g.drawLine(xStart + i, yStat - 1 + 150,
xStart + i, yStart - (int)(unifC[i]/scale)
/Il normal distribution
for (int i = 0; i < 500; i++)
g.drawLine(xStart + i, yStart - 1 + 300,
xStart + i, yStart - (int)(normCJi])/scale)

+ 150);

+ 300);



264 Program V.16.b

/I class variables used by nextUniformDist
long seedl (int)(200000000.0*Math.random());
long seed2 (int)(200000000.0*Math.random());
long seed3;
/I nextUniform: uniformly dist on the interval from 0 to 1
private  double nextUniformDist() {

long m = 2147483647;

long k1 = 2718283;

long k2 = 314159269;

seed3 = (kl*seedl - k2*seed2)%m;

if (seed3 < 0) seed3 += m;

seedl = seed2; seed2 = seed3;

return  (double)seed2 / (double)m;

}

/I nextExpDist: exponentially dist with average interarrival time =1
private  double nextExpDist() {
return  1.0*(-Math.log(nextUniformDist()));

}

/I class variables used by nextNormalDist
boolean nextNormal = true;

double saveNormal;

/I nextNormalDist: mean 0 and variance 1
I x1 = sqgrt(-2*log(ul))*cos(2*Pi*u2)

I x2 = sqgrt(-2*log(ul))*sin(2*Pi*u2)

private  double nextNormalDist() {

double ul, u2, x1, x2;
if  (nextNormal) {
ul = nextUniformDist(); u2 = nextUniformDist();
double temp = Math.sqrt(-2.0*Math.log(ul));
x1 = temp*Math.cos(2.0*Math.PI*u2);
x2 = temp*Math.sin(2.0*Math.PI*u2);

saveNormal = x2;
nextNormal = false;
return  x1;
}
else {
nextNormal = true;
return  saveNormal;
}
}
public  void actionPerformed(ActionEvent e) {
for (int i =0; i < 500; i++) {
expCl[i] = 0; expC[i + 500] = 0; unifC[i] = 0; normC[i] = 0;
if (e.getSource() == next0) {
iter = 1000; scale = 0.1;
}
else if (e.getSource() == nextl) {

iter = 10000; scale = 1.0;
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}

else if (e.getSource() == next2) {
iter = 100000; scale = 10.0;

}

else if (e.getSource() == next3) {
iter = 1000000; scale = 100.0;

}

repaint();

Theoutputof theaborve programhasnotbeenincludedherebecausd takesup alot of memory
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The logistic Lattice as a RNG

Referred to from page 110.

Theprogramin this sectionuseghelogisticlatticein two dimensiongo returnpseudo-random
double s.Basedonexperimentddescribedaterin this section this programsetsthe constants
NUto andNSTEPto . NSTEPis half the numberof iterations,sothelogistic equation
will beiterated  timesateachnode. With this valueof NU the givennumberof iterations
aresufcient to assurghateachnodewill Il completelywith noiseandbecomeandependent
of eachothernodeby thetime the codesuppliesnorerandomnumbers.The codebelov uses
all 9 double sateachstagetherebyincreasingef ciency by afactorof . (Eachnodewill be
independentf theothernodes.)

Java class: Chaotic2D

/I Chaotic2D.java: a random number generator based on chaos theory

import  java.util.*; /[ for Random

public class Chaotic2D {
private final int NMAX= 3; /I size of lattice
private  final  double BETA = 0.292893218813452476; /I magic number in f
private  double NU; // = 1.0e-13, /I viscosity constant in step
private final double TWO_DIV_PI = 0.636619772367581343; /I 2/Pi in S
private int NSTEP; // = 60, /I half # of steps to iterate
private  int flag; /I flag used in nextBlock
private  double[][] t; /I seed array, where the work occurs
private  double[][] tn; /I extra copy of seed array
private  double[][] tret; /I array for returning values (these are

1 transformed to the uniform distribution)

private Random random; /I extra RNGto initialize seed array t

/I mod: need instead of %, because % can yield negative result

private  int mod(int i, int ) { /Il If i is negative, then %
int k = i%;; /I may be negative. In general,
if (k <0 k =k +j /I result is machine dependent.
return(k); /I Check your own architecture.

}

/I Chaotic2D:  constructor -- allocate, use seed and auxiliary RNG

I to intialize array t, which serves as the real seed (9 doubles)

public  Chaotic2D(long seed) ({

t = new double[NMAX][NMAX];

tn = new double[NMAX][NMAX];

tret = new double[NMAX][NMAX];

NU = 1.0e-13; NSTEP= 60; flag = -1;

random = new Random(seed);

for (nt i = 0; i < NMAX; i++)

for (int j = 0; j < NMAX; j++)
| = 2.0*random.nextDouble() - 1.0;
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private  double f(double x) { /I Remapped logistic equation
double temp = Math.abs(x);
if (temp <= BETA) return(2.0*temp*(2.0-temp));
else return(-2.0*(1.0-temp)*(1.0-temp));

}
private  void step(double[][] t, double[][] tn) { // Coupled map lattice
for (nt i = 0; i < NMAX; i++)
for (int j = 0; j < NMAX; j++)
0] = f(0D:
for (int i = 0; i < NMAX; i++)
for (int j = 0; j < NMAX; j++)
tn[il[j] = (1.0 - 4.0*NU)I[] +
NU*(1.1*t[mod(i-1, NMAX)G + / 1.1, 09, 12, 0.8
0.9*t[mod(i+1, NMAX)][] + /I added to prevent
1.2*[i][mod(j-1, NMAX)] + /I falling into stable
0.8*t[i][mod(j+1, NMAX)]); /I configurations
}
private double S(double x) { /I Change distribution to uniform
if (x >= 0) return(TWO_DIV_PI*Math.asin(Math.sqrt(x/2 N);
else return(TWO_DIV_PI*Math.asin(Math.sqrt(-x/2 ) + 0.5);
}
private  void chaoticUniform() { /I the generator itself
for (int i = 0; i < NSTEP; i++) { /I Iterate step 2*NSTEP times
step(t, tn);
step(tn, 1);
}
for (nt i = 0; i < NMAX; i++)
for (int j = 0; j < NMAX; j++)
tret(i][j] = S(I0D;
}
public  double nextRandom() { // call chaoticUniform once every 9 times
double r = 0; /[ keep compiler happy
it (flag == -1) {
chaoticUniform(); /I called only once every 9 times
flag = 8;
}
int xf = flag/3, yf = flag%s3;
r = tret[xf][yf];
flag--;
return  r;
}
public  static void main(String(] args) {
long seed = Long.parseLong(args[0]); /I seed for RNG, up to 18 digits
Chaotic2D chaotic2D = new Chaotic2D(seed);
for (nt i =0; i < 10; i++)
System.out.printin(chaotic2D.nextRando m());
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Below is simple outputshoving 10 randomnumberscoming from this generatar The next
sectionshaws a testof this generatousing256 000 randomnumbers.Notice thatthe seedis
aJavalong or upto 18 decimaldigits. The real seedinside the generatotis the array of 9
double s,andit would be possibleto usethis directly asthe seed ratherthanthe methodhere
of seedingusingthe Javra Random classasanauxiliary generatar

% java Chaotic2D 999999999999999999

0.52692498814042

0.9980968834981016

0.5445878089596392

0.7249430391767984

0.07845814949526263

0.875011892397908

0.007317912434666028

0.497471911776451

0.8005000406206588

0.5236179345954219

Next is anexperimentshaving how the arrayof nodesevolvesasthe generatoiterates.This
experimentshows the resultsof threeparallelruns, with the viscosity constant equalto

,and . Simplechangesveremadeto the codeto allow thesedifferentvaluesandto
print valuesof all 9 nodes.

If all 9 initial numbersarethe same all nodevalueswill remainthe same.In the run shovn
below, all nodeswere setto exceptfor one which was setto . The
resultingoutputis shavn for threevaluesof in threecolumnsbelon: ,and
Thevalue leavesall nodesndependendf oneanotherthatis, just9 independenibgistic
equationslterations2, 48, 74,100,and120areshawn.

Notice that after 120 iterations,all nodevaluesin the middle andright columnshave drifted
completelyapart.Thisis thereasorthat 120iterationsareusedin the generatoitself.

Notice alsothattheinitial valueof is transformedo itself by the remappedogistic equa-
tion. (This correspondgo in the original equation.) This valueis thentransformedo

by thetransformation thatyields numbersuniformly distributedin theinter-
valfrom to

Theresultsof coupledvaluesperturbingnearbynodess shavn in bold below:

v=0 v = 10A-12 v = 10A-13

Iteration number: 2

0.833333333333 1865 0.833333333333 1865 0.833333333333 1865
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334

0.8333333333333334

0.8333333333333334

0.8333333333333334
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0.8333333333333334
0.8333333333333334

Iteration number:
0. 5040834897791248
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334

Iteration number:
0. 3602326768156076
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334

Iteration number:
0. 28322543483494855
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334

Iteration number:
0. 8935574910647093
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334
0.8333333333333334

0.8333333333333334
0.8333333333333334

0. 5036049050782517
0.833333333 1818866
0.833333333 2366295
0.833333333 2015176
0.8333333333333334
0.8333333333333334
0.833333333 2189119
0.8333333333333334
0.8333333333333334

0. 5833674744417872

0.8 231749738724833
0.8 26847020511059

0.8 244919644092912
0.833333333333 1181
0.833333333333 1748
0.8 256584292117882
0.833333333333 1479
0.833333333333 2305

0. 9957436720669621
0. 8698208441903008
0. 24828271001134866
0. 6086436328075263
0.8333 152337340284
0.8333 207796242934
0. 7364311648949555
0.8333 179900269688
0.8333 24925779414

0. 5833052795925358
0. 7615175283592651
0. 7909250549646865
0. 6059141053682064
0. 35452800150669156
0. 16981560934264034
0. 045160386927817195
0. 7447109018158442
0. 9826254952427942

0.8333333333333334
0.8333333333333334

0. 5021691550116464
0.8333333333 219761
0.8333333333 2515
0.8333333333 229862
0.8333333333333334
0.8333333333333334
0.8333333333 241839
0.8333333333333334
0.8333333333333334

0. 47153769384353167
0.83 25716798549819
0.83 27845046032647
0.83 26394144500628
0.83333333333333 28
0.833333333333333
0.83 27197098392694
0.83333333333333 28
0.833333333333333 1

0. 5329869100296993
0. 3663600043966403
0. 06072814757025873
0. 7253693182396282
0.833333 2244057435
0.833333 2571545267
0. 2422766762266617
0.833333 2360776878
0.833333 2795639763

. 7821714186572044
. 30797021553244913
. 07806647066456404
. 6417576242558025
. 719114512983271
7534540927550613
. 4919490670536787
. 7313534352471185
. 7769521043864014
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Maurer's Univer sal Test

Referred to from page 112.

- . Java class: Maurer
/I Maurer.java: implement Maurer's  "Universal" Randomness Test

import  java.util.*; /[ for Random

public class Maurer {
private  Generators  gen;
private double[] mu = {0, 0.7326495, 1.5374383, 2.4016068, 3.3112247,
4.2534266, 5.2177052, 6.1962507, 7.1836656,
8.1764248, 9.1723243, 10.170032, 11.168765,
12.168070, 13.167693, 14.167488, 15.167379};
private  double[] sigma2 = {0, 0.690, 1.338, 1.901, 2.358,
2.705, 2.954, 3.125, 3.238,
3.311, 3.356, 3.384, 3.401,
3.410, 3.416, 3.419, 3.421}

private int L; // number of bits in a block

private  int V; /| 2AL, size of T

private int Q; // number of initial runs to Aill T
private int K; // number of production runs

private  int[] T;

/I Maurer:  constructor for this test
I pBits:  number of bits in primes p and q. n = p*q has 2*pBits bits
I rSize:  number of bits to return each time
public  Maurer(int rBits) {
L = rBits;
V = (int)(Math.pow(2, L) + 0.000001);
Q = 10*v;
K = 1000*V;
T = new int[V];
Random rnd = new Random();
gen = new Generators(rBits); /I fetch rBits at a time
double cLK = 0.7 - (0.8/(double)L) + (1.6 + (12.8/(double)L))*
Math.pow((double)K, -4.0/(double)L);

double sig2 = cLK*cLK*sigma2[L]/(double)K;
double sig = Math.sqrt(sig2);

System.out.printin("\n*** Maurer's  Universal Test ***);
System.out.printin("L: "+ L+" V" +V+
Q"+ Q+ " K"+ K);
System.out.printin("Variance: "+ sig2 + ", sigma: " + sig);
}
public  double doTest() ({
for (nt i =0; i < 100; i++) {

gen.nextBlock();
/I System.out.print(bbs.nextBlum() + "
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}

/I if (i%20 == 19) System.out.printin();
}
int  bi;
for (int j =0; j <V, j++) Tl = 0;
for (int i =1; i <= Q; i++) {
bi = gen.nextBlock();
Tbi] =i
}
double sum = O;
for (nt i = Q+1;, i <= Q+ K; i++) {
bi = gen.nextBlock();
sum += log2((double)(i - T[bi]);
Tbi] =i
if (i % 1000 == 0) System.out.print("*");
}

System.out.printin();
double Xu = (double)sum/(double)K;
return Xu;

private  double log2(double X) {

return  Math.log(x)/Math.log(2.0);

}

public  static void main(String[] args) {
int rBits = Integer.parselnt(args[0]); /I rBits = bits
Maurer maurer = new Maurer(rBits);

System.out.printin(maurer.doTest());

returned




Program V.18.b
The Blum-Blum-Shub Perfect Generator

Referred to from page 112.



Program VI1.20.a
Generate Multiplication Tables

Referred to from page 125.

The following Java programusesthe slow multipy function to generatawo tables
neededor fastmultiplication: a table of all powersof the generatoi0x03 , andthe inverse
table.(Thetablesin themainsectionhada few extrafrills insertedby hand.)

Java class: FFMultTables .
/I FFMultTables: create the arrays E and L, write html versions

public class FFMultTables {
public byte] E = new byte[256];
public byte]] L = new byte[256];
private  String[] dig = {'0","1","2""3","4","5","6","7",
"g","9""a","b","c","d","e","f"};
public byte FFMul(byte a, byte b) {
byte aa =a, bb =b, r =0, ft
while (aa !'= 0) {
if (aa & 1) != 0)
r = (byte)r A bb);
t = (byte)(bb & 0x80);
bb = (byte)(bb << 1)
if (t != 0)
bb = (byte)(bb A 0xlb);
aa = (byte)((aa & Oxff) >> 1);
}

return I

}

public ~ String hex(byte a) {
return  dig[(a & Oxff) >> 4] + digla & OxOf];
}

public  String hex(int a) {
return  dig[a];
}

public  void loadE() {
byte x = (byte)Ox01;

int index = 0;

E[index++] = (byte)Ox01;

for (int i =0; i < 255; i++) {
byte y = FFMul(x, (byte)0x03);
E[index++] =y;
/I System.out.print(hex(y) + ")
X =Y,

}
}

public  void loadL() {
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int index;
for (int i =0; i < 255; i++) {
L[E[] & Oxff] = (byte)i;
}
}
public  void printE() {
System.out.print("<table border><tr><td></td>");
for (nt i =0; i < 16; i++)
System.out.print("<th>" + hex(i) + "</th>");
System.out.printin("</tr>");
for (nt i =0; i < 256; i++) {
if (%16 == 0)
System.out.print("<tr><th>&nbsp;" + hex(i/16) +
"&nbsp;</th>");
System.out.print("<td>&nbsp;" + hex(E[i]) +
"&nbsp;</td>");
if (i%16 == 15) System.out.printin("</tr>");
}
System.out.printin("</table>");
}
public  void printL() {
System.out.print("<table border><tr><td></td>");
for (nt i =0; i < 16; i++)
System.out.print("<th>" + hex(i) + "</th>");
System.out.printin("</tr>");
for (int i =0; i < 256; i++) {
if (%16 == 0)
System.out.print("<tr><th>&nbsp;" + hex(i/16) +
"&nbsp;</th>");
if (i ==0)
System.out.print("<td>&nbsp;&nbsp;</td>") :
else
System.out.print("<td>&nbsp;" + hex(L[i]) +
"&nbsp;</td>");
if (i%16 == 15) System.out.printin("</tr>");
}
System.out.printin("</table>");
}
public  static void main(String(] args) {
FFMultTables ffm = new FFMultTables();
ffm.loadE();
ffm.loadL();
ffm.printL();
ffm.printE();
}




Program VI1.20.b
Compare Multiplication Results

Referred to from page 126.

Therehave beentwo algorithmsfor multiplying eld elementsaslow oneandafastone. As
acheck,thefollowing programcomparegheresultsof all 65536possibleproductsto seethat
thetwo methodsagree(which they do):

Java class: FFMultTest
/I FFMultTest: test two ways to multiply, all 65536 products

public class FFMultTest {

public  FFMultTest() {
loadE();
loadL();

}

public byte] E = new byte[256]; /I powers of 0x03

public byte[] L new byte[256]; /I inverse of E

private  String[] dig = {'0","1","2","3","4","5","6","7",
"g","9""a","b","c","d","e","f"};

{Mtimesbf /I FFMulFast: fast multiply using table lookup
public  byte FFMulFast(byte a, byte b){

int t = 0

if (@ == 0| == 0) return O;

t = (L[(a & Oxff)] & Oxff) + (L[(b & Oxff)] & Oxff);

if (t > 255) t =t - 255

return  E[(t & Oxff)];
}

/I FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {
byte aa = a, bb =b, r =0, ft

while (aa !'= 0) {
if ((aa & 1) != 0)
r = (byte)(r A bb);
t = (byte)(bb & 0x80);
bb = (byte)(bb << 1);
if (t != 0)
bb = (byte)(bb A 0x1b);
aa = (byte)((aa & Oxff) >> 1);
}

return r

1}

/I hex: print a byte as two hex digits
public  String hex(byte a) {

return  dig[(a & Oxff) >> 4] + digla & OxOf];
}
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/Il loadE: create and load the E table
public  void loadE() {
byte x = (byte)Ox01;
int index = 0;
E[index++] = (byte)Ox01;
for (nt i =0; i < 255; i++) {
byte y = FFMul(x, (byte)0x03);
E[index++] =y;
/I System.out.print(hex(y) + ",
X =y;
}
}
/I loadL: load the L table using the E table
public  void loadL() {
int index;
for (nt i =0; i < 255; i++) {
L[E[] & Oxff] = (byte)i;
}
}
/I testMul: go through all possible  products of two bytes
public  void testMul() {
byte a = 0;
for(int i =0; i < 256; i++) {
byte b = 0;
for(int j =0; j < 256; j++) {
byte x = FFMul(a, b);
byte y = FFMulFast(a, b);
it (x 1=y {
System.out.printin("a: "'+ hex(@ + ", b " +
hex(b) + ", x " + hex(x) + ", y: " + hex(y))
System.exit(1);
}
b++;
}
a++;
}
}
public  static void main(String(] args) {
FFMultTest  ffmult = new FFMultTest();
ffmult.testMul();
}




Program VI1.21.a
Generate AES Tables

Referred to from page 127.

Hereis aJava programthatwill generatea numberof 256-bytetablesneededor the Advanced
EncryptionStandard:

Java class: Tables

Tables:  construct and print 256-byte tables needed for AES

public class Tables {

public  Tables() {
loadE();
loadL();
loadInv();
loadS();
loadInvS();
loadPowX();

}

public byte] E = new byte[256]; /I "exp" table (base 0x03)
public byte[] L = new byte[256]; /I "Log" table (base 0x03)
public byte]] S = new byte[256]; /I SubBytes table
public  byte[]] invS = new byte[256]; /I inv of SubBytes table
public  byte[] inv = new byte[256]; /I multi inverse table
public  byte[] powX = new byte[15]; /I powers of x = 0x02
private  String[] dig = {'0","1","2""3","4","5","6","7",
"g","9""a","b","c","d","e","f"};

/I FFMulFast: fast multiply using table lookup
public  byte FFMulFast(byte a, byte b){
int t = 0;
if (@ == 0| == 0) return O;
t = (L[(a & Oxff)] & Oxff) + (L[(b & Oxff)] & 0xff);
if (t >255) t =1t - 255
return  E[(t & Oxff)];
}

/I FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {
byte aa = a, bb =b, r =0, ft

while (aa !'= 0) {
if (aa & 1) != 0)
r = (byte)(r A bb);
t = (byte)(bb & 0x80);
bb = (byte)(bb << 1)
if ( != 0)
bb = (byte)(bb A 0xlb);
aa = (byte)((aa & Oxff) >> 1);
}

return I
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}

/I hex: print a byte as two hex digits
public  String hex(byte a) {

return  dig[(a & Oxff) >> 4] + digla & OxOf];
}

/I hex: print a single digit (for tables)
public  String hex(int a) {
return  dig[a];

}

/I loadE: create and load the E table
public  void loadE() {
byte x = (byte)Ox01;

int index = 0O;

E[index++] = (byte)Ox01;

for (nt i =0; i < 255; i++) {
byte y = FFMul(x, (byte)Ox03);
E[index++] =y;
X =,

}

/I loadL: load the L table using the E table
public  void loadL() {

int index;

for (int i =0; i < 255, i++) {
L[E[i] & Oxff] = (byte)i;

}

}

/I loadS: load in the table S
public  void loadS() {

int index;
for (nt i =0; i < 256; i++)
S[i] = (byte)(subBytes((byte)(i & 0xff)) & 0xff);
}
/I loadInv: load in the table inv
public  void loadinv() {
int index;
for (int i =0; i < 256; i++)
inv[i] = (byte)(FFInv((byte)(i & 0xff)) & 0xff);
}

/I loadInvsS: load the invS table wusing the S table
public  void loadlnvS() {
int index;
for (int i =0; i < 256; i++) {
invS[S[i] & Oxff] = (byte)i;
}
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/I loadPowX: load the powX table

using multiplication

public  void loadPowX() ({

int index;

byte x = (byte)Ox02;

byte xp = x;

powX[0] = 1; powX[l] = Xx;

for (int i =2; i < 15; i++) {

xp = FFMulFast(xp, X);
powX[i] = xp;

}
}
/I FFInv: the multiplicative inverse of a byte value
public  byte FFInv(byte b) {

byte e = L[b & O0xff];

return  E[Oxff - (e & Oxff)];
}
/I ithBIt: return the ith bit of a byte
public int ithBit(byte b, int i) {

int m[ = {0x01, O0x02, O0x04, O0x08, O0x10, 0x20, 0x40,

return b &mlip >>i
}
/I subBytes: the subBytes function
public int subBytes(byte b) {

byte inB = b;

int res = 0;

if (o !'= 0) // if ==
b = (byte)(FFInv(b)

byte ¢ = (byte)Ox63;

0, leave it alone

& Oxff);

i++) {

A ithBit(b, (i+4)%8) A
A ithBit(b, (i+6)%8) A
A ithBit(c, i);

a 256-byte table

for (nt i =0; i < 8§;
int temp = O;
temp = ithBit(b, i)
ithBit(b, (i+5)%8)
ithBit(b, (i+7)%8)
res = res | (temp << i)
}
return  res;
}
/I printTable: print
public  void printTable(byte[]

System.out.print("<table

System.out.print("<tr><th
name + "(rs)</th>");

System.out.print("<th

for (nt i =0; i < 16; i++)

System.out.print("<th>" + hex(i) + "</th>");
System.out.printin("</tr><tr><th rowspan=17>r</th></tr>");
for (nt i =0; i < 256; i++) {

if (%16 == 0)

S, String name) {
border>");
colspan=2 rowspan=2>" +

colspan=16>s</th></tr><tr>");

0x80};
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System.out.print("<tr><th>&nbsp;" + hex(i/16)
"&nbsp;</th>");
System.out.print("<td>&nbsp;" + hex(S[i]) +
"&nbsp;</td>");
if (i%16 == 15) System.out.printin("</tr>");
}

System.out.printin("</table>");

}

/I printL: print the L table

public  void printL() {
printTable(L, "L");

}

/I printE: print the E table

public  void printE() {
printTable(E, "E");

}

/I printS: print the S table

public  void printS() {
printTable(S, "S");

}

/I printinv: print the inv table
public  void printinv() {
printTable(inv, "inv");

}

/I printinvS: print the invS table

public  void printinvS() {
printTable(invs, "is"™;

}

Il printpowX: print the powX table
public  void printPowX() {
System.out.print("<table border><tr><th colspan=17>");
System.out.print("Powers of x =
0x02</th></tr><tr><th>i</th><th></th> ");
for (nt i =0; i < 15; i++)

System.out.print("<th>" + i+ "</th>");
System.out.printin("</tr><tr><th>x<sup>i< /sup>< /th><t
for (nt i =0; i < 15; i++)

System.out.print("<td>" + hex(powX[i]) + "</td>");
System.out.printin("</tr></table>");

}

public  static void main(String(] args) {
Tables sB = new Tables();
/I sB.printL();
/I sB.printE();
/I sB.printS();
/I sB.printinvS();

+

h></th >");
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/I sB.printinv();
sB.printPowX();




Program VI1.23.a
AES Encryption

Referred to from page 135.

Encryptionin the AES usesb6 classes?2 principalones,3 utility ones,anda maindriver. The
resultsof testingbothencryptionanddecryptionappeaiafterthe next sectionon decryption.

The classAESencrypt providesall the principle functionsfor the AES encryptional-
gorithm.

TheclassTables givesaccesso computedablesandutility functions.
TheclassGetBytes justreadsbhytesrepresentedsAscii hex charactergnotin binary).
TheclassCopy copiesarraysbackandforth for the AES.

TheclassPrint  prints1-and2-dimensionahrraysof bytesfor detugging.

TheclassAEStest is adriverfor testingencryption.

Java class: AESencrypt
/I AESencrypt:  AES encryption

public class AESencrypt {

private final int Nb = 4; // words in a block, always 4 for now
private int Nk; // key length in words

private  int Nr; // number of rounds, = Nk + 6

private int  wCount; // position in w for RoundKey (= 0 each encrypt)

private AEStables tab; // all the tables needed for AES
private  byte[] w; // the expanded key

/I AESencrypt:  constructor for class. Mainly expands key
public  AESencrypt(byte]] key, int Nkin) {
Nk Nkin; // words in a key, =4, or 6, or 8

Nr Nk + 6; /I corresponding number of rounds
tab = new AEStables(); /I class to give values of various functions
w = new byte[4*Nb*(Nr+1)]; /I room for expanded key
KeyExpansion(key, w); /I length of w depends on Nr

}

/I Cipher: actual AES encrytion

public  void Cipher(byte]] in, byte[]] out) {
wCount = 0; // count bytes in expanded key throughout encryption
byte[ll] state = new byte[4][Nb]; /I the state array
Copy.copy(state, in); // actual component-wise  copy
AddRoundKey(state); /I xor with expanded key
for (int round = 1; round < Nr; round++) {

Print.printArray("Start round " + round + ™",  state);

SubBytes(state); /I S-box substitution
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ShiftRows(state); /I mix up rows
MixColumns(state); /I complicated mix of columns
AddRoundKey(state); /I xor with expanded key
}
Print.printArray("Start round + Nr + ™",  state);
SubBytes(state); /I S-box substitution
ShiftRows(state); /I mix up rows
AddRoundKey(state); /I xor with expanded key
Copy.copy(out, state);
}
/I KeyExpansion:  expand key, byte-oriented code, but tracks
private  void KeyExpansion(byte]] key, byte]] w) {
byte[] temp = new byte[4];
/I first just copy key to w
int j =0;
while (j < 4*Nk) {
Wil = key[j++];
}
Il here | == 4*Nk;
int i
while(j < 4*Nb*(Nr+1)) {
i = j4;, /I j is always multiple of 4 here
/' handle everything word-at-a  time, 4 bytes at a time
for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = w[j-4+iTemp];
if (i %Nk == 0) {
byte ttemp, tRcon;

byte oldtemp0 = temp[0];

for (int iTemp = 0; iTemp < 4; iTemp++) {
if (Temp == 3) ttemp = oldtempO;
else ttemp = temp[iTemp+1];
if (Temp == 0) tRcon = tab.Rcon(i/Nk);
else tRcon = 0;
temp[iTemp] = (byte)(tab.SBox(ttemp) A tRcon);
}
}
else if (Nk > 6 && (i%Nk) == 4) {
for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = tab.SBox(temp[iTemp]);
}
for (int iTemp = 0; iTemp < 4; iTemp++)

wlj+iTemp] = (byte)(w]j - 4*Nk + iTemp] A temp[iTemp]);
=i+ 4
}
}
/I SubBytes: apply Sbox substitution to each byte of state
private  void SubBytes(byte[][] state) {
for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)
state[row][col] = tab.SBox(state[row][col]);

words
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/I ShiftRows: simple circular shift  of
private  void ShiftRows(byte[][] state) {
byte[] t = new byte[4];
for (int r =1; r < 4; r++) {
for (int ¢ = 0; ¢ < Nb; c++)
tlc] = state[r][(c + r)%Nb];
for (int ¢ = 0; ¢ < Nb; c++)
state[r][c] = f[c];
}

}

/I MixColumns:

complex and sophisticated

mixing

rows 1, 2, 3 by 1, 2, 3

of columns

private  void MixColumns(byte[][] s) {
int[] sp = new int[4];
byte b02 = (byte)Ox02, b03 = (byte)Ox03;
for (int c =0; c < 4; c++) {
sp[0] = tab.FFMul(b02, s[0][c]) A tab.FFMul(b03, s[1][c]) A
sl A @il
sp[l] = s[0][c] A tab.FFMul(b02, s[1][c]) A
tab.FFMul(b03, s[2][c]) A s[3][c];
spl2] = s[0][c] A s[1][c] A
tab.FFMul(b02, s[2][c]) A tab.FFMul(b03, s[3][c));
sp[3] = tab.FFMul(b03, s[0][c]) A s[1][c] A
s[2][c] A tab.FFMul(b02, s[3][cD;
for (nt i =0; i < 4; i++) s[ic] = (byte)(spl[i]);
}
}
/I AddRoundKey: xor a portion of expanded key with state
private  void AddRoundKey(byte[][] state) {
for (int ¢ = 0; ¢ < Nb; c++)
for (int r =0; r < 4; r++)
state[r][c] = (byte)(state[r][c] A wlwCount++]);
}
}
Java class: AEStables
/I AEStables:  construct various  256-byte tables needed for AES
public class AEStables {
public  AEStables() {
loadE(); loadL(); loadinv();
loadS(); loadInvS(); loadPowX();
}
private  byte[] E = new byte[256]; /I "exp" table (base 0x03)
private  byte[] L = new byte[256]; /I "Log" table (base 0x03)
private byte[] S = new byte[256]; /I SubBytes table
private byte[] invS = new byte[256]; /I inverse of SubBytes table
private byte[] inv = new byte[256]; /I multiplicative inverse  table
private byte[] powX = new byte[15]; /I powers of x = 0x02
/I Routines to access table entries
public byte SBox(byte b) {



23. AES Encryption

285

return  S[b & Oxff];
}

public  byte invSBox(byte b) {
return  invS[b & Oxff];
}

public  byte Rcon(int i) {
return  powX[i-1];

}

/I FFMulFast: fast multiply using table lookup

public  byte FFMulFast(byte a, byte b){

int t = 0;
if (@ == 0| == 0) return O;
t = (L[(a & Oxff)] & Oxff) + (L[(b & 0xff)] & Oxff);
if (t >255) t =t - 255
return  E[(t & Oxff)];
}

/I FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {
byte aa =a, bb =b, r =0, t

while (aa !'= 0) {
if (aa & 1) !'= 0)
r = (byte)r A bb);
t = (byte)(bb & 0x80);
bb = (byte)(bb << 1),
if (t != 0)
bb = (byte)(bb A 0xlb);
aa = (byte)((aa & Oxff)  >> 1);
}
return  r;
}
/I loadE: create and load the E table
private  void loadE() {
byte x = (byte)Ox01;
int index = 0;
E[index++] = (byte)Ox01;
for (nt i =0; i < 255; i++) {
byte y = FFMul(x, (byte)Ox03);
E[index++] =y,
X =,
}
}
/I loadL: load the L table using the E table
private  void loadL() { // careful: had 254 below several
int index;
for (nt i =0; i < 255; i++) {
L[E[i] & Oxff] = (byte)i;

}

places
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}
/I loadS: load in the table S
private  void loadS() {
int index;
for (nt i =0; i < 256; i++)
S[i] = (byte)(subBytes((byte)(i & 0xff)) & 0xff);
}
/I loadInv: load in the table inv
private  void loadinv() {
int index;
for (int i = 0; i < 256; i++)
inv[i] = (byte)(FFInv((byte)(i & 0xff)) & 0xff);
}
/I loadInvsS: load the invS table wusing the S table
private void loadlnvS() {
int index;
for (nt i =0; i < 256; i++) {
invS[S[i] & Oxff] = (byte)i;
}

}

/I loadPowX: load the powX table
private  void loadPowX() {

using multiplication

int index;
byte x = (byte)Ox02;
byte xp = x;
powX[0] = 1; powX[l] = Xx;
for (nt i =2; i < 15; i++) {
xp = FFMul(xp, Xx);
powX[i] = xp;
}
}
/I FFInv: the multiplicative inverse of a byte value
public  byte FFInv(byte b) {
byte e = L[b & Oxff];
return  E[Oxff - (e & Oxff)];
}
/I ithBIt: return the ith bit of a byte
public int ithBit(byte b, int i) {
int m[ = {0x01, 0x02, O0x04, O0x08, O0x10, 0x20, 0x40,
return b & m[]) > i
}
/I subBytes: the subBytes function
public int subBytes(byte b) {
byte inB = b;
int res = 0;
if (b != 0) // if b==0, leave it alone

0x80};
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b = (byte)(FFinv(b) & 0xff);
byte ¢ = (byte)Ox63;
for (nt i =0; i <8; i++) {
int temp = O;
temp = ithBit(b, i) A ithBit(b, (i+4)%8) A ithBit(b, (i+5)%8)
ithBit(b, (i+6)%8) A ithBit(b, (i+7)%8) A ithBit(c, i);
res =res | (temp << i)
}
return  res;
}
}
Java class: GetBytes
/I GetBytes: fetch array of bytes, represented in  hex
import  java.io.*;
public class GetBytes ({
private String  fileName; // input filename
private int arraySize; /I number of bytes to read
private Reader in;
/I GetBytes:  constructor, opens input file
public  GetBytes(String file, int n) {
fleName = file;
arraySize = n
try {
in = new FileReader(fileName);
} catch (IOException e) {
System.out.printin("Exception opening + fileName);
}
}
/I getNextChar: fetches next char
private  char getNextChar() {
char ch =" " /I =" to keep compiler happy
try {
ch = (char)in.read();
} catch (IOException e) {
System.out.printin("Exception reading character");
}
return  ch;
}
/I val: return int value of hex digit
private int  val(char ch) {
if (ch >='0 &&ch <='9) return ch - "0}
if (ch >="'a &&ch <=71) return ch - 'a’ + 10;
if (ch >="'A" && ch <= 'F) return ch - 'A" + 10;
return  -1000000;
}
/I getBytes: fetch array of bytes in hex

public
byte[]

byte[]
ret

getBytes() {
= new byte[arraySize];

b
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for (nt i = 0; i < arraySize; i++) |
char chl = getNextChar();
char ch2 = getNextChar();
ret[i] = (byte)(val(chl1)*16 + val(ch2));
}
return  ret;
}
}
Java class: Copy
/I Copy: copy arrays of bytes
public class Copy {
private  static final int Nb = 4;
/I copy: copy in to state
public  static void copy(byte[][] state, byte[] in)

int inLoc = 0;
for (int ¢ = 0; c < Nb; c++)
for (int r =0; r < 4; r++)
state[r][c] = in[inLoc++];

}

/I copy: copy state to out
public  static void copy(byte[] out,
int outLoc = O;
for (int ¢ = 0; c < Nb; c++)
for (int r =0; r < 4; r++4)
out[outLoc++] = state[r][c];

/I Print: print arrays of bytes
public class Print {

private  static final int Nb = 4;
private  static String[] dig = {
ngh g g

Java class:

byte[][] state)

{

Print

0712 B AT

/I hex: print a byte as two hex digits

public  static String  hex(byte a) {

return  dig[(a & Oxff) >> 4] + digla & OxOf];

}

public  static void printArray(String name, byte]]
System.out.print(hname + ")
for (int i = 0; i < alength; i++)

System.out.print(hex(ali]) + ")

System.out.printin();

}

public  static void  printArray(String name, byte[][]
System.out.print(hame + ",

for (int ¢ = 0; ¢ < Nb; c++)
for (int r =0; r <4 r++)
System.out.print(hex(s[r][c])

{

s)

{
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System.out.printIn();

Java class: AEStest
/I AEStest: test AES encryption

public class AEStest {

public  static void main(String(] args) {
/I for 128-bit key, use 16, 16, and 4 below
/I for 192-bit key, use 16, 24 and 6 below
/I for 256-bit key, use 16, 32 and 8 below

GetBytes getlnput = new GetBytes("plaintextl.txt", 16);
byte[] in = getinput.getBytes();
GetBytes getkey = new GetBytes("keyl.txt", 16);

byte[] key = getKey.getBytes();
AESencrypt aes = new AESencrypt(key, 4);
Print.printArray("Plaintext: ", in);

Print.printArray("Key: " key);
byte[] out = new byte[16];

aes.Cipher(in, out);
Print.printArray("Ciphertext: ", out);




Program VI1.24.a
AES Decryption

Referred to from page 138.

ClassesTables , GetBytes , Copy, andPrint arethe sameasfor encryptionaspresented
in the previoussection.

TheclassAESdecrypt providesall theprinciplefunctionsfor the AES decryptionalgorithm,
while AESinvTest is adriverfor testingdecryption.

Java class: AESdecrypt
/I AESdecrypt:  AES decryption

public class AESdecrypt {

public  final int Nb = 4; // words in a block, always 4 for now
public int Nk; // key length in words
public int Nr; // number of rounds, = Nk + 6

private int wCount; // position in w (= 4*Nb*(Nr+1) each encrypt)
AEStables tab; // all the tables needed for AES
byte[] w; /[ the expanded key

/I AESdecrypt:  constructor for class. Mainly expands key
public  AESdecrypt(byte]] key, int Nkin) {

Nk = Nkin; // words in a key, =4, or 6, or 8
Nr = Nk + 6; // corresponding number of rounds
tab = new AEStables(); /I class to give values of various functions
w = new byte[4*Nb*(Nr+1)]; /I room for expanded key
KeyExpansion(key, w); /I length of w depends on Nr
}
/I InvCipher: actual AES decryption
public  void InvCipher(byte[] in, byte[]] out) {
wCount = 4*Nb*(Nr+1); /I count bytes during decryption
byte([ll] state = new byte[4][Nb]; /I the state array
Copy.copy(state, in); // actual component-wise  copy
InvAddRoundKey(state); /I xor with expanded key
for (int round = Nr-1; round >= 1; round--) {
Print.printArray("Start round " + (Nr - round) + ™",  state);
InvShiftRows(state); /I mix up rows
InvSubBytes(state); Il inverse  S-box substitution
InvAddRoundKey(state); /I xor with expanded key
InvMixColumns(state); /I complicated mix of columns
}
Print.printArray("Start round " + Nr + ™",  state);
InvShiftRows(state); /I mix up rows
InvSubBytes(state); Il inverse  S-box substitution
InvAddRoundKey(state); /I xor with expanded key

Copy.copy(out, state);
}

/I KeyExpansion:  expand key, byte-oriented code, but tracks words
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I (the same as for encryption)
private  void KeyExpansion(byte]] key, byte[] w) {
byte[] temp = new byte[4];
/I first just copy key to w
int j =0;
while  (j < 4*Nk) {
wil = key[j++];
}
/I here | == 4*Nk;
int i
while(j < 4*Nb*(Nr+1)) {
i = j4, /I j is always multiple of 4 here
/I handle everything word-at-a  time, 4 bytes at a time
for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = w[j-4+iTemp];
if (i %Nk ==0) {
byte ttemp, tRcon;
byte oldtemp0 = temp[O];
for (int iTemp = 0; iTemp < 4; iTemp++) {

if (Temp == 3) ttemp = oldtempO;
else ttemp = temp[iTemp+1];
if (Temp == 0) tRcon = tab.Rcon(i/Nk);
else tRcon = 0;
temp[iTemp] = (byte)(tab.SBox(ttemp) A tRcon);
}
}
else if (Nk > 6 && (i%Nk) == 4) {
for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = tab.SBox(temp[iTemp]);
}
for (int iTemp = 0; iTemp < 4; iTemp++)
wlj+iTemp] = (byte)(w]j - 4*Nk + iTemp] A temp[iTemp]);
=04
}
}
/I InvSubBytes: apply inverse  Sbox substitution to each byte of state
private  void InvSubBytes(byte[][] state) {
for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)
state[row][col] = tab.invSBox(state[row][col]);
}
/I InvShiftRows: right  circular shift of rows 1, 2, 3 by 1, 2, 3
private  void InvShiftRows(byte[][] state) {
byte[] t new byte[4];

for (int r =1; r < 4; r++) {
for (int ¢ = 0; ¢ < Nb; ct++)
tf(c + rN%Nb] = state[r][c];
for (int ¢ = 0; ¢ < Nb; ct++)
state[r][c] = t[c];
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/I InvMixColumns: complex and sophisticated mixing of columns
private  void InvMixColumns(byte[][] s) {
int[] sp = new int[4];
byte bOb = (byte)OxOb; byte b0d = (byte)Ox0d;
byte b09 = (byte)Ox09; byte bOe = (byte)OxOe;
for (int ¢ =0; ¢ < 4; c++) {
sp[0] = tab.FFMul(bOe, s[0][c]) A tab.FFMul(bOb, s[1][c]) A
tab.FFMul(b0d, s[2][c]) A tab.FFMul(b09, s[3][c));
sp[l] = tab.FFMul(b09, s[0][c]) A tab.FFMul(bOe, s[1][c]) A
tab.FFMul(bOb, s[2][c]) A tab.FFMul(bOd, s[3][c));
sp[2] = tab.FFMul(bOd, s[0][c]) A tab.FFMul(b09, s[1][c]) A
tab.FFMul(bOe, s[2][c]) A tab.FFMul(bOb, s[3][cD);
sp[3] = tab.FFMul(bOb, s[0][c]) A tab.FFMul(bOd, s[1][c]) A
tab.FFMul(b09, s[2][c]) A tab.FFMul(bOe, s[3][c));
for (int i =0; i < 4; i++) g[i[c] = (byte)(sp[i]);
}

}

/I InvAddRoundKey: same as AddRoundKey, but backwards
private  void InvAddRoundKey(byte[][] state) {
for (int ¢ =Nb- 1, ¢ >= 0; c-)
for (nt r =3, r >=0; r-)
state[r][c] = (byte)(state[r][c] A w[--wCount]);

}

. Java class: AESinvTest
/I AESinvTest: test AES decryption

public class AESinvTest {

public  static void main(String[] args) {
/I for 128-bit key, use 16, 16, and 4 below
/I for 192-bit key, use 16, 24 and 6 below
/I for 256-bit key, use 16, 32 and 8 below

GetBytes getlnput = new GetBytes("ciphertextl.txt", 16);
byte[] in = getinput.getBytes();
GetBytes getkey = new GetBytes("keyl.txt", 16);

byte[] key = getKey.getBytes();
AESdecrypt aesDec = new AESdecrypt(key, 4);

Print.printArray("Ciphertext: " in);
Print.printArray("Key: ", key);
byte[] out = new byte[16];
aesDec.InvCipher(in, out);
Print.printArray("Plaintext: ", out);




Program VI.24.b
Test Runs of the AES Algorithm

Referred to from page 138.

Here areresultsof testrunswith all the sampletestdatasuppliedin the AES Speci cation
andin B. Gladmans writeup aboutthe AES. The valuesin the state variableareshowvn at
the startof eachround. Thereare alsotestrunswith plaintext andkey all zerosandwith a
singlel inserted. The AES Speci cationand Gladmanalsoshowv step-by-stepesultsof the
key expansionfor thesecaseswhich wasusefulfor my detugging,but | don't shov thatdata
here.

Gladman's Test Data, 128-hit key

Encrypting

Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
Start  round 1: 19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
Start  round 2: a4 9c 7f f2 68 9f 35 2b 6b 5b ea 43 02 6a 50 49
Start round 3: aa 8f 5f 03 61 dd e3 ef 82 d2 4a d2 68 32 46 9a
Start  round 4: 48 6¢ 4e ee 67 1d 9d 0Od 4d e3 bl 38 d6 5f 58 e7
Start  round 5: e0 92 7f e8 ¢c8 63 63 cO d9 bl 35 50 85 b8 be 01
Start round 6: f1 00 6f 55 cl 92 4c ef 7c ¢c8 8b 32 5d b5 d5 Oc
Start  round 7: 26 0e 2e 17 3d 41 b7 7d e8 64 72 a9 fd d2 8b 25
Start  round 8: 5a 41 42 bl 19 49 dc 1f a3 e0 19 65 7a 8c 04 Oc
Start round 9: ea 83 5¢c f0O 04 45 33 2d 65 5d 98 ad 85 96 b0 c5
Start round 10: eb 40 f2 1e 59 2e 38 84 8b al 13 e7 1b c3 42 d2
Ciphertext: 39 25 84 1d 02 dc 09 fb dc 11 85 97 19 6a Ob 32
Decrypting

Ciphertext: 39 25 84 1d 02 dc 09 fb dc 11 85 97 19 6a Ob 32
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
Start round 1. €9 31 7d b5 cb 32 2c 72 3d 2e 89 5f af 09 07 94
Start  round 2. 87 6e 46 a6 f2 4c e7 8c 4d 90 4a d8 97 ec c3 95
Start round 3: be 3b d4 fe d4 el f2 ¢8 Oa 64 2c cO da 83 86 4d
Start round 4: f7 83 40 3f 27 43 3d f0O 9b b5 31 ff 54 ab a9 d3
Start  round 5: al 4f 3d fe 78 e8 03 fc 10 d5 a8 df 4c 63 29 23
Start round 6: el fb 96 7c e8 c8 ae 9b 35 6¢ d2 ba 97 4f fb 53
Start round 7: 52 a4 c8 94 85 11 6a 28 e3 cf 2f d7 f6 50 5e 07
Start  round 8. ac cl d6 b8 ef b5 5a 7b 13 23 cf df 45 73 11 b5
Start round 9: 49 db 87 3b 45 39 53 89 7f 02 d2 f1 77 de 96 1la
Start round 10: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1e 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34

Gladman's Test Data, 192-hit key

Encrypting
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

76 2e 71 60 f3 8b 4d ab

19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
72 48 fO 85 13 40 54 3f 5f 65 cO 61 17 35 e7 f1
14 e2 Oa 1f b3 dc 3a 62 36 27 2f d3 da 75 6f 70

=

Start  round
Start  round
Start  round
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Start round 4. cb 42 fd 92 33 3f 28 43 21 11 fe 84 3c bc a8 1la
Start round 5: 94 99 c6 ee b9 78 94 12 bb 04 09 b7 a7 97 cO 25
Start  round 6. 8a 6¢c 1le 3e db 78 a6 4e f5 db 78 62 ea d6 a4 01
Start round 7: 43 5c e2 58 97 7c 16 d8 71 7c Of f7 79 19 e5 19
Start round 8: 70 b8 37 b9 ae fc 8b bc 5¢c d2 ab a5 cc 56 d7 4e
Start  round 9: 94 a2 ¢3 31 ed 28 bf de d7 d6 c5 83 4b a9 ed 1le
Start round 10: 52 2d 88 c¢5 ed ab 19 4e 25 ec 73 1c 11 fa 6b 08
Start round 11: ab 82 54 06 da 72 4d Oc 2b cc f6 c2 39 32 12 01
Start round 12: 43 88 b3 26 6a f7 68 e8 4f cc a4 2a 3a 4d 45 5f
Ciphertext: fo fb 29 ae fc 38 4a 25 03 40 d8 33 b8 7e bc 00
Decrypting
Ciphertext: fo fb 29 ae fc 38 4a 25 03 40 d8 33 b8 7e bc 00
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
76 2e 71 60 f3 8b 4d a5
Start  round 1. la 68 49 cf 02 4b 6e f7 84 e3 6d 9b 80 c4 45 e5
Start round 2: 62 40 42 7c 57 4b c9 6f f1 23 20 fe 12 13 e3 25
Start  round 3: 00 62 8f 30 55 ce 7f a6 3f 2d c4 2f 82 d8 d4 9c
Start  round 4: 22 34 a6 72 55 f6 55 c7 Oe d3 2e 1d b3 3a 08 ec
Start round 5: 51 b0 62 2f e4 b5 Oe 56 4a bl 9a 65 4b 6¢ 3d 06
Start  round 6: la 10 76 d4 88 10 d9 6a a3 d4 98 61 b6 4a 47 68
Start  round 7: 7e bc bc 7c b9 b9 49 b2 e6 6 72 2f 87 50 24 aa
Start round 8: 22 bc 01 3f 56 f2 ba 28 ea 88 b4 c9 5¢c ee 22 a9
Start  round 9: 1f 75 bb a2 c3 82 c2 4f fd 65 54 la eb 2c 34 5f
Start round 10: fa 86 15 51 6d cc a8 cO 05 9d 67 aa 57 98 80 66
Start round 11: 40 09 ba al 7d 4d 94 97 cf 96 8c 75 f0O 52 20 ef
Start round 12: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1le 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Gladman's Test Data, 256-bit key
Encrypting
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
76 2e 71 60 f3 8b 4d a5 6a 78 4d 90 45 19 Oc fe
Start round 1: 19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
Start  round 2: 72 48 f0O 85 13 40 54 3f 22 80 9e ea 6d 1f 2a b2
Start  round 3: 59 f8 a8 d4 12 71 bf 44 e2 2b a6 5e 5d 69 9a 49
Start round 4: 88 a8 eb d5 66 49 40 5e 9f ad 55 e9 33 0d 7f 84
Start  round 5: 6d Oc 80 51 d5 bc 1d b5 c5 1f 45 Of 18 46 7f 34
Start  round 6: cf f5 04 43 27 6f 76 55 a5 5a fd 7b b6 99 f4 5f
Start round 7: 63 93 d6 68 2d da 2e 4f 42 88 77 37 12 57 8a 11
Start  round 8. 29 26 ae 58 f4 32 23 4b fO 70 ff 6e 56 9e 44 23
Start  round 9: 3f da e4 32 0e ce 55 ce ¢9 32 d6 55 e4 3a cd 2b
Start round 10: d6 40 90 18 38 64 11 35 61 ef 7c 37 99 00 31 fd
Start round 11: 6b 3c e6 72 ea el 1d 52 e2 8f 1d 54 96 e0 cO dO
Start round 12: 84 74 88 72 49 e5 Oa 9f 17 cO ba 37 al a6 9f 41
Start round 13: bf 8a 29 14 80 f8 06 21 44 3e 2b 81 aa 2f 4c 16
Start round 14: d3 20 3d dl1 1a c7 2d 8b 5e c4 72 24 95 3d fe 5b
Ciphertext: la 6e 6¢c 2c 66 2e 7d a6 50 1f fb 62 bc 9e 93 f3
Decrypting
Ciphertext: la 6e 6¢c 2c 66 2e 7d a6 50 1f fb 62 bc 9e 93 f3
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
76 2e 71 60 f3 8b 4d a5 6a 78 4d 90 45 19 Oc fe
Start  round 1. 66 c6 40 39 a2 1c bb 3e 58 27 27 3d 2a b7 d8 36
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Start round 2: 08 41 f1 47 cd b2 29 fa 1b 15 a5 fd ac 7e 6f Oc
Start round 3: 5f d9 be 83 3b ba db 40 fO 24 c4 db 32 92 67 9a
Start  round 4: 7f f8 a4 70 87 73 ba 40 98 el 8e 00 90 eb a4 20
Start round 5: f6 43 10 54 07 df c7 ad ef 63 60 96 ee 09 82 9a
Start round 6: 75 8b f6 f1 ab 23 bd 23 dd 80 69 8b 69 57 fc fc
Start  round 7: a5 23 16 26 bf 51 1b 6a 8c Ob e4 b3 bl f7 26 9f
Start round 8: fb 57 f5 82 d8 c4 7e 45 2c 5b f6 84 c9 dc 31 9a
Start round 9: 8a a8 54 cf cc be bf l1a 06 ee f2 fc 4e e6 38 21
Start round 10: 3c 65 6e 18 03 cO d2 dl1 a6 5a cd d5 ad fe a4 76
Start round 11: c4 3b fc 5f 33 95 d2 03 db d7 €9 58 ¢c3 c2 09 le
Start round 12: cb a3 24 3b c9 f1 b8 48 98 f9 c2 1b 4c 41 08 58
Start round 13: 40 09 Ob 37 7d cd e5 97 93 cO 8c 75 3c 52 20 87
Start round 14: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1e 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
AES Specification Test Data, 128-bit key
Encrypting
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 cO dO e0 fO
Start  round 2: 89 d8 10 e8 85 5a ce 68 2d 18 43 d8 cb 12 8f e4
Start round 3: 49 15 59 8f 55 e5 d7 a0 da ca 94 fa 1f 0Oa 63 f7
Start  round 4: fa 63 6a 28 25 b3 39 c9 40 66 8a 31 57 24 4d 17
Start round 5: 24 72 40 23 69 66 b3 fa 6e d2 75 32 88 42 5b 6¢c
Start round 6: c8 16 77 bc 9b 7a c9 3b 25 02 79 92 b0 26 19 96
Start  round 7: c6 2f el 09 f7 5e ed ¢c3 cc 79 39 5d 84 f9 cf 5d
Start  round 8: dl 87 6¢ Of 79 c4 30 Oa b4 55 94 ad d6 6f f4 1f
Start round 9: fd e3 ba d2 05 e5 d0O d7 35 47 96 4e f1 fe 37 fl
Start round 10: bd 6e 7c 3d f2 b5 77 9e Ob 61 21 6e 8b 10 b6 89
Ciphertext: 69 c4 e0 d8 6a 7b 04 30 d8 cd b7 80 70 b4 c5 5a
Decrypting
Ciphertext: 69 c4 e0 d8 6a 7b 04 30 d8 cd b7 80 70 b4 c5 b5a
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
Start round 1: 7a d5 fd a7 89 ef 4e 27 2b ca 10 Ob 3d 9of f5 Of
Start  round 2: 54 d9 90 al 6b a0 9a b5 96 bb f4 0Oe al 11 70 2f
Start  round 3: 3e 1c 22 cO b6 fc bf 76 8d a8 50 67 f6 17 04 95
Start round 4: b4 58 12 4c 68 b6 8a 01 4b 99 f8 2e 5f 15 55 4c
Start  round 5: e8 da b6 90 14 77 d4 65 3f 7 5 e2 e7 47 dd 4f
Start round 6: 36 33 9d 50 f9 b5 39 26 9f 2c 09 2d c4 40 6d 23
Start round 7: 2d 6d 7e fO 3f 33 e3 34 09 36 02 dd 5b fb 12 c7
Start  round 8. 3b d9 22 68 fc 74 fb 73 57 67 cb e0 cO 59 Oe 2d
Start  round 9: a7 be 1la 69 97 ad 73 9b d8 c9 ca 45 1f 61 8b 61
Start round 10: 63 53 e0 8c 09 60 el 04 cd 70 b7 51 ba ca dO e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
AES Specification Test Data, 192-bit key
Encrypting
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 cO dO e0 fO
Start round 2: 4f 63 76 06 43 e0 aa 85 af f8 c9 dO 41 fa 0d e4
Start  round 3: cb 02 81 8c 17 d2 af 9c 62 aa 64 42 8b b2 5f d7
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Start round 4. f7 5c 77 78 a3 27 c8 ed 8c fe bf c1 a6 c3 7f 53
Start round 5: 22 ff ¢9 16 a8 14 74 41 64 96 f1 9c 64 ae 25 32
Start  round 6: 80 12 1e 07 76 fd 1d 8a 8d 8c 31 bc 96 5d 1f ee
Start round 7: 67 le f1 fd 4e 2a 1e 03 df dc bl ef 3d 78 9b 30
Start round 8: Oc 03 70 dO Oc 01 e6 22 16 6b 8a cc d6 db 3a 2c
Start  round 9: 72 55 da d3 Of b8 03 10 e0 0d 6¢c 6b 40 dO 52 7c
Start round 10: a9 06 b2 54 96 8a f4 €9 b4 bd b2 d2 f0O c4 43 36
Start round 11: 88 ec 93 Oe f5 e7 e4 b6 cc 32 f4 c9 06 d2 94 14
Start round 12: af b7 3e eb 1c dl b8 51 62 28 Of 27 fb 20 d5 85
Ciphertext: dd a9 7c a4 86 4c df e0 6e af 70 a0 ec 0d 71 91
Decrypting
Ciphertext: dd a9 7c a4 86 4c df e0 6e af 70 a0 ec 0d 71 91
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17
Start  round 1. 79 3e 76 97 9¢c 34 03 €9 aa b7 b2 d1 Of a9 6¢ cc
Start round 2: c4 94 bf fa e6 23 22 ab 4b b5 dc 4e 6f ce 69 dd
Start  round 3: d3 7e 37 05 90 7a l1la 20 8d 1c 37 1le 8c 6f bf b5
Start  round 4: 40 6¢c 50 10 76 d7 00 66 el 70 57 ca 09 fc 7b 7f
Start round 5: fe 7c 7e 71 fe 7f 80 70 47 b9 51 93 f6 7b 8e 4b
Start  round 6: 85 e5 ¢c8 04 2f 86 14 54 9e bc al 7b 27 72 72 df
Start  round 7: cd 54 ¢7 28 38 64 cO ¢c5 5d 4c 72 7e 90 c9 a4 65
Start round 8: 93 fa al 23 c2 90 3f 47 43 e4 dd 83 43 16 92 de
Start  round 9: 68 cc 08 ed Oa bb d2 bc 64 2e f5 55 24 4a e8 78
Start round 10: 1f b5 43 Oe fO ac cf 64 aa 37 Oc de 3d 77 79 2c
Start round 11: 84 el dd 69 la 41 d7 6f 79 2d 38 97 83 fb ac 70
Start round 12: 63 53 e0 8c 09 60 el 04 cd 70 b7 51 ba ca dO e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
AES Specification Test Data, 256-bit key
Encrypting
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1f
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 cO dO e0 fO
Start  round 2. 4f 63 76 06 43 e0 aa 85 ef a7 21 32 01 a4 e7 05
Start  round 3: 18 59 fb c2 8a 1c 00 a0 78 ed 8a ad c4 2f 61 09
Start round 4: 97 5c 66 cl cb 9f 3f a8 a9 3a 28 df 8e el Of 63
Start  round 5: 1c 05 f2 71 a4 17 e0 4f f9 21 c5 ¢l 04 70 15 54
Start  round 6: c3 57 aa el 1b 45 b7 b0 a2 c7 bd 28 a8 dc 99 fa
Start round 7: 7f 07 41 43 cb 4e 24 3e cl Oc 81 5d 83 75 d5 4c
Start  round 8. db6 53 a4 69 6¢c a0 bc Of 5a ca ab 5d b9 6¢c 5e 7d
Start  round 9: 5a a8 58 39 5f d2 8d 7d 05 el a3 88 68 f3 b9 c5
Start round 10: 4a 82 48 51 ¢c5 7e 7e 47 64 3d e5 Oc 2a f3 e8 c9
Start round 11: cl 49 07 f6 ca 3b 3a a0 70 €9 aa 31 3b 52 b5 ec
Start round 12: 5f 9c 6a bf ba c6 34 aa 50 40 9f a7 66 67 76 53
Start round 13: 51 66 04 95 43 53 95 03 14 fb 86 e4 01 92 25 21
Start round 14: 62 7b ce b9 99 9d 5a aa c9 45 ec f4 23 f5 6d a5
Ciphertext: 8e a2 b7 ca 51 67 45 bf ea fc 49 90 4b 49 60 89
Decrypting
Ciphertext: 8e a2 b7 ca 51 67 45 bf ea fc 49 90 4b 49 60 89
Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1f
Start  round 1. aa 5e ce 06 ee 6e 3c 56 dd e6 8b ac 26 21 be bf
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Start round 2: dl ed 44 fd la Of 3f 2a fa 4f f2 7b 7c 33 2a 69
Start round 3: cf b4 db ed f4 09 38 08 53 85 02 ac 33 de 18 5¢
Start  round 4: 78 e2 ac ce 74 le d5 42 51 00 c5 e0 e2 3b 80 c7
Start round 5: d6 f3 d9 dd a6 27 9b dl1 43 0d 52 a0 e5 13 f3 fe
Start round 6: be b5 0Oa a6 cf f8 56 12 6b 0d 6a ff 45 c2 5d c4
Start  round 7. 6 e0 62 ff 50 74 58 f9 be 50 49 76 56 ed 65 4c
Start round 8: d2 2f Oc 29 1f fe 03 1a 78 9d 83 b2 ec c5 36 4c
Start round 9: 2e 6e 7a 2d af c6 ee f8 3a 86 ac e7 c2 5b a9 34
Start round 10: 9¢c fO a6 20 49 fd 59 a3 99 51 89 84 f2 6b el 78
Start round 11: 88 db 34 fb 1f 80 76 78 d3 f8 33 c2 19 4a 75 9e
Start round 12: ad 9c 7e 01 7e 55 ef 25 bc 15 Of e0 1c cb 63 95
Start round 13: 84 el fd 6b la 5c 94 6f df 49 38 97 7c fb ac 23
Start round 14: 63 53 e0 8c 09 60 el 04 cd 70 b7 51 ba ca dO e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Plaintest and Key all zeros , 128-bit key

Encrypting

Plaintext: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO 00 00 00 OO0
Key: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO 00 00 00 OO0
Start round 1: 00 00 00 00O OO0 OO0 OO0 OO OO OO OO0 00O OO OO 00 00
Start round 2: 01 00 00 00 01 00 00 OO 01 00O OO0 00 01 OO 00 00
Start round 3: c6 e4 e4 8b a4 87 87 e8 c6 e4 e4 8b a4 87 87 e8
Start  round 4;: 28 2d f3 c4 6a f3 86 25 4a 4e 90 a7 08 90 e5 46
Start  round 5: ab d2 cd fe 37 5a b5 49 50 a0 af cO 75 9a 6a 5f
Start round 6: d4 6f 4f 6¢ 55 b8 96 33 7e 05 bb 3d 79 79 de 23
Start  round 7: 04 f2 ca 97 07 78 28 45 e2 2f 01 96 49 c5 d7 10
Start  round 8. b7 aa e4 c5 1d 25 2d 4f 6¢ 92 Of 81 94 e5 81 50
Start round 9: 23 e7 8c 3c 13 21 63 db aa cO c6 57 2e 03 chb 95
Start round 10: 7f fe Oe 95 51 a5 66 35 0e 34 7c 47 29 29 ec cb
Ciphertext: 66 €9 4b d4 ef 8a 2c 3b 88 4c fa 59 ca 34 2b 2e
Decrypting

Ciphertext: 66 €9 4b d4 ef 8a 2c 3b 88 4c fa 59 ca 34 2b 2e
Key: 00 00 00 00 00 OO0 00 00O 00 OO OO OO 00 00 00 OO
Start round 1. d2 06 10 1f dl 18 ce 2a ab a5 ab 96 a5 bb 33 a0
Start  round 2: 26 fd b4 2a 7d ba 1f eb ac 7b 64 b9 31 94 fb 5b
Start  round 3: a9 3f 76 53 a4 4f Oc a6 50 d9 69 84 22 ac d8 Oc
Start round 4: f2 bc 7c ca ¢c5 15 0Oe 88 98 a6 74 6e 3b 89 34 90
Start  round 5: 48 6¢c ea 26 fc 6b 1d 50 f3 b6 84 c3 b6 a8 90 27
Start  round 6: 62 be 79 cf 9a e0 02 bb 53 b8 bd 3b 9d b5 d5 ba
Start round 7: 34 0d 60 5a 02 2f d9 1c d6 60 0Od 3f 30 d8 44 5c
Start round 8: b4 17 69 9b 49 69 17 3d b4 17 69 9b 49 69 17 3d
Start round 9: 7c 63 63 63 7c 63 63 63 7c 63 63 63 7c 63 63 63
Start round 10: 63 63 63 63 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO 00 00 00 OO
Plaintest all zeros, key a single 1, 128-bit key

Encrypting

Plaintext: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO OO0 00 00 OO0
Key: 00 00 00 00 00 OO0 OO OO0 00 OO OO OO 00 00 00 01
Start round 1: 00 00 00 00O OO0 00 00 OO OO OO0 00 00 OO OO 00 01
Start round 2: le 1f 3e 3e 01 00 1f 00 01 00 1f 00 01 00 1f 01
Start round 3: 66 e0 d8 04 d6 43 e3 f2 17 67 13 5a f9 cf 28 €9
Start  round 4: 7e 41 45 5e 09 86 08 b5 al 69 fO da 70 61 el bf
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Start round 5: 79 89 5e 0d d2 19 17 93 a2 96 41 74 c2 el 0d 64
Start round 6: a0 f7 36 25 ca ae 92 22 a4 76 49 4b 04 dO d6 8b
Start  round 7: a8 1b dd b6 3b f7 72 10 81 6b 51 a9 70 27 04 el
Start round 8: 89 51 a6 38 37 41 9e 27 9c 5d fe a7 dO 20 3c 26
Start round 9: 4c 39 fa 23 09 9f 8d Ob 53 f7 13 4f 0Oa 53 02 53
Start round 10: dd 9d a7 03 9c al f1 58 42 43 46 94 5d c8 68 7a
Ciphertext: 05 45 aa d5 6d a2 a9 7c¢ 36 63 dl 43 2a 3d 1lc 84
Decrypting

Ciphertext: 05 45 aa d5 6d a2 a9 7c 36 63 dl1 43 2a 3d 1lc 84
Key: 00 00 00 00 00 OO0 OO OO0 00 OO OO OO 00 00 00 01
Start round 1. cl 32 5a da de la 45 7b 2c e8 5c 6a 4c 5e al 22
Start  round 2: 29 db 7d ed 01 68 77 26 ed ed 2d 2b 67 12 5d 84
Start round 3: a7 83 bb f7 9a 4c eb 07 de b7 24 cc 70 d1 Ob 5¢c
Start round 4: c2 68 dl1 f8 e2 7f f2 4e Oc cc cl ca 51 af 40 d3
Start round 5: e0 e4 3b 3d 74 38 f6 3f 49 70 05 93 f2 68 4f b3
Start round 6: b6 d4 83 43 b5 90 d7 d7 3a f8 58 dc 25 a7 fO 92
Start round 7: f3 44 8c 08 01 f9 f8 58 32 ef 6e d5 51 83 30 57
Start  round 8. 33 1la 7d 1le f6 85 34 f2 fO 8a 61 89 99 el 11 be
Start round 9: 72 63 cO 7¢c 7c 63 cO b2 7c 63 b2 63 7c cO cO 63
Start round 10: 63 63 63 7c 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO 00 00 00 OO0
Plaintest a single 1, key all zeros , 128-bit key

Encrypting

Plaintext: 00 00 00 00 00 OO OO OO0 00 OO OO OO 00 00 00 01
Key: 00 00 00 00 00 OO0 00 00O 00 OO OO OO 00 00 00 OO
Start round 1: 00 00 00 00 OO0 OO0 OO0 OO OO OO0 00 00 OO OO 00 01
Start round 2: l1le 1f 21 3e 01 00 00 00 01 00 00 00 01 OO 00 00
Start  round 3: da ea ea 99 75 56 ef 51 58 5d c3 15 5a da 24 4b
Start  round 4: 6b 78 40 4b 44 dd 5b fb 89 73 17 e4 78 87 db aa
Start round 5: 14 47 70 88 31 17 26 e7 1f 03 f1 40 92 6¢ 27 a3
Start  round 6: 30 dd 66 d8 e8 fe 56 7f 23 dd €9 d2 68 54 93 04
Start  round 7: de d8 ¢5 d3 dc 39 2f e5 54 1le 04 f1 bc 15 a2 69
Start round 8: 26 b8 f7 a9 e8 la 48 1le 78 15 35 0a 1b 22 26 19
Start round 9: 44 24 06 b6 d9 51 38 9d 40 4d 63 c4 95 fb 34 85
Start round 10: 83 f7 5d dO 88 f3 8d e2 2f 83 89 19 59 35 7f 36
Ciphertext: 58 e2 fc ce fa 7e 30 61 36 7f 1d 57 a4 e7 45 b5a
Decrypting

Ciphertext: 58 e2 fc ce fa 7e 30 61 36 7f 1d 57 a4 e7 45 ba
Key: 00 00 00 00 00 OO0 00 OO0 00 OO OO OO 00 00 00 OO0
Start  round 1. ec 0d a7 05 c4 ec d2 70 15 96 4c 98 cb 68 5d d4
Start  round 2: 1b dl1 fb 97 35 e3 18 4e 09 Of 6f be 2a 36 07 I1c
Start round 3: f7 a2 96 d4 9b 59 f7 d3 bc 93 68 72 af 6¢ 52 67
Start round 4: 1d 12 f2 f9 86 72 3a 66 20 59 a6 d9 65 61 15 al
Start  round 5: 04 bb 1e f2 9b ¢l dc 61 26 20 33 d2 45 c1 bl b5
Start round 6: fa fO al Oa c7 7b cc c4 cO 50 51 94 4f a0 f7 09
Start  round 7: 7f ¢l fO ac 1b 8f b9 b3 a7 17 09 Of bc bc 39 69
Start  round 8: 57 bl 2e b3 9d 4c 36 ee 6a 57 87 dl1 be 87 df 59
Start round 9: 72 63 63 63 7c 63 63 b2 7c 63 fd 63 7c cO 63 63
Start round 10: 63 63 63 7c 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 00 00O 00O 00 OO OO OO 00 00 00 01



Program X.28.a
Shamir's Threshold Scheme

Referred to from page 157.

Thecodebelov implementsShamirs thresholdschemeausing6 Java classes:

CreateThreshold : This classusesparameterded into the constructorto createa
new thresholdscheme. Inputs are the secrets, the thresholdvaluet , the numberof
usersn, andthe prime p. It rst createsa randompolynominalof degreet-1 by
choosingthe coefcients at random. (The randomnumbergeneratousedis just Java's
Math.random() , soanactualproductionsystemwould needa bettergenerata) Then
the classevaluateghe polynomialat successie positive integersto createthe shares.

Secret : This classalsousesparameterded into the constructorto recover the secret
value. The input parametersrethe thresholdvaluet , the prime p, andx andy coor
dinatesfor t shares.Thereis alsoa booleanparametedebug thatwill producedehug
outputif it istrue . After calculatingthe secretthe methodgetSecret() will return
it.

NewThreshold : Themainof this classusescommandine parameter$o createa new
thresholdscheme.On the commandine are: the secrets, the thresholdvaluet , the
numberof users, andtheprimep. Theclasssuppliesarraysinto whichthen sharesare
placedby thecreateThreshold class.Theclass nally writesthe parametergonthe
rst line) andthesharegoneto aline) to thestandardutputas4 + 2*n integers.

RecoverSecret : The main of this classreadsintegersfrom the standardnput, rst
thethresholdvaluet andtheprimep, andthent sharegx andy coordinates)Theclass
nally writesthe secreto the standardutput.

ThresholdTest : This classhasa main that createsinstancesf CreateThresh-
old and Secret in delug mode. Using the same4 commandline parametersas
NewThreshold , it createsa thresholdschemenstance providing delug outputshow-
ing then shares.Thent of thesesharesarechosenat randomfor input to the Secret
classwhich alsoprovidesdehug output.

GetNext : A classto readint sfrom the standardnput. Theintegersaredelimitedby
ary non-digitcharacterswhich areignored.

Java class: CreateThreshold
/I CreateThreshold: Shamir's  threshold scheme: return shares

public class CreateThreshold {
long s; /I ‘"secret"
int t; /I threshold value, t <=n
int n; // number of users, n >= 2
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long p; // prime for system, p >S, p >t

long] X; /[ array of n shares, x coordinates

long] Y; /[ array of n shares, vy coordinates

long] A; /[ array of t random coefficients for polynomial
boolean debug = false; /I output debug information

/I CreateThreshold: constructor, does most of the work
public  CreateThreshold(long sl, int t1, int nl, long pl,
long] X1, long[] Y1, boolean d) {
s =sl; t =tl; n=nl, p=pl debug = d;
if (n<2]| t>n] p<=s]| p<=1t {
System.out.printin("Parameter out of range");
System.exit(1);

}
X = X1;
Y = Y1;
A = new long[t];
createF(); /I puts random coefficients into A, to create poly
if (debug) { // printout for debugging and demonstrations
System.out.print("New " +t +"" + n+ " threshold scheme,");
System.out.printin(" with p =" +p+" and s =" + s);
System.out.print("Function fx)y =";
for (nt i =0; i <t i+ {
System.out.print(Ai] + AT o+,
if (i != t1) System.out.print("+ )
}
System.out.println();
}
createShares(); /I use poly to create shares
if (debug) { // more debug printout
System.out.print("All "+ n + " Output Shares: "),
for (int i =0; i < n; i++)
System.out.print("(" + X[ o+ o+ Y[ O+
System.out.printin("\n");
}

}

/I evalF: evaluate the function f
private long evalF(long x) {

long y = 0;

for (int i =t - 1, i >=0; i) {
y = y*x %p;
y = +Al) %p;

}

return Y,

}

/I createF: create F with random coefficients
I that is, load A with random coeffs
private  void createF() {
A[0] =s; /I the secret
for (nt i =1; i <t i+
Alil] = randlong(0, p-1);
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}
/Il randlong: return a random long X, a <= x <= b
private long randlong(long a, long b) {
return  (long)( Math.random()*(b - a+ 1) + a);
}
/I createShares: load X and Y with (x,y) coords of each share
public  void createShares() {
for(int i =0; i <n i++) {
X[i] = i+1;
Y[i] = evalF(i+1);
}
}

. Java class: Secret
/I Secret: Shamir's  threshold scheme: return  secret

public class Secret {
long s; /I ‘"secret"
int t; // threshold value, t <=n
long p; // prime for system, p >S, p >t
long] X; /[ array of t shares, x coordinates
long] Y; /[ array of t shares, vy coordinates
long] C; /I array of t coefficents
boolean debug = false; /I output debug information

/I Secret: constructor, does most of the work
public  Secret(int t1, long pl, long[] X1, long[] Y1, boolean d) {
t =t1; p =pl, debug = d; X = X1, Y = Y1,

if (p <=1 {
System.out.printin("Parameter out of range");
System.exit(1);
}
if (debug) ({
System.out.print("Recover secret from t =" + t);
System.out.printin(" shares, with p =" + p);
System.out.print("All "+t + " Input Shares: ");
for (int i =0; i <t i++)
System.out.print("(" + X[ +" + Y[+
System.out.println();
}
C = new longl[t];
createC();
}
/I getSecret: return the secret value
public long getSecret() {
return  s;
}
/I createC: do the calculation of the secret

I Note: interspresed debug output
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private  void createC() {

}

1

for (nt i =0; i <t i++) { [/l calculate C[i]
if (debug) System.out.print("C[" +i0 0+ =)
Clil =1
for (int j =0; j <t j++)
if (i =) {
if (debug)
System.out.print(X[j] + /" + X[+ "+
X+ "
long term = modP(X[j]*invModP(modP(X[j] - X[);
if (debug)
System.out.print(" (or " +term + ") ")
Cli] = modP(CJi]*term );
}
if (debug) System.out.printin("= "+ CIi]);
}
s = 0;
if (debug) System.out.print("Secret =",
for (nt i =0; i <t i++) |
if (debug)
System.out.print(C[i] + "™+ Y[l O+ "),
if ( != t1) if (debug) System.out.print("+ ");
s = modP(s + CIiJ*YIi]);
}
if (debug) System.out.printin("= "+ s);

modP: does actual x mod p, even if x <0

private long modP(long x) {

}

1

long y = x%p;
ity <0 y=y+np
return y;

invModP: calculate an inverse value mod p

private long invModP(long x) {

}

1

long] res = new long[3];
res = GCD(x, p);
return  modP(res[0]);

GCD: extended GCD algorithm

private  static long] GCD(long x, long vy) {

longl u=4{, 0 x}, v=1{0, 1, vy}, t = new long[3];

while  (v[2] = 0) {

long q = u[2)/v[2];

for (int i =0; i <3; i++) {

} ] = ufl  -vio; ufil = viil; vl = i
}
return  u;
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Java class: NewThreshold

/I NewThreshold: create instance of Shamir's threshold scheme
1 Input  (on command line):
1 s (the secret), t (threshold value), n (# users), p (prime)
1 Output (in  System.out):
1 s t n p
1 n (x,y) threshold pairs, for the n users
public class NewThreshold {
public  static void main(String(] args) {
long s = Long.parseLong(args[0]); /I "secret"
int t = Integer.parseint (args[1)); /I threshold, t <=n
int n = Integer.parselnt (args[2)); /I number of users, n >= 2
long p = Long.parseLong(args[3]); /I prime , p>S, p>t
long] X = new long[n];
long] Y = new long[n];
CreateThreshold cT = new CreateThreshold(s, t, n, p, X Y, false);
System.out.println(s +" "+t +" " +n+" + p);
for (nt i =0; i < n; i++)
System.out.println(X[i] + " "+ YD
}
}
Java class: RecoverSecret
/I RecoverSecret: read t shares and recover the secret
1 Input (in  System.in):
1 s t
1 t (xy) threshold pairs
1 Output (in  System.out):
1 s (the secret)
public class RecoverSecret {
public  static void main(String[] args) {
long s; /I ‘“secret"
int t; // threshold, t <= n
long p; // prime , p>S, p >t
GetNext getNext = new GetNext();
t = getNext.getNextInt();
p = (long)getNext.getNextint();
long] X = new longl[t];
long] Y = new longl[t];
for (int i =0; i <t i++) {
X[] = (long)getNext.getNextint();
Y[i] = (long)getNext.getNextint();
}
Secret secret = new Secret(t, p. X, Y, false);
s = secret.getSecret();
System.out.printin(s);
}
}
Java class: ThresholdTest
/I ThresholdTest: Test Shamir's  threshold scheme, produce debug output

public

class ThresholdTest {
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public  static void main(String[] args) {
long s = Long.parseLong(args[0]); /I "secret"
int t = Integer.parselint (args[1)); /I threshold, t <=n
int n = Integer.parselnt (args[2)); /I number of users, n >= 2
long p = Long.parseLong (args[3]); /I prime, p>S, p>t
long] X = new long[n];
long] Y = new long[n];
CreateThreshold cT = new CreateThreshold(s, t, n, p, X Y, true);
long] Xs = new long[t];
long] Ys = new long[t];
/I choose t of the n shares at random
int[] select = new int[n];
for (nt i =0; i < n; i++) selecti] =i /I indexes of shares
for (nt i =0; i <t i++) { // interchange first t at random
int j = (int)(Math.random()*((n-1) -0+ 1) +)
int temp = select[i];
select][i] = select][j];
select[j] = temp;
}
for (nt i =0; i <t i++) |
Xs[i] = X][select[i]];
Ys[i] = Y[select[i];
}
Secret secret = new Secret(t, p. Xs, Ys, true);
s = secret.getSecret();
System.out.printin("Secret: "+ s);
}
}
Java class: GetNext
/I GetNext: fetch next char or unsigned integer from System.in
import  java.io.*;
public class GetNext ({
private Reader in; // internal file  name for input stream
/I GetNext:  constructor
public  GetNext () {
in = new InputStreamReader(System.in);
}
/I getNextChar: fetches next char
private  char getNextChar() {
char ch =" " /I =" to keep compiler happy
try {
ch = (char)in.read();
} catch (IOException e) {
System.out.printin("Exception reading character");
}
return  ch;
}

/I getNextint: int

public int

fetch  unsigned
getNextint() {
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String s ;
char ch;
while  (!Character.isDigit(ch

1

s = + ch;

while  (Character.isDigit(ch
s += ch;

return  Integer.parselnt(s);

= getNextChar()))

= getNextChar()))

Herearetwo runstestingthethresholdschememplementation:

% java ThresholdTest 1111 6 9 1999

New (6,9) threshold scheme, with p = 1999 and s = 1111

Function f(x) = 1111*xA0 + 1981*xA1l + 196*xA2 + 961*xA3 + 288*xA4 +
1696*xA5

All 9 Output Shares: (1,236) (2,461) (3,456) (4,1049) (5,850) (6,1870)
(7,1147)  (8,363)  (9,1468)

Recover secret from t = 6 shares, with p = 1999

All 6 Input Shares: (6,1870) (8,363) (4,1049) (7,1147) (5,850) (2,461)

C[0] = 8/(8-6) ( or 4) 4/(4-6) ( or 1997) 7/(7-6) ( or 7) 5/(5-6)
( or 1994) 2/(2-6) ( or 999) = 1859

C[1] = 6/(6-8) ( or 1996) 4/(4-8) ( or 1998) 7/(7-8) ( or 1992)
5/(5-8) ( or 1331) 2/(2-8) ( or 666) = 1321

C[2] = 6/(6-4) ( or 3) 8/(8-4) (or 2) 7/(7-4) ( or 1335) 5/(5-4)
( or 5) 2/(2-4) ( or 1998) = 1929

C[3] = 6/(6-7) ( or 1993) 8/(8-7) ( or 8) 4/(4-7) ( or 665) 5/(5-7)
( or 997) 2/(2-7) ( or 1199) = 64

C[4] = 6/(6-5) ( or 6) 8/(8-5) ( or 669) 4/(4-5) ( or 1995) 7/(7-5)
( or 1003) 2/(2-5) ( or 1332) = 1482

C[5] = 6/(6-2) ( or 1001) 8/(8-2) ( or 1334) 4/(4-2) ( or 2) 7/(7-2)
( or 801) 5/(5-2) ( or 668) = 1342

Secret = 1859*1870 + 1321*363 + 1929*1049 + 64*1147 + 1482*850 +
1342*461 = 1111

Secret: 1111

% java ThresholdTest 444444444 4 6 536870909

New (4,6) threshold scheme, with p = 536870909 and s = 444444444

Function f(x) = 444444444*xA0  + 321956576*xA1l + 166564884*xA2 +
237875836*xA3

All 6 Output Shares: (1,97099922) (2,436398366) (3,205240247)
(4,294009672)  (5,519348930)  (6,161029401)

Recover secret from t = 4 shares, with p = 536870909

All 4 Input Shares: (3,205240247)  (4,294009672)  (6,161029401)
(5,519348930)

C[0] = 4/(4-3) ( or 4) 6/(6-3) ( or 2) 5/(5-3) ( or 268435457) = 20

C[1] = 3/(3-4) ( or 536870906) 6/(6-4) ( or 3) 5/(5-4) (or 5 =
536870864

C[2] = 3/(3-6) ( or 536870908) 4/(4-6) ( or 536870907) 5/(5-6)
( or 536870904) = 536870899
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C[3] = 3/(3-5) ( or 268435453) 4/(4-5) ( or 536870905) 6/(6-5)
(or 6) = 36

Secret = 20*205240247 + 536870864*294009672 + 536870899*161029401  +
36*519348930 = 444444444

Secret: 444444444

The following codeillustratesthe acutalthresholdschemeswithout the dehug information.
Firstusingstandardnput andoutput:

% java NewThreshold 2222222 5 8 10316017
2222222 5 8 10316017
9512402
8010272
7372056
8834487
5214807
1542801
4744780
3011547
% java RecoverSecret
10316017
7372056
8834487
4744780
3011547
8010272
222222

oO~NO UL WNE

NNOOONB~WOL

Next usingredirectedles in Unix:

% java NewThreshold 2222222 5 8 10316017 > thresh.txt
% cat thresh.txt

2222222 5 8 10316017

1769097

766836

4599213

4208181

7041923

6106801

599390

6222495

% cat secret.txt

10316017

4599213

6106801

766836

599390

1769097

% java RecoverSecret < secret.txt
2222222

NNOWOOLoONOOULS, WN -

[EnY
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The Laws of Cryptograph y
Using Printed Log Tables

Thisis alessonfrom prehistorictimes. It bringsbacknostalgicmemories.Beforecalculators,
one usedprinted tablesto carry out calculations. The examplein the main sectionwas to

calculate23.427 * 23.427 * 3.1416 . To dothis, one rst neededhelogarithms(base
10) of thetwo numbers.In coloredbold italic below arethe actualtableentries(usinga book
of tablesdatingfrom 1957)— everythingelseyou hadto do mentallyor on paper:

Number Log Explanation

2342 36959  usinginterpolationentry:

23427 369716 7thentryunderl8 is 12.6

2343 36977 take 369590 + 126 to get369716

This meansthat log(2.3427) = 0.369716 approximately Then log(23.427) =
log(2.3427 * 10) = log(2.3427)  + log(10) = 0.369716 + 1 = 1.369716

Similarly, look up3.1416 :

Number Log Explanation

3141 49707  usinginterpolationentry:

31416 497154 6thentryunderl4 is8.4

3142 49721 take 497070 + 84 to get497154

This meanghatlog(3.1416) = 0.497154 approximately

Formthesum: 1.369716 + 1.369716 + 0.497154 = 3.236586 (this mustbedone
by hand,with pencilandpaper).

Now nally, onehasto look up the“anti-log” in the sametable:

Number Log Explanation

1724 23654 usinginterpolationentry:
17242 23659 2ndentryunder25 is5.0
1725 23679 take17240 + 2toget17242

This means that log(1.7242) = 0.23659 approximately so 3.23659 = 3 +
0.23659 = log(1000) + log(1.7242) = log(1000 * 1.7242) = log(1724.2)
or ( nally), theansweris 1724.2 approximately Sothe areaof a circle of radius23.427 is
approximatelyl724.2 .

All this painjustto multiply 3 numberdogetherto get4 or 5 digits of accurag in theanswer
Thenext two lessondrom our primitive ancestorshow to usetablesof thelogarithmsof trig
functions(to sare onelookup),andhow to useasliderule. (Justkidding.)
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The Laws of Cryptograph vy
Unsigned bytes in Java

The AdvancedEncryptionStandard AES) makesextensive useof theunsigned  byte type.
This createsawkward codein Java, becauselara supportsonly the signedbyte type. In
addition, someof the Java operatorsdo not work asin the documentationgcreatingfurther
problems.For example:

public class TestRightShift0 {
public  static void main(String(] args) {
byte b = (byte)0x80;
int ¢ =Db >>4; /| <

System.out.printin("b: "+ b+" c " +c0)
c = OxOffffff8;
System.out.printin("c: "+ ¢)
}
}
[*  Output:

b: -128, c: 268435448
C: 268435448
*/
The outputshaws thatb hasthe value0x80 or 1000 0000 in binary, asonewould expect.
Accordingto The Java ProgrammingLanguae, Third Edition, page164, the >>> operator
should Il new high-orderbits with zeros. In fact, though,Java is corvertingb to int type
with sign-extendedvalue Oxffffff80 , right shifting this and putting just four zerosat the
right, to give OxOffffff8 . To getthedesiredvalue,onecanuseeitherof thefollowing:
public class TestRightShiftl {
public  static void main(String(] args) {
byte b = (byte)0x80;
int ¢ = (b &O0xf0) > 4} / <

System.out.printin("b: "+ b+" c " +c0)
c = (b > 4) & 0xf} Il <
System.out.printin("b: "+ b+" c " +c)
}

}

[*  Output:

b: -128, c: 8

b: -128, ¢ 8

*
Similarly, aright shift of 3 coulduseeitherof thelines:
public class TestRightShift2 {
public  static void main(String[] args) {

byte b = (byte)0x80;
int c=(b &0xfl) >>3; /| <
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System.out.printin("b: "+ b+" cC + ©);
c =(b >3 & 0oxif; [/ <
System.out.printin("b: "+ b+" cC + ©);
}

}

[*  Output:

b: -128, c 16

b: -128, c 16

*/

Thisseemgo requiredifferentconstantsor differentshifts,but actually the rst methodworks

with a x edconstant:

public class TestRightShift3 {
public  static void main(String(] args) {
byte b = (byte)0x80;
for (nt i =0; i <9; i++) {
int ¢ =((b &O0xffy >>1i [/ <
System.out.printin("b: "+ b+ " shift by: " +i +" ¢ " +¢)
}
}
}
[*  Output:
b: -128, shift by: 0, c: 128
b: -128, shift by: 1, c: 64
b: -128, shift by: 2, ¢ 32
b: -128, shift by: 3, c: 16
b: -128, shift by: 4, c: 8
b: -128, shift by: 5 ¢ 4
b: -128, shift by: 6, c 2
b: -128, shift by: 7, ¢ 1
b: -128, shift by: 8, ¢ 0

*
~

Law JAVA-BYTES-1:

shiftAmount , use the code
int shiftedV alue = (byteValue & 0xff)

range from O to 8. A O for shiftAmount

requires
int shiftedV alue = byteValue & 0xff;

In the Java language, to right shift an integer amount

where byteValue is of type byte and shiftAmount

ing the shift, but just to store an unsigned byte into an int type

shiftAmount;
iS an int in the
is the same as not do-

Left shiftswork asthey oughtto, but the resultis anint , soit needsto be castto a byte if

thatis needed.

public  class
public  static

TestLeftShift {

void main(String(] args) {
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B. Unsigned bytes in Java

byte b = (byte)Ox01;

for (nt i = 0;
int c=(b

System.out.printin("b:
byte bb = (byte)(b
System.out.printin("b:

}

}
}
[*  Output:
b: 1, shit by: 0, c:
b: 1, shift by: 0, bb:
b: 1, shit by: 1, c:
b: 1, shift by: 1, bb:
b: 1, shift by: 2, c:
b: 1, shift by: 2, bb:
b: 1, shift by: 3, c:
b: 1, shift by: 3, bb:
b: 1, shit by: 4, c:
b: 1, shift by: 4, bb
b: 1, shift by: 5, c:
b: 1, shift by: 5, bb:
b: 1, shift by: 6, c:
b: 1, shift by: 6, bb:
b: 1, shit by: 7, c:
b: 1, shift by: 7, bb
b: 1, shift by: 8, c:
b: 1, shift by: 8, bb:

*
~

i <9 i+ |
<< i)} /I <
"+ b + " shift by: +i +" ¢ " +o0);
<< i)} /Il <
"+ b+ " shift by: + i + ", bb: " + bb)

128
-128
256

Law JAVA-BYTES-2:

as follo ws:

overo w.

In the Java langua ge, logical and shifting operator s work

All operator s return an int, so they must be cast to a byte if
a byte is needed. This includes: &, ,

Hex constants such as Oxff actuall y de ne an integ er, so this
is the same as 0x000000ff. For values bigger than Ox7f a
cast to byte is needed.

Arithmetic (except for / and %) with Java's signed bytes
works just as if the bytes were unsigned, since there is no

, and
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The Laws of Cryptograph y
Projects

Project 1. Designing a Stream Cipher.

For this projectyou areto startwith a very simplecryptosystenbasedn the exclusive-orof a
pseudo-randomumbersequencavith plain text to produceciphertet, followed by the same
exclusive-orto transformciphertext backinto plaintext. This is the simplestpossiblestream
cipher

As a streamcipher anunendingstreamof bits is generatedrom a key (or seedto therandom
numbergeneratorandis xoredwith successie messageéitsto form theciphertet. Everything
canbethoughtof occurringonebit atatime.

The codebelon usesthe Java Random classfor the pseudo-randomumbergeneratar For
corvenienceof the Javainputfunction,the encryptionis donebyte atatime, using8 bits from
the generatoat eachstep. Despitethe byte orientation,it is still essentiallya streamciphet
with encryptionoccurringonebit atatime.

Sincethegenerators of the multiplicativelinearcongruencéype,oneneeddo extractthehigh
order 8 bits, ratherthanlow orderbits. (Knuth notesthatwith thesegeneratorsthe high-order
bits aremuchmorerandomthanlow-orderones.)

Hereis theprogram.l deliberatelywrotethis usingasfew linesof Javaaspossiblgwell, except
for afew extravariables).

Java class: Crypto
/I Cipher.java: simple cipher

import  java.io.*;

import  java.uti.LRandom;

class Cipher ({

public  static void main(String[] args) throws IOException {
long seed = Long.parseLong(args[0]);
Random rand = new Random(seed);
int ch;
while  ((ch = System.in.read()) 1= -1) {

double x = rand.nextDouble();
int  m = (int)(256.0*x);

ch = (ch A m);
System.out.write(ch);

}

System.out.close();
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}

Hereis a samplerun, startingwith a binary PDF le utsa.pdf . UsingUnix redirectionthe
encryptedoutputgoesto a binary le utsa.binary of the samesize. Finally, anotherrun
usingthesamekey recoverstheoriginal le, thistime namedutsa2.pdf . Noticethatthekey
isthelong with value98765432123456789 , nearlyafull 64-bitinteger.

% pandora% javac Cipher.java

% java Cipher 98765432123456789 < utsa.pdf > utsa.binary
% java Cipher 98765432123456789 < utsa.binary > utsa2.pdf

%ls -l

total 18

-FW-r--r-- 1 wagner faculty 769 May 26 22:33 Cipher.class
-FW-r--r-- 1 wagner faculty 462 May 26 20:34 Cipher.java
-FW-r--r-- 1 wagner faculty 3116 May 26 22:34 utsa2.pdf
-FW-r--r-- 1 wagner faculty 3116 May 26 22:33 utsa.binary
-FW-r--r-- 1 wagner faculty 3116 May 26 16:32 utsa.pdf

Analysis of the initial system: The above systemusesthe Random classfrom Java asthe
randomnumbergenerato(RNG). This classis provided for simulationandfor othersimilar
usesandis notintendedo beacryptagraphicallysecue RNG, wherethis meansaRNGwhose
future outputscannotbe ef ciently calculatedfrom earlier outputs. In the caseof the class
Random, themultiplier andmodulusareknown, soary outputimmediatelyallows calculation
of lateroutputs.Evenif themultiplierandmodulusarenotknown, givenasequencef integers
producedoy sucha RNG, thereareef cient (thoughdif cult) algorithmsto calculatethem.

In the caseabove, oneis far from knowing ary of the integer outputs,however. Oneknows
only asuccessiownf 8-bitinital valuesfrom the oating pointoutputof thegeneratarA known
plaintext or choserplaintext attackwill producesucha sequencef thesevaluesimmediately
| have no ideaif thereareefcient algorithmsto deducethe portion of the RNG in usejust
from asuccessionf these8-bit values.It mostlikely would be harderto breakif oneonly had
a successiomf 1-bit valuesoutputby the RNG, the leadingbits of the oating point outputs.
(This stepdoesnt helpagainsthe brute-forceattackmentionedn the next paragraplbelow.)

Project 1.1 Modify the codeabove sothatateachstage8 callsto theRNG produce
8 mostsigni cant bits thatareassembledhto an 8-bit byte for usein xor asin the
original code.

The RNG Randomis describedasa “48-bit randomnumberlinear congruencegeneratat In
this case,by investigatingthe detailsof the generatgrone shouldbe ableto mounta brute-
force attackrequiring or about300 trillion steps. One startswith a
known sequencef outputs,eitherthe rst 8 bits or the rst bit in eachcase.At eachstep,the
generatoneedgo beexerciseduntil thatinitial valueis eliminatedor until thesearctsucceeds.
This calculationeasilyallows parallelization If onecouldcompletea stepeachgiga-secondit
would still take on the averagel50000second®r justover 40 hours.In parallel10 000such
processorsvould take 15 secondsSoit all depend®n how muchhardwareyou have!
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Systems with a modifi ed generator: Onecouldtry modifying the generatarFor example,
onecould usetwo seedsandtwo separateopiesof the RandomRNG. Theinput seedswvould
eachbe 64 bit long, but the RNGsareactually48 bits, for 96 bits total in two generatorsHow
canoneusetwo generatorsZonsidersomepossibilities.

[0 Alternatetheuseof thetwo generatordpackandforth, or accordingo somescheme
publicly known. (Arguethatthisis essentiallyno helpatall.)

O In orderto get8 bits for eachbyte of source take 4 bits from onegeneratoand4
bits from the other (Arguethatthisis essentiallyno helpatall.)

[0 How aboutustaveragingtwo oating pointoutputsfrom thetwo generatorsPWhat
is thematterwith this? Canit be madeto work?)

[0 Hereis aschemef Knuth'sto usetwo generatorsChooseavalue for theaddress
sizeof abuffer, say for abuffer of size . Fill thebuffer with 8-bit
valuesfrom the rst generatar Thenget 10-bit valuesfrom the secondgeneratar
usingthis numberto fetchthe 8-bit valuefrom the rst generatoratthataddressn
thebuffer, andthenreplacingthevaluein the buffer usingthe rst generatoagain.

Onecould alsouseoneof thetwo double-seedeBNGsdescribecht the endof Section16.2.
In eachcasethesearetwo 32-bit seeddor atotal of 64 bits. Thusthe brute-forceattacktakes

or 20 billion billion steps.Finally onecould usea more sophisticated
RNG suchasthe one basedon chaostheoryin Chapterl7, or the perfectRNGs of Chapter
(?197in SectionV). | have no proofof thedif culty of breakingarny schemeof thetypeshavn
here,but even the very rst pieceof Java codeseemdike it would be quite hardto break,
if it could be broken at all exceptby a brute-forcesearch(an attackwhich always succeeds,
thoughperhapgakinganunacceptablamountof time). Eachre nementmaymake thesystem
strongerjt' shardto imagineary way to breaka systembasedntheRNGin Chapterl7,since
no onehasever solvedsuch2-dimensionathaoticequationsanalytically

Project 1.2 Modify the codeabove so it usesa better RNG with a longertotal
numberof seedbits, or usestwo or moreRNGs.

The key is somavhat awkwardly handledup to now. It would be betterto have an arbitrary
charactesstringastheinput key. This stringshouldbe hashednto whatever actualinputsare
neededor therandomnumbergeneratarThe nal projectcouldlook somavhatlik e the Unix
crypt utility.

Project 1.3 Look up the man pageon crypt and modify the codeabove so it
handlesanarbitrarycharactestringastheinputkey. It shouldbeindistinguishable
from crypt
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Project 2: Designing a Block Cipher.

This projectasksyou to work on a simple,symmetric,corventional block-orienteccryptosys-
tem.| amgiving you askeletonJava programbelow thatimplementdhe Caesacipheroneach
byte,usingarotationfrom 0 to 255.

Onecouldregardthis projectasa generalizatiorof Projectl, but | meanfor youto handleit as
ablock cryptosystem.

O You areto producea cipherthat usesthe sameshortsecet key for encryptionand
decryption.It would befairly easyto modify the codebelow sothatit implements
the Bealecipher but you arenot supposedo do that, sincethe Bealecipherusesa
key the samesizeasthe plaintext.

O Yoursystemshouldbeablock cipher soeachciphertet block shoulddependonly
onthekey andtheplaintext block. Two separatéut identicalplaintext blocksshould
encryptto the sameciphertet block. If you wish to give your ciphersomeof the
characteristicsf astreancipher with stateandwithoutthe propertyof the previous
sentencethenyou shouldjust usethe cipherin the cipher blodk chaining (CBC)
mode

0 Theideais to try to implementsomethinghat might not be easyto break. For the
strongespossiblesystemyou couldassumehatopponentsio notknow your secret
key, but

[0 have accesgo youractualJava code,sothatthey know exactly whatyour
algorithmsareandhow they work, and

0 haveaccesso a“black” encryption/decryptiobox (withoutaccesso the
secretkey), sothatthey cancarry out a chosenplaintext attack,thatis,
canchoosearbitraryplaintexts andgetthe correspondingiphertexts.

[0 The codebelaw is strictly to get studentsstartedwho might otherwisenot know
whereto start. You arealsoencouragedo write your own Java skeleton,perhaps
entirelydifferentfrom theonebelow. In particularyou donothaveto get le names
ascommandine parameterdyut you couldevenhavethe le namesard-wirednto
your code.

0 Speci cally, the minimum you shoulddo is to modify the methodsencode and
decode of the classCode sothatthey will reverseoneanotherandso they will
malke acryptosystenharderto breakthanthe Caesacipher(hopefullymud harder
to break). Thesemethodsappeatin boldfacein thelisting below.

A few hints:
You arewelcometo ignorethesehintsif youwant.

O Remembethat a systemcant possiblybe strongunlessthereareat least  or
morekeys. You canusearything you lik e for the key, but it mustnot be arbitrarily
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long (asit is with the Bealecipher). However, makingthe key long is something
you canalsoleave asafeatureyou might have includedif you hadhadmoretime.

0 Onestandardrick is to messaroundwith the key, andexclusive-orthe resultwith
a plaintext block. Thento reversethis, messaroundwith the key the sameway and
exclusive-or again. Notice thatin this caseyou do not needto be ableto reverse
whatyou doto thekey.

O Block ciphersoften usecombinationsof threebasicelementsyepeatedn rounds
(to decrypt,theroundsarecarriedout in the oppositeorder):

[0 Usethetrick above: xor with somethingo encryptandxor with thesame
thing duringdecryption.

0 Usea permutationof elementsof the plaintext or of the key. Herethe
word permutatiormeansa rearrangementof elementof the plaintext or
of thekey. Of courseoneuseghereverseof therearrangemernb decrypt.

[0 Useasubstitutionof new itemsfor elementf the plaintext or key. Here
somethingcompletelydifferentis insertedn placeof eachelement.This
operationalsoneeddo bereversedor decryption.

0 Seeanotherappendixat the end of this book for materialaboutbit operationsn
Java. In particular the resultof b1Ab2 (both bytes)in Jazais anint  with the
properbits in the 8 leastsigni cant bits. You thenneedto castto a byte (using
(byte) to getabytevaluefor assignmenor otheruses.

O If your block sizein only 8 (asin this case) this is alsoa weaknesgwhy?). How
might you attackary block cipherwith block size of 8? Obviously you couldin-
creaseheblock size,but whatelsemight you do to eliminatethis weakness?

0 You couldincreasethe block size usingthe skeletonbelow by just handlingmore
thanonebyteatatime, say4, 8, or 16 bytesatatime. In this caseyou maywantto
padthe le attheendsothatits lengthis a multiple of theblock size.

Java Code for a Skeleton System:

The rst classbelov (Crypto ) justaccessesommandine agumentgwhich saywhetherto
encryptor decrypt,givethekey, givethe nameof theinput le, andgivethenameof theoutput
le), readsthekey, opensthe les, createsaninstanceof the otherclass(Code) thatdoesthe
work, andinvokesa methodin thatclass(transform ).

Java class: Crypto
/I Crypto: simple encode and decode of a file, byte-at-a-time

import  java.io.*;

public class Crypto {
static InputStream  in; // input file  args[2]
static OutputStream  out; // output file  args[3]

public  static void openFiles(String infile, String  outfile) {
try {
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in = new FilelnputStream(infile);
out = new FileOutputStream(outfile);

} catch (IOException e) {
System.err.printin("Error opening files");
System.exit(-1);

}

public  static void main(String(] args) {
boolean encode = true; /[ encode or decode
int key = 0;
String  usage =
"Usage: java Crypto (-encode | -decode) key infile outfile";
if (args.length 1= 4) {
System.err.printin(usage);
System.exit(-1);
}
try {
key = Integer.parselnt(args[1]);
} catch (NumberFormatException e) {
System.err.printin("Error converting key \"™ +
args[l] + "\" to int");
System.exit(-1);
}
if  (args[0].equals("-encode")) encode = true;
else if (args[0].equals("-decode")) encode = false;
else {
System.err.printin(usage);
System.exit(-1);

}

openFiles(args[2], args[3]);

Code code = new Code(encode, key, in, out);
code.transform();

The secondclassbelon (Code) actuallyreadsandwrites the les, byte-at-a-time.Between
readingandwriting a byte, it eitherencodesr decodeghe byte, dependingon the value of
abooleanswitchencode . As mentionedbefore,your mainwork (in a simpleversionof the
assignmentyouldbeto nd morecomplicatedunctionsto usefor themethodssncodeByte
anddecodeByte , butremembethatthey mustbeinversesof oneanother

Java class: Code
/I Code: encode or decode a file

import  java.io.*,
public class Code {
int key; // input key
InputStream  in; // input file
OutputStream  out; // output file
boolean encode = false; /I encode or decode

/I code: constructor, pass parameters
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public  Code(boolean mode, int keyP,
InputStream  inP, OutputStream  outP) ({
encode = mode;

key = keyP;
in = inP;
out = outP;
}
/I transform: read bytes, encode or decode each byte, write
public  void transform() {
try {
int inB; // input byte
int outB; // output byte
/Il read input file, byte-at-a-time
while  ((inB = in.read()) I= -1) { // il end-of-file
/I make a simple change
if (encode) outB = encodeByte(key, inB);
else outB = decodeByte(key, inB);
writeByte(outB);
} /I end of while
} catch (IOException e) {
System.err.printin("Error reading file");
System.exit(-1);
} /I end try
}

/I encodeByte: encode a byte
private int encodeByte(int key, int inB) {
return  (inB  + key)%256; // encode

}

/I decodeByte: decode a byte
private int decodeByte(int key, int inB) {
return  (inB - key)%256; // decode

}

/I writeByte: then write byte

private  void writeByte(int outB) {
try {

out.write(outB);

} catch (IOException e) {
System.err.print("Error writing file");
System.exit(-1);

}

Herearethe resultsof a simplerun on a Unix box, usingthe JDK directly. Userinputis in
boldface Noticethatafterencodinganddecodingtheoriginal le is recovered.

% cat mess.text

Now is the time for all good men to come to the aid of their party

% java Crypto -encode 13 mess.text cipher2.text
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% java Crypto -decode 13 cipher2.text mess2.text
% vi cipher2.text
[|x84-vx80-x81ur-x81vzr-s|A?-nyy-t||g-zr- x81|-p |zr-x8 1]

-x81lur-nvg-|s-x8

1urvA?-nA?x81x86W  (binary  garbage)

% cat mess2.text

Now is the time for all good men to come to the aid of their party



