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Foreword
Thereareexcellenttechnicaltreatisesoncryptography, alongwith anumberof popularbooks.
In this book I amtrying to �nd a middleground,a “gentle” introductionto selectedtopicsin
cryptographywithout avoiding themathematics.Thematerialis aimedat undergraduatecom-
putersciencestudents,but I hopeit will beaccessibleandof interestto many others.Theidea
is to cover a limited numberof topicscarefully, with clearexplanations,samplecalculations,
andillustrativeJava implementations.

The emphasisis on the underlyingsystemsandtheir theory, ratherthanon detailsof the
useof systemsalreadyimplemented. For example, the notespresentmaterialon the RSA
cryptosystem,its theoryandaJava implementation,but thereis nodiscussionof acommercial
implementationsuchasPGP(“Pretty GoodPrivacy”).

The Java classlibrariesnow give considerablesupportfor commercialcryptography, and
therearewholebooksjuston thissubject,but thisbookdoesn't cover this topic.

Thereadershouldnot actively dislike mathematics,althoughtheamountanddif�culty of
the mathematicsrequirementsvary. Oneof my goalsis to cover the necessarymathematics
withouthidingdetails,but alsowithout requiringmaterialfrom anundergraduatemathematics
degree.Also anumberof subjectsandresultsdo not includefull mathematicalproofs.

Thenotescontain“maxims” or “laws” designedto emphasizeimportantpoints,sometimes
in anamusingway— hencethetitle of theoverallwork.

I refer interestedreadersto the Handbookof Applied Cryptography, by Menezes,van
Oorschot,andVanstone(CRC Press,1997). That work givesa comprehensive survey of the
whole�eld, leaving many detailsto technicalarticlesthatthehandbookrefersto, andpresent-
ing “techniquesandalgorithmsof greatestinterestto thecurrentpractitioner”.In contrast,my
work is moreidiosyncratic,occasionallypresentingoddor obscurematerial,andnot trying to
becomprehensive.

The Java programsthat accompany this book aredemonstrationimplementationsto help
readersandstudentsunderstandtheconcepts.I have kept thecodesimpleto furtherthis goal,
ratherthan strive for codethat could be includedinto commercialor opensourceprojects,
which would requirefar longerandmorecomplex code(andbemuchharderfor meto write).
Thecomplexities thenwould get in theway of understanding.Readersneedsomefamiliarity
with programmingandwith Java to understandtheseprograms,but mostof theexpositionis
independentof Java.

The book alsocontainsvarioustablesof valuesalongwith sampleor “toy” calculations.
In every caseI' ve foundit easierandquicker to write Java programsto generatethis material
ratherthanto do the calculationsby hand. In many casesthe Java programsdirectly output
HTML sourceto displaya table. Tablesin this book useLatex source,but I do not include
Java codethatoutputsLatex, sinceHTML is far moreaccessible.ThuswhenI say:“The Java
programon pagexxx createsTableX.Y,” this meansthat the Java programcreatesa nearly
identicalHTML table.

TheJavaprogramsin thebookareavailableonlinein machine-readableformontheauthor's
webpage:
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http://www.cs.utsa.edu /˜wa gne r/la wsbook/

This book was partly inspiredby two undergraduatecoursesin cryptographytaughtat the
Universityof Texasat SanAntonio during the Spring2002andSpring2003semesters.The
webpagefor thecoursehasmany links andotherinformation:

http://www.cs.utsa.edu /˜wa gne r/CS 4953/in dex .htm l

A one-semesterundergraduatecoursein cryptographymight cover thefollowing material:

✤ Part I. IntroductoryMaterial on Functionsand Algorithms, referringbackto it as
needed.

✤ Part II. Codingand InformationTheory, without theHuffmanor Hammingcodes,
andwith emphasisonVerhoeff 'sdetectionmethod.

✤ Part III. Introductionto Cryptography, coveredquickly.

✤ Part IV. PublicKey Cryptography, the�rst four chapters.

✤ Part V. RandomNumberGeneration, the�rst two chapters.

✤ Part VI. TheAdvancedEncryptionStandard (AES), all.

✤ Plusselectedremainingtopicsasdesired.

Theauthorwould like to thankhismotherfor giving birth to him, but can't think of anyone
elseto thankat this time.

SanAntonio,Texas
June,2003



Intr oduction
Mankindhasusedthescienceof cryptographyor “secretmessages”for thousandsof yearsto
transmitandstoreinformationneedingsecrecy. Until recentlythemilitary expendedmostof the
effort andmoney involved.However, startingin 1976with theintroductionin theopenliterature
of public key cryptographyby Dif �e andHellman,the non-militaryandacademicpursuitof
cryptographyhasexploded. The computerrevolution hasgiven peoplethe meansto usefar
more complicatedcryptographiccodes,and the samerevolution hasmadesuchwidespread
andcomplex codesnecessary. At the startof a new millennium, even non-technicalpeople
understandtheimportanceof techniquesto secureinformationtransmissionandstorage.

Cryptographyprovides four main typesof servicesrelatedto datathat is transmittedor
stored:

✤ Con�dentiality: keepthedatasecret.

✤ Integrity: keepthedataunaltered.

✤ Authentication: becertainwhere thedatacamefrom.

✤ Non-repudiation: sosomeonecannotdenysendingthedata.

Consider�rst con�dentiality. This is just a big word meaning“secrecy” — keepingthe
datasecret.For thisoneusesencryption, aprocessof takingreadableandmeaningfuldata,and
scramblingor transformingit sothatsomeonewhohappensto interceptthedatacanno longer
understandit. As partof theprocess,therehasto beawayfor authorizedpartiesto unscramble
or decrypttheencrypteddata.

Integrity meanskeepingthe datain unalteredform, while authenticationmeansto know
wherethedatacamefrom andwho sentit. Neitherof theseserviceshasanything to do with
secrecy, thoughone might also want secrecy. Consider, for example,the transferof funds
involving U.S.FederalReserveBanks(andotherbanks).While secrecy mightbedesirable,it is
of smallimportancecomparedwith beingsurewhoisaskingfor thetransfer(theauthentication)
andbeingsurethat the transferis not altered(the integrity). One importanttool that helps
implementtheseservicesis thedigital signature. A digital signaturehasmuchin commonwith
an ordinarysignature,exceptthat it works better: whenproperlyusedit is dif�cult to forge,
andit behavesasif thesignaturewerescrawledovertheentiredocument,sothatany alteration
to thedocumentwouldalterthesignature.In contrast,ordinarysignaturesarenotoriouslyeasy
to forgeandareaf�x edto justonesmallportionof adocument.

The�nal service,non-repudiation, preventssomeonefrom claimingthatthey hadnot sent
adocumentthatwasauthenticatedascomingfrom them.For example,thepersonmight claim
thattheir privatekey hadbeenstolen.This serviceis importantbut dif�cult to implement,and
is discussedin variousof thebooksreferredto in thereferences.

Re�nementsandextensionsof thesebasicservicesfall into acategory I call cryptographic
trickery: clever capabilitiesthat might initially seemimpossible,suchas public keys, zero
knowledgeproofs,andthresholdschemes.I includeexamplesof thismaterialto enticereaders
into thefascinating�eld of cryptography.
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Taken all together, cryptographyandits usesandimplementationshave becomeessential
for mankind's technicalcivilization. Thefuturepromiseis for thesmoothfunctioningof these
andotherservicesto allow individuals,businesses,andgovernmentsto interactwithout fearin
thenew digital andonlineworld.
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1
The Laws of Cryptograph y
Cryptographer s' Favorites

1.1 Exclusive-Or .

The function known asexclusive-or is alsorepresentedasxor or a plus sign in a circle, � .
Theexpression����� meanseither � or � but not both. Ordinaryinclusive-orin mathematics
meanseither one or the other or both. The exclusive-or function is available in C / C++ /
Java for bit stringsasa hatcharacter: ˆ . (Be careful: thehatcharacteris oftenusedto mean
exponentiation,but Java, C, andC++ have no exponentiationoperator. Thehatcharacteralso
sometimesdesignatesa controlcharacter.) In Java ˆ alsoworksasexclusive-orfor boolean
type.

Law XOR-1:
The cryptographer' s favorite function is Exclusive-Or .

Exclusive-orcomesup continuallyin cryptography. This functionplaysan essentialrole
in theone-timepad(Chapter10), streamciphers(Chapter??),andtheAdvancedEncryption
Standard(PartVI), alongwith many otherplaces.

Recallthatthebooleanconstanttrue isoftenwrittenasa1 andfalse asa0. Exclusive-or
is thesameasadditionmod2, whichmeansordinaryaddition,followedby takingtheremainder
ondivisionby � .

For singlebits � and � , Table 1.1 givesthede�nition of their exclusive-or.
Theexclusive-orfunctionhasmany interestingproperties,includingthefollowing, which

hold for any bit valuesor bit strings � , � , and � :

Exclusive-Or
	 
 	��



� � �

� � �

� � �

� � �

Table 1.1 De�nition of Exclusive-Or.
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RNG RNG

m m i

ci

seed

r r ii

i

seed

(insecure line)

(secure line)

Figure 1.1 Cryptosystem Using XOR.

� � �

�

�

� � �

�

�

� ���

���

� , where � is bit complement.
� � �

�

� � � (commutativity)
� �

�

� � ���

�

�

� � ��� � � (associativity)
� � � � �

�

�

if � � �

�

� , then � � �

�

� and � � �

�

� .

Beginningprogrammerslearnhow to exchangethevaluesin two variablesa andb, using
a third temporaryvariabletemp andtheassignmentoperator= :

temp = a;
a = b;
b = temp;

Thesameresultcanbeaccomplishedusingxor without an extra temporarylocation,re-
gardinga andb asbit strings. (A Javaprogramthatdemonstratesinterchangeusingexclusive-
or is onpage161).

a = a xor b;
b = a xor b;
a = a xor b;

For anexampleof exclusive-orusedin cryptography, considertakingthexor of a pseudo-
randombit stream�
	 with a messagebit stream��	 to give anencryptedbit stream�
	 , where

��	

�

�
	 ����	 . To decrypt,xor thesamepseudo-randombit stream��	 with ��	 to give ��	 back:
��	 � ��	

�

��	 ����	 ����	

�

� ����	

�

��	 . Figure1.1 illustratesthisprocess.
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Law XOR-2:
Cryptographer s love exclusive-or because it immediatel y

gives a cryptosystem.

1.2 Logarithms.

By de�nition, �

����������	 meansthesameas ��


��	 . Onesays:“ � is thelogarithmof 	 to base
� ,” or “ � is the log base� of 	 .” Statedanotherway, �
��� � 	 (alsoknown as � ) is theexponent
you raise � to in orderto get 	 . Thus ���������������

��	 . In moremathematicalterms,thelogarithm
is theinversefunctionof theexponential.

Law LOG-1:
The cryptographer' s favorite logarithm is log base 2.

Oneuseslogsbase� in cryptography(aswell asin mostof computerscience)becauseof
theemphasisonbinarynumbersin these�elds.

So �

����������	 meansthesameas �



��	 , anda logarithmbase� of 	 is theexponentyou
raise � to in orderto get 	 . In symbols:if �

� �����!��	 , then 	 �

�



�

�"������#$� . In particular
�!%'&

�

� � �)( meansthesameas �����
�

� � �)(

�

� � . Notice that �

+*

� for all � , andinversely
�����

�
	 is notde�ned for 	-,

� .
Hereareseveralotherformulasinvolving logarithms:

�
�����

�

� �
�

�.�
�����

�0/

�������

��1 for all ��1 �
*

�

�
���
�

�

�32 ���

�.�����
�

�54

�����
�

��1 for all ��1 �
*

�

�
�����

�

�62 � �

�.�
�����

�

�87
%

�

�

4

�������

��1 for all �
*

�

�
���
�

�

��9��

�

�

�
���
�

��1 for all �
*

�81 �

�
���
�

�

�0/ ���

� (Oops!No simpleformulafor this.)

Table 1.2 givesa few examplesof logsbase� .
Somecalculators,aswell aslanguageslike Java,do not directly supportlogsbase� . Java

doesnot even supportlogs base � � , but only logs base: , the “natural” log. However, a log
base� is just a �x edconstanttimesa naturallog, sothey areeasyto calculateif you know the
“magic” constant.Theformulasare:

�
������	 � ������;<	

2

�
����;

� , (mathematics)
� Math.log(x)/Math.log(2.0); (Java).

The magic constantis: �
���!;

�

�

�8=?>�@�A �$(CB �$D ��EFE)@�@�(!EGA ��@�( �HB ��A � � , or �62

������;

�

�

��=I(�( ��>�@JE �)( ��DJD�D�@�>�AK( ��B�A�EL@�@ �"(�> . (Similarly, �
���
�

	 �M�����

%'&

	

2

�����

%'&

� , and �
���

%'&

�

�

�8=?A � � � ��@�@�@�E)>�>�A�@�D � �$( .)
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Logarithms base2
�����




���
����� # � � ���
	����
�

� ��������� ��� � � � �

� ����������� � �

� � � � � �

� �
� �
� �

� �

��� � � �

����� ���
����� � �

��� � � � � � � �

��� � ����������� ��� �

��� � ��������� ��� � � � � �

0 � �
! 0 unde®ned

Table 1.2 Logarithms base 2.
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A Javaprogramthatdemonstratestheseformulasis foundon page162.
Hereis aproofof theabove formula:

� 


�.	 , or �

�.��������	 (thentake �
����; of eachside)
�
��� ;

�

� 
 �

���
��� ; 	 (thenusepropertiesof logarithms)
�

����� ;

�

������� ; 	 (thensolve for y)
�

������� ; 	

2

����� ;

� (thensubstitute �
��� � 	 for y)
�
������	�� ������;<	

2

�
����;

�<=

Law LOG-2:
The log base 2 of an integ er x tells how many bits it takes

to represent x in binar y.

Thus �����
�

� � � � �

�

��A8= ��D�B�B � ��A�D , soit takes �$( bits to represent� � � � � in binary. (In fact,
� � � � �

%'&

�

� � � � � � � � � � � � � �

� .) Exactpowersof � area specialcase:�����
�

� � �)(

�

� � , but it
takes � � bits to represent� � �)( in binary, as � � � � � � � � � � �

� .
Similarly, �����

%'&

�

	

� givesthenumberof decimaldigitsneededto represent	 .

1.3 Groups.

A groupis asetof groupelementswith a binary operation for combiningany two elementsto
geta uniquethird element.If onedenotesthegroupoperationby � , thentheabove saysthat
for any groupelements� and � , ��� � is de�ned andis alsoa groupelement.Groupsarealso
associative, meaningthat ��� �

��� �
�

�

�

��� �
��� � , for any groupelements� , � , and � . There
hasto beanidentityelement: satisfying ��� :

�

:�� �

�

� for any groupelement� . Finally,
any element� musthaveaninverse ��� satisfying��� ��� �

���	� �

�

: .
If ��� �

�

��� � for all groupelements� and � , thegroupis commutative. Otherwiseit is
non-commutative. Noticethatevenin anon-commutativegroup,��� �

�

��� � mightsometimes
betrue— for exampleif � or � is theidentity.

A groupwith only �nitely many elementsis called�nite ; otherwiseit is in�nite .

Examples:

1. The integers (all whole numbers,including � andnegative numbers)form a groupus-
ing ordinaryaddition. The identity is � andthe inverseof � is 4 � . This is an in�nite
commutativegroup.

2. Thepositiverationals(all positivefractions,includingall positiveintegers)form agroup
if ordinarymultiplicationis theoperation.Theidentity is � andtheinverseof � is �62 �

�

�
7

% . This is anotherin�nite commutativegroup.

3. The integers modn form a groupfor any integer 

*

� . This groupis often denoted�
�
. Heretheelementsare � , � , � , =$=$= , 
 4 � andtheoperationis additionfollowedby
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+ 0 1 2 3 4 5 6 7 8 9
0 0 1 2 3 4 5 6 7 8 9
1 1 2 3 4 5 6 7 8 9 0
2 2 3 4 5 6 7 8 9 0 1
3 3 4 5 6 7 8 9 0 1 2
4 4 5 6 7 8 9 0 1 2 3
5 5 6 7 8 9 0 1 2 3 4
6 6 7 8 9 0 1 2 3 4 5
7 7 8 9 0 1 2 3 4 5 6
8 8 9 0 1 2 3 4 5 6 7
9 9 0 1 2 3 4 5 6 7 8

Table 1.3 Addition in the integers mod 10, �
%'&

.

remainderon division by 
 . Theidentity is � andtheinverseof � is 
 4 � (exceptfor �

which is its own inverse).This is a �nite commutativegroup.

4. For an exampleof a non-commutative group,consider2-by-2non-singularmatricesof
realnumbers(or rationals),wheretheoperationis matrixmultiplication:�

� �

� ���
Here � , � , � , and � arerealnumbers(or rationals)and ��� 4 � � mustbenon-zero(non-
singularmatrices).Theoperationis matrixmultiplication.Theabovematrixhasinverse

�

��� 4 � �

� � 4 �

4 � � �
andtheidentity is �

� �

� ��� =

This is anin�nite non-commutativegroup.

5. Thechapteron decimalnumbersgivesaninterestingandusefulexampleof a �nite non-
commutativegroup:thedihedral groupwith tenelements.

Law GROUP-1:
The cryptographer' s favorite group is the integ ers mod n,

Zn.
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In the special caseof 
 �

� � , the operationof addition in
�

%'&

can be de�ned by
�

	

/ � � mod � � , that is, divide by 10 andtake the remainder. Table1.3shows how onecan
alsouseanadditiontableto de�ne theintegersmodulo10:

1.4 Fields.

A �eld is an objectwith a lot of structure,which this sectionwill only outline. A �eld has
two operations,call them / and � (thoughthey will not necessarilybeordinaryadditionand
multiplication). Using / , all theelementsof the �eld form a commutative group. Denotethe
identity of this groupby � anddenotetheinverseof � by 4 � . Using � , all theelementsof the
�eld except � mustform anothercommutative groupwith identity denoted� andinverseof �

denotedby � 7 % . (Theelement� hasno inverseunder � .) Thereis alsothedistributiveidentity,
linking / and � : ��� �

� / �
�

�

�

��� ��� /

�

��� �
� , for all �eld elements� , � , and � . Finally,
onehasto excludedivisors of zero, that is, non-zeroelementswhoseproductis zero. This is
equivalentto thefollowing cancellationproperty: if � is notzeroand ��� �

�

��� � , then �

�

� .

Examples:

1. Considertherationalnumbers(fractions)Q, or therealnumbersR, or thecomplex num-
bers C, usingordinaryadditionandmultiplication(extendedin thelastcaseto thecom-
plex numbers).Theseareall in�nite �elds.

2. Considerthe integers modp, denoted
���

, wherep is a prime number( � , A , E , B , � � ,
��A , �6B , �$@ , ��A , �)@ , =$=$= ). Regardthis asa groupusing / (ordinaryadditionfollowedby
remainderondivisionby � ). Theelementswith � left out form agroupunder � (ordinary
multiplication followed by remainderon division by � ). Herethe identity is clearly � ,
but the inverseof a non-zeroelement� is not obvious. In Java, the inversemustbe an
element	 satisfying

�

	 � � �
	�� ���

� . It is alwayspossibleto �nd theuniqueelement
	 , usinganalgorithmfrom numbertheoryknown astheextendedEuclideanalgorithm.
This is thetopic in thenext chapter, but in brief: because� is primeand � is non-zero,the
greatestcommondivisor of � and � is � . ThentheextendedEuclideanalgorithmgives
ordinaryintegers 	 and � satisfying 	 � �5/������ �

� , or 	 � �

�

� 4 ���
� , andthis
saysthatif you divide 	 � � by � , you getremainder� , sothis 	 is theinverseof � . (As
aninteger, 	 mightbenegative,andin thiscaseonemustadd� to it to getanelementof���

.)

Law FIELD-1:
The cryptographer' s favorite �eld is the integ ers mod p,

denoted Zp , where p is a prime number .

Theabove �eld is theonly onewith � elements.In otherwords,the �eld is uniqueup to
renamingits elements,meaningthatonecanalwaysuseadifferentsetof symbolsto represent
theelementsof the�eld, but it will still beessentiallythesame.
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Thereis alsoaunique�nite �eld with �
�

elementsfor any integer 
 * � , denoted���
� �
�

� .
Particularlyusefulin cryptographyis thespecialcasewith � �

� , thatis, with �

�
elementsfor


 * � . Thecase��� �

��E�> is used,for example,in thenew U.S.AdvancedEncryptionStandard
(AES).It is moredif�cult to describethanthe�eld

���
. Thechapteraboutmultiplicationfor the

AESwill describethis �eld in moredetail,but herearesomeof its propertiesin brief for now:
It has ��E�> elements,representedasall possiblestringsof D bits. Addition in the�eld is just the
sameasbitwiseexclusive-or(or bitwiseadditionmod � ). Thezeroelementis � � � � � � � � , and
theidentityelementis � � � � � � � � . Sofar, sogood,but multiplicationis moreproblematic:one
hasto regardanelementasa degree B polynomialwith coef�cients in the�eld

�
� (just a � or

a � ) andusea specialversionof multiplicationof thesepolynomials.Thedetailswill comein
thelaterchapteron theAES.

Law FIELD-2:
The cryptographer' s other favorite �eld is GF(2n).

1.5 Fermat' s Theorem.

In cryptography, oneoftenwantsto raiseanumberto apower, moduloanothernumber. For the
integersmod � where� is a prime(denoted

���
), thereis a resultknow asFermat's Theorem,

discoveredby the17thcenturyFrenchmathematicianPierredeFermat,1601-1665.

Theorem (Fermat): If � is aprimeand � is any non-zeronumberlessthan� , then

�

�
7

% mod � �

�

Law FERMAT-1:
The cryptographer' s favorite theorem is Fermat' s Theorem.

Table 1.4 illustratesFermat's Theoremfor � �

��A . Noticebelow thatthevalueis always
� by thetime thepowergetsto � � , but sometimesthevaluegetsto � earlier. Theinitial run up
to the � valueis shown in bold italic in thetable.Thelengthsof theserunsarealwaysnumbers
thatdivide evenly into � � , that is, � , A , ( , > , or � � . A valueof � for which thewhole row is
bold italic is calledagenerator. In thiscase� , > , B , and � � aregenerators.

Because� to apowermod � alwaysstartsrepeatingafterthepower reaches� 4 � , onecan
reducethepower mod �L4 � andstill getthesameanswer. Thusno matterhow big thepower

	 mightbe,

�

� mod � �

�

�

mod
�

�
7

% � mod � =
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p a 	

%

	

�

	�� 	�� 	�� 	�� 	�� 	 � 	�� 	

%'&

	

%�%

	

%

�

13 2 2 4 8 3 6 12 11 9 5 10 7 1
13 3 3 9 1 3 9 1 3 9 1 3 9 1
13 4 4 3 12 9 10 1 4 3 12 9 10 1
13 5 5 12 8 1 5 12 8 1 5 12 8 1
13 6 6 10 8 9 2 12 7 3 5 4 11 1
13 7 7 10 5 9 11 12 6 3 8 4 2 1
13 8 8 12 5 1 8 12 5 1 8 12 5 1
13 9 9 3 1 9 3 1 9 3 1 9 3 1
13 10 10 9 12 3 4 1 10 9 12 3 4 1
13 11 11 4 5 3 7 12 2 9 8 10 6 1
13 12 12 1 12 1 12 1 12 1 12 1 12 1

Table 1.4 Fermat's Theorem for � � ���
.

Thusmodulo � in theexpressionrequiresmodulo �L4 � in theexponent.(Naively, onemight
expectto reducethe exponentmod � , but this is not correct.) So, for example,if � �

�$A as
above,then

�

� � mod �$A

�

�

� � mod
%

�

mod ��A

�

�

� mod ��A<=

TheSwissmathematicianLeonhardEuler(1707-1783)discovereda generalizationof Fer-
mat'sTheoremwhich will laterbeusefulin thediscussionof theRSA cryptosystem.

Theorem (Euler): If 
 is any positive integer and � is any positive integer less
than 
 with no divisorsin commonwith 
 , then

�

	
�

�
� mod 
 �

��1

where 
 � 
 � is theEulerphi function:


 � 
 �

� 
 �

� 4 �62 �
%

� =$=$=

�

� 4 �62 ��� � 1

and �
%

, =�=$= , �
� areall theprime numbersthat divide evenly into 
 , including 

itself in caseit is aprime.

If 
 is aprime,thenusingtheformula, 
 � 
 �

� 
 �

� 4 ��2 
 �

� 
 �

�
7

%

�
�

� 
 4 � , soEuler's
result is a specialcaseof Fermat's. Anotherspecialcaseneededfor the RSA cryptosystem
comeswhenthemodulusis a productof two primes: 
 � ��� . Then 
 � 
 �

� 
 �

� 4 �62 � �

�

� 4



12 I. Favorites

n a 	

%

	

�

	�� 	 � 	�� 	�� 	�� 	 � 	�� 	

%'&

	

%�%

	

%

�

	

%

� 	

%

�
15 2 2 4 8 1 2 4 8 1 2 4 8 1 2 4
15 3 3 9 12 6 3 9 12 6 3 9 12 6 3 9
15 4 4 1 4 1 4 1 4 1 4 1 4 1 4 1
15 5 5 10 5 10 5 10 5 10 5 10 5 10 5 10
15 6 6 6 6 6 6 6 6 6 6 6 6 6 6 6
15 7 7 4 13 1 7 4 13 1 7 4 13 1 7 4
15 8 8 4 2 1 8 4 2 1 8 4 2 1 8 4
15 9 9 6 9 6 9 6 9 6 9 6 9 6 9 6
15 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10
15 11 11 1 11 1 11 1 11 1 11 1 11 1 11 1
15 12 12 9 3 6 12 9 3 6 12 9 3 6 12 9
15 13 13 4 7 1 13 4 7 1 13 4 7 1 13 4
15 14 14 1 14 1 14 1 14 1 14 1 14 1 14 1

Table 1.5 Euler's theorem for � �
���

and
��� ��� � � .

�62�� �

�

� �-4 ���

� �K4 ��� . Table 1.5 illustratesEuler's theoremfor 
 �

�6E

�

A��8E , with

 �

�6E �

�

�6E	�
�

� 4 �62�A �
�
�

� 4 �62�E �

�

�

A 4 �����
�

E04 ���

�

D . Noticeherethata � is reached
whenthepowergetsto D (actuallyin thissimplecasewhenthepowergetsto � or ( ), but only
for numberswith nodivisorsin commonwith ��E . For otherbasenumbers,thevaluenevergets
to � .

Thetablesaboveweregeneratedby theJavaprogramon page163.
In a way similar to Fermat's Theorem,arithmeticin the exponentis taken mod 
 � 
 � , so

that,assuming� hasnodivisorsin commonwith 
 ,

�

� mod 
 �

�

�

mod
	

�

�
� mod � =

If 
 �

�6E asabove, then 
 � 
 �

�

D , and if neither A nor E dividesevenly into � , then

 � 
 �

�

D . Thusfor example,

�

�

� mod �6E

�

�

�

� mod � mod �6E

�

�

� mod �6E<=

Theproof in Chapter14 thattheRSA cryptosystemworksdependson theabove fact.

Exercises

1. For any bit string � , whatis � � � � � � � � � equalto?
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2. Prove in two waysthat thethreeequationsusingexclusive-orto interchangetwo values
work. Oneway shouldusejust the de�nition of xor in the table,and the otherway
shouldusethepropertiesof xor listedabove. (On computerhardwarethathasanxor
instructioncombinedwith assignment,theabovesolutionmayexecutejustasfastasthe
previousoneandwill avoid theextravariable.)

3. Usethenotation � to mean“inclusive-or”, � to mean“and”, and � to mean“not”. With
thisnotation,show, usingeithertruth tablesor algebraicallythat

� � �

�

�

��� �

�����
�

�

��� ��� , and
�

�

��� �
���
�

�

�

��� ��� � =

4. Show how to useexclusive-orto comparethedifferencesbetweentwo bit strings.

5. Givena bit string � , show how to useanothermaskbit string � of the samelengthto
reversea �x edbit position � , thatis, change� to � and � to � , but just in position � .

6. How many bits areneededto representa numberthat is 100decimaldigits long? How
many decimaldigitsareneededto representanumberthatis 1000bits long?How many
decimaldigits areneededto representanumberthatis 100decimaldigits long?

7. Write a Java function to returnthe log base� of � , where �
*

� and �
*

� . Testyour
function.

8. In theexampleof 2-by-2matrices,verify that theproductof a non-zeroelementandits
inversein theidentity.



2
The Laws of Cryptograph y

Cryptographer s' Favorite Algorithms

2.1 The Extended Euclidean Algorithm.

Theprevioussectionintroducedthe�eld known astheintegers modp, denoted
�
�

or ���
� � � .

Most of the �eld operationsare straightforward, sincethey are just the ordinary arithmetic
operationsfollowedby remainderon division by � . However themultiplicative inverseis not
intuitiveandrequiressometheoryto compute.If � is anon-zeroelementof the�eld, then �

7
%

canbecomputedef�ciently usingwhat is known astheextendedEuclideanalgorithm, which
givesthegreatestcommondivisor (gcd)alongwith otherintegersthat allow oneto calculate
theinverse.It is thetopicof theremainderof this section.

Law GCD-1:
The cryptographer' s �r st and oldest favorite algorithm is

the extended Euclidean algorithm , whic h computes the greatest
common divisor of two positive integ ers a and b and also sup-
plies integ ers x and y suc h that x*a + y*b = gcd(a, b).

The Basic Euclidean Algorithm to give the gcd: Considerthecalculationof thegreatest
commondivisor (gcd)of D ��@ and (�> � . Onecouldfactorthenumbersas: D ��@

�

A ��A ��B � �$A

and (�> �

�

� �"A �)B � � � , to seeimmediatelythatthegcdis � �

�

A �)B . Theproblemwith this
methodis thatthereis noef�cient algorithmto factorintegers.In fact,thesecurityof theRSA
cryptosystemrelieson the dif�culty of factoring,andwe needan extendedgcd algorithmto
implementRSA.It turnsoutthatthereis anotherbetteralgorithmfor thegcd— developed2500
yearsagoby Euclid(or mathematiciansbeforehim), called(surprise)theEuclideanalgorithm.

Thealgorithmis simple: just repeatedlydivide the largeroneby thesmaller, andwrite an
equationof the form “larger = smaller* quotient+ remainder”. Thenrepeatusing the two
numbers“smaller” and“remainder”.Whenyougeta � remainder, thenyouhavethegcdof the
original two numbers.Hereis thesequenceof calculationsfor thesameexampleasbefore:

D ��@

�

(�> � � � / A�E�B (Step0)
(�> �

�

A�E�B � � / � ��E (Step1)
A�E�B

�

� ��E � A / ( � (Step2)
� ��E

�

( � � � / � � (Step3, soGCD= 21)
( �

�

� � � � / � (Step4)
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Theproof that this works is simple: a commondivisor of the �rst two numbersmustalso
beacommondivisorof all threenumbersall thewaydown. (Any numberis adivisorof � , sort
of onanhonorarybasis.)Onealsohasto arguethatthealgorithmwill terminateandnotgoon
forever, but this is clearsincetheremaindersmustbesmallerateachstage.

Hereis Java codefor two versionsof theGCD algorithm:oneiterativeandonerecursive.
(Thereis alsoamorecomplicatedbinaryversionthatis ef�cient anddoesnotrequiredivision.)

Java function: gcd (two versions)
public static long gcd1(long x, long y) {

if (y == 0) return x;
return gcd1(y, x%y);

}

public static long gcd2(long x, long y) {
while (y != 0) {

long r = x % y;
x = y; y = r;

}
return x;

}

A completeJavaprogramusingtheabove two functionsis on page165.

The Extended GCD Algorithm: Giventhetwo positive integers D ��@ and (�> � , theextended
Euclideanalgorithm�nds uniqueintegers� and � sothat � � D ��@3/ � � (�> �

�.����� �

D ��@81 (�> � �

�

� � .
In this case,

�

4 @ � �$D ��@ / ��> �$(�> �

�

� � .
For this example,to calculatethemagic � and � , just work backwardsthroughtheoriginal

equations,from step3 backto step0 (seeabove). Below areequations,whereeachshows two
numbers� and � from a stepof theoriginal algorithm,andcorrespondingintegers	 and � (in
bold), suchthat 	 � � / ��� �

���
� � �

��1 ��� . Betweeneachpair of equationsis an equationin
italics thatleadsto thenext equation.

1*105 + (-2) * 42 = 21 (from Step 3 above)
(-2)*357 + (-2)(-3)*105 = (-2)*42 = (-1)*105 + 21 (Step 2 times -2)
(-2) *357 + 7*105 = 21 (Combine and simplify previous equation)
7 *462 + (7)(-1)* 357 = 7*105 = 2*357 + 21 (Step 1 times 7)
7*462 + (-9) *357 = 21 (Combine and simplify previous equation)
(-9)*819 + (-9)(-1)*462 = (-9)*357 = (-7)*462 + 21 (Step 0 * (-9))
(-9) *819 + 16*462 = 21 (Simplify -- the final answer)

It' s possibleto codethe extendedgcd algorithmfollowing the modelabove, �rst usinga
loop to calculatethe gcd, while saving the quotientsat eachstage,andthenusinga second
loop asabove to work backthroughtheequations,solvingfor thegcdin termsof theoriginal
two numbers.However, thereis a muchshorter, tricky versionof theextendedgcdalgorithm,
adaptedfrom D. Knuth.

Java function: GCD (extended gcd)
public static long[] GCD(long x, long y) {

long[] u = {1, 0, x}, v = {0, 1, y}, t = new long[3];
while (v[2] != 0) {

long q = u[2]/v[2];
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for (int i = 0; i < 3; i++) {
t[i] = u[i] - v[i]*q; u[i] = v[i]; v[i] = t[i];

}
}
return u;

}

A completeJava programusingtheabove functionis onpage166.
Theabovecoderatherhideswhatis goingon,sowith additionalcommentsandchecks,the

codeis rewritten below. Notethatat everystageof thealgorithmbelow, if w standsfor any of
thethreevectorsu, v or t , thenonehasx*w[0] + y*w[1] = w[2] . Thefunctioncheck
veri�es thatthis conditionis met,checkingin eachcasethevectorthathasjust beenchanged.
Sinceat theend,u[2] is thegcd,u[0] andu[1] mustbethedesiredintegers.

Java function: GCD (debug version)
public static long[] GCD(long x, long y) {

long[] u = new long[3];
long[] v = new long[3];
long[] t = new long[3];
// at all stages, if w is any of the 3 vectors u, v or t, then
// x*w[0] + y*w[1] = w[2] (this is verified by "check" below)
// vector initializations: u = {1, 0, u}; v = {0, 1, v};
u[0] = 1; u[1] = 0; u[2] = x; v[0] = 0; v[1] = 1; v[2] = y;

while (v[2] != 0) {
long q = u[2]/v[2];
// vector equation: t = u - v*q
t[0] = u[0] - v[0]*q; t[1] = u[1] - v[1]*q; t[2] = u[2] - v[2]*q;

check(x, y, t);
// vector equation: u = v;
u[0] = v[0]; u[1] = v[1]; u[2] = v[2]; check(x, y, u);
// vector equation: v = t;
v[0] = t[0]; v[1] = t[1]; v[2] = t[2]; check(x, y, v);

}
return u;

}

public static void check(long x, long y, long[] w) {
if (x*w[0] + y*w[1] != w[2])

System.exit(1);
}

Hereis theresultof a runwith thedatashown above:
q u[0] u[1] u[2] v[0] v[1] v[2]}

1 0 1 462 1 -1 357
1 1 -1 357 -1 2 105
3 -1 2 105 4 -7 42
2 4 -7 42 -9 16 21
2 -9 16 21 22 -39 0
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gcd(819, 462) = 21
(-9)*819 + (16)*462 = 21

Hereis a runstartingwith ( ��@ � � and �"( �$( � :
q u[0] u[1] u[2] v[0] v[1] v[2]}

1 0 1 24140 1 -1 16762
1 1 -1 16762 -1 2 7378
2 -1 2 7378 3 -5 2006
3 3 -5 2006 -10 17 1360
1 -10 17 1360 13 -22 646
2 13 -22 646 -36 61 68
9 -36 61 68 337 -571 34
2 337 571 34 -710 1203 0

gcd(40902, 24140) = 34
(337)*40902 + (-571)*24140 = 34

A completeJava programwith theabove functions,alongwith otherexamplerunsappearson
page167.

2.2 Fast Integ er Exponentiation (Raise to a Power).

A numberof cryptosystemsrequirearithmeticon largeintegers.For example,theRSA public
key cryptosystemusesintegersthatareat least � � �)( bits long. An essentialpartof many of the
algorithmsinvolvedis to raisean integer to anotherintegerpower, moduloan integer(taking
theremainderon division).

Law EXP-1:
Many cryptosystems in modern cryptograph y depend on

a fast algorithm to perf orm integ er exponentiation.

It comesasa surpriseto somepeoplethat in a reasonableamountof time onecanraisea
� � �"( bit integerto asimilar-sizedpowermoduloanintegerof thesamesize.(Thiscalculation
canbedoneonamodernworkstationin afractionof asecond.)In fact,if onewantsto calculate

	

%'&

� � (a � � -bit exponent),thereis noneedto multiply 	 by itself � � �"( times,but oneonly needs
to square	 andkeepsquaringthe result � � times. Similarly, � � squaringsyields 	

%'&

� � � � � (a
� � -bit exponent),andanexponentwith � � �)( bits requiresonly thatmany squaringsif it is an
exactpowerof � . Intermediatepowerscomefrom saving intermediateresultsandmultiplying
themin. RSAwouldbeuselessif therewereno ef�cient exponentiationalgorithm.

Therearetwo distinct fastalgorithmsfor raisinga numberto an integer power. Here is
pseudo-codefor raisinganinteger 	 to poweraninteger � :

Java function: exp (first version)
int exp(int x, int Y[], int k) {

// Y = Y[k] Y[k-1] ... Y[1] Y[0] (in binary)
int y = 0, z = 1;
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for (int i = k; i >= 0; i--) {
y = 2*y;
z = z*z;
if (Y[i] == 1) {

y++;
z = z*x;

}
}
return z;

}

The variable � is only presentto give a loop invariant,sinceat the beginning andendof
eachloop,aswell asjustbeforetheif statement,theinvariant 	




��� holds,andaftertheloop
terminates�

� � is also true, so at the end, � � 	�� . To �nd 	


 mod 
 oneshouldadda
remainderondivisionby 
 to thetwo linesthatcalculate� .

Hereis theotherexponentiationalgorithm.It is verysimilar to thepreviousalgorithm,but
differsin processingthebinarybits of theexponentin theoppositeorder. It alsocreatesthose
bitsasit goes,while theotherassumesthey aregiven.

Java function: exp (second version)
int exp(int X, int Y) {

int x = X, y = Y, z = 1;
while (y > 0) {

while (y%2 == 0) {
x = x*x;
y = y/2;

}
z = z*x;
y = y - 1;

}
return z;

}

Theloop invariantateachstageandaftertheeachiterationof theinnerwhile statementis:

� � 	




��� �
=

Hereis amathematicalproof thatthesecondalgorithmactuallycalculates��� . Justbefore
thewhile loop starts,since 	 ��� , �

� � , and ��� � , it is obviousthat theloop invariantis
true. (In theseequations,the � is amathematicalequals,notanassignment.)

Now supposethatat thestartof oneof theiterationsof thewhile loop, theinvariantholds.
Use 	 � , �

� , and � � for thenew valuesof 	 , � , and � after executingthestatementsinsideone
iterationof theinnerwhilestatement.Noticethatthisassumesthat � iseven.Thenthefollowing
aretrue:

	 � � 	 � 	

��� �

�82 � (exactintegerbecausey is even)
� � ���
� � � �

	 � �



	
��� � �

	 � 	

�




 �

��� � 	




�����
=
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This meansthat the loop invariant holds at the end of eachiteration of the inner while
statementfor the new valuesof 	 , � , and � . Similarly, usethe sameprime notationfor the
variablesat theendof thewhile loop.

	 � �.	

��� �

� 4 �

� � ��� � 	

� � � �

	 � � 


	
��� � 	 � �

	

� 
 7 %

��� � 	




�����
=

Soonceagaintheloop invariantholds.After theloop terminates,thevariable� mustbe � ,
sothattheloop invariantequationsays:

� � ��� � 	




��� � 	

&

���
=

For acompleteproof,onemustalsocarefullyarguethattheloopwill alwaysterminate.
A testof thetwo exponentiationfunctionsimplementedin Javaappearson page169.

2.3 Checking For Probab le Primes.

For 2500yearsmathematiciansstudiedprimenumbersjustbecausethey wereinteresting,with-
out any ideathey would have practicalapplications.Wheredo primenumberscomeup in the
realworld? Well, there'salwaysthe7-Up soft drink, andtherearesometimesa primenumber
of ball bearingsarrangedin acircle,to cutdownonperiodicwear. Now �nally , in cryptography,
primenumbershavecomeinto their own.

Law PRIME-1:
A sour ce of large random prime integ ers is an essential

par t of many current cryptosystems.

Usually large randomprimesarecreated(or found) by startingwith a randominteger 
 ,
andcheckingeachsuccessive integerafterthatpoint to seeif it is prime.Thepresentsituation
is interesting:therearereasonablealgorithmsto checkthata large integer is prime,but these
algorithmsare not very ef�cient (althougha recentlydiscoveredalgorithm is guaranteedto
produceananswerin runningtime no worsethat thenumberof bits to thetwelth power). On
theotherhand,it is veryquickto checkthatanintegeris “probably”prime.To amathematician,
it is notsatisfactoryto know thatanintegeris only probablyprime,but if thechancesof making
a mistake aboutthenumberbeinga primearereducedto a quantitycloseenoughto zero,the
userscanjustdiscountthechancesof suchamistake.

Teststo checkif a numberis probablyprime arecalledpseudo-primetests. Many such
testsareavailable,but mostusemathematicaloverkill. Anyway, onestartswith a propertyof
a primenumber, suchasFermat's Theorem,mentionedin thepreviouschapter:if � is a prime
and � is any non-zeronumberlessthan � , then �

�
7

% mod � �

� . If onecan�nd a number �
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for which Fermat's Theoremdoesnot hold, thenthenumber� in thetheoremis de�nitely not
a prime. If the theoremholds,then � is calleda pseudo-primewith respectto � , andit might
actuallybeaprime.

So thesimplestpossiblepseudo-primetestwould just take a small valueof � , say � or A ,
andcheckif Fermat'sTheoremis true.

Simple Pseudo-primeTest: If a very largerandominteger � (100decimaldigits
or more)is notdivisibleby asmallprime,andif A

�
7 % mod � �

� , thenthenumber
is primeexceptfor a vanishinglysmallprobability, whichonecanignore.

Onecould just repeatthe test for other integersbesidesA as the base,but unfortunately
therearenon-primes(calledCarmichaelnumbers) thatsatisfyFermat's theoremfor all values
of � even thoughthey arenot prime. The smallestsuchnumberis E)> �

�

A � � � � �6B , but
thesenumbersbecomevery rare in the larger range,suchas1024-bitnumbers. Cormanet
al. estimatethat thechancesof a mistake with just theabove simpletestarelessthan � � 7

�
% ,

althoughin practicecommercialcryptosystemsusebettertestsfor which thereis aproofof the
low probability. Suchbettertestsarenot really needed,sinceevenif thealmostinconceivable
happenedandamistakeweremade,thecryptosystemwouldn't work,andonecouldjustchoose
anotherpseudo-prime.

Law PRIME-2:
Just one simple pseudo-prime test is enough to test that a

very large random integ er is probab ly prime .

Exercises

1. Prove thatthelong(debug)versionof theExtendedGCDAlgorithm works.

(a) First show that u[2] is the gcd by throwing out all referencesto arrayindexes0
and1, leaving just u[2] , v[2] , andt[2] . Show thatthis still terminatesandjust
calculatesthesimplegcd,without referenceto theotherarrayindexes.(Thisshows
thatat theendof thecomplicatedalgorithm,u[2] actuallyis thegcd.)

(b) Next show mathematicallythatthethreespecialequationsaretrueat thestartof the
algorithm,andthateachstageof thealgorithmleavesthemtrue.(Onesaysthatthey
areleft invariant.)

(c) Finally deducethatalgorithmis correct.
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3
The Laws of Cryptograph y

Coding and Information Theor y

3.1 Shannon' s Information Theor y and Entr opy.

Theterminformationtheoryrefersto aremarkable�eld of studydevelopedby ClaudeShannon
in 1948.Shannon'sworkwaslikeEinstein'sgravitationtheory, in thathecreatedthewhole�eld
all at once,answeringthemostimportantquestionsat thebeginning. Shannonwasconcerned
with “messages”andtheir transmission,even in the presenceof “noise”. For Shannon,the
word “information” did notmeananythingcloseto theordinaryEnglishusage.Intuitively, the
informationin a messageis theamountof “surprise” in themessage.No surprisemeanszero
information.(Hey, that'ssomewhatintuitive.However, it is not intuitivethatarandommessage
hasthemostinformationin thissense.)

Shannonde�ned a mathematicalquantity called entropy which measuresthe amountof
information in a message,if the messageis one of a collectionof possiblemessages,each
with its own probabilityof occurrence.This entropy is theaveragenumberof bits neededto
representeachpossiblemessage,using the bestpossibleencoding. If thereare 
 messages
� � �

%

1$=$=�=�1

� � , with probabilitiesof occurrence:� � �
%

� 1$=$=$=�1 � � � �
� (with sumequal � ),

thentheentropy
� � �

� of thissetof messagesis:

� � �
�

� � � �
%

�

�����)�

�

�62 � � �
%

� � /.= =
="/ � � � �
�

�����)�

�

�62 � � � �
� ��=

Intuitively, theentropy is just theweightedaverageof thenumberof bits requiredto repre-
senteachmessage,wheretheweightsaretheprobabilitiesthateachmessagemightoccur.

Law ENTROPY-1:
The entr opy of a messa ge is just the number of bits of

inf ormation in the messa ge, that is, the number of bits needed
for the shor test possib le encoding of the messa ge.

It is possibleto list reasonablepropertiesof any entropy functionandto provethatonly the
above formulagivesa functionwith thoseproperties.

For example,if we have two messages� � male1 female, eachhaving probability �62 � ,
thentheentropy is

� � �
�

�

�

�62 � �

�

�����
�

�

�62

�

�62 � � � /

�

�62 � �

�

�
���
�

�

�62

�

�62 � � �
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�

�

�62 � �

�

����� �

� � /

�

��2 � �

�

����� �

� �

�

�62 � / ��2 �

�

��=

Thusin this case,aswe would intuitively expect,thereis onebit of informationin sucha
message.

Suppose� � �
%

�

�

� andtheremainingprobabilitiesarezero.In thiscasetheentropy works
out to be � asonewould expect,sinceoneis only going to receive themessage�

%

, so there
is no informationandno surprisein receiving this message.Theactualmessage�

%

might be
complex, with many bits representingit, but its probabilityis � , soonly thismessagecanoccur,
with no informationor “surprise” on its receipt,even if it is complex. (In the calculationof
entropy, theterm � � �������

�

�62 � � comesup, which looks like � � �
���!�

���
� . This termwould be

indeterminate,but the �rst part tendsto � muchfasterthan �
��� �

���
� tendsto

�
, so that in

practicesuchtermsareregardedas � .)
As anotherexample,suppose
 �

A and � � �
%

�

�

��2 � , � � � �

�

�

�62)( , and � � � � �

�

�62)( .
Then the entropy works out to be ��= E . It is possibleto encodethesemessagesas follows:
�

%

�
� , � � �

� � , and � � �
� � . In this casetheaveragecodelengthis thesameastheentropy.

Onedoesn't normallyexpectto beableto representacollectionof messageswith acodewhose
averagelengthis exactlyequalto theentropy; it is neverpossibleto gettheaveragelengthless
thantheentropy.

Finally, supposethereare � � � � equallyprobablymessages.Thentheentropy is:

� � �
�

�

�
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�

�����"�

�

��2

�

�62 � � � � � � / =
= =6/

�

�62 � � � � �

�

�����)�

�

��2

�

�62 � � � � � �

�

�

�62 � � � � �

�����
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���
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�

� � � �

�
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�����6�
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� � � � �

� �
���
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� � � � �
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Thustheentropy valueof thesemessagesmeansthattherearenearly � � bitsof information
in eachmessage.Similarly, if thereare 
 equallylikelymessages,thentheentropy of amessage
is ������� 
 . Theequalprobablecasegivesthelargestpossiblevaluefor theentropy of acollection
of messages.

Law ENTROPY-2:
A random messa ge has the most inf ormation (the greatest

entr opy). [Claude Shannon]

3.2 The Three Kinds of Codes.

Thetermscodeandcodingreferto waysof representinginformation.Wewill usuallybeusing
binary codes,that is, codesthat useonly the binary bits � and � . Thereare threekinds of
coding:
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1. Source Coding. This usually involvesdata compression: representingthe datawith as
few bits as possible. Notice that one always needsat leastas many bits to encodea
messageastheentropy of themessage.Thenext chaptertalksmoreaboutsourcecoding,
andpresentsonespecialexample:theHuffmancode.

2. ChannelCoding. Here one useserror detectionand error correction to improve the
reliability of thechannel.This is accomplishedby addingextra redundantbits. Therest
of this chapterpresentsmaterialon channelcapacityanderrorcorrectioncodes.A later
chaptertalksaboutoneparticularerrorcorrectingcode:theHammingcode.

3. Secrecy Coding. For secrecy, oneusescryptography to scramblethe messageso that
it may not be intelligible to an eavesdropper. Much of the restof the materialin these
notesis concernedwith cryptographiccoding.Oftenthescrambledmessagehasthesame
numberof bitsastheoriginalmessage.

Law INFORMATION-1:
In all coding theor y, inf ormation transmission is essen-

tiall y the same as inf ormation stora ge, since the latter is just
transmission from now to then .

It is possibleto have a singlecodethatcombinestwo or evenall threeof thesefunctions,
but thecodesareusuallykeptseparate.Normally onewould compressa message(makingthe
messagesmaller, to savestorageor channelbandwidth),thentransformit cryptographicallyfor
secrecy (withoutchangingthemessagelength),and�nally addbits to themessageto allow for
errordetectionor correction.

3.3 Channel Capacity .

Shannonalsointroducedtheconceptof channelcapacity, which is themaximumrateatwhich
bitscanbesentoveranunreliable(noisy)informationchannelwith arbitrarilygoodreliability.
The channelcapacityis representedasa fraction or percentageof the total rateat which bits
canbe sentphysicallyover the channel. Shannonproved that therealwaysexist codesthat
will signalarbitrarily closeto the channelcapacitywith arbitrarily goodreliability. Thusby
choosinga largerandmorecomplicatedcode,onecanreducethenumberof errorsto assmall
a percentageasonewould like, while continuingto signalascloseasonewantsto 100%of
thechannelcapacity. In practicethetheorydoesnotprovidethesegoodcodes,thoughthey are
known to exist. It is notpossibleto signalwith arbitrarilygoodreliability ata rategreaterthan
thechannelcapacity.

Thesimplestexampleof sucha channelis thebinary symmetricchannel. Hereevery time
a bit is transmitted,thereis a �x edprobability � , with �

, � ,

� suchthata transmitted� is
receivedasa � with probability � andreceivedasa � with probability � 4 � . Theerrorsoccur
at random.
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Probability ChannelCapacity
��� � �

or
��� � � ��� � � � � � � � � � � � � � � �

��� ���
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Table 3.1 Channel Capacity.

For example,if � �

� therearenoerrorsatall on thechannel,andthechannelcapacityis �

(meaning100%).If � �

� , thecapacityis still � aslongasyourealizethatall bitsarereversed.
If � �

�8=�E , thenon receiptof a bit, both � and � areequallylikely asthebit thatwassent,so
onecannever sayanything abouttheoriginal message.In this casethechannelcapacityis �

andno informationcanbesentover thechannel.
For binarysymmetricchannelsthereis asimpleformulafor thecapacity
 (aJavaprogram

thatcalculateschannelcapacityis onpage172):


 �

� / � �����
�

� � � /

�

� 4 � �

�
���
�

�

� 4 � ��=

Alternatively, onecanwrite this formulaas:


 �

� 4

� � �
� ,

where � consistsof two messageswith probabilities� and �04 � . Onecanargueintuitively
thatthis formulamakesuseof theamountof informationlostduringtransmissiononthisnoisy
channel,or onecanshow this formulamathematicallyusingconceptsnot introducedhere.

Table 3.1 givesvaluesof thechannelcapacityandwasproducedby theJava programon
page173:

Exercise: Useanumericalapproximationalgorithmto �nd theinverseof thechannelcapacity
formula.Thenwrite aJavaprogramimplementingthealgorithmandprintingatableof channel
capacitiesand correspondingprobabilities(just the reverseof the above table). The results
might look likeTable 3.2 .

[Ans: A Java programthatusesthesimplebisectionmethodto print the tableis on page
175.]
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Channel Probability Probability
Capacity � � � �

��� � � ��� � � � � � � � � ��� � � � � � � � �

��� � � ��� � ��� � ������� ��� ��������� �����
��� � � ��� � ��� � ������� ��� ����������� ���
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��� � � ��� ��� � � � ����� ����������������� �
����� � ��� � � � ��������� ��������� � ��� � �

��� � � ��� � � � � � � � � ��� � � � � � � � �

Table 3.2 Inverse channel capacity.

3.4 A Simple Error Correcting Code .

Let us work out a simpleexampleof thebinary symmetricchannelwith � �

�8=�B�E . Keepin
mind that this meansthe error rate is ��E 	 : an extremelyhigh �gure. In sucha caseevery
fourth bit on theaveragewill bereversed,with thereversalsoccurringcompletelyat random.
Thecapacityof thebinarysymmetricchannelwith � �

�8=�B�E is:
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A channelcapacityof �8= ��D�D�B � meansthat onecanat bestsignalat a rateof slightly less
than19%of thetruechannelbandwidth,becausetherearesomany errors.

Hereis a simplecodeto improve theerror rate: sendeach bit 3 timesandlet themajority
decideat theotherend. In thiscaseasingleerrorcanbecorrected,sinceif � is transmittedand
somethinglike � � � is received,themajority rulewould interpretthereceived3 bitsasa � .

With a successrateof �� , therewill be � errorsin the3 bits with probability
� �� � , andthere

will be � erroralsowith probability
� �� � . Then � errorswill occur �� � of the time and A errors

will occur %� � of the time. Only the last two casesrepresentan actualerror with this triple
redundantsystem,so the new error rate is %'&� � or about16%. In summary, by reducingthe
transmissionratefrom 100%to 33%,onecanreducetheerrorratefrom 25%to 16%. (This is
averysimple-mindedandinef�cient code.)

Onecould continuein this way, usingmoreandmoreduplicatesandletting themajority
rule. (An evennumberof duplicatesis notagoodchoicebecausetheresultis indeterminatein
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Repetition Codes,Err or Probability is �8= ��E

Number of Transmission Err or Success
Duplicates Rate Rate Rate
1 100% 25% 75%
3 33% 16% 84%
5 20% 10% 90%
7 14% 7% 93%
9 11% 5% 95%
11 9.1% 3.4% 96.6%

25 4.0% 0.337% 99.663%

49 2.04% 0.008% 99.992%

99 1.01% 0.0000044% 99.9999956%

199 0.5025% 1.805E-12% 99.9999999999982%

Table 3.3 Repetition codes.

caseequalnumbersof � sand � sarereceived.)Table 3.3 givestheresults(aJavaprogramthat
printsthetableis givenastheanswerto thenext exercise).

It shouldbe clear that you can get as low an error rate as you like by using more and
moreduplicates,reducingthe transmissionrateto nearzero. At a little lessthanthechannel
capacity(7 duplicatesanda transmissionrateof 14%),you cangettheerrorratedown to 7%.
Shannon's theorysaysthatthereareothermorecomplicatedcodesthatwill alsotake theerror
ratearbitrarily closeto zero,while maintaininga transmissionratecloseto 18%. (Theseother
codescanget very large andcomplicatedindeed. No generalandpracticalcodeshave ever
beendiscovered.)

Exercise: Find thechannelcapacityfor � �

�

� [Ans: 0.08170.] Do up a tablefor � �

�

�
similar to theonefor � �

�� . [Ans: seetheprogramonpage177.]

3.5 A Slightl y Better Error Correcting Code .

Insteadof having codewordsjust for thetwo bits � and � , it is possibleto �nd codesfor longer
blocksof bits: for example,to take two bitsata timeandusesomedistinctcodeword for each
of thefour possibilities:� � , � � , � � , and � � . Table 3.4 showsa schemethatencodesblocksof
threebitsata time:

If theinformationbitsaredesignated�

%

, �

� , and � � , thenthecodewordbitsare: �

%

, �

� , � � ,
� � , � � , � � , where� � �

�

�

� � � , � � �

�

%

� � � , and � � �

�

%

� �

� .
Thesecodewordshavethepropertythatany two of themdiffer from oneanotherin at least

threepositions.(OnesaysthattheHammingdistancebetweenany two of themis at least3.)
If thereis asingleerrorin thetransmissionof acodeword,thereis auniquecodewordthat
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Inf ormation Code
Word Word
000 000000
100 100011
010 010101
001 001110
011 011011
101 101101
110 110110
111 111000

Table 3.4 Error correcting code.

differsfrom thetransmittedword in only oneposition,whereasall othersdiffer in at leasttwo
positions.For this reason,this codeis singleerrorcorrecting,just like theprevioustriple code,
whereeachbit is transmittedthreetimes.

Notice a differencebetweenthis codeand the triple transmissioncode: this codehasa
transmissionrateof 50%,while thetriple codehasa rateof only 33.3%,eventhoughbothdo
single-errorcorrection.

In the previous code,after transmittingeachbit 3 times, one got a bettererror rate by
transmittingeachbit 5 times,or 7 times,or 9 times,etc. The transmissionratewent to zero,
while the error ratealsowent to zero. In the sameway, onecould repeatthe codesin this
section,andthe transmissionrateswould beslightly betterthantheearlierones,thoughthey
wouldstill go to zero.Whatis wantedis awayto keepahigh transmissionratewhile lowering
theerrorrate.

3.6 Shannon' s Random Codes.

ClaudeShannonprovedtheexistenceof arbitrarily goodcodesin thepresenceof noise. The
codesheconstructedarecompletelyimpractical,but they show thelimits of whatis possible.

Law SHANNON-1:
Over a noisy channel it is always possib le to use a long

enough random code to signal arbitraril y close to the channel ca-
pacity with arbitraril y good reliability [kno wn as Shannon' s Noisy
Coding Theorem ].

Theproofchoosesaninteger 
 for theblocksizeof theinformationwords— 
 mustbevery
largeindeed.Theinformationwordsareall �

�
stringsof � sand � sof length 
 . Corresponding

to eachinformationword onechoosesa codeword completelyat random. The lengthof the
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codewords must be greaterthan the blocksizedivided by the channelcapacity. Then it is
possibleto prove Shannon's resultby choosing
 large enough.(Notice that it is possibleto
choosetwo identicalrandomcodewords.Thiswill contributeanothererror, but astheblocksize
getslarge,theprobabilityof theseerrorswill alsotendto zero.)

Theactualsituationis just a little morecomplicated:a codetablechosenat randommight
be anything at all, and so might not perform well. Shannon's proof of his result takes the
averageoverall possiblecodes.For largeenough
 , theaveragesatis�eshis theorem,sothere
mustexist anindividualspeci�c codetablethatsatis�eshis theorem.In practice,for large 
 a
randomcodeis very likely to work.

Thesecodesareimpracticalbecausethesystemrequireskeepinga tableof all therandom
codewords. Assumingthe tablewould �t into memory, encodingcould be doneef�ciently .
However, for decodingonemust�nd thecodeword in thetablethatmostcloselymatchesthe
receivedcodeword (thathaserrorsfrom thenoiseon thechannel).

Exercise: Createa simulationof Shannon's result for speci�c parametervaluesand for a
speci�c randomcodetable (with codewords chosenat random). Use � �

�� for the error
probability in the binary symmetricchannel. Thusthe channelcapacity 
 will be �<= ��D�D�B � .
Now try aspeci�c valuefor theblocksize
 , say
 �

�6E , sothattherewill be A ��B)>�D information
wordsand A ��B�>�D entriesin the code/decodetable. Shannon's theorysaysthat theserandom
codewordsmustbeat least 
 2 
 �

�6E�2 �8= �$D�D�B �

�

B�@<=?(�D�A bits long. Try a longerlengthfor
thecodewords,say � � � bits, and�nd theerror rateof thesimulationin this case.(We know
thatfor 
 largeenoughthiserrorratewill beassmallaswe like in thiscase,but withoutsome
estimates,wedon't know how it will work out for 
 �

�6E .) Try ashorterlength,say >�E for the
codeword lengths.(We know thatif thecodeword lengthsarechosenlessthan 
 2 
 theerror
ratecannever tendto zero,no matterhow big 
 is chosen.)Also try thevalue D � (or B�@ ) for
comparison.

[Ans: Seeananswerin thenext chapter.]
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Visualizing Channel Capacity

This sectionstartswith work on ananswerto theexerciseat theendof thechapteron Coding
and InformationTheory. The exerciseasksfor a simulationof Shannon's randomcodes,so
the simulationstartswith a randomcodetable. This is not the sameasShannon's proof of
his theorem,which usestheaverageof all possiblecodetables.In practicehowever, a single
speci�c large randomtable will almostcertainly show the behavior expectedby Shannon's
theorem.(I don't know if it' spossibleto �nd ananalyticsolutionto thissimulation.)

Thesimulationis a challengein severalways,sinceto geta reasonablecode,a very large
blocksizeis requiredby Shannon'stheorem.Largeblocksizesrequireexponentiallylargercode
tables,andthesequickly exhaustthememoryof any actualsystem.

Pleasekeepin mind thatall thisdiscussionassumesabinarysymmetricchannelwith prob-
ability � �

�8=�B�E , thatis, ontheaverage,oneoutof everyfour bits transmittedis reversed— an
extremelyhigherrorrate.Thecorrespondingchannelcapacityis approximately�8= ��D�D�B � .

Table 4.1 givessamplesizesfor therandomcodewordtables,wheretheblocksizesarejust
arbitrarily setto multiplesof E , that is E , � � , ��E , � � , ��E , =$=$= , andwherethecodeword lengths
aretakento beat thechannelcapacity(whichwouldbetheminimumpossiblevaluefor agood
code).

In practice,simulationrunsneedlongercodeword lengths,perhapsupto twice thechannel
capacityvalues.I wasableto run thesimulationfor blocksize= � � , usingup to A � Megabytes
of mainmemoryon aniMac. Hypotheticalrunsfor blocksizesof ��E or A � would take up to �

Gigabyteor ( � Gigabytesof memory. (Thememoryrequirementsgrow exponentiallyasthe
blocksizegrows: adding E to theblocksizemakesthememoryrequirementsabout ( � timesas
great.)

Blocksize Number Min Codeword Minimum CodeTable
(bits) of Entries Length (bits) Size(in K bytes)

5 32 27 0.1K
10 1 024 53 6 K
15 32768 80 327K
20 1 048576 106 13 894K
25 33 554432 132 553648K
30 1 073741842 159 21 206401K

Table 4.1 Capacity Simulation Parameters.
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Initial resultsof simulationrunswerediscouragingandequivocal. It seemedthat I would
needa far largerblocksizethanmy computercouldrun in orderto getreasonableresults.For
example,theresultsof runsansweringtheoriginalquestionsin theexercisewere:

For a blocksizeof �6E , runswith codeword lengthsof >)( , D � , and � ��( produce
respectiveerrorratesof E)> 	 , A�> 	 , and �6E 	 .

Thusat substantiallyunderthechannelcapacityfor codeword lengths( � ��( bits or ��A � 	
of capacity),theerrorrateis still �6E 	 , indicatingthattheblocksizeis not remotelycloseto a
valueneededfor reasonableaccuracy. More discouragingwasthattheserunsgavenohint of a
magicchannelcapacityvaluebehindthescenes.

4.1 Visualizing Shannon' s Noisy Coding Theorem.

I continuedwith simulationruns for block sizesof E , � � , ��E , and � � and for a variety of
codeword lengths(all divisible by D for convenienceof the simulationprogram). Eventually
I plottedall the datain a graph,andgot the astonishingpictureshown in Figure4.1. (The
Postscript�le thatcreatesthegraphcanbefoundin theonlinematerial.)

The remarkablegraphin Figure4.1 shows how far away thesimulationis from thegood
resultspredictedby Shannon's theorem.At thesametime,thegraphgivesaclearideaof what
theresultswouldbeif onecouldkeepincreasingtheblocksize:thegraphwouldbeincreasingly
verticalasit crossestheverticaldashedline markingthechannelcapacity.

This speci�c graphshows theactualsimulationresults,with pointsconnectedby straight
lines. (No curve-�tting wascarriedout.) Theblack line (for blocksize= E ), is accuratesince
eachpoint represents� � � � � � � � trials,but thereareonly 14points,sothisgraphhasanangular
look. Thegraphsfor blocksizesof � � and �6E aresmoother(becausemorepointsareplotted),
but lessaccurate(smallernumberof trials perpoint). Finally, the redgraph(blocksize= � � )
is somewhat irregularbecauseonly � � � � � trials perpoint did not producetheaccuracy of the
othergraphs.

It is importantto realizethatthegraphonly illustrateswhatShannon'stheoremproves.The
graphandthesesimulationresultsprove nothing,but just give anindicationof whatmight be
true.

4.2 The Converse of the Noisy Coding Theorem.

Thegraphalsoillustratesanothertheoremknown astheConverseof Shannon'sNoisyCoding
Theorem. Roughlyspeaking,theconversesaysthatif oneis signalingata �x edratemorethan
channelcapacity(to the left of the vertical dashedline in the picture),and if the block size
getsarbitrarily large,thentheerrorratewill getarbitrarily closeto � � � 	 . Statedanotherway,
at morethanchannelcapacity, astheblock sizegetslargerandlarger, theerror ratemustget
closerandcloserto � � � 	 . Contrastthiswith Shannon'stheorem,whichsaysthatif onesignals
at lessthanchannelcapacity, andif theblock sizegetarbitrarily large,thentheerrorratewill
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getarbitrarilycloseto � . In thelimit astheblocksizetendsto in�nity , thegraphwill look like
astepfunction:at � � � to theleft of thedashedverticalline andat � to theright.

Theproofsof bothof Shannon'stheoremsarefoundin bookson informationtheory. In the
termsof this coursethey areverydif�cult andtechnical.

TheJavasimulationprogramin three�les is foundonpage179.
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Figure 4.1.  Simulation of Shannon's Random Codes
(Error Probability = 0.25)

Blocksize = 20, Tablesize = 1048576, Trials = 10000 @ 30 points
Blocksize = 15, Tablesize = 32768, Trials = 100000 @ 26 points
Blocksize = 10, Tablesize = 1024, Trials = 1000000 @ 24 points
Blocksize = 5, Tablesize = 32, Trials = 10000000 @ 14 points

Dashed vertical line: channel capacity = 0.18872 18755
(as codeword size, equals 1/0.18872 = 5.2988)
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The Huffman Code for Compression

5.1 Lossless Compression.

Startingwith aa �le (thatis, amessage),onewantsacompressed�le smallerthantheoriginal
from whichonecanrecover theoriginal �le exactly. Thischapterfocuseson losslesscompres-
sion, meaningthat not onebit of information is lost during the compression/decompression
process.

ClaudeShannonprovedthefollowing signi�cant result:

Law SHANNON-2:
In the absence of noise , it is always possib le to encode or

transmit a messa ge with a number of bits arbitraril y close to the
entr opy of the messa ge, but never less than the entr opy [kno wn
as Shannon' s Noiseless Coding Theorem ].

To achieve this result, it may be necessaryto lump togethera large numberof messages.
In contrastto the proof of Shannon's Noisy Coding Theorem(discussedin the chapteron
codingtheory),Shannon'sNoiselessCodingTheoremhasa constructiveproofgivenbelow as
a reasonablemethodfor datacompression,thoughthemethodis not usedany morefor actual
compression.

Intuitively, a randommessagehasthe largestentropy andallows no compressionat all.
A messagethat is not randomwill have some“regularity” to it, somepredictability, some
“patterns”in thesequenceof its bits. Suchpatternscouldbedescribedin amoresuccinctway,
leadingto compression.

Theseconceptsprovide a new way to describerandomsequences:A �nite sequenceis
randomif it hasnosuccinctrepresentation,thatis, any programor algorithmthatwill generate
the sequenceis at leastas long as the sequenceitself. This is the conceptof algorithmic
informationtheory, inventedby Chaitin andKolmogoroff, which is beyond the scopeof this
discussion.

Still speakingintuitively, the resultof a goodcompressionalgorithmis a �le thatappears
random.(If it did not look random,it would bepossibleto compressit further.) Also, a good
compressionalgorithmwill endup relatively closeto theentropy, sooneknowsthatno further
compressionis possible.
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Law COMPRESSION-1:
Just like Niven' s law (never �re a laser at a mirr or), one

says: never compress a messa ge that' s alread y compressed.

Thejoke is to take a large �le, Shakespeare's plays,say, andrepeatedlycompressthe �le
until theresultisasinglebit. Intuitively,onerealizesthattherereallyis informationin theplays.
They couldbecompressed,but many bitswouldstill beneededto representthetrueinformation
in them.(Of course,theentropy of hisplaysgivesthesmallestsizeof any compressedversion.)

Justaswith inventorsof perpetualmotionmachines,crackpots�xated oncompressionreg-
ularly announcefantasticcompressionschemeswithout knowledgeof thelimitationsimposed
by informationtheory. As I write this (2002),a small company is claiming to compressany
random�le andrecover every bit of theoriginal duringdecompression,assumingtheoriginal
�le is “largeenough”.Simplycountingthenumberof possible�les to compressandthenum-
berof their compressedformseasilyshows thattheseclaimsareimpossible,andtheargument
requiresnothingsubtlefrom informationtheory. Peoplemakingclaimsaboutperpetualmotion
or fasterthanlight travel arejust suggestinga violationof theacceptedlawsof physics,some-
thing thatmightbetruehereor in anotheruniverse,but thecompressioncraziesaresuggesting
aviolationof thelawsof logic — impossiblefor reasonablepeopleto imagine.

For oneverysimpleexampleof compression,considera �le with many sequencesof blank
characters.Oneneedsaspecialcharacter(or sequenceof characters)to representasequenceof
blanks.UseaAscii blankitself for thispurpose.Thisspecialcharactermustalwaysbefollowed
by an8-bit numberrepresentingthenumberof blanks.Thusa singleblank is representedby
two bytes:anormalblank,followedby a1. If the�le containsmany longsequencesof blanks,
eachsuchsequenceshorterthan256 blankscould be representedby two bytes. This might
provide a largecompression.On theotherhand,if the �le mostlyconsistsof isolatedblanks,
the above techniquewill replacesingleblanksby two-bytesequences,so the “compression”
algorithmwill outputa larger�le thantheinput.

A later sectionbelow presentsHuffman's compressionalgorithm,which in a senseis op-
timal. Huffman's codeprovidesanexplicit solutionto Shannon'sNoiselessCodingTheorem,
but Huffman's algorithmhassigni�cant disadvantages.It usuallyneedsan initial statistical
analysisof the�le itself, andit usuallyrequirestransmittinga largedecodingtablealongwith
the�le. For theseandotherreasons,Huffman'scodehasbeenreplacedwith a largenumberof
otherclevercompressioncodes.Thecompletedescriptionis farbeyondthescopeof thisbook,
but the.gif imagesor thebit streamprocessedby a modemusevery sophisticatedalgorithms
thatadaptto thenatureof thesource�le. Thesemethodsallow thereceiving stationto construct
adecodetable“on the�y” asit carriesoutdecompression.

Imageswith a .gif suf�x usetheLZWcompressionalgorithm,whichhasaninterestinghis-
tory. Two researchesnamedLempelandZiv cameupwith aremarkablecompressionalgorithm
which they publishedin thescienti�c literature,thoughtheir companiesalsopatentedit: the
(surprise)Lempel-Zipmethod.Lateranemployeeof UnisysnamedWelchmademinormodi�-
cationsto Lempel-Ziv to producetheLZW algorithmusedin .gif images.Unisyspatentedthe
algorithmandafterits usebecamewidespreadstarteddemandingpaymentsfor it. I personally
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resentthis situationbecauseUnisysandevenWelchhadrelatively little to do with thebreak-
through— LempelandZiv weretheoneswith the insight— yet Unisyswantsmoney for its
minormodi�cation of astandardalgorithm.

5.2 Lossy Compression.

Lossycompression(asopposedto lossless)meansthat the processof compressionfollowed
by decompressiondoesnot have to yield exactly theoriginal �le. Oneacceptsa lossof qual-
ity. (Be carefulnot to spell theword as“lousy” or “loosey”, etc.) Whenthe�le is executable
computercode,this would beunacceptable— the lower-quality �le would not likely beexe-
cutableany more. If theoriginal �le is a picture,however, the recovered�le (after compres-
sion/decompression)maylook nearlyasgoodastheoriginal.

Lossycompressionis ahugeareawith many applicationsfor oursociety. Theseincludethe
Jpeg standardfor individual picturesandthe Mpeg standardfor motion pictures. Both these
standardsare marvels of compressiontechnology. Jpeg is usedin moderndigital cameras,
allowing theimageto besavedin far lessmemorythantheoriginal representationof thecolor
of eachpixel in theimage.Mpeg is thebasisfor modernDVD movie playersandfor satellite
transmissionof motionpictures.

5.3 Huffman Lossless Compression.

Variable Length and Prefix Codes: Elsewherein this bookcodewordsonly occurthatare
all thesamelength(for a givencode).However theHuffmancodein this sectionis a variable
lengthcode. Anotherwell-known but old-fashionedvariablelengthcodeis the Morsecode
widely usedfor radio andtelegraphtransmissions.Table 5.1 givesthe code. The ideawas
to useshortcodewordsfor themostcommonlyoccurringlettersandlongercodewordsfor less
frequentletters.

Morsecodepresentsan immediatedecodingproblem,sincefor example,an N is "-." ,
but the codewordsfor B, C, D, K, X, andY, alsostartwith "-." . In fact, the codefor C is
thesameasthecodefor N repeatedtwice. Justgivena sequenceof dotsanddashes,it is not
possibleto uniquelybreakthesequenceinto letters. For this reason,Morsecoderequiresan
extra “symbol”: a shortpausebetweenletters.(Thereis a longerpausebetweenwords.)

TheHuffmancodethat is thesubjectheredoesnot have this problem. It is a pre�x code,
meaningthatno codeword is a pre�x of anothercodeword. Not only is it possibleto separate
any stringof � s and � s uniquelyinto codewords,but thedecodingis very easy, sincea unique
entryalwaysmatchesthenext partof theinput. Thereareothercodesthatdonothavethepre�x
property, but thatareneverthelessuniquelydecodable.Suchcodesarenotdesirablebecauseof
thedif�culty of decoding.

The Huffmancodestartswith a sequenceof symbols(a “�le”) andcomputesthepercent
frequency of eachsymbol.

Example 1. For example,if thesequence(or �le) is aaaabbcd , thenthefrequency tableis:
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International Morse Code
Letter Morse Letter Morse Digit Morse

A .- N -. 0 -----
B -... O --- 1 .----
C -.-. P .--. 2 ..---
D -.. Q --.- 3 ...--
E . R .-. 4 ....-
F ..-. S ... 5 .....
G --. T - 6 -....
H .... U ..- 7 --...
I .. V ...- 8 ---..
J .--- W .-- 9 ----.
K -.- X -..-
L .-.. Y -.--
M -- Z --..

Table 5.1 The Morse Code.

Symbol: a, Weight: 0.5
Symbol: b, Weight: 0.25
Symbol: c, Weight: 0.125
Symbol: d, Weight: 0.125

The Huffman algorithm startswith a simple list of eachsymbol, regardingthe list as a
sequenceof single-elementtreeswith the symbolandthe frequency at the root nodeof each
tree(theonly nodein thiscase).Thenthealgorithmrepeatedlycombinesthetwo leastfrequent
rootnodesasleft andright subtreesof anew rootnodewith symbol andfrequency thesumof
thetwo previousfrequencies.(I usethesymbol @asthesymbolfor theroot of thecombined
tree.)

Thus,referringto Figure5.1, the�rst stepcombinesthesingle-nodetreesfor lettersc and
d, eachwith frequencies0.125 , into a singletree,with subtreesthe treesabove, anda root
nodewith frequency 0.125 + 0.125 = 0.25 . Now this processis repeatedwith thenew
nodeandthe old nodefor the letter b with frequency 0.25 . The �nal combinationyields a
singletreewith frequency 1.0 .

If therearemultiplechoicesfor the“leastfrequent”rootnodes,thenmakeany choice.The
resultingHuffman treesand the resultingcodesmay not be the same,but the averagecode
lengthsmustalwayswork out thesame.

So step1 in Figure5.1combinesc andd, yielding a new root nodeof frequency 0.25 .
Thenstep2 combinestheresultof step1 with b. That resultis combinedin step3 with a, to
givea singlerootnodewith frequency 1.0 .

In the �nal part of thealgorithm,oneheadsdown the treefrom theroot asshown above,
building a codestring as one goes,addinga 0 as one goesup and a 1 as one goesdown.
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+---d: 0.1250 (step 1)
|

+---+---@: 0.2500 (step 2)
| |
| +---c: 0.1250 (step 1)
|

+---+---@: 0.5000 (step 3)
| |
| +---b: 0.2500 (step 2)
|

---+---@: 1.0000
|
+---a: 0.5000 (step 3)

Figure 5.1 Huffman Tree: Entropy equal average code length.

+--- d: 0.1250, 000 (step 1)
|

+---+---@: 0.2500, 00 (step 2)
| |
| +--- c: 0.1250, 001 (step 1)
|

+---+---@: 0.5000, 0 (step 3)
| |
| +--- b: 0.2500, 01 (step 2)
|

---+---@: 1.0000,
|
+--- a: 0.5000, 1 (step 3)

Figure 5.2 Huffman Tree: Codewords.

The resultingbinary codesfor symbolsare shown in bold in Figure 5.2(notethe codesfor
intermediatenodesalso):

To encodeusingtheresultof theHuffmanalgorithm,onemakesupacodetableconsisting
of eachsymbol followed by the correspondingcodeword. To encode,look up eachsymbol
in the table,andfetch thecorrespondingcodeword. (Encodingcanbeef�cient if the tableis
arrangedsothatbinarysearchor hashingis possible.)

Symbol: a, Codeword: 1
Symbol: b, Codeword: 01
Symbol: c, Codeword: 001
Symbol: d, Codeword: 000

The sametablecould be usedfor decoding,by looking up successive sequencesof code
symbols,but this would not be ef�cient. The processof decodingcanbe madesimpleand
ef�cient by usingtheabove Huffmancodingtreeitself. Startat theroot (left side)of thetree
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+--- d: 0.1250, 000 (step 1)
|

+---+ ---@: 0.2500, 00 (step 2)
| |
| +---c : 0.1250, 001 (step 1)
|

+---+ ---@: 0.5000, 0 (step 3)
| |
| +--- b: 0.2500, 01 (step 2)
|

---+ ---@: 1.0000,
|
+--- a: 0.5000, 1 (step 3)

Figure 5.3 Huffman Tree: Decoding.

andprocessthe codesymbols0 and1 oneat a time. For a 0 headupwardandfor a 1 head
downward. Whena leaf node(onewith no subnodes)is reached,the symbolat that nodeis
the onebeingdecoded.For example,in decodingthe string 001 , startat the root, headup
becauseof the �rst (leftmost)0. Thenheadup againbecauseof the second0. Finally head
down becauseof the�nal 1. This is now a leaf nodeholdingc , sothat is thesymboldecoded
from 001 . Thediagramin Figure5.3showsthepaththroughthetreein boldface:

The entropy of the four symbolsabove with the given probabilitiesis 1.75 , and this is
exactly thesameastheaveragecodelength,givenby

0.5 * 1 + 0.25 * 2 + 0.125 * 3 + 0.125 * 3 = 1.75.

Huffmancodesarealwaysoptimal(thebestpossible),but this particularcodehasaverage
codelengthequalto theentropy, andit is never possibleto createa codewith shorteraverage
length. Most Huffman codeshave averagecodelength greaterthan the entropy (unlessall
frequenciesarea fraction with numeratoranddenominatora power of 2). The next simple
exampleshows this.

Example 2. Startwith the�le aaaaaabc . Hereis thefrequency table,andthetreealongwith
thethecodestringsis in Figure5.4:

Symbol: a, Weight: 0.75
Symbol: b, Weight: 0.125
Symbol: c, Weight: 0.125

In this case,theentropy is 1.061278 while theaveragecodelengthis 1.25 .

Product Codes: Now supposeoneformsthe“product” codeof thecodein Example2 by con-
sideringall possiblepairsof symbolsandtheir respectiveprobabilities,whicharetheproducts
of theprobabilitiesfor individualsymbols:

Symbol: A (for aa), Weight: 0.5625 = 0.75 * 0.75
Symbol: B (for ab), Weight: 0.09375 = 0.75 * 0.125
Symbol: C (for ba), Weight: 0.09375 = 0.125 * 0.75
Symbol: D (for ac ), Weight: 0.09375 = 0.75 * 0.125
Symbol: E (for ca ), Weight: 0.09375 = 0.125 * 0.75
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+--- c: 0.1250, 00 (step 1)
|

+---+---@: 0.2500, 0 (step 2)
| |
| +--- b: 0.1250, 01 (step 1)
|

---+---@: 1.0000,
|
+--- a: 0.7500, 1 (step 2)

Figure 5.4 Huffman Tree: Entropy less than average code length.

Symbol: F (for bb), Weight: 0.015625 = 0.125 * 0.125
Symbol: G (for bc ), Weight: 0.015625 = 0.125 * 0.125
Symbol: H (for cb ), Weight: 0.015625 = 0.125 * 0.125
Symbol: I (for cc ), Weight: 0.015625 = 0.125 * 0.125

Figure5.5givesthecorrespondingHuffmantree,alongwith thecodewords:
With this productcode, the entropy and averagecodelength work out to be �<= � � ��E�E�>

and �<= �6E�> ��E , but eachnew symbol(upper-caseletter) representstwo of theoriginal symbols.
Dividing by � givesthe original valuefor theentropy, but theaveragecodelength(perorig-
inal symbol,not per new symbol) is ��= ��B�D � ��E , which is muchcloserto the entropy valueof

��= ��> � ��B�D thantheprevious ��= ��E .
If one takes threesymbolsat a time, the averagecodelengthgoesdown to ��= ��B ��A � ��E .

Continuingwith four at a time, � ve at a time, andsoforth, it canbeprovedthat theresulting
averagecodelengthsget arbitrarily closeto the entropy: ��= ��> � ��B�D . This, in turn, proves
Shannon'sNoiselessCodingTheorem,statedearlier.

Even thoughHuffman's codeis optimal (it yields the bestpossiblecodefor a collection
of symbolsandfrequencies),the otheradaptive algorithms(LZ or LZW) usuallydo a much
betterjob of compressinga �le. How canthis be, sinceHuffman is optimal? Supposeone
gathersstatisticsof frequenciesof lettersin English and createsan optimal Huffman code.
Suchananalysisdoesnotconsiderstringsof lettersin English,but only individual letters.The
Huffmanproductcodefor two lettersat a time just assumesthe frequenciesaretheproducts
of individual frequencies,but this is not true for actualEnglish. For example,for pairs of
letterswith “q” asthe �rst letter, mostpairshave probability 0, while the pair “qu” is about
ascommonas“q” by itself. It is possibleto gatherstatisticsaboutpairsof lettersin English
andcreatea Huffmancodefor thepairs. Onecouldproceedto statisticsaboutlongerstrings
of lettersandto correspondingHuffmancodes.TheresultingHuffmancodeswouldeventually
performbetterthantheadaptivealgorithms,but they would requireanunacceptableamountof
statisticalprocessing,andanunacceptablylargecodetable.In contrast,theadaptivealgorithms
do not needto transmita codetable,andthey eventuallyadaptto long stringsthatoccurover
andover.

A computerimplementationof theHuffmanalgorithmappearsonpage183.This software
generatesprintoutsof theHuffmantreesandotherdatareproducedabove,but it doesnot read
or write actualbinary data,nor doesit transmitthe dictionary(or the frequency table)along
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+--- D: 0.0938, 000 (step 5)
|

+---+---@: 0.1875, 00 (step 7)
| |
| +--- C: 0.0938, 001 (step 5)
|

+---+---@: 0.4375, 0 (step 8)
| |
| | +--- B: 0.0938, 010 (step 6)
| | |
| +---+---@: 0.2500, 01 (step 7)
| |
| | +--- G: 0.0156, 011000 (step 2)
| | |
| | +---+---@: 0.0312, 01100 (step 3)
| | | |
| | | +--- F: 0.0156, 011001 (step 2)
| | |
| | +---+---@: 0.0625, 0110 (step 4)
| | | |
| | | | +--- I : 0.0156, 011010 (step 1)
| | | | |
| | | +---+---@: 0.0312, 01101 (step 3)
| | | |
| | | +--- H: 0.0156, 011011 (step 1)
| | |
| +---+---@: 0.1562, 011 (step 6)
| |
| +--- E: 0.0938, 0111 (step 4)
|

---+---@: 1.0000,
|
+--- A: 0.5625, 1 (step 8)

Figure 5.5 Huffman Tree: Product code.



5. The Huffman Code for Compression 43

with thedata,sothatdecodingis possibleat theotherend.

Exercises

1. Devisea simpleexamplewheretherearedifferentchoicesfor the leasttreesandwhere
the Huffman algorithmyields differentanswers.Get an examplewherethereareeven
two differentdistributionsfor thelengthsof thecodewords.Verify thattheaveragecode
lengthsarethesamefor thetwo examples. [Ans: Seepage191for ananswer.]

2. After looking at theanswerto the previousproblem,seeif you cancreatethe simplest
possibleexampleandarguethatthereis no simplerexample.

3. Write aprogramthatwill translateto andfromMorsecode.In thecodedtext, useablank
betweentheMorsecodesfor lettersandthreeblanksbetweenthecodesfor words.Only
insertnewlinesbetweenwords.

4. ExpandtheHuffmancodeimplementationto handlebinary�les usingtechniquessimilar
to thoseof theHammingcodeimplementation.Commentsat theendof thecodeindicate
how to handlethesebinary�les.
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The Laws of Cryptograph y

The Hamming Code for Error Correction

6.1 Error correcting codes.

Codesthat correct errorsare essentialto moderncivilization and are usedin devices from
modemsto planetarysatellites.The theoryis mature,dif�cult, andmathematicallyoriented,
with tensof thousandsof scholarlypapersand books,but this chapterwill only describea
simpleandelegantcode,discoveredin 1949.

6.2 Description of the Hamming Code .

RichardHammingfound a beautiful binary codethat will correct any singleerror andwill
detectany doubleerror(two separateerrors).TheHammingcodehasbeenusedfor computer
RAM, andis a goodchoicefor randomlyoccurringerrors.(If errorscomein bursts,thereare
othergoodcodesthat areparticularlyof interestto electricalengineers.)Unlike mostother
error-correctingcodes,thisoneis simpleto understand.

Thecodeusesextraredundantbits to checkfor errors,andperformsthecheckswith special
checkequations.A parity check equationof asequenceof bits justaddsthebitsof thesequence
andinsiststhat the sumbe even (for evenparity) or odd (for odd parity). This chapteruses
evenparity. Alternatively, onesaysthat thesumis takenmodulo � (divide by � andtake the
remainder),or onesaysthatthesumis takenover theintegersmod � ,

�
� .

A simpleparity checkwill detectif therehasbeenanerror in onebit position,sinceeven
parity will changeto oddparity. (Any oddnumberof errorswill show up asif therewerejust
1 error, andany evennumberof errorswill look thesameasnoerror.)

Onehasto forceevenparityby addinganextraparity bit andsettingit eitherto � or to � to
make theoverall parity comeout even. It is importantto realizethattheextra parity checkbit
participatesin thecheckandis itself checkedfor errors,alongwith theotherbits.

TheHammingcodeusesparity checksover portionsof thepositionsin a block. Suppose
therearebits in consecutivepositionsfrom � to 
 4 � . Thepositionswhosepositionnumberis
a power of � areusedascheckbits,whosevaluemustbedeterminedfrom thedatabits. Thus
thecheckbits arein positions � , � , ( , D , ��> , ..., up to thelargestpowerof � that is lessthanor
equalto thelargestbit position.Theremainingpositionsarereservedfor databits.

Eachcheckbit hasa correspondingcheckequationthatcoversa portionof all thebits,but
alwaysincludesthecheckbit itself. Considerthebinaryrepresentationof thepositionnumbers:

�

�

�

� , �

�

� �

� , A

�

� �

� , (

�

� � �

� , E

�

� � �

� , >

�

� � �

� , andsoforth. If thepositionnumber
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Position 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Bin Rep 1 10 11 100 101 110 111 1000 1001 1010 1011 1100 1101 1110 1111 10000 10001

Check:1 x x x x x x x x x
Check:2 x x x x x x x x
Check:4 x x x x x x x x
Check:8 x x x x x x x x
Check:16 x x

Table 6.1 Position of Parity Check Bits.

Position 1 2 3 4 5 6 7 8 9 10 11
Binary 1 10 11 100 101 110 111 1000 1001 1010 1011

Word 1 1 1 0 1 0 1 0 1 0 1

Check:1 1 1 1 1 1 1
Check:2 1 1 0 1 0 1
Check:4 0 1 0 1
Check:8 0 1 0 1

Table 6.2 Determining the Check Bit Values.

hasa � asits rightmostbit, thenthecheckequationfor checkbit � coversthosepositions.If
thepositionnumberhasa � asits next-to-rightmostbit, thenthecheckequationfor checkbit �

coversthosepositions.If thepositionnumberhasa � asits third-from-rightmostbit, thenthe
checkequationfor checkbit ( coversthosepositions.Continuein this way throughall check
bits. Table 6.1 summarizesthis.

In detail,Table 6.1 showstheparitychecksfor the�rst 17positionsof theHammingcode.
(Checkbitsarein positions� , � , ( , D , and ��> , in bold italic in thetable.)

Table 6.2 assumesonestartswith databits � � � � � � � (in plain type). Thecheckequations
above areusedto determinevaluesfor checkbits in positions� , � , ( , and D , to yield theword
11101010101below, with checkbits in bold italic hereandin Table 6.2 .

Intuitively, thecheckequationsallow oneto “zero-in” on thepositionof asingleerror. For
example,supposea singlebit is transmittedin error. If the �rst checkequationfails, thenthe
errormustbein anoddposition,andotherwiseit mustbein anevenposition.In otherwords,if
the�rst checkfails,thepositionnumberof thebit in errormusthaveits rightmostbit (in binary)
equalto one;otherwiseit is zero.Similarly thesecondcheckgivesthenext-to-rightmostbit of
thepositionin error, andsoforth.

Table 6.3 below givesthe resultof a singleerror in position � � (changedfrom a � to a
� ). Threeof thefour parity checksfail, asshown below. Adding thepositionnumberof each
failing checkgivesthepositionnumberof theerrorbit, � � in this case.

The above discussionshows how to get single-errorcorrectionwith the Hammingcode.
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Position 1 2 3 4 5 6 7 8 9 10 11 Result
Binary 1 10 11 100 101 110 111 1000 1001 1010 1011

Word 1 1 1 0 1 0 1 0 1 0 0 (err)
Check:1 1 1 1 1 1 0 1 fail
Check:2 1 1 0 1 0 0 2 fail
Check:4 0 1 0 1 - pass
Check:8 0 1 0 0 8 fail

Table 6.3 Correcting a 1-bit Error.

Onecanalsogetdouble-errordetectionby usinga singleextra checkbit, which is in position
� . (All otherpositionsarehandledasabove.) Thecheckequationin this casecoversall bits,
including the new bit in position � . Valuesfor all the othercheckbits arecalculatedin any
order, but theoverallcheckmustcomeat theend,to determinethe � th checkbit.

In caseof a singleerror, this new checkwill fail. If only thenew equationfails, but none
of theothers,thenthepositionin error is thenew � th checkbit, soa singleerrorof this new
bit canalsobecorrected.In caseof two errors,theoverall check(usingposition � ) will pass,
but at leastoneof theothercheckequationsmustfail. This is how onedetectsa doubleerror.
In this casethereis not enoughinformationpresentto sayanything aboutthepositionsof the
two bits in error. Threeor moreerrorsat thesametime canshow up asno error, astwo errors
detected,or asasingleerrorthatis “corrected”in thewrongposition.

Notice that the Hammingcodewithout the extra � th checkbit would reactto a double
error by reversingsomeboguspositionas if it werea singleerror. Thusthe extra checkbit
and the doubleerror detectionarevery importantfor this code. Notice also that the check
bits themselveswill alsobecorrectedif oneof themis transmittedin error(without any other
errors).

Law HAMMING-1:
The binar y Hamming code is par ticularl y useful because it

provides a good balance between error correction (1 error) and
error detection (2 errors).

6.3 Bloc k sizes for the Hamming Code .

TheHammingcodecanaccommodateany numberof databits, but it is interestingto list the
maximumsizefor eachnumberof checkbits. Table 6.4 below includestheoverallcheckbit,
sothatthis is thefull binaryHammingcode,includingdoubleerrordetection.

For example,with � ��D bits or ��> bytes,onegets � � � bits of dataandusesD bits for the
checkbits. Thusanerror-pronestorageor transmissionsystemwouldonly needto devote � out
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Check Max Data Max Total
Bits Bits Size

3 1 4
4 4 8
5 11 16
6 26 32
7 57 64
8 120 128

Table 6.4 Sizes for the Binary Hamming Code.

of each ��> bytesor >8= ��E 	 to errorcorrection/detection.Becauseof thesepleasantproperties,
this codehasbeenusedfor RAM memorycorrection(beforememorygot soreliable).

6.4 A Java implementation of the Hamming Code .

TheHammingcodelendsitself to ef�cient implementationin hardware,andevena software
implementationjust needsbit masksfor thevariousparity checksandattentionto detail. The
codegivenin this text in for reference,intendedto besimpleandunderstandable,ratherthan
ef�cient. Themethodhereusesanarrayof bits (storedin int type).Thismeansthatactualbit
stringinput mustbeunpackedinto thebit array, andthenmustbepackedagainat theend.

Theimplementationappearsonpage193.Theprogramallowsany numberof message
bits from 1 to 120,with correspondingtotal numberof bits from 4 to 128. For example,if the
programusesthebold line in thetable,thereare15 bytesof dataand1 bytedevotedto check
bits. This givesan expansionfactorof ��>�2 �6E

�

��= ��>�>�> , using >8= ��E 	 of the coded�le for
checkbits. The programdoesnot just implementthe lines in the table,but allows all values
lessthanor equalto 120for thenumberof messagebits.
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Coping with Decimal Number s

7.1 Decimal Error Detection and Error Correction.

Thepreviousdiscussionshave focusedon codingtheoryappliedto binarynumbers.In coding
theory, the binary numbersystemis regardedas the �nite �eld

�
� with two elements.The

theorycanbeextendedto any �nite �eld, but decimalnumbersdonotwork becausethereis no
�nite �eld with 10 elements.It is possibleto applynormalcodingtheoryto the�elds of order

� and E separately, andthenhandlea messagemodulo � andmodulo E separately, combining
resultsat theend.It is alsopossibleto convertadecimalnumberto binaryandusebinaryerror
detectionandcorrection.For decimalnumbers,neitherof theseapproachesis satisfactory. In
the �rst casethe extra error digits would be differentnumbersof binary and base E digits,
which would not �t togetherand could not be combinedinto individual checkabledecimal
digits. More importantlyfor bothapproaches,thepossibleerrorsin amessagewill beerrorsin
decimaldigits. If thenumberis expressedin binary, a decimalerrormight changeany number
of binarybits. If thenumberis representedusing4 bitsperdecimaldigit, asingledecimalerror
could still changeup to 4 bits. For theseandotherreasons,oneneedsnew decimal-oriented
approachesto handledecimalnumbers

Law DECIMAL-1:
One needs special methods for decimal-oriented applica-

tions; general binar y coding theor y is not useful.

7.2 Simple Error Detection Schemes.

In applicationsinvolving people,numberswith decimaldigitsarealmostalwaysused.(Called
the simianpreference,becausehumanshave 10 �ngers – well, mostof themanyway, andif
youcountthumbs.)Humansandmachinesprocessingthesenumbersmakedecimalmistakesin
them.Themostcommonmistakesthathumansmake areto altera singledigit or to transpose
two adjacentdigits. It is alsocommonto dropa digit or to addanextra digit. Machinescan
misreada digit, thoughthey would not transposedigits. Applicationsoftenaddanextra check
digit to catchasmany errorsaspossible.Thereis usuallyalsoacheck equationwhichall digits,
includingthecheckdigit, mustsatisfy. On theaverage,oneexpectsto detectabout90
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Supposeonehas 
 4 � digits in anapplication,suchasa creditcardnumber: �

%

, �

� , . . . ,
�

�
7 %

. A checkdigit will beaddedin position � as �

&

.

A Simple Check: Thesimplestcheckequationjust addsall digits modulo � � (form thesum
andtake theremainderon divisionby � � ) andexpectsto get � . Sotheequationlookslike:

�

�

&

/ �

%

/ �

�

/ =$=$=6/ �

�
7 %

� mod � �

�

�

where“mod” is givenin Javaor C by theoperator%. Startingwith thedatadigits,oneneedsto
choosethecheckdigit �

&

sothatthecheckequationwill hold. This is easyto doby setting

�

&

�

�

� � 4

�

�

%

/ �

�

/ =$=$=6/ �

�
7 %

� � mod � �

Theabovesimpleschemecatchesall errorsin a singledigit. In fact thevalueof thecheck
equationwill tell the amountof the error but not which position is incorrect. This method
might besuitablefor anoptical scanningsystemthatoccasionallyhastroublereadinga digit
but knows thepositionin error. However, this schememissesall adjacenttranspositions,soit
is notdesirablebecausetranspositionsareacommonhumanerror.

The U.S. Banking Check: A differentandbettercheckschemeis usedby U.S.banksfor an
8-digit processingnumberplacedon bankchecks.They adda checkdigit andusethecheck
equation:

�

�

&

/ A�� �

%

/ B�� �

�

/ � � / A � � � / B ��� � /

� � / A���� � / B ��� � � mod � �

�

�

It is essentiallythe sameschemeto repeatthe coef�cients � , A , and B inde�nitely. This
schemealsocatchesall singleerrorsand it catchesall adjacenttranspositionsof digits that
do not differ by 5. Thus88.888%of adjacenttranspositionerrorsarecaught(80 out of 90).
(Computerprogramslaterin thebookverify this fact;it is alsoeasyto provemathematically.)

The IBM Check: Themostcommonchecknow in use,for exampleoncreditcardnumbers,is
oftencalledthe“IBM check”.Herethecheckequationis:

�

�

&

/ � � �

%

/ �

�

/ � � � � / � � / =$=$= � mod � �

�

�

where � � � 	 meansto multiply � 	 by � and add the decimal digits. In Java 2#a[i] =
(2*a[i])/10 + (2*a[i])%10 .

For example,if theaccountnumberis E)(�@�@�> , thenthe checkequationwithout thecheck
digit is:

�

� �KE / ( / � � @ / @ / � � > � mod � �

�

� �

� / � � / ( /

�

� / D � / @ /

�

� / � � � mod � �

�

�

� / ( / @ / @ / A � mod � �

�

��> mod � �

�

><1

so that the checkdigit must equal4 to make the checkequationtrue. Actual credit cards
currentlyhave 16 digits andplacethe checkdigit on the right, but they treat the otherdigits
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asabove, so that the �rst (leftmost)digit is actedon by � � , while the �nal 16th digit (the
rightmostdigit, which is alsothecheckdigit) is justaddedin to thechecksum.For example,if
a VISA cardhasnumber( ��B ��B � � � �6E�@ � � � �)( , thentherightmost ( is thecheckdigit, chosen
sothatthecheckequationwill work out to zero:

�

� � ( / � / � �KB / � / � �KB / � / � � � / ��/

� � � / E / � � @ / � / � � � / � / � � � / ( � mod � �

�

�

D / � / E / � / E / � / � / ��/

� / E / @ / � / ( / � / ( / ( � mod � �

�

�

This schemedetectsall single-digiterrorsaswell asall adjacenttranspositionsexceptfor
��@ and @ � . Thusit catches97.777%of all adjacenttranspositionerrors(88outof 90).

The ISBN Check: TheISBN numberof abookusesamod11 check.Thecheckequationis:
�

�

&

/ � ���
%

/ A � �

�

/ ( � � � / =$=$=6/ 
 ��� �
7

%

� mod � �

�

�81

for 
 � � �

If 
�� � � just keeprepeatingtheweightsfrom � to � � . Actual ISBN numbersuse
 �

� �

andwrite thedigits in reverseorder. For exampleif theISBN numberis � �$( � ��(�>�E)>�@ , thenthe
rightmostdigit of @ is chosensothatthefollowing checkequationis true:

�

� � � � / @�� � / D � ( / B�� � / >�� ��/

E � ( / ( � > / A�� E / � � > / @ � mod � �

�

�

Thecheckcatchesall singleerrorsandall transpositions,whetheradjacentor not. (If 
��
� � thentranspositionsarecaughtif they areno morethan10 positionsapart.)Unfortunately,
in this checkthe check“digit” hasa value from � to � � , and the ISBN numberusesan �

to represent� � . (I guessthey werethinking of “ten” in Romannumerals.)Becausethecheck
calculatesnumbersmodulo � � andrequiresanextrasymbolfor the“digit” � � , it is notproperly
speakinga decimalcheckat all. Hereis anISBN numberwith an � in it: A�B"(�>�> � �)(�>

� (the
ISBN for FranzKafka'sDer Prozess).

All thesecheckshave disadvantages.TheIBM checkseemsbest,exceptthat it doesmiss
two transpositions.TheISBN checkperformsmuchbetter, but it hastheseriousdisadvantage
of anextra � insideevery11thnumberon theaverage.

Verhoeff’s Scheme: The next chapterpresentsa more interestingdecimalerror detecting
schemedevelopedby a Dutch mathematicianVerhoeff: ¡a href=”verhoeff.html”¿Verhoeff 's
Check¡/a¿.Thismethodhasasectionto itself becauseit is morechallengingmathematically.

7.3 Error Detection Using More Than One Check Digit.

For a very low errorrate,onecouldusetwocheckdigitsandamodulo @�B check,with weights
successive powersof � � . This checkcatches100%of all errorson Verhoeff 's list (exceptfor
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additionsor omissions),and99.94%of adjacentdoubleerrors.Overall, it catches99%of all
errors,comparedwith 90%for thesinglecheckdigit schemes.

Keepin mind that the mod @�B check“digit” itself would be representedastwo decimal
digits. Thesetwo digits would beprotectedagainstall doubleerrors.However, a doubleerror
would only becaught@�@ 	 of thetime if it involvedadjacentdigits whereoneis a checkdigit
(partof themod @�B checkdigit), andtheotheris adatadigit.

For evenbetterperformance,onecouldusea modulo @�@�B or a modulo @�@�B�A check,again
with weightssuccessivepowersof � � , andwith 3 or 4 checkdigits,respectively. (Thenumbers

@�B , @�@�B , and @�@�B�A areeachthelargestprimelessthantherespectivepowerof � � .)

7.4 Decimal Error Correction .

The Hammingcodecanbe carriedout moduloany prime number, in particularmodulo � � ,
usingthe �eld

�
%�%

. This would allow singleerrorcorrection. Sucha checkwould work with
base� � digits,but onewould just treatthebase� � numberasif it werebase� � . However, any
checkdigitsmighthave theadditionalvalueof � � , sotheremustbesomeway to representthis
value,suchas � (asin ISBN numbers)or � (asin hexadecimal).

The Hamming mod 11 Code With Two Check Digits: With two mod � � checkdigits and
up to 9 datadigits, thecodewouldusethefollowing two checkequations:

�

�

%

/ � ��� �

/ A���� � /.=�=$=6/ @�� � � / � � ���
%'&

� mod � �

�

�

�

�

&

/ �

%

/ �

�

/.=�=$=�/ � � / �

%'&

� mod � �

�

�

Herethetwo checkdigits are �

%

in the�rst equationand �

&

in thesecond.Onestartswith
datadigits �

� through �

%'&

, thendeterminesthecheckdigit �

%

so that the �rst checkequation
is true, andthendeterminesthe checkdigit �

&

so that the secondcheckequationis true. To
correctany singleerror, get the amountof the error from the secondcheckequationandthe
positionof theerrorfrom the�rst.

This systemwill correctany singleerror(includingerrorsin thecheckdigits themselves).
Unlike thebinaryHammingcode,this codewill interpretmany doubleerrorsasif they were
someothersingleerror.

The Hamming mod 11 Code With Three Check Digits: Nine datadigits areprobablytoo
few for currentapplications,but the Hammingcodewill work �ne with a third checkdigit,
allowing up to � ��D datadigits. Again,sucha systemwould correctany singleerror, including
asingleerrorin oneof thecheckdigits. Keepin mind thatall thesemod � � checksrequirethe
possibilityof an � (or somethingelse)asthevaluefor any of thecheckdigits.

Here the digits go from �

&

up to ashigh as �

%

�

&

. The checkdigits are �

&

, �

%

, and �

%�%

.
(An actualimplementationmight collect thesethreedigits at oneend.) Therearethreecheck
equations:



52 II. Coding and Information Theor y

�
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Theabove equationsexplicitly show multipliersby � to helpkeepthepatternclear. Start
with up to 118 datadigits �

� , � � , =$=$= , �

%'&

, �

%

� , =$=�= , �

%�%

� , �

%

�

&

. In eitherorder, determinethe
checkdigits �

%

and �

%�%

usingthe�rst two equations.Thendeterminethecheckdigit �

&

using
thethird equation.If therearefewer than � ��D datadigits, just settheremainingonesequalto
zeroin theequationsabove (andleave themoff in transmissionandstorage).As before,the
third equationgivesthevalueof theerror, andthe �rst two equationsgive the locationof the
error. If � is thelocationof theerror(� � � � � ), thenthe�rst equationgives� 	 � � , while the
secondgives� 2 � � , andtogetherthesegive � .

Supposethisschemewereusedfor currentcreditcardnumbers.TheseusetheIBM scheme
andhave 15 datadigits (expandableto any numberof digits) andonecheckdigit. Onewould
replacethesewith 15 datadigits (expandableto 118 datadigits) and3 mod � � checkdigits.
Thusthenew numberswould have two disadvantagescomparedwith theold: two extra digits
andthepossibilityof an � in threeof thedigits. In exchange,thesystemwould correctany
singleerror, andwould have anextremelylow errorratefor randomerrors( �62 � �

�
�

�8= ��B�E 	
comparedwith thecurrenterrorrateof � � 	 ).

With thefull 121digits, this schemeinterpretsany two errorsasif they werea singleerror
in someotherposition. However, someof thesemiscorrectionstry to put a ten,that is, an �

into a positionotherthan0, 1 or 11, andsoarerecognizedasa doubleerror. Thuswith 121
digits,about ��D8=�E 	 of doubleerrorsaredetected,or D ��= E 	 areundetected.

With only 18 digits, mostdoubleerrors( B�E 	 ) will be interpretedasanerror in a position
greaterthan18 andsowill bedetectedasa doubleerror. Also if a doubleerror is interpreted
asa “correction” of a positionotherthan0, 1, or 11 to an � , or if theamountof errorcomes
up as0, thesealsorepresentsa detecteddoubleerror, detectinganadditional @8=?A 	 , for a total
of D�( =?A 	 of doubleerrorsdetected,or �6E<=�B 	 undetected.

In summary, thethree-digitHammingmod11 schemewould have anextremelylow error
rateif usedonly for detection.It would allow thecorrectionof any singleerror. However, for
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a sizesuchas15 datadigits, about �6E 	 of doubleerrorswould beerroneouslyinterpretedas
a singleerror, compoundingtheproblems.For theseandotherreasons,it doesnot seemlikely
thatanyonewill wantto usethiscodefor practicaldecimal-orientedapplications.

In contrast,thebinaryHammingcode(seethechapteron theHammingcode)correctsany
singleerror anddetectsany doubleerror. In the mod � � Hammingcodeabove, the overall
checkgivestheamountof theerror. With thebinaryHammingcode,thecorrespondingcheck
is not needed,sinceif thereis an error, its amountmustbe � (that is, a � changedto a � or
vice versa). Moreover, any doubleerror will still show up asan error accordingto the other
checks,but a doublebinary error appearsasno error in the overall check. Thusthe double
errordetectionworksonly in thespecialcaseof thebase2 Hammingcode.Becauseof this the
binaryHammingcodehasoftenbeenimplementedfor hardwareRAM memory. Theabsence
of doubleerror detectionin the Hammingmod � � code,andmoreimportantly, the fact that
doubleerrorscanmaskasa singlecorrectableerrors,arefatal�a ws.

Law DECIMAL-2:
Hamming codes exist for prime bases other two, but be-

cause they do not suppor t doub le error detection, and because
they may misinterpret a doub le error as a correctab le single er-
ror, they are not useful.

7.5 Java Implementation of the Schemes.

✦ TheU.S.BankScheme(all but 10 transpositionsdetected):seetheprogramonpage
203.

✦ The”IBM” Scheme(all but 2 transpositionsdetected):seetheprogramonpage206.

✦ TheISBNScheme(all transpositionsdetected):seetheprogramonpage209.

✦ Themod97Scheme(all transpositionsdetected):seetheprogramon page212.

✦ Hammingmod11Code, Testsingleerror correction: seetheprogramonpage215.

✦ Hammingmod11 Code, Testhandlingof doubleerrors: seetheprogramon page
219.
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Verhoeff 's Decimal Error Detection
In the past,researchershave given “proofs” that it is impossiblefor a checkto detectall

adjacenttranspositions(aswell asall singleerrors).It is truethat if oneusesa simplesumof
digitswith weightsontheindividuallocations,thensuchacheckis mathematicallyimpossible.
However, themoregeneralschemein thissectionworks.

8.1 Types of Decimal Errors.

In 1969,aDutchmathematiciannamedVerhoeff carriedoutastudyof errorsmadeby humans
in handlingdecimalnumbers.He identi�ed thefollowing principaltypes:

✦ singleerrors: � changedto � (60 to 95percentof all errors)

✦ adjacenttranspositions:� � changedto � � (10 to 20percent)

✦ twin errors: � � changedto � � (0.5to 1.5percent)

✦ jumptranspositions:� � � changedto � � � (0.5to 1.5percent)

✦ jumptwin errors: � � � changedto � � � (below 1 percent)

✦ phoneticerrors: � � changedto � � (0.5 to 1.5percent;“phonetic” becausein some
languagesthetwo havesimilarpronunciations,aswith thirty andthirteen)

✦ omittingor addinga digit: (10 to 20percent)

8.2 The Dihedral Group D5.

Verhoeff hadthe clever ideato usesomeothermethodbesidesadditionmodulo � � for com-
bining theintegersfrom � to @ . Insteadheusedtheoperationof agroupknown asthedihedral
group � � , representedby thesymmetriesof a pentagon,which hastenelementsthatonecan
name� through@ . Thediscussionherewill use� for thegroupoperationand � for theidentity
element.This is not a commutative group,sothat ��� � will not alwaysequal ��� � . Table 8.1
givesthemultiplicationtablefor thisgroup.(Eachtableentrygivestheresultof thebold table
entry on the left combinedwith the bold tableentry acrossthe top, written left to right. The
bold italic entriesshow resultswhich arenot commutative.)

Thereadershouldrealizethat � � is a complex entity whoseelementsaresomewhatarbi-
trarily mappedto theintegersfrom � to @ , andthegroupoperation� is notatall likeordinary
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# 0 1 2 3 4 5 6 7 8 9
0 0 1 2 3 4 5 6 7 8 9
1 1 2 3 4 0 6 7 8 9 5
2 2 3 4 0 1 7 8 9 5 6
3 3 4 0 1 2 8 9 5 6 7
4 4 0 1 2 3 9 5 6 7 8
5 5 9 8 7 6 0 4 3 2 1
6 6 5 9 8 7 1 0 4 3 2
7 7 6 5 9 8 2 1 0 4 3
8 8 7 6 5 9 3 2 1 0 4
9 9 8 7 6 5 4 3 2 1 0

Table 8.1 Multiplication in the Dihedral Group � � .

additionor multiplication.Keepin mind thatthetensymbols� through@ aretheonly symbols
in thegroup. Whentwo arecombined,you getanotherof them. Thereis no number ��@ , but
only separategroupelements� and @ that could be combinedin two ways: � � @

�

> and
@�� �

�

B . Thereis no conceptof ordersuchas � or * in this group. The � ve numbers�

through( combinein thegroupjustasthey dowith additionin thegroup
� � , but theremaining

numbersarequitedifferent,sinceeachof E , > , B , D , and @ is its own inverse.(With ordinary
additionin

�
%'&

, only E is its own inverse.)
Figure8.1attheendof thischaptershowsawayto visualizethisdihedralgroup.It is known

asthegroupof symmetriesof a pentagon, meaningall rigid motionsin the2-dimensionalplane
thatwill transforma regularpentagonontoitself. First thereareclockwiserotationsby 0, 72,
144,216,and288degrees.Theserotationscorrespondto thegroupelements� , � , � , A , and ( ,
respectively. Any otherpossiblerotationthatwouldtakeapentagonto itself is equivalentto one
of these,asfor examplea counter-clockwiserotationby 432degreesis thesameaselement4:
a clockwiserotationby 288degrees.These5 groupelementsareillustratedin theleft column
of Figure8.1.

Theremaining5 groupelementscanbevisualizedaseachof theearlierrotationsfollowed
by a re�ection of thepentagon(�ipping it over)alongtheverticalaxisof symmetry. Theright
columnof Figure8.1 shows the actionat the left in eachcasefollowedby a re�ection about
theverticalaxis.Theseactionscorrespondto groupelementsE , > , B , D , and @ , asshown in the
�gure. Theseactionsshow wheretheentriesin Table8.1comefrom. For example,element@

is a rotationby 288degreesfollowedby a vertical re�ection. If onewantsto seetheresultof
� � @ , �rst do theactionspeci�edby � , that is, a rotationby 144degrees.Thenfollow thatby
theactionspeci�edby @ : a furtherrotationby 288,for a rotationby 144+ 288= 432,which is
thesameasa rotationby 72 (groupelement� ), followedby theverticalre�ection, which will
result�nally in groupelement> . This shows that � � @

�

> , aswe alsoseefrom thetable.All
otherresultsof combiningtwo groupelementscanbeseeto agreewith thetableentriesin the
sameway. The resultof any combinationof rotations(by any anglethat is a multiple of 72
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degrees)andof re�ections (aboutany of the10 axesof symmetryof thepentagon)mustend
upequivalentto oneof the10differentgroupelements.

8.3 Verhoeff 's Scheme.

If onejustusedthecheckequation

�

&

� �

%

� �

� � =$=$= � �

�
7 %

�

�

where � is the group operationin � � , this would be much better than simply addingthe
digitsmodulo10,sincein bothcasessingleerrorsarecaught,but in � � two-thirdsof adjacent
transpositionsarecaught(60outof 90,representedby thebolditalic entriesin thetableabove),
whereasordinaryadditioncatchesnotranspositions.Thissuggeststhatstirringthingsupalittle
morewouldgivetheanswer.

Verhoeff consideredcheckequationsof theform

�

&

�

�

&

��� �

%

�

�

%

��� �
�

�

�

�

� � =$=$= � � �
7

%

�

�

�
7

%

�

�

�

whereeach
�

	 is a permutationof thetendigits. He wasableto getanexcellentcheckin the
specialcasewhere

�
	 is theith iterationof a �x edpermutation

�
.

As theJavaimplementationwill show, thischeckis nothardto programandis ef�cient, but
it employs several tablesandcouldnot becarriedout by handasall theearliercheckscould.
This discussionwill employ Javanotationto keepthesubscriptsstraight.

First thecheckneedsthegroupoperation,de�ned asa two-dimensionalarrayop[i][j] ,
for i andj goingfrom 0 to 9 giving theresultof combiningthetwo numbersin � � (thesame
asthetableabove):

int[][] op= {
{0, 1, 2, 3, 4, 5, 6, 7, 8, 9},
{1, 2, 3, 4, 0, 6, 7, 8, 9, 5},
{2, 3, 4, 0, 1, 7, 8, 9, 5, 6},
{3, 4, 0, 1, 2, 8, 9, 5, 6, 7},
{4, 0, 1, 2, 3, 9, 5, 6, 7, 8},
{5, 9, 8, 7, 6, 0, 4, 3, 2 ,1},
{6, 5, 9, 8, 7, 1, 0, 4, 3, 2},
{7, 6, 5, 9, 8, 2, 1, 0, 4, 3},
{8, 7, 6, 5, 9, 3, 2, 1, 0, 4},
{9, 8, 7, 6, 5, 4, 3, 2, 1, 0} };

Thencomesanarrayinv , whereinv[i] givestheinverseof eachdigit i in � � :
int[] inv = {0, 4, 3, 2, 1, 5, 6, 7, 8, 9};

Finally, thecheckrequiresanothertwo-dimensionalarraygiving thespecialpermutationand
iterationsof it:

int[][] F = new int[8][];
F[0] = new int[]{0, 1, 2, 3, 4, 5, 6, 7, 8, 9}; // identity perm
F[1] = new int[]{1, 5, 7, 6, 2, 8, 3, 0, 9, 4}; // "magic" perm
for (int i = 2; i < 8; i++) { // iterate for remaining perms
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F[i] = new int[10];
for (int j = 0; j < 10; j++)

F[i][j] = F[i-1] [F[1][j]];
}

Now thecheckequationtakestheform:
public static boolean doCheck(int[] a) {

int check = 0;
for (int i = 0; i < a.length; i++)

check = op[check][ F[i % 8][a[i]] ];
if (check != 0) return false;
else return true;

}

The checkdigit canbe insertedin positiona[0] usingthe array Inv , as is show in the
actualimplementationlaterin thissection.

Verhoeff 's checkabove catchesall single errorsand all adjacenttranspositions.It also
catches95.555%of twin errors,94.222%of jump transpositionsand jump twin errors,and
95.3125%percentof phoneticerrors(assuming� rangesfrom � to @ ).

Law DECIMAL-3:
It is possib le to use a single check digit to detect all single

errors and all adjacent transpositions, but this method is seldom
used .

I hadearlierformulatedtheabovelaw usingthewords“andnobodyusesthismethod”atthe
end.However, ProfessorRalph-HardoSchulzof theFreieUniversiẗat in Berlin pointedout that
Verhoeff 'smethodwasusedfor serialnumbersonGermancurrency, beforetheintroductionof
theEuro.

8.4 Java Implementation of Verhoeff 's Scheme.

✦ Useof theDihedral Group(all but 30 transpositionsdetected):seetheprogramon
page223.

✦ Verhoeff 's Scheme(all transpositionsdetected):seetheprogramonpage226.



58



Part III
Intr oduction to
Cryptograph y



60



9
The Laws of Cryptograph y

Cryptograms and Terminology

9.1 Cryptograms.

Newspapersin the U.S. have long presentedto their readersa specialpuzzlecalleda cryp-
togram. The puzzlehastaken a quotationin capital lettersandsubstitutedanotherletter for
eachgivenletter. Thetrick is to guessthesubstitutionsandrecovertheoriginalquotation.Here
is anexampleof acryptogram:

ZFY TM ZGM LMGMZA HF Z YZGJRBFI QRZBF
ATMQXTBXL WHFPNAMYZRZGVA HP AXGNIIRM ZFY PRBILX,
TLMGMBIFHGZFX ZGVBMAWRZALUO FBILX.
YHCMGUMZWL, VZXLMT ZGFHRY

It looks like completegibberish,but if one knows, deduces,or guessesthe translation
scheme,the key for uncovering the quotation,thenit is understandable.In this casethe key
is:

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: ZUWYMPILBDJRVFHQSGAXNCTKOE

Giventhequotation,thepersonmakingup thiscryptogramwouldwrite Z for eachA, U for
eachB, Wfor eachC, andsoforth. Giventhecryptogramasabove,onejusthasto gobackwards,
changingeachZ backto A, andsoforth. In this way, knowing thetranslationkey, it is easyto
recover theoriginalquotation:

AND WE ARE HERE AS ON A DARKLING PLAIN
SWEPTWITH CONFUSEDALARMSOF STRUGGLEAND FLIGHT,
WHEREIGNORANTARMIES CLASH BY NIGHT.
DOVERBEACH, MATHEWARNOLD

I have neversolvedoneof thesepuzzles,but my parentsoftenusedto spendanhouror so
recoveringsuchquotations.(I musttry onesometime.)I rememberthatmy motherwould �rst
focuson a word that is a singleletterasabove, sincethis lettermustbeeitheranA or an I in
ordinaryEnglish. After trying I for awhile, assumethatZ is anA. Thenthereis a three-letter
word ZFY thatonenow guessesstartswith anA. This word appearstwice,soonemight guess
that it is AND. From this, the last word (last nameof an author?) becomesA N D. Thereis
only onewell-known authorwhosenamelookslike this,andthequotationis perhapshismost
famousone,soonewouldhavesolvedthepuzzleimmediately.

As anotherapproach,my motherwould checkthe frequenciesof all the letters. In the
scrambledquotation(leaving off the last line), they arefar from uniform: Z:11 , M:10 , F:9 ,
G:8 , B:7 , A:7 , etc. Now, E is themostfrequentletter in English,andit is thenext-to-most-
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frequentin thisquotation.Onecanalsolook for wordswith doublelettersor with otherunusual
features.With trial anderror, andsomeluck, onesoonhasthequotation.

A Java programto producecryptogramsat random,usingwhatever quotationyou wish
appearson page229.

9.2 Terminology from Cryptograph y.

The“quotation” above is ordinarily calleda message or plaintext in cryptography. Thecryp-
togramis theciphertext. Theprocessof transformingtheplaintext into ciphertext is encryption,
while thereverseprocessof recoveringtheplaintext from theciphertext is decryption. The26
lettersusedfor encryptionanddecryptionis calledthekey. Theparticularmethodof translating
plaintext to ciphertext is calleda cryptosystem.

It is importantto realizethatasinglekey couldtransformanarbitrarily longpieceof plain-
text. Thusinsteadof keepinga largemessagesecret,oneusescryptographyso thatoneneed
only keepashortkey secret.This leadsto a law:

Law CRYPTOGRAPHY-1a:
Cryptograph y reduces the problem of keeping an arbitrar -

ily long messa ge secret to the problem of keeping a shor t key
secret. What an impressive impr ovement!

Although the techniquesof cryptographyarewonderfulandpowerful, onealsoneedsto
realizethelimitationsof thesetools. Therestill remainssomethingto keepsecret,evenif it is
short:

Law CRYPTOGRAPHY-1b:
Cryptograph y reduces the problem of keeping an arbitrar -

ily long messa ge secret to the problem of keeping a shor t key
secret. This is little if any impr ovement, since the problem of
keeping something secret still remains.

Keepingkeys secretanddistributing themto usersarefundamentaldif�cult problemsin
cryptographywhich thisbookwill takeup later.

9.3 Security From Cryptograph y.

Cryptographyhasmany uses,but �rst andforemostit providessecurityfor datastorageand
transmission.The securityrole is so importantthat older bookstitled NetworkSecuritycov-
eredonly cryptography. Timeshave changed,but cryptographyis still an essentialtool for
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achieving security. Network “sniffers” work becausepacketsarein theclear, unencrypted.In
fact,we make aslittle useof cryptographyaswe do becauseof a long-standingpolicy of the
U.S.governmentto suppressanddiscouragework in theareaandusesof it, outsideclassi�ed
military applications.If atransmissionline needssecuritytherearestill only two basicoptions:
physicalsecurity, with fences,rasorwire,andguarddogs,or securityusingcryptography. (The
emerging �eld of quantumcryptographymayyield a fundamentallydifferentsolution.) With
cryptography, it doesn't matterif theline goesacrossa �eld or acrosstheworld.

Law CRYPTOGRAPHY-2:
Cryptograph y is the onl y means of securing the transmis-

sion of inf ormation where the cost is independent of the dis-
tance .

9.4 Cryptanal ysis.

Theearlypartof this sectionregardeda cryptogramasa special(simple)cryptographiccode.
The processof recovering the original quotationis a processof breakingthis code. This is
calledcryptanalysis, meaningtheanalysisof a cryptosystem.In this casethecryptanalysisis
relatively easy. Onesimplechangewouldmake is harder:just realizethatrevealingwherethe
blanks(word boundaries)aregivesa lot of information. A muchmoredif�cult cryptogram
would leaveoutblanksandotherpunctuation.For example,considerthecryptogram:

OHQUFOMFGFMFOBEHOQOMIVAHZJVOAHBUFJWUAWGKEHDPBFQOVOMLBEDBWMPZZVF
OHQDVAZGWUGFMFAZHEMOHWOMLAFBKVOBGXTHAZGWQENFMXFOKGLOWGFUOMHEVQ

Onemight alsopresentthis just brokeninto groupsof � ve charactersfor conveniencein han-
dling:

OHQUFOMFGFMFOBEHOQOMIVAHZ JVOAH BUFJW UAWGKEHDPB FQOVO
MLBED BWMPZZVFOH QDVAZ GWUGFMFAZH EMOHWOMLAF BKVOB GXTHA
ZGWQENFMXF OKGLOWGFUOMHEVQ

Now thereareno individualwordsto startworking on,soit is a muchmoredif�cult cryp-
togramto break. However, this is an encodingof the samequotation,andthereis the same
unevendistributionof lettersto helpdecryptthecryptogram.Eventually, usingtheletterdistri-
butionsandadictionary, alongwith distributionsof pairsof letters,onecouldgetthequotation
back:

Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: OXKQFDZGACIVLHEJSMBWPNURTY

ANDWEAREHEREASONADARKLINGPLAINSWEPTWITHCONFUSEDALARMSOFSTRUGGLE
ANDFLIGHTWHEREIGNORANTARMIESCLASHBYNIGHTDOVERBEACHMATHEWARNOLD

Evenherethereareproblemsbreakingthetext into words,sinceit seemsto startout with
AND WEARE HE REASON....
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Notice that the uneven statisticaldistribution of symbolsis still a strongpoint of attack
on this system.A muchbettersystemusesmultiple ciphertext symbolsto representthemore
commonplaintext letters. This is calleda homophoniccode,andit canbe arbitrarily hardto
cryptanalyzeif oneusesenoughadditionalciphertext symbols.

The cryptanalysisabove assumedthat the ciphertext (the cryptogram)wasavailable,but
nothing else. However, often much more information is at hand,and good cryptosystems
mustberesistantto analysisin thesecasesalso.Oftenthecryptanalysthasbothplaintext and
matchingciphertext: a knownplaintext attack. In the caseof cryptograms,the codewould
be known for all lettersin that particularplaintext, andthis would effectively breakthe code
immediatelyunlesstheplaintext wereveryplain indeed.Sometimesthecryptanalystcaneven
choosethe plaintext andthenview his own choiceof plaintext alongwith the corresponding
ciphertext: achosenplaintext attack.

Amateursin cryptographysometimesthink they shouldkeepthe methodof encryption
secret,alongwith the particularkey. This is a bad ideathough,becausesooneror later the
underlyingmethodwith bediscoveredor boughtor leaked.

Law CRYPTANALYSIS-1:
The method or algorithm of a cryptosystem must not be

kept secret, but onl y the key. All security must reside in keeping
the key secret.

In mostof computerscience,analgorithmthatonly worksoncein awhile is noreasonable
algorithmatall. Thesituationis reversedin cryptographybecauseit is intolerableif ciphertext
canbedecryptedeven“oncein awhile”.

Law CRYPTANALYSIS-2:
Ordinaril y an algorithm that onl y occasionall y works is

useless, but a cryptanal ysis algorithm that occasionall y works
makes the cryptosystem useless.

Peoplenaively think thatascomputersgetfaster, it getseasierto breakacryptosystem,but
this is actuallybackwardslogic. The utility of cryptographydependson theasymptoticease
of encryptionanddecryptioncomparedwith theasymptoticdif�culty of cryptanalysis.Faster
machinessimply increasethisdisparity.

Law CRYPTANALYSIS-3:
The faster computer s get, the more powerful cryptograph y

gets. [Radia Perlman]
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9.5 Inventing Cryptosystems.

As I write this (2002),I just attendeda talk andjust visited a web site wherein eachcasea
entirelynew cryptosystemwasput forwardsaying“the setof keys is solargethatcryptanalysis
by trying themall is entirely impossible.” No mentionwasmadeof attacksotherthanbrute
force ones,not even known plaintext attacks. The cryptogramsin this sectionhave ��>�� �

( = ��A ��@�� � �

� � differentkeys — theequivalentof an D�D -bit binarykey. This is far too many
keys for a bruteforceattack,yet a cryptogramis easilybrokenwith only ciphertext available,
andis trivial to breakunderaknown plaintext attack.

Law CRYPTANALYSIS-4:
While a large number of possib le keys is a requirement for

a str ong cryptosystem, this does not ensure strength.

Gettinga new cryptosystemapproved for reasonableuseby individuals,companies,and
governmentsis now an involved process. It can even start with a proposallike one of the
systemsmentionedabove,butbetteris amethodlikethatfor theAdvancedEncryptionStandard
(AES), wherea numberof differentsystemswereproposedandevaluatedby a committeeof
expertsandby thelargercommunity. Mathematicalevaluationsof thestrengthof anew system
aredesirable,aswell asthe“testof time”: a longperiodduringwhichmany peopleworldwide
evaluatethesystemandtry to breakit. TheAES hasalreadyundergoneanenormousamount
of scrutiny, andthis examinationwill continueinde�nitely. No new cryptosystemshouldever
beusedfor sensitive(unclassi�ed)work, but only systemsthathavebeenthoroughlystudied.

Law CRYPTANALYSIS-5:
A cryptosystem should onl y be used after it has been

widel y and pub lic ly studied over a period of years.

For example,thepublic key cryptosystemproposedby Dif �e andHellmanin 1976(based
on theintegerknapsackproblem)wasbrokenin its strongestform in 1985.On theotherhand,
theRSA cryptosystem,proposedin 1978,still resistsall attacks.(Most attacksarebasedon
factoringlargecompositeintegers,andnoef�cient algorithmfor thisproblemhasbeenfound.)
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Perfect Cryptograph y
The One-Time Pad

10.1 The Caesar Cipher .

Peoplehaveusedcryptographyfor thousandsof years.For example,theCaesarCipher, which
wasusedduring the time of JuliusCaesar, wrapsthealphabetfrom A to Z into a circle. The
methodemploysa�x edshift, sayof 3, to transformA to D, B to E, andsoonuntil Wto Z, X to A,
Y to B, andZ to C. Thusa messageATTACKbecomesDWWDFNandappearsincomprehensible
to someoneinterceptingthemessage.(Well, incomprehensibleto someonenotverysmart.)At
theotherend,onecanreversethetransformationby stepping3 lettersin theoppositedirection
to changeDWWDFNbackto ATTACK.

This exampleillustratesmany conceptsandterminologyfrom cryptography. Theoriginal
messageis alsocalledtheplaintext. The transformedmessageis alsocalledtheciphertext or
theencryptedmessage, andtheprocessof creatingtheciphertext is encryption. Theprocessof
gettingtheoriginalmessagebackis calleddecryption, usingadecryptionalgorithm. Thusone
decryptstheciphertext.

Thebasicmethodused,movinga�x eddistancearoundthecircleof letters,is theencryption
algorithm. In this casethedecryptionalgorithmis essentiallythesame.Thespeci�c distance
moved,3 in this case,is thekey for this algorithm,andin this typeof symmetrickey system,
the key is the samefor both encryptionand decryption. Usually the basicalgorithm is not
kept secret,but only thespeci�c key. The ideais to reducetheproblemof keepingan entire
messagesecureto theproblemof keepinga singleshortkey secure,following Law C1 in the
Introductionto Cryptography.

For this simplealgorithmthereareonly ��> possiblekeys: theshift distancesof � , � , � , etc.
up to ��E , although � leavesthemessageunchanged,so a key equalto � is not going to keep
many secrets.If thekey is greaterthan ��E , justdivideby ��> andtake theremainder. (Thusthe
keys just form theintegersmodulo �)> , thegroup

�
� � describedin thechapterCryptographer's

Favorites.)
If an interceptorof this messagesuspectsthenatureof thealgorithmused,it is easyto try

eachof the ��E keys (leaving out � ) to seeif any meaningfulmessageresults– a methodof
breakinga codeknown asexhaustivesearch. In this casethe searchis short, thoughit still
might poseproblemsif the lettersin the ciphertext arerun togetherwithout blanksbetween
words.

TheCaesarCipheris justaspecialcaseof thecryptogramsfrom thepreviouschapter, since
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with ashift of A for example,thecyprtogramkey is:
Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: DEFGHIJKLMNOPQRSTUVWXYZABC

Hereis acomputerimplementationof theCaesarcipher:seepage232.

10.2 The Beale Cipher .

TheBealeCipheris a just simpleextensionof theCaesarCipher, but it is easyto useby hand
andit providesexcellentsecurity.

Considerthe Caesarcipherof the previous section,andassociatethe lettersA throughZ
with thenumbers� through ��E , that is, A is associatedwith � , B with � , C with � , andso on
until Z with ��E . Onecanrepresentthepreviousshift of A in theexampleby theletterD, sothat
eachletter speci�esa shift. A specialencryptionmethodcalledthe Bealecipher startswith
a standardtext (thekey in this case)like theU.S.Constitution(WE THE PEOPLE . . .)
andwith themessageto encrypt,sayATTACK. Write down the lettersof thestandardtext on
oneline, followedby the lettersof the messageon the next line. In eachcolumn,the upper
letter is interpretedasa shift to usein a Caesarcipheron the letter in the secondrow. Thus
below in thesecondcolumn,theE in the�rst row meansashift of ( is appliedto theletterT in
thesecondrow, to gettheletterX.

Standard text (key): WETHEP
Message: ATTACK
Encrypted message: WXMHGZ

Thepersonreceiving theencryptedmessagemustknow whatthestandardtext is. Thenthis
receivercanreversetheaboveencryptionby applyingtheshiftsin theoppositedirectionto get
theoriginalmessageback.Thismethodwill handleamessageof any lengthby justusingmore
of thestandardtext. Noticethat in this examplethetwo Ts cameout asdifferentlettersin the
encryptedmessage.For moresecurity, oneshouldnotuseastandardtext aswell known asthe
onein thisexample.Insteadthesenderandreceivercouldagreeon apageof abookthey both
havewith themasthestartof their standardtext.

In fact,theoriginalhistoricalBealecipherconsistedof threemessages:onein theclearand
theothertwo encrypted.The�rst encryptedmessageusedthestartof theU.S.Constitutionjust
asabove,andtold of aburiedtreasure.Thethird messagewasto tell whereto �nd thetreasure,
but it hasneverbeendecrypted.In fact,if thestandardtext is notknown, it canbeveryhardto
cryptanalyzeaBealecipher.

All the securityof this systemresideswith the secrecy of the standardtext. Therearea
numberof subtlepitfallswith thismethod,aswith mostof cryptography. For example,suppose
you make a trip to, ummmm,Karjackistan,andyou want to communicatein secretwith your
friendbackhome.Youbuy two copiesof acheapdetectivenovel,andagreeonapageasabove.
TheKarjackistanSecretPolicemightnoticethenovel you arecarrying,andmightdigitize the
entirebookandtry all possiblestartingpointswithin its text, aspossiblewaysto decryptyour
transmissions.If thatdidn't work, they could try takingevery third letter from every starting
point,or try othermorecomplex schemes.



68 III. Intr oduction to Cryptograph y

Hereis acomputerimplementationof theBealecipher:seepage235.

10.3 Perfect Cryptograph y: The One-Time Pad.

It maybesurprisingto thereaderthatthereexist simple“perfect” encryptionmethods,meaning
thatthereis amathematicalproof thatcryptanalysisis impossible.Theterm“perfect” in cryp-
tographyalsomeansthatafteranopponentreceivestheciphertext hehasnomoreinformation
thanbeforereceiving theciphertext.

Thesimplestof theseperfectmethodsis calledtheone-timepad. Laterdiscussionexplains
why theseperfectmethodsarenotpracticalto usein moderncommunications.However, for the
practicalmethodsthereis alwaysthepossibilitythatacleverresearcheror evenacleverhacker
could breakthemethod.Also cryptanalystscanbreaktheseothermethodsusingbrute-force
exhaustive searches.The only issueis how long it takesto breakthem. With currentstrong
cryptographicalgorithms,thechancesarethattherearenoshort-cutwaysto breakthesystems,
andcurrentcryptanalysisrequiresdecadesor millennia or longer to breakthe algorithmsby
exhaustive search. (The time to breakdependson variousfactorsincluding especiallythe
lengthof thecryptographickey.) To summarize,with thepracticalmethodsthereis noabsolute
¡em¿guarantee¡/em¿of security, but expertsexpect themto remainunbroken. On the other
hand,theOne-TimePadis completelyunbreakable.

TheOne-Time Pad is just a simplevariationon theBealeCipher. It startswith a random
sequenceof lettersfor thestandardtext (whichis thekey in thiscase).Supposefor exampleone
usesRQBOPSasthestandardtext, assumingtheseare6 letterschosencompletelyat random,
andsupposethemessageis thesame.Thenencryptionusesthesamemethodaswith theBeale
Cipher, exceptthat the standardtext or key is not a quotationfrom English,but is a random
stringof letters.

Standard text (random key): RQBOPS
Message: ATTACK
Encrypted message: RJUORC

So,for example,thethird columnusestheletterB, representingarotationof � , to transform
theplaintext letterT into theciphertext letterU. Thereceivermusthavethesamerandomstring
of lettersaroundfor decryption:RQBOPSin thiscase.As theimportantpartof thisdiscussion,
I wantto show thatthismethodis ¡em¿perfect¡/em¿aslongastherandomstandardtext letters
arekeptsecret.Supposethemessageis GIVEUP insteadof ATTACK. If onehadstartedwith
randomlettersLBYKXNasthestandardtext, insteadof thelettersRQBOPS, thentheencryption
wouldhave takentheform:

Standard text (random key): LBYKXN
Message: GIVEUP
Encrypted message: RJUORC

The encryptedmessage(ciphertext) is the sameas before,even thoughthe messageis
completelydifferent. An opponentwho interceptstheencryptedmessagebut knows nothing
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abouttherandomstandardtext getsnoinformationabouttheoriginalmessage,whetherit might
beATTACKor GIVEUPor any othersix-lettermessage.Givenany messageat all, onecould
constructa standardtext sothat themessageis encryptedto yield theciphertext RJUORC. An
opponentinterceptingtheciphertext hasnoway to favor onemessageoveranother. It is in this
sensethattheone-timepadis perfect.

In this centuryspieshave oftenusedone-timepads.Theonly requirementis text (thepad)
of randomlettersto usefor encryptionor decryption.(In fact,evennow I would not want to
befoundin a hostilecountrywith a list of random-lookingletters.)Thepartycommunicating
with thespy musthaveexactly thesametext of randomletters.Thismethodrequiresthesecure
exchangeof padcharacters:asmany suchcharactersasin theoriginalmessage.In asensethe
padbehaveslike theencryptionkey, exceptthatherethekey mustbeaslong asthemessage.
But sucha longkey defeatsagoalof cryptography:to reducethesecrecy of a longmessageto
thesecrecy of a shortkey. If storageandtransmissioncostskeepdropping,theone-timepad
mightagainbecomeanattractivealternative.

Law PAD-1:
The one-time pad is a method of key transmission, not

messa ge transmission. [Bob Blakele y]

DuringWorld War II theGermansusedanintricatemachineknown asEnigmafor encryp-
tion anddecryption. As an importantevent of the war, British intelligence,with the help of
Alan Turing, thetwentiethcentury's greatestcomputergenius,managedto breakthis code. I
�nd it soberingto think that if theGermanshadnot beensocon�dent in thesecurityof their
machinebut haduseda one-timepadinstead,they would have hadthe irritation of working
with padcharacters,keepingtrackof them,andmakingsurethateachshipandsubmarinehada
suf�cient storeof pad,but they wouldhavebeenableto useacompletelyunbreakablesystem.
No oneknows whattheoutcomemight have beenif theallieshadnot beenableto breakthis
Germancode.

10.4 Random Character s For the One-Time Pad.

Later sectionswill dwell moreon randomnumbergeneration,but for now just notethat the
one-timepadrequiresa truly randomsequenceof characters.If instead,oneuseda random
numbergeneratorto createthesequenceof padcharacters,suchageneratormightdependona
single32-bit integerseedfor its startingvalue.Thentherewouldbeonly �

� �

differentpossible
padsequencesanda computercould quickly searchthroughall of them. Thus if a random
numbergeneratoris used,it needsto have at least128bits of seed,andtheseedmustnot be
derivedsolelyfrom somethinglike thecurrentdateandtime. (Usingthecurrenttime anddate
wouldbeterrible,allowing immediatecryptanalysis.)

Exercise: Write aprogramthatwill generateduplicatecopiesof sequencesof randomcharac-
ters,for usein a one-timepad. [Ans: for programsthatwill generatea one-timepad,see
page239. For apairof wheelsthatmakestheone-timepadeasyto use,seepage242.]
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Conventional Bloc k Cipher s

11.1 Conventional Bloc k Cipher s.

Theword “conventional” is typically thesameas“symmetrickey”, or “single key”, or “clas-
sical”, indicatingsomethingfrom ancienthistory. But this is internettime, so in this casean
ancienttheoryis anythingdatedbefore1976.After thatcamethecryptosystemsvariouslyde-
scribedas“asymmetric”,or “two-key”, or “public key” (actuallymis-labeled,sincethis latter
is a two-key systemwhereonekey is publicandtheotherprivate).Latersectionswill describe
asymmetriccryptosystems.

Block ciphersarein contrastto streamciphers.A streamcipherhandlesonebit of key and
onebit of plaintext at a time, usuallycombiningthemwith anexclusive-orto produceonebit
of ciphertext. Sincetheencryptioncannotjust dependon a singlebit of key, thesystemmust
havestateor memory, sothatwhatis donewith onebit dependsonwhatwasdonebefore.

Block cipherstake a block of plaintext, whosesizedependson thecryptosystem,anduse
a �x ed key of someblock lengthalsodependingon the cryptosystem,to producea block of
ciphertext, usuallythesamelengthastheblock of plaintext. Suchencryptionis “stand-alone”
anddoesnot dependon what happenedbefore. (Sucha block cipherdoesnot have stateor
memory.) Having ciphertext block sizethesameasplaintext block sizeis important,because
thenthereis nodataexpansionwith encryption.

The identicalblock sizeof plaintext andciphertext shouldnot be too small or thesystem
would not bepractical.In practicea convenientsizeis chosen,nowadaysusuallyeither >�( or

� ��D bits. The sizeof the key mustbe large enoughto preventbrute-forceattacks.Thusthe
ancient(25-yearold) DataEncryptionStandard(DES) hada � �)D -bit key andthen >�( bits in
theoriginalproposals.This was�nally cut to E�> bitson a transparentlyfalsepretext thateight
out of >�( bits shouldbeusedfor parity. It is now clearthattheU.S.NationalSecurityAgency
(NSA) wantedakey sizethatthey couldjustbarelybreakusingabruteforceattackandthatno
oneelsecouldbreak.A >�( -bit key requires256timesasmuchwork to breakasdoesa E�> -bit
one,but this is still obviously inadequatein today'sworld. Thenew U.S.AdvancedEncryption
Standard(AES) requiresat least � ��D bits in a key, and this is now regardedasa minimum
desirablesize.Therehasbeenrecenttalk thatthis lattersizewill alsosoongiveway to abrute-
forceattack,but this is nonsense— DESis still not trivial to break,andtheAES would beat
least�

� �

or roughly ( =�B � �
� � �

�

% harder, avery largenumber. (Notethatthisestimateis just for
a brute-forceattack— theremight beeasierwaysto breakany givensystem.)For additional
security, theAES alsohaskey sizesof ��@ � and ��E�> bitsavailable.

The sectiondescribingClaudeShannon's noisy codingtheoremuseda randomcodefor
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error correctionof datasentover a noisy channel. In cryptography, a randomcodewith no
duplicatecodewordscouldbeconsideredfor a cryptographiccode,but thecodetablewould
needto beunacceptablylarge,andthedecodingalgorithmwouldbedif�cult to makeef�cient.
(Herethe codetablewould take the placeof the key.) Insteadof usingrandomciphertexts,
which is notpractical,onewantsto haveciphertexts thatappearto berandom.

Encryptionitself provides a function from eachpossibleplaintext block to a ciphertext
block, with no duplicatevaluesoccurring. Similarly decryptiongives the inversemapping,
which wouldnotbeuniquelyde�ned if therewereduplicates.Encryptionin this typeof cryp-
tosystemis essentiallya parameterizedcollectionof encryptionfunctions,one for eachkey
value.

The usualcharacterizationof a block cipherassumesno memoryor statefrom block to
block,thatis,eachplaintext blockis alwaystransformedto thesameciphertext block,assuming
the samekey. The cipherswith statearestreamciphers. If the blocksizeis small andthere
is no state,one could just useattacksin the next sectionto try to determinethe ciphertext
correspondingto eachpossibleplaintext block.

Law BLOCKCIPHER-1:
In a bloc k cipher , the bloc ksiz e must be large, as least 64

bits, unless the cipher has state .

Thusa cipherwith smallblocksizeneedsto actuallybea streamcipher. Thecipherblock
chainingmodedescribedlaterin thischapteris soimportantbecauseit convertsablockcipher
to astreamcipher.

11.2 Possib le Attac ks.

The basicmethodusedfor encryptionshouldnot be secret,but insteadall securityshould
rely on the secrecy of the key. Thusopponentswho know everythingaboutthe encryption
anddecryptionalgorithmsshouldstill not be ableto breakthe systemunlessthey know the
particularkey.

Thekey is now chosenlargeenoughto eliminatebrute-forceattacks,but justa largekey is
notenoughtoensuresecurityof acryptosystem.Theopponentmayhaveadditionalinformation
aboutthe cryptosystem.Therearethreesimpletypesof attacksagainsta cipher(alongwith
otherfancieronesnotdescribedhere):

✦ Ciphertext only: herethe opponenthasaccessonly to any numberof ciphertexts.
This is theweakestassumptionandwouldalwaysbetrue.An opponentwhocannot
eveninterceptencryptedmessagesobviouslycannotdeterminetheplaintexts.

✦ Knownplaintext: Thiscaseassumesthatanopponentcanobtainplaintext/ciphertext
pairs. As an example,anembassymight �rst get permissionfor a pressreportby
sendingthe report in encryptedform on one day, and thenactually releasingthe
reportthenext.
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✦ Chosenplaintext: This scenarioassumesthe opponentscanaskfor encryptionof
plaintexts of their choosing,andseetheresultingciphertexts. This is thestrongest
informationnormallyassumedof opponents:thatthey essentiallyhaveaccessto an
“encryptionbox” with thekey buriedinaccessiblyinside.

Onealwayswantsacryptosystemtobesecureagainstachosenplaintext attack,soof course
theAESappearsto resistthisattack.Noticethatacryptosystemmayoftenbestrong(resistant
to attacks)andyet not requireasmuchwork to breakasa bruteforceattack.For example,the
cryptogramsin anearliersectionhavekeysof size ��>�� or roughly ( = ��A ��@ ��� �

� � . This is avery
largekey spacefor brute-forcesearch,but in factacryptogramis easilybroken.

In additionto trying to breakthe cipher, an opponentcanattemptvariousreplayattacks:
retransmittingindividualblocksor entiremessagesmadeup of many blocks.For example,on
onedayanarmymight receive anencryptedRETREATmessage.Thenext day, whenthey are
supposedto attack,theencryptedATTACKmessagecouldbeinterceptedandreplacedwith the
previous day's message.The army would decryptthe messageandthink they shouldagain
retreat.

Thereareseveral waysto protectagainstthesereplayattacks. Additional datacould be
includedin eachblock, suchasa sequencenumber, or the date. However, a bettermethod,
explainedin detail in thesectionon “modesof operation”below, makeseachencryptedblock
dependonall thepreviousblocks.

Other attacksinclude inserting,deletingor rearrangingblocks of ciphertext, as well as
ciphertext searching: looking for ablock thatmatchestheblock in anotherencryptedmessage,
withoutbeingableto decrypttheblock.

11.3 Meet-In-the-Mid dle Attac k on Doub le Encr yption.

Fromthebeginning,criticsof theDES'sshortkey weretold thatthey couldusedoubleor triple
DESencryption,thususingtwo or threeE�> -bit DESkeys,andgettinganeffectivekey lengthof

� � � or ��>�D bits. Forexample,doubleencryptionusestwokeys �
%

and � � , encrypting�rst with
the �rst key, andthenencryptingthe resultingciphertext with the secondkey. A brute-force
attackonall pairsof keyswould indeedrequire� %�%

�

steps,but suchadoubleencryptionshould
notberegardedasnearlyassecureasacryptosystemdesignedfrom scratchwith a � � � -bit key.
In fact,thereis aspecialattackonsuchasystem,calledmeet-in-the-middle.

In orderto carryoutanattack,oneneedsenoughinformationto recognizewhentheattackis
successful.Onepossibilityis thattheplaintextsmighthaveextra information(suchaspadding
with � bits,or representingASCII characters)thatwill allow theirrecognition.Morecommonis
aknown plaintext attack:Supposeonehasseveralpairsof correspondingplaintext : ciphertext
from known plaintext information: �

%

� 

%

, � � � 
 � , etc. Thesecorrespondto doubleDES
encryptionusingtwo unknown keys in succession:�

%

and � � . Theobjective is to determine
theseunknown E�> -bit keys.

First calculatetheciphertexts ���
�

�
%

�

� 
 for all �

� � possiblekeys � . Theseshouldbe
storedasa (very large) hashtable to allow ef�cient lookup. Thenfor eachpossiblekey � ,
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calculate
 � � � 7 %�
� 


%

� . Look up each 
 � in the hashtable. If an entry is found, then it
satis�es: � � 	

�

�
%

�

� 
 � and � � 	 	
� 
 � �

� 

%

, for somekeys � � and � � � . This might represent
a falsealarm, sooneneedsto checkthesetwo keys againstanotherplaintext : ciphertext pair
asa secondcheck.On theaverage,in �

� � steps,thedesiredpair of keys will befound.
Thus,insteadof �3%�%

�

steps(which is atpresentcompletelyunrealistic),onecangetby with
at most �

� � and �

� � blocksof storage.Of course,these�gures arealsovery large,but perhaps
not so far beyond what is possible.Thereis alsoa re�nementof this attackcalledthe time-
memorytrade-off thatuses��� stepsof executionand � 
 blocksof storage,where	

/G�

�

� � � .
(SeetheHandbookof AppliedCryptographyfor details.)Soevenif �

� � blocksof storageis not
possible,onecantradeasmalleramountof storagefor a largeramountof executiontime.

Thereare clever ways to useblock ciphers,as illustrated in the next section,that will
eliminatethesemeet-in-the-middleattacks.

11.4 Modes of Operation.

Thediscussionbelow assumesa�x edconventional(singlekey) blockencryptionscheme,such
astheAdvancedEncryptionStandarddiscussedin a latersection.Themethodswork for any
suchblockcipher.

Electronic Codebook (ECB) Mode: The�rst methodof usinga block cipheris calledThe
Electronic Codebook(ECB)Mode. In this method,eachblock is encryptedindependentlyof
eachotherblock. This methodobviously invitesthereplayof blocksmentionedearlier.

Cipher Block Chaining (CBC) Mode: ThisusesanInitialization Vector(
���

) thesizeof one
block. The

���
is exclusive-oredwith the�rst messageblockbeforeencryptionto givethe�rst

ciphertext block. Eachsubsequentmessageblockis exclusive-oredwith thepreviousciphertext
block. The processis reversedon decryption.Figure11.1illustratestheCBC mode(adapted
from theHandbookof AppliedCryptography):

In theimageabove,asequenceof plaintext blocks: �
%

, � � , � � , =�=$= is beingencryptedusing
a key � andblock encryptionalgorithm � . Step� of thealgorithmusesplaintext ��� , key � ,
andtheciphertext 
��

7
%

producedby thepreviousstep.Step � requiresa specialinitialization
vector

���
� 


&

. As shown, step� of decryptionusesthe inversedecryptionalgorithm � 7
%

andthesamekey � , alongwith theciphertext block 
�� andthepreviousciphertext block 
��
7

%

.
This CBC modehasso many pleasantpropertiesthat no oneshouldconsiderusingECB

modein its place.

Law BLOCKCIPHER-2:
Always use the cipher bloc k chaining (CBC) mode instead

of the electr onic code book (ECB) mode .

Propertiesof theCBC mode:
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Figure 11.1 The Cipher Block Chaining Mode.
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✦ What is transmitted: At eachstage,one ciphertext block is transmitted. It must
alsobearrangedthat thesamesecretkey � andthesameinitialization vector

���
areat bothendsof thetransmission,althoughtheIV couldbeincludedin aninitial
transmission.

✦ Initialization Vector(IV): Thisneedsto bethesamesizeastheplaintext andcipher-
text. It doesnotneedto bekeptsecret,but anopponentshouldnotbeableto modify
it. For lesssecurity, the IV could be all zeros,making the �rst stepof CBC the
sameasECB.For extrasecurity, theIV couldbekeptsecretalongwith thekey, and
thenanopponentwill not be ableto obtaineven onepair of plaintext : ciphertext
correspondingto thegivenkey.

✦ CBC convertsa block cipher to a streamcipher: The CBC modeis essentiallya
streamcipherthathandlesoneblock'sworthof bits ata time. Thestateor memory
in thesystemis thepreviousciphertext.

✦ Each ciphertext block dependson the current plaintext and on all plaintext that
camebefore: If a singlebit of theinitialization vectorof of the�rst plaintext block
is changed,thenall ciphertext blockswill berandomlyaltered(50%of bitsdifferent
from whatthey wereon theaverage).

✦ CBCis secure againstthevariousattacksmentionedearlier: This includesall the
waysof �ddling with andsearchingfor encryptedblocks.

✦ Useof CBC as a �le checksum: The �nal ciphertext block dependson the entire
sequenceof plaintexts, so it works asa checksumto verify the integrity of all the
plaintexts (that they areunalteredandarecompleteandin the correctorder). As
with all checksums,thereis a very smallprobability that thechecksumwill fail to
detectan error. Using a � ��D -bit block, for example,the probability of error is so
smallthatanadvancedcivilization couldusethismethodfor millenniaandexpecta
vanishinglysmallchanceof a singleundetectederror.

✦ Recovery fromerrors in the transmissionof ciphertext blocks: If oneor morebits
of ciphertext block 
 � aretransmittedin error, theerrorwill affect therecovery of
plaintext blocks � � and � � �

%

. Therecoveredblock � � will becompletelyrandom-
ized (50%errorson theaverage),while plaintext block � � �

%

will only have errors
in thesameplaceswhere 
 � haserrors.All theremainingplaintexts will comeout
freeof error. ThustheCBC modeis self-synchronizingin thesensethat it recovers
from bit transmissionerrorswith only two recoveredblocksaffected.

Cipher Feedback (CFB) Mode: This is usedfor applicationsrequiringthat a portion of a
blockbetransmittedimmediately. SeetheHandbookof AppliedCryptographyfor details.
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Public Key Distrib ution Systems
The �rst ideasof public key cryptographycan bestbe explainedusing a clever method

for two peopleto exchangea commonsecretkey using only public communications.The
following exampleis not intendedto bepractical,but it illustratesthe ideas.In fact, it would
work in practice,but therearebettermethods.

12.1 Merkle' s Puzzles.

ImaginethatpersonA (“Alice”) wantsto establishsecurecommunicationwith adistantindivid-
ualB (“Bob”). Alice andBobhavemadenopreviousarrangementsandcanonly communicate
overa publicchannelthatanyonecanlistenin on. Anotherperson(“Boris”) listensto all their
communicationsandhasmore computingpower than they have. Also Alice and Bob have
no specialsecretmethodsnot known to Boris. However, Boris canonly listen in andcannot
changemessages.In spiteof all this, it is still possiblefor the two of themto establishse-
curecommunicationthatBoriscannotunderstand.Thissurprisingtechniquewasdevelopedby
R.C.Merkle beforetheintroductionof truepublic key cryptography. It helpspreparestudents
of cryptographyfor evenmoresurprisingideas.

Alice andBob mustbeableto create“puzzles” thatarehardbut not impossibleto solve.
For example,they couldagreethatall but thelow E � bits of a � ��D -bit AES key would bezero
bits. Thenthey couldencrypttwo blocksof informationwith this key. A brute-forcebreaking
of the“puzzle” would meantrying �

� � keys on theaverage.Theencryptedinformationwould
alsostartwith a block of zerobits, sothatthey cantell whenthepuzzleis broken. Supposeit
takesAlice andBob anhourof computertime to breakoneof thesepuzzles.It is importantto
emphasizethatBorisalsoknowsexactlyhow thepuzzlesareconstructed.SupposeBorishasa
muchmorepowerful computerandcanbreakapuzzlein justoneminute.

Bobcreates�$(�( � � of thesepuzzles,eachcontaininga � �)D -bit randomkey in oneblockand
a sequencenumberidentifying the puzzle(a numberfrom � to �$(�( � � in binary with leading
zerosto make it � ��D bits long). Bob transmitsall of thesepuzzlesto Alice, in randomorder.
Alice choosesonepuzzleat randomandbreaksit in onehour. Shethenkeepstherandomkey
andsendsthesequencenumberbackto Bob. (Boris listensin to this sequencenumber, but it
doeshim no goodbecausehedoesn't know which numbergoeswith which puzzle.)Bob has
savedthecontentof thepuzzles(or hasgeneratedthempseudo-randomly)sothathecanlook
up thesequencenumberand�nd thesamerandomkey thatAlice has.Boris, their opponent,
mustbreakhalf of thepuzzleson theaverageto recover thecommonkey thatAlice andBob
areusing.Evenwith his muchfastermachines,it still takesBoris ��(�( � ��2 � minutesor E days
on the averageto breakAlice andBob's system. Thus Alice and Bob get E daysof secret
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communications.If they wantmoretime,say E � days,thenBob justneedsto sendtentimesas
many messagesinitially, that is, �$(�( � � � . If thedisparitybetweentheir computingpower and
thatof thelistenersis evengreater, thenagainBobmustsimplysendmorepuzzlesinitially.

If Boriscanactuallyaltermessages(changeor injector deletethem)aswell aslisteningin,
thenhemightpretendto beAlice andcommunicatewith Bob,or viceversa.In thiscaseAlice
andBobmustbeableto describesharedexperiencesor to communicatesharedinformationto
oneanotherto besurethey arenot communicatingwith astranger(Boris).

If Boriscaninterceptandchangeall messagesbetweenAlice andBob,thenhecouldanswer
both Alice's andBob's requeststo communicate,andpretendto be eachto the other. Once
Borishassecurecommunicationestablishedwith bothAlice andBob,hecouldrelaymessages
backandforth betweenthem,translatingbetweenthe two cryptosystems.Theneven if they
authenticatedeachother, he would still be listening in. This is calleda man-in-the-middle
attack. In thisextremecase,themethoddoesnotwork. This shows thegreatcarethatmustbe
takenwith cryptographicprotocols.Therearemorecomplicatedmethodsrelying on a trusted
server thatwill foil thisandotherattacks

12.2 Comm uting Cipher s.

Alice andBob still want to communicatesecurely, without having setit up aheadof time, but
they would like a simplerandmoremathematicalsystem.The groundrulesarethe sameas
above: Boris listensin, knowseverythingthey know, andhasmorecomputingpower.

If they eachhadtheir own secret commutingcipher, sayAlice had ��� andBob had ��� ,
then,usinga commonpublic integer � , Alice couldsend���

�

� � to Bob, andBob couldsend
���

�

� � to Alice. ThenAlice computes���
�

���
�

� � � andBob computes���
�

���
�

� � � . Because
thetwo cipherscommute, thesequantitiesarethesame.Thetwo peoplecanusethis common
valueor a portionof it to make up a secretkey for conventionalcryptography. If Boris can't
breakthecipher, hehasnowayof knowing thissecretvalue.

Actually, in this system,all that is neededis secretcommutingone-wayfunctions. Such
functionsarediscussedin a latersection,thoughnotcommutingones.

It is a fact thatcryptosystemsalmostnever commute.Thenext sectiondescribestheonly
exceptionI know of.

12.3 Exponentiation and the Discrete Logarithm.

One can imaginea cryptosystemin which a �x ed number � is raisedto a power modulo a
�x ed prime � , and the power is the plaintext � . The result is the ciphertext � . (Thereis a
cryptosystemcalledthePohlig-HellmanSystemsimilar to thisbut abit morecomplicated.)So
one�x esa(large)prime � andaninteger � thatis ageneratorfor multiplicationin the�eld

�
�
.

(For this generator, seethesectionon Fermat's Theoremin the “Favorites” chapter.) From a
message� , calculateaciphertext � asdescribedabove:

�

�

�

�
mod �
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If the quantitiesabove wereordinaryreal numbers,andthe equationwere �

�

�

� , then
solving for � would give �

� �
�����
� , the “logarithm base� of � ”. Becauseof this notation

from realnumbers,onealsorefersto � aboveasthe“discretelogarithmof � to base� modulo
� ”. It turns out that thereis no known ef�cient way to calculatediscretelogarithms,even
knowing � , � , and � . Usinga bruteforceapproach,onecouldjust try all possiblevaluesof � ,
but therearewaysto do betterthanthis, includinga “meet-in-the-middle”approachsimilar to
theattackof thesamenameondoubleencryptionwith blockciphers.Therearealgorithmsthat
areef�cient if �J4 � hasno largeprimefactors.With thebestknown approaches,if theprime
� is largeandrandom,andif � 4 � hasa largeprimefactor, thenthereis noef�cient algorithm
to calculatediscretelogarithms.

12.4 The Dif®e-Hellman Key Distrib ution System.

With this system,Alice andBob work with a largepublic prime � , anda public generator� .
Alice choosesasecretinteger � , while Bobchoosesasecret

�
. Alice sends�

� mod � to Bob,
andBobsends�

� mod � toAlice. Thenin secret,Alice computes
�

�

�
�

�
mod � = �

�

��� �
� mod � .

Similarly in secret,Bob computes
�

�

�
�

�
mod � = �8�

��� �
� mod � , andthesetwo quantitiesare

thesame,a commonsecretvaluethatthey canusefor furthercommunication.Boris listening
in cannotcomputeeither � or

�
, andcannotdiscover this commonsecret.

Justaswith theMerklepuzzles,if Boriscandomorethanlistenin on thecommunications,
hecouldpretendto beAlice to Bob or vice versa,andhecouldevenusea man-in-the-middle
attackto makeAlice andBobthink they arecommunicatingin secretwhenthey arenot. There
aremoreelaboratemethodsinvolving authenticatedpublic keys thatbothAlice andBobhave,
andthesemethodsallow themto establisha commonsecretkey even in the presenceof an
activeopponentlikeBoris.

In orderto setupapracticalsystemasabove,�rst choosea “largeenough”randominteger

 . Thesizeneededdependsonhow fastthecomputershavebecomeandon whethertherehas
beenprogressin computingdiscretelogs;at present
 shouldbeat least � � �)( bits long. Then
testthenumbers
 , 
 / � , 
 / � , etc.,until the next prime � is found. It is not enoughjust
to have a randomprime,but theprimeminusonemusthave a largeprimefactor. So just �nd
a largerprime � with � asa factor. For this purpose,test � � �0/ � to seeif it is prime. If it
is not a prime,startover againwith anotherrandom
 . Finally, onewill have a prime � with
the propertythat � 4 �

�

� � � , for a prime � of abouthalf the sizeof � . In orderto get a
generator, choosean � at random,or startwith �

�

� . Checkthis � to seeif �

�

mod � �

� or
if ��� mod � �

� . Whenan � doesn't satisfyeitherof these,oneknows thevalueis agenerator,
andcanbe usedfor key distribution. (A random � would alsoprobablywork, but not with
certainty.)
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Public Key Cryptograph y

13.1 Beginnings of Public Key Cryptograph y.

In 1976Dif �e andHellmanstarteda revolution with their article introducingtheconceptsof
public key cryptography. Othersdiscoveredthe sameconceptsearlierwhile doing classi�ed
military applications,but theopenpublicationcaughtmany people's imaginationworld-wide.

Insteadof usinga singlekey for encryptionanddecryption,theideais to have onepublic
key for encryption(or onepublicencryptionalgorithm),akey thatanyonecanaccessanduse.
Thiskey will normallybeavailableonlinefrom atrustedkey server, in awaysimilarto numbers
in aphonebook.

Thekey for decryption(or thealgorithmfor decryption),will besecretandknown only to
the party for whom the messageis encrypted.It mustnot be feasibleto guessor deduceor
calculatethedecryptionkey from aknowledgeof theencryptionkey.

Eachuserhashis or her own pair of encryptionand decryptionkeys, distint from one
another.

13.2 Structure of a Public Key Cryptosystem.

Eachseparateuserconstructsa public encryptionalgorithm � anda privatedecryptionalgo-
rithm � . (Usuallythealgorithmsare�x ed,andtheonly informationneededarekeyssupplied
to thealgorithms.)ThusAlice hasapair ��� and � � , andsimilarly Bobhas ��� and � � .

Eachmatchingpair � and � of algorithmshastheproperties:

1. Encryptionfollowedbydecryptionworks: �
�

�
�

� � �

�

� , for any plaintext � for
which thealgorithm � is de�ned.

2. Canencryptef�ciently: Thealgorithm � canbecalculated“ef�ciently”.

3. Candecryptef�ciently: Thealgorithm � canbecalculated“ef�ciently”.

4. Public andprivatekeysstaythat way: For anopponent(“Boris”) who knows � , it
is still an“intractible” computationto discover � .

The RSA public key cryptosystemalsohasthe unusualandusefulpropertythat decryption
worksthesameasencryption.

5. Signingfollowed by verifying works: The set of messages� is the sameas the
setof ciphertexts �

� �
�

� � , for all � , so that the decryptionalgorithmcanbe
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appliedto a message,resultingin whatis calleda signedmessage or a signature. If
�

� �
�

� � is the signaturecorrespondingto someplaintext � , then �

� �
� �

� ,
thatis, �

� �
�

�
�

� � � , for any message� .

The word “ef�cient” above meansthat that calculationusesan acceptableamountof re-
sources,while “intractible” meansroughlythatthis computationusesmoreresourcesthanthe
secrecy of themessageis worth. (Thisvarieswith time,ascomputationsgetcheaper.)

Alice makesherpublicalgorithmpublicly available,by publishingit or by puttingit online,
andsodoeseveryotheruser. In practicea public key server in neededto supplyauthenticated
publickeys to users.Alice keepshersecretalgorithmcompletelyto herself,justaseveryother
userdoes.(No oneelsemustknow thesecretalgorithm.)

13.3 Modes of Operation for Public Key Cryptosystems.

Herethe term “key” is usedto meanthe sameas“algorithm” asexplainedabove. Suppose
asabove that Alice andBob have public key andprivatekey pairs:

�

��� 1 � � � for Alice and
�

��� 1 � � � for Bob. Theremustbesomekey distribution authoritythatkeepsthepublic keys
��� and ��� andmakesthemavailableto anyonerequestingthem.(Usingsignaturetechniques
discussedlater, theauthoritycanconvincearequesterthatheor sheis gettingthecorrectkeys.)

Bob sends a secret message � to Alice: Bob getsAlice's public key ��� from the au-
thority. Bob calculates���

�

� �

�

� andsends� to Alice. Only Alice knows the decryption
key, soonly Alice cancompute� �

�

�
�

� � �
�

���
�

� � �

�

� . Unlessthereis somefailure in
thesystem,Alice knows thatno oneinterceptingthetransmissionof � will beableto recover
themessage� . However, anyonemighthave sentherthis message,andevenBob mighthave
leakedthemessageto others.Noticethat this modedoesnot requirethespecialproperty5 of
RSA,but is availablefor any publickey cryptosystem.

Bob signs a message � and sends it to Alice: This modeusesthe specialproperty5.
above of the RSA cryptosystem.Othersystemsusuallydon't have property5., but it is still
possibleto createdigital signaturesin a morecomplicatedway asa laterchapterwill discuss.
Bob useshis secretdecryptionkey on themessageitself (ratherthanon ciphertext). For RSA,
thecollectionof all possiblemessagesis thesameasthecollectionof all possibleciphertexts:
any integer lessthanthe �x ed integer 
 usedfor that instanceof RSA. ThusBob calculates

� �
�

� �

�

� . At theotherend,Alice canretrieveBob'spublic key ��� from thekey authority
anduseit to recover themessage,by calculating���

� �
�

� ���
�

� �
�

� � �

�

� . Anyonecan
fetch Bob's public key anddo this calculation,so thereis no secrecy here,but assumingthe
systemdoesnot breakdown (that the key authorityworks and that the cryptosystemis not
leakedor stolenor broken),only Bobcanhavesignedthismessage,soit musthaveoriginated
with him.

Bob canusethis samemethodto broadcasta messageintendedfor everyone,andanyone
canverify usingBob'spublic key thatthemessagecanonly haveoriginatedwith him.

Bob signs a secret message � and sends it to Alice: This canbe donein two ways,
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with Bob usinghis secretkey � � andAlice'spublic key ��� . (Onceagain,this assumesRSA
with property5 is used.)Calculateeither ���

�

� �
�

� � �

�

� , or � �
�

���
�

� � �

�

� � . In either
case,Alice reversestheprocess,usinghersecretkey � � andBob's public key ��� . Thereis
oneotherslight problemwith theRSA cryptosystem,becausethemaximumsizeof plaintext
or ciphertext is lessthananinteger 
 � for Alice, andis lessthanadifferentinteger 
 � for Bob.
What happensthendependson which of thesetwo integersis larger, for if 
 � is the larger,
then ���

�

� � might betoo largeto behandledby � � usinga singleblock,soonewould have
theawkwardbusinessof breakingthis into two blocks.However, in thiscaseonecancalculate

� �
�

� � �rst, andthis is de�nitely lessthantheblock sizeof thekey ��� . In casethesizesare
reversed,just do the two stepsabove in theoppositeorderalso,so thereis no needfor more
thanoneblockevenfor asignedandsecretmessage.

NoticethatAlice knows themessagemusthave originatedwith Bob, andthatno oneelse
canreadit, giving bothauthenticationandsecrecy.

Bob uses a hash function to sign an arbitraril y long message using only one block:
Hereonejust signsthehashcodeof themessage.Thesematterswill bediscussedmorethor-
oughlyin thechapteronhashfunctions.

13.4 The Integ er Knapsac k Cryptosystem.

Dif �e andHellmanproposedaspeci�c publickey cryptosystemin their1976paper:oneusing
aninterestingproblemknown astheInteger Knapsack Problem. This particularapproachhas
beenbroken in mostforms. This chapterincludesit becauseit is a goodillustration of how
public key cryptographyworks.

The knapsackproblemis an exampleof an NP-completeproblem— a classof problems
thatareusablefor variouspurposes,but thoughtto beintractible.A laterchapterdescribesthis
theoryin muchmoredetail. Theknapsackproblemoccursasa decisionproblem, that is, one
with justa Yes-Noanswer, andasanoptimizationproblem, onewith aspeci�c answer.

Integer Knapsack Decision Problem: Given 
 positive integers � 	 1 � �

��1$=$=$= 1 
 anda positive integer � , is therea subsetof the � 	 that addsup exactly
to � ? (Yesor No answer.)

The sumhasto addup to � exactly — beingclosecountsfor nothing. The optimization
problemasksjustwhich numbersmustbeadded.Is is aninterestingexerciseto seethatif one
hadanef�cient algorithmto answerthedecisionproblem,thenusingthisalgorithmarelatively
smallnumberof times,onecouldgetanotheralgorithmthatwouldalsoanswertheoptimization
problem.

Therearemany differentkinds of instancesof the knapsackproblem. Someof themare
easyto solveandsomearehard.Thetrick with usingthisproblemfor publickey cryptography
is to make breakingthe problemlook like a hard instance,but it is really a disguisedhard
instance.If you know the trick, thedisguise,you cantransformit into an easyinstance,and
usethesecretkey to decrypt.
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Onetypeof easyinstanceis onewith relatively small numbersfor thenumbers� 	 . Then
standarddynamicprogrammingalgorithmswill solve theproblem.Anothereasyinstance,the
onewewill usehere,is for the � 	 to form asuperincreasingsequence,meaningthateachvalue
is largerthanthesumof all thevaluesthatcamebefore.
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The RSA Public Key Cryptosystem

14.1 Histor y of the RSA Cryptosystem.

Thehistoryof RSA is still fascinatingto mebecauseI watchedit unfold. In 1976,asdiscussed
in thepreviouschapter, Dif �e andHellmanintroducedthe ideaof a public key cryptosystem.
(Actually, theconcepthadbeendiscoveredearlierin classi�edwork by British andAmerican
military researchers,but nooneknew thisat thetime.) Thena1977Scienti�c Americanarticle
by Martin Gardenertalkedaboutanew public key implementationby MIT researchersRivest,
Shamir, andAdelman.This articlecaughtmy attention(alongwith many others),but did not
containthedetailsneededto fully understandthesystem.A yearlater thedetailswere�nally
publishedandtherevolution in cryptographywasin full motion.After morethantwentyyears
of research,RSA remainssecureandhasbecomethemostpopularpublickey cryptosystem.

Law RSA-1:
The RSA cryptosystem is the de facto world-wide standar d

for pub lic key encr yption.

14.2 Description of the RSA Cryptosystem.

TheRSAsystemis anasymmetricpublickey cryptosystemin thetermsof thepreviouschapter.
Recallthatthismeansthatthereareany numberof pairsof algorithms

�

� 1 ��� bothde�ned on
thesamesetof values. � is thepublic encryptionalgorithmand � is theprivatedecryption
algorithm. Thesesatisfy:

1. Encryptionfollowedby decryptionworks: If �

� �
�

� � is theciphertext corresponding
to someplaintext � , then �

� �
�

��� . (In otherwords: �

� �
�

�
�

� � � , for any message
� .)

2. Canencryptef�ciently: For any message� , thereis anef�cient algorithmto calculate
�

�

� � .

3. Candecryptef�ciently: For any messageor ciphertext 	 , thereis anef�cient algorithm
to calculate�

�

	

� .
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4. Public andprivatekeysstaythat way: Froma knowledgeof � , thereis no ef�cient way
to discover � .

5. Signingfollowedby verifying works: The setof messages� is the sameasthe setof
ciphertexts �

� �
�

� � , for all � , so that the decryptionalgorithm canbe appliedto
a message,resultingin what is calleda signedmessage or a signature. If �

� �
�

� �

is the signaturecorrespondingto someplaintext � , then �

� �
� �

� . (In otherwords:
�

� �
�

�
�

� � � , for any message� .)

As mentionedearlier, RSA is uniquein having property5, whichmakessignaturesusingit
particularlyeasy.

Users� ,
�

, =�=$= cancreatetheirown pairs
�

��� 1 � � � ,
�

��� 1 � � � , =$=$= of RSAkey pairs.The
encryptionalgorithmsare“published”or madeavailableon a securepublic key server, while
the decryptionalgorithmsarekept secretfrom everyoneexceptthe originator. The previous
chapterhasgoneoverhow thesecanbeused.

In RSA, theplaintexts andciphertexts arejust large positive integers,up to a certainsize
dependingon thespeci�c key pair. Theunderlyingalgorithmsarenot secretbut only certain
informationusedin them.TheRSA systemitself is constructedasfollows:

Algorithm: RSAcryptosystemconstruction.

1. Chooserandom“large” primeintegers� and � of roughly thesamesize,but
not tooclosetogether.

2. Calculatetheproduct
 � ��� (ordinaryintegermultiplication).

3. Choosea randomencryptionexponent : lessthan 
 that hasno factorsin
commonwith either� 4 � or � 4 � .

4. Calculatethe(unique)decryptionexponentsatisfying

: � mod
� � 4 ���

� � 4 ���

�

��=

5. Theencryption function is �
�

� �

�

�

;

mod 
 , for any message� .

6. Thedecryption function is �
�

�
�

�

�

�

mod 
 , for any ciphertext � .

7. Thepublic key (published) is thepairof integers
� 
 1�:�� .

8. Thepri vatekey (kept secret) is thetriple of integers
� � 1 �<1 � � .

Thereis moreto thestoryabouteachof theabove items:

1. At present,“large” meansat least E � � bits. For bettersecurityeachprimeshouldbeat
least � � �)( bits long. Thereareef�cient algorithmsfor generatingrandomnumbersof a
givensizethatarealmostcertainlyprime(seebelow).

2. 
 is theneitherat least � � �)( or � ��(�D bits long.
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3. Theencryptionexponent: canbe just A . If oneis usingthis exponent,thentheprimes
mustbesuchthat � 4 � and � 4 � arenotdivisibleby A .

4. Thedecryptionexponentmustbecalculated,andthereareef�cient algorithmsto dothis,
but they requirea knowledgeof � and � (seethe chapteron favorite algorithms). The
modulusfor division,

� �L4 � �

� �04 ��� , is theEuler phi function 
 of 
 � ��� , wherethis
is a functionstudiedin numbertheory. Oneof the function's propertiesis importantin
proving thatRSAworks.

5. Thereareef�cient algorithmsfor carryingout the modularexponentiationneededhere
(seebelow).

6. Thesameef�cient algorithmworkshere.

7. If it is known that A is theencryptionexponent,thenonly 
 needsto bepublished.

8. Only � needsto be kept asthe secretdatafor decryption(alongwith the public 
 and
: ). However, � and � canbeef�ciently calculatedfrom theothernumbers,andthey are
neededanyway for the mostef�cient form of modularexponentiation. (Seethe RSA
implementationusingtheChineseremaindertheorembelow.)

SomepeoplearesurprisedthatRSAjustdealswith largeintegers.Sohow doesit represent
data? Supposethe valueof 
 is at least � � �)( bits long. This is the sameas � ��D bytes. In
principlethen,onecanjustrun � ��D bytesof Ascii text togetherandregardthewholeasasingle
RSA plaintext (a singlelargeinteger)to beencryptedor signed.In practice,theprotocolswill
demandadditionaldatabesidesjust the raw message,suchasa timestamp,but thereis room
for a lot of datain asingleRSAblock.

14.3 RSA Works: Decryption is the Inverse of Encr yption.

To show thatRSAdecryptionreverseswhatRSAencryptiondoes,oneonly needsto show that:

�
�

�
�

� � �

�

�H1

for any message� , or speci�cally to show that
�

�

;

�

�

mod 
 �

�H=

But recallthat

: � mod
� � 4 ���

� � 4 ���

�

� , sothat
�

�

;

�

�

mod 
 �

�

; �

mod 
 �

�

; �
mod

�

�
7

% � � �
7

% � mod 
 �

�

% mod 
 �

�H=

The last line follows from the chapteron favorite algorithmswhich shows that the exponent
canbereducedmodulo
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 � 
 �

� 
 � ��� �

�

� �L4 � �

� � 4 ����=

14.4 Java Implementation of the Basic RSA System.

RSAusesarithmeticonintegersatleast � � �)( bitslong. RSAhasbeenimplementedmany times
in hardware,but if it is only usedfor key exchange,a softwareimplementationis fastenough.
Any suchimplementationmuststartwith routinesto do extendedprecisionarithmeticon the
large integers.Writing suchroutinesis perhapsa reasonableprojectfor anundergraduateCS
major aspart of onecourse,with division causingthe mostgrief. (Twenty yearsago,I laid
out oneweekendfor sucha project,but I endedup devoting morethana weekto it.) Many
implementationsareavailable,includingtheJavaBigInteger class,andimplementationsin
symbolicalgebrapackagessuchasMapleor Mathematica.

This Java implementationof the RSA cryptosystemusesthe Java BigInteger library
class. This arbitraryprecisioninteger arithmeticclasshasall the methodsoneneedsto im-
plementRSA without dif�culty . In fact, it seemsasif a numberof specializedmethodswere
includedjust to makeRSA implementationeasy.

Hereareadditionalcommentsaboutthisparticularimplementation:

✦ Key generation:

✧ Usingpublickeysof size � � �)( bits, it tookabout15-60secondsto gener-
atetwo setsof keys onaSunUltra 10.

✧ Thekey generationhasnounusualfeatures.Primes� and � arechosenat
random,differing in lengthby 10-20bits. (If theprimesaretoo closeto

� � �

� � 
 � , thenfactoringmightbeeasierthanit shouldbe.)Theprimesare
alsochosensothat � 4 � and � 4 � donothave A asa factor, becausethis
implementationusesA astheencryptionexponent.

✧ The only weakpoint with this key generationthat I know of is with the
randomnumbergeneration.For a goodimplementation,onewould need
a specialgenerator, with morebits for the seed. (The currentgenerator
just usesthenumberof millisecondssince1 Jan1970,andthat is clearly
insecure.)

✦ EncryptionandVeri�cation:
This usesanexponentof A . Themainknown weaknesshereis that themessage�

mustbebiggerthanthecuberoot of 
 , sinceotherwisetheciphertext will be �

� ,
withoutany modulardivision. Smallermessagesmustbepaddedto makethemlong
enough.
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✦ DecryptionandSigning:
This canbespedup usingtheChineseRemainderTheorem,asis shown in thenext
subsection.

✦ Combinationof SigningandEncrypting:
This commoncombination,usedto keepthemessagesecretandto authenticateits
source,is donein a simpleway thatchecksthelengthsof thepublic 
 values�rst,
usingthe longeronebeforetheshorterone. Otherwiseonemight needto usetwo
RSA blocksin somecases.

✦ TheTest:
Thereis justasimpletestof this software,though � � �)( bits is a realisticsize.

For theimplementationcodeandthesimpletestseepage246.

14.5 Faster RSA Using the Chinese Remainder Theorem.

Hereis an alteredimplementationof the RSA cryptosystem,usingthe the ChineseRemain-
der Theorem(CRT) to speedup decryption. Pleaserefer �rst to the commentsin the earlier
subsectionandto othermaterialabouttheRSA cryptosystem.

✦ Algorithm.
Thealgorithmpresentedhereis describedin items14.71and14.75in theHandbook
of Applied Cryptography, by Menezes,van Oorschotand Vanstone,CRC Press,
1996.If � is ciphertext, thenRSAdecryptioncalculates

�

�

mod 
 , where
 � ���3=

Supposeonecalculates

�

%

�

�

�

mod � , and
� �

�

�

�

mod �

instead.TheChineseRemainderTheorem(andassociatedalgorithm)allowsoneto
deduce	 mod

� ��� � from aknowledgeof 	 mod � and 	 mod � .
Arithmetic mod � shouldbedone mod

� � 4 � � in anexponent,because

�

�
7

% mod � �

� (Fermat's theorem).

Thuswecanusethesimplercalculation:
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�

%

�

�

�
mod

�

�
7 % � mod � ,and

� �

�

�

�
mod

� � 7 % � mod �3=

Finally, following thealgorithm14.71referredto above,calculate


 �

� � 7 % mod � , and
�

�

�

� �

4

�

%

� 
 � mod �3=

The�nal answeris:

�

�

mod 
 �

�

%

/

� � =

(In calculating� in my implementation,I hadto checkfor a resultlessthan � , andI
hadto add � to theresultin thatcase.)

✦ Security.
TheCRT versionof decryptionrequirestheprimes� and � , aswell asthedecryption
exponent � , so this might seemto be an extra sourceof insecurity. However, it is
simpleto factorthe modulus 
 given the decryptionexponent � , so no securityis
lost in usingthismethod.

✦ Performance.
TheorypredictsthattheCRT decryptionshouldbe4 timesasfast.I tried600 � � �)( -
bit decryptionsusinga SunUltra 10 workstation.Theaveragedecryptiontime for
thenormalmethodwasabout �8= �6E�B secondsperdecryption.With theCRT method
here,the averagedecryptiontime wasabout �8= ��(�> secondsperdecryption,giving
a speedupby a factorof about A8=I( . The morecomplicatedalgorithmhasvarious
sourcesof extra overhead,soit is not surprisingthatthefull speedupby a factorof

( is notachieved.

✦ Summary.
If oneusesan encryptionandverifying exponentof A asI am with this software,
thentheseoperationsarequite fastcomparedwith decryptionandsigning(at least
100timesfaster).A speedupby a factorof A8=I( for decryptionandsigningis signif-
icant. Theextra algorithmiccomplexity is minimal, sono onewould wantanRSA
algorithmwithout this speedupfactor.

Law RSA-2:
RSA encr yption should use exponent 3, making it hun-

dreds of time faster , and RSA decr yption should use the Chinese
Remainder Theorem, making it four times as fast.
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Onedoeshavetobecarefulwith exponentA in twoways:if themessageis lessthanthecube
rootof � , thentheencryptedmessagewill bethesameasthemessage,andif someoneobtains
ciphertext for a messageencryptedunderseveral differentpublic keys, it may be possibleto
calculatethemessage.

Theimplementationcodecanbefoundon page251.

Exercise: Write a “toy” implementationof RSA in the Java language,usingthe long type
( >)( -bit integers)for thecalculations.Thisshouldbeaworkingimplementationin everyrespect
exceptthattheintegerscannotbevery large.
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Rabin' s Version of RSA

15.1 Rabin' s Public Key Cryptosystem.

Michael Rabindiscoveredwhat I like to call a versionof RSA, althoughit is moreproperly
regardedasa public key cryptosystemin its own right. During its early history, this system
wasconsideredof theoretical,but not practicalinterestbecauseof a “f atal �a w” (a quotefrom
DonaldKnuth) thatmadeit vulnerableto a chosenplaintext attack.However, thereareways
aroundthe�a w, makingthissystema realcompetitorto RSA.

Law RABIN-1:
Rabin' s cryptosystem is a good alternative to the RSA

cryptosystem, though both depend on the dif�culty of factoring
for their security .

15.2 Discrete Square Roots.

In theintegersmodulo 
 , usingbothadditionandmultiplicationmodulo 
 , if 
 in notaprime,
then not every non-zeroelementhasa multiplicative inverse. But also of interesthereare
elementsthat have a square root. The squareroot of an element� is an element� suchthat

�

� � ���
	 
 �

� . Someelementshaveseveralsquareroots,andsomehavenone.In fact,number
theoristshave beeninterestedin thesemattersfor hundredsof years;they evenhave a special
termfor anumberthathasasquareroot: aquadratic residue. Thusthis theoryis notsomething
new inventedjust for cryptography.

In elementaryalgebra,onelearnsthatpositivenumbershave two squareroots:onepositive
andoneirrational. In thesameway, for the integersmoduloa prime,non-zeronumbersthat
aresquareseachhave two squareroots.For example,if 
 �

� � thenin
�

%�%

, �

�

�

� , �

�

�

( ,
A

�

�

@ , (

�

�

E , E

�

�

A , >

�

�

A , B

�

�

E , D

�

�

@ , @

�

�

( , and � �

�

�

� . Table 15.1 shows
thosenumbersthathavesquareroots:

Noticethat � , ( , and @ have their “ordinary” squarerootsof � , � , and A , aswell asanextra
squareroot in eachcase,while A and E eachalsohave two squareroots,and � , > , B , D , and � �

eachhavenosquarerootsatall.
Rabin'ssystemuses
 � ��� � , where� and� areprimes,justaswith theRSAcryptosystem.

It turnsout that the formulasareparticularlysimplein case� 	 (

�

A and � 	 (

�

A (which
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Numbersmod 11
Square Square Roots
1 1, 10
3 5, 6
4 2, 9
5 4, 7
9 3, 8

Table 15.1 Square Roots Modulo a Prime.

Numbers mod 21= 3*7
Square Square Roots
1 1, 8, 13,20
4 2, 5, 16,19
7 7, 14
9 3, 18
15 6, 15
16 4, 10,11,17
18 9, 12

Table 15.2 Square Roots Modulo a Product of Two Primes.

is truefor every otherprimeon theaverage),sotherestof this chaptermakesthatassumption
abouttheprimesused.Thesimplestsuchcasehas� �

A and � �

B . In this caseTable 15.2
givesthesquareroots.

Herethe “normal” situationis for a squareto have four differentsquareroots. However,
certainsquaresandsquarerootshave either � or � asa divisor. In this case,eachsquarehas
two squareroots(shown in bold italic above). Of course,all thenumbersnot appearingin the
left columndon't have a squareroot. A programthat createsthe above tableappearson
page256. This samesectiongivesa tablefor � �

B and � �

� � , againsatisfyingthespecial
Rabinproperty. In thesetables,it looks asif therearea lot of bold italic entries,but in fact
thereare

� � / � ��2 �K4 �

��� � � / � � suchsquareswith � or � asa factor, while thereare
� ��� / � / � 4 A � 2)(

��� � ��� � squaresaltogether. An actualRabininstancewill usevery large
primes,sothatonly a vanishinglysmallnumberof themhave thedivisibility property, andthe
chancesof thishappeningat randomcanbeignored.

15.3 Rabin' s Cryptosystem.

Eachuserchoosestwo primes� and � eachequalto A modulo ( , andformstheproduct
 � ��� .
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� Publickey: thenumber
 .

� Privatekey: thenumbers� and � .
� Encryption: to encryptamessage� , form theciphertext �

�

�

�

mod 
 .

� Decryption: givenciphertext � , usetheformulasbelow to calculatethefour squareroots
modulo 
 of � : �

%

, �

� , � � , and � � . Oneof thefour is theoriginalmessage� , asecond
squareroot is 
J4 � , andtheothertwo rootsarenegativesof oneanother, but otherwise
random-looking.Somehow oneneedsto determinetheoriginal messagefrom theother
threeroots(seebelow).

In the specialcasein which both primeswhendivided by ( give remainderA , thereare
simpleformulasfor thefour roots:

Formulasfor thefour squarerootsof asquare� . Calculatein order:

� and � , satisfying � � / � � �

� , (extendedGCDalgorithm).

�

�

�$�

�
�

% �


 � mod � .

�
�

�$� �
�

% �


 � mod � .
	��

�

� � �
/ � � � � mod 
 .

�

�

�

� � �
4 � � � � mod 
 .

Now thefour squarerootsare �

%

�.	 , �

�

�

4

	 , � � �

� , and � � �

4 � . In case� and
hence� have � or � asadivisor, theformulaswill only yield two squareroots,eachalsowith �
or � asa factor. For thelargeprimesusedin aninstanceof Rabin,thereis a vanishinglysmall
chanceof thishappening.(Picturethechancesthata E � � -bit randomprimenumberhappensto
divideevenly into amessage!)

15.4 Cryptanal ysis: the Comple xity of Rabin' s Cryptosys-
tem.

Thecomplexity of Rabin'ssystem(thedif�culty of breakingit) isexactlyequivalentto factoring
the number 
 . Supposeonehasa Rabin encryption/decryptionmachinethat hidesthe two
primesinsideit. If onecanfactor 
 , thenthesystemis broken immediately, sincetheabove
formulasallow the roots to be calculated. Thus in this caseone could constructthe Rabin
machine.On theotherhand,if onehasaccessto a Rabinmachine,thentake any message� ,
calculate�

�

�

�

, andsubmit � to the Rabinmachine.If the machinereturnsall four roots,
then � and 4 � givenoadditionalinformation,but eitherof theothertwo rootsminus � will
haveoneof � or � asa factor. (Take thegreatestcommondivisorof it with 
 .)

The sameproof that breakingRabin is equivalentto factoring 
 provideswhat hasbeen
calleda “f atal �a w” in Rabin's system.Theaboveargumentis just a chosenciphertext attack.
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It is not wise to allow an opponentto mountsuchan attack,but onewould alsonot want a
cryptosystemvulnerableto theattack,which is thecasewith Rabin's system.(However, see
thenext section.)

15.5 Redundanc y in the Message.

In ordertodistinguishthetruemessagefromtheotherthreesquarerootsreturned,it isnecessary
to put redundantinformationinto themessage,so that it canbe identi�ed exceptfor anevent
of vanishinglysmallprobability. TheHandbookof AppliedCryptographysuggestsreplicating
thelast >�( bitsof any message.Or onecoulduse� sasthelast >�( bits. In theseor similarcases,
theRabinmachinewouldbeprogrammedto returnonly messageswith theproperredundancy,
andif �!7

� � is not a small enoughmargin of error, thenjust choosemorethan >�( redundant
bits. Thentheattackdescribedabove doesn't work any morebecausetheRabinmachinewill
only returna decryptedmessage(a squareroot) with theproperredundancy. ThustheRabin
machinereturnsatmostonesquareroot,andpossiblynoneif someoneis trying to cheat.(The
probabilityof having two squarerootswith thegivenredundancy is againvanishinglysmall.)
Breakingthenew systemis longerformally equivalentto factoring
 , but it is hardto imagine
any cryptanalysisthatwouldn't alsofactor 
 .

HughWilliams gaveanothervariationof Rabin's cryptosystemthatavoidsthe“f atal �a w”
in amathematicallymoreelegantway.

15.6 A Simple Example .

Hereis anexamplewith tiny valuesfor theprimes.Of coursearealexamplewoulduseprimes
in therangefrom E � � to � � �)( bits long, justasin thecaseof RSA.

Take � �

B , � �

� � , and 
 �

B�B . Then
�

4 A � � B / ��� � �

�

� , sothat �

�

4 A and �

�

� .
SupposeoneusesA -bit messageswhosebits arethenreplicatedto give > bits, up to the

number>�A . Messagesmustbein therangefrom � to B � , sothissystemof redundancy will work.
Startwith databits � � �

� or E

%'&

. Thereplicationgives � � � � � �

� or (!E

%'&

. Then �

�

�

�

mod B�B

�

��A . Continuingthe calculations,�

�

��A

�

mod B

�

( , and �
�

��A

� mod � �

�

� . Finally,
	��

� �

4 A � � B
� � /
�
� � � � ( � mod B�B

�

>�B and �

�

� �

4 A � � B � � 4 � � � � � ( � mod B�B

�

(!E .
Theseare two of the four squareroots, and the remainingtwo are 4

	 mod B�B

�

� � and
4 � mod B�B

�

A � . In binary, the four squareroots are >�B

�

� � � � � � �

� , (!E

�

� � � � � �

� ,
� �

�

� � � � � �

� , and A �

�

� � � � � �

� . Only (�E hastherequiredredundancy, so this is theonly
numberthatthismodi�ed Rabinmachinewill return.
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16
The Laws of Cryptograph y

Random Number Generation

16.1 True Random Versus Pseudo-random Number s.

Randomnumbersareverywidely usedin simulations,in statisticalexperiments,in theMonte
Carlomethodsof numericalanalysis,in otherrandomizedalgorithms,andespeciallyin cryp-
tography. Theconnectionwith cryptographyis veryclose,sinceany pseudo-randombit stream
alongwith exclusive-orprovidesa cryptosystem(thoughnotnecessarilyastrongsystem),and
any goodciphertext shouldlook likeapseudo-randombit stream(perhapsoccurringin blocks).
This sectionfocuseson randomnumbergeneratorsusedin simulationandnumericalanalysis,
but for usein cryptographythe recommendedrandomnumbergeneratorsare derived from
cryptosystems,bothconventionalandpublic key.

Law RNG-1:
Good cipher text has the appearance of a true-random bit

stream.

Fromthebeginning(where“beginning” is the1940s,thestartof thecomputerage)there
wasinterestin so-called“true” randomnumbers,thatis, numbersgeneratedby a randompro-
cessin theworld. Physicaleventssuchastheradioactive decayof particlesareunpredictable
exceptfor theirbehavior averagedover time,andsocouldbeusedasasourceof randomnum-
bers,but theseeventshave beendif�cult to utilize andhave beendisappointingin practice.
More promisingrecentlyarepossibilitiesfrom quantumtheory, but suchmattersareoutside
thescopeof thisdiscussion.

By far the mostcommonsourceof randomnumbersis somedeterministicprocess,such
asa softwarealgorithm. Theseprovide “random-looking”numbers,but the numbersarenot
really random— thereis alwaysanexactalgorithmfor specifyingthem.This is thereasonthat
researchersnow describesuchnumbersusingtheword “pseudo”,which means“f alse”.These
arenot true randomnumbers,but for mostapplicationsthey canbejust asuseful.Sometimes
they canbemoreuseful,asfor examplewhenonewantsto repeatasimulationwith exactly the
samerandomor pseudo-randomnumbers.

Law RNG-2:
Anyone who uses software to produce random number s is

in a “state of sin”. [John von Neumann]



100 V. Random Number Generation

At �rst onemight think that thebestway to getrandom-lookingnumbersis to usea “ran-
dom” algorithm– onethatdoescrazyoperations,everythingimaginable,in every possibleor-
der. DonaldKnuth triedoutsuchanalgorithmasanexample,andshowedthatits performance
wasnogoodatall. In its �rst run,Knuth's “random”algorithmalmostimmediatelyconverged
to a �x edpoint. Knuth wasarguing thatoneshouldusescienceandgreatcarein generating
pseudo-randomnumbers.

Law RNG-3:
One should not use a random method to generate random

number s. [Donald Knuth]

An early suggestedsourceof pseudo-randomnumberswasan equationwhich wasmuch
laterto becomeapartof modern“chaos”theory. Thenext chapterdescribesageneratorderived
from thisequation.

Anotherearly idea for a sourceof randomnumberswas to usethe bits or digits in the
expansionof a transcendentalnumbersuchas � , theratioof thecircumferenceof acircle to its
diameter.

3.14159 26535 89793 23846 26433 83279 50288 41972 ... (decimal)
3.11037 55242 10264 30215 14230 63050 56006 70163 21122 ... (octal)

It haslong beenconjecturedthat this is a very goodsourceof pseudo-randomnumbers,a
conjecturethat hasstill not beenproved. In 1852an EnglishmathematiciannamedWilliam
Shankspublished527digitsof � , andthenin 1873another180digits for a totalof 707.These
numberswerestudiedstatistically, andaninterestingexcessof thenumberB wasobservedin
thelast180digits. In 1945vonNeumannwantedto studystatisticalpropertiesof thesequence
of digits andusedoneof the early computersto calculateseveral thousand.Fortunatelyfor
Shankshis triumph wasnot spoiledduring his lifetime, but his last 180 digits were in error
andhis last20 yearsof effort werewasted.Also therewasno “excessof 7s”. Thenumber�
hasnow beencalculatedto many billions of places,but the calculationof its digits or bits is
too hardto provide a goodsourceof randomnumbers.Thelaterdigits areharderto calculate
thanearlierones,althougha recentclever algorithmallows calculationof the 
 th binary (or
hexadecimal)digit withoutcalculatingthepreviousones.

Later work focusedon a particularly simple approachusing a congruenceequation,as
describedbelow.

16.2 Linear Congruence Generator s.

This approachusesa linear congruenceequationof theform:

	

�
�

%

�

���
� 	

�
/ � � mod �

whereall termsareintegers,
�

is themultiplier, � (usuallytakento be � ) is theincrement, and
� is the modulus. An initial seedis �

� 	

&

. Eachsuccessive term is transformedinto the
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m k
� �

%

���������
(Beware!RANDU)

� �
%

� � ����� ���

� �
%

� � �	� � ����� �
� �

%

� � ��� � � �

� �
%

� � � � ������� � �

� � � ��� �����
� � � � � ����� � ���

� � � ����� � ����� ��� ��� ��������� � ���

Table 16.1 Parameters for Linear Congruence Generators.

next, so that a function to returnrandomnumbershasthe unusualpropertyof automatically
cycling itself to thenext number. Thepseudo-randomtermsarein therangefrom � to � 4 � .
To get (more-or-less)uniformly distributed�oating point numbersbetween� and � , just do
a �oating point division by � . Assumingthat �

�

� , the quality of the numbersproduced
dependsheavily on

�
and � .

Thistypeof generatorcanproduceatmost� 4 � differentnumbersbeforeit startsto repeat.
To getthisbehavior, onecanstartwith aprimenumberfor � anduseagenerator for

�
sothat

all � 4 � numberswill beproducedin a repeatingcycle,startingwith whatever theseed� is.
The old generatorprovided by the C standardlibrary used ��> -bit integers,andso hada

maximumpossiblecycle lengthof �<%

�
�

>�E �)A�B — a ridiculously small cycle, making the
generatoruselessexceptfor toy applications.TheC StandardLibrary still allows this function
to returnnumbersin therangefrom � to A ��B�>�B , althougha largerrangeis now alsopossible.

When A � -bit machines�rst becamepopularin the1960s,themultiplier for RANDU, the
mostcommongeneratorat thattime,was �<%

�
/ A

�

>�E�E�A�@ , takenmodulo �

�
% . Thismultiplier

gave extremelypoorperformanceandwaseventuallyreplacedby betterones.Themostcom-
monreplacementsusedthefactthat �

�
%

4 � is aprimeandsearchedfor agoodmuliplier. The
multiplier frequentlyused(startingin 1969)was B

�
�

��>�D ��B andtheconstant� wastakento
bezero.Thisgeneratoris quiteef�cient, andhasacycle lengthof �

�
%�4 �

�

� �$(�B)(�D�A�>)(�> . The
multiplier waschosensothatvariousstatisticalpropertiesof thesequencewould besimilar to
theresultsfor a truerandomsequence.In the1970swhenI �rst startedusingthissequencethe
cycle lengthseemedquite long – now it seemsshortsinceI have frequentlyrun experiments
with hundredsof billions of trials.

Knuth in his chapteron conventionalrandomnumbergeneratorsapprovesthevalues�

�

�

�
% 4 � and

�
�

��>�D ��B aboveas“adequate”,but hehassuggestionsfor bettervalues,suchas
thosegivenin Table 16.1 (exceptfor RANDU in the�rst line).

Knuth suggestsothermorecomplicatedgenerators,including onethat combinesthe �rst
two tableentriesabove:
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whereindependentseedsareneededfor 	

&

and �

&

, andthe sequenceof the �
�

make up the
outputrandomnumbers.Theperiodis nearlythesquareof thecomponentgenerators.Knuth
alsorecommends:

	

�
�

�

��B �$D ��D ��D�A � 	

�
7 %

4CA �$( �6E�@ ��>�@ � 	

�
7

�

� mod
�

�

�
%

4 � ��1

which hasvery goodperformanceandwhoseperiodis thesquareof � . Of coursetwo inde-
pendentseeds	

&

and 	

%

areneededto startthesequenceoff with 	

� .

16.3 Other Distrib utions.

Randomnumbersother than the uniform distribution aresometimesneeded.The two most
commonof theseare the normal distribution and the exponentialdistribution. The easiest
way to generatenumbersaccordingto thesedistributionsis to transformuniformly distributed
numbersto thegivendistribution.

Theformulafor theexponentialdistribution is especiallysimple:

� �

4

�
���
;��

If � is uniformly distributedontheinterval from 0 to 1, then� will beexponentiallydistributed
with mean1. For randomeventswhichoccuronceeveryunit of time ontheaverage,thetimes
betweensucheventswill bedistributedaccordingto thisexponentialdistribution.

Similarly, thereis amorecomplicatedformulagiving normallydistributednumbers:

�
%

���
4 �

�����
;��

%

�����
� � � �

� �

�
�

4 �

������; �
%

���	�
� � � �

If �
%

and � � areindependentanduniformly distributedon the interval from 0 to 1, then �
%

and � � will beindependentandnormallydistributedwith mean0 andvariance1. Notethata
generatorbasedon theseformulaswill producenormalrandomnumberstwo-at-a-time.

Thereare otherequivalent transformationsto the normal distribution that aremore ef�-
cient (seeDonaldKnuth, SeminumericalAlgorithms, 3rd Ed.,pages122–132),but theabove
formulasshouldserve all but the mostdemandingneeds. In fact Java hasa library method
returningnormallydistributednumbers(nextGaussian() ), andthismethodusesoneof the
moreef�cient transformationsthantheequationsgivenhere
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16.4 Commentar y.

Knuth hasothersuggestionsfor ef�cient randomnumbergeneratorsof high quality, where
“quality” is measuredby a variety of statisticalteststhat comparethe outputof the pseudo-
randomgeneratorwith truerandomnumbers.If for agiventestthecomparisonsaysthetwosets
of numberslook similar, thenonesaysthegenerator“passes”this particulartest.A generator
thatpassesall thepopularteststhatpeoplecandeviseis of highquality.

However, even generatorsof high quality aremostly not usablein cryptography. For ex-
ample,given several successive numbersof a linear congruencegenerator, it is possibleto
computethemodulusandthemultiplier with reasonableef�ciency. Onecouldmakethegener-
atormorecomplex in orderto resistthis attack,but therewould still beno proof or assurance
of the dif�culty of “reverseengineering”the generator. Instead,if generatorsareneededin
cryptographicapplications,oneis usuallycreatedusinga conventionalciphersuchastheAd-
vancedEncryptionStandardor usinga public key ciphersuchasRSA or oneof its variants.
TheAES-basedgeneratorwill beef�cient andwill satisfymostpracticalrequirements,but the
RSA-basedsystems,while extremelyslow comparedto theothers,haveaverystrongproperty
of beingcryptographicallysecure, a termthatmeansthegeneratorwill passall possibleef�-
cientstatisticaltests.Thesematterswill bede�ned anddiscussedin thechapterafter thenext
one.

16.5 Java Implementations of these Generator s.

Eachof the generatorsin the previous table is implementedwith the Java programon page
259.For simplicity thisprogramusestheJavaBigInteger classfor all theimplementations.
In the resultingcodeonedoesnot needto worry aboutover�ow, but thegeneratorsrun very
muchslower thanif they werecarefully tunedto the availablehardware. However even the
inef�cient implementationwill generatemillions of randomnumbersin just a few minuteson
currentpersonalcomputers,andthiswill befastenoughfor mostapplications.

In casefastergeneratorsareneeded,varioussourcesshow how to usethe32-bit hardware
unitsdirectly. Knuthalsopresentsa practicaladditivegeneratorimplementedin C thatis very
fast.(SeeDonaldKnuth,SeminumericalAlgorithms, 3rdEd.,page286.)

For a Java implementationof Knuth's two-seedgeneratorof the previous section,along
with transformationsto theotherdistributions,seepage262,which givesanappletdisplaying
thethreedistributions.

The implementationabove usesJava long type to avoid integer over�ow. On conven-
tional machineswithout 64-bit integers(for example,if programmingin C or C++), eventhe
implementationof asimplegeneratorsuchastheverycommon

	

�
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%

�

�

��>�D ��B � 	

�
� mod

�

�

�
%

4 ���

posesproblemsbecausethemultiply stepover�owsa32-bit integer. Thisgeneratorwasusually
codedin assemblylanguagesonIBM 360++machines,wherethereadyaccessto all 64bitsof
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a productmakesimplementationeasy. On machineswith only 32-bit integers,onecanbreak
theintegersinto piecesduringthecalculations.

Java/C/C++ function: rand2
// rand2: version using ints. Works on all hardware, by
// breaking up numbers to avoid overflow.
int seed2 = 11111;
double rand2() {

int a = 16807,
m = 2147483647,
q = 127773,
r = 2836;

int hi, lo, test;
hi = seed2/q;
lo = seed2 - q*hi;
test = a*lo - r*hi;
if (test > 0) seed2 = test;
else seed2 = test + m;
return((double)seed2/(double)m);

}

This function,in exactly theform givenabove,worksin Java,C, andC++.
In anotherapproach,onecanusethe double type, which includesexact 52-bit integer

arithmeticasa specialcase.If themultiplier is smallenoughto not over�ow a 52-bit integer,
theneverythingcanbe doneusingdoubles.(In C the operator%doesnot work for doubles,
while it doesin Java.) Hereis theC versionsof this function. (For this to work, you mayneed
to includeaspeciallibrary suchasmath.h to getthefunctionfloor.h .)

C/C++ function: rand1
// rand1: version using doubles. Works on all hardware.
double seed1 = 11111.0;
double rand1() {

double a = 16807.0,
m = 2147483647.0;

double q;
seed1 = a*seed1;
q = floor(seed1/m);
seed1 = seed1 - q*m;
return(seed1/m);

}

This particulargeneratoroncerepresentedtheminimumstandardfor a randomnumbergener-
ator. I suggestthatonenow oughtto useKnuth's doublegeneratorastheminimumstandard,
shown herein C:

Java function: rand1
// rand: version using doubles. Works on all hardware.
// seed1 = 48271*seed1 mod 2Ã31 - 1
// seed2 = 40691*seed1 mod 2Ã31 - 249
// seed = (seed1 - seed2) mod 2Ã31 -1
double seed1 = 11111.0;
double seed2 = 11111.0;
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double seed;
double rand() {

double a1 = 48271.0, a2 = 40692.0,
m = 2147483647.0, m2 = 2147483399;

double q1, q2;
double q, diff;
seed1 = a1*seed1; seed2 = a2*seed2;
q1 = floor(seed1/m); q2 = floor(seed2/m2);
seed1 = seed1 - q1*m; seed2 = seed2 - q2*m2;
// now combine results
if ((diff = seed1 - seed2) < 0.0) diff = diff + m;
q = floor(diff/m);
seed = diff - q*m; return(seed/m);

}

To convert this to Java, onejust needsto write Math.floor in placeof floor . In thepast
suchageneratormightbeslow becauseof all the�oating pointoperations,including4 �oating
pointdivides,but now extremelyfast�oating pointhardwareis commonplace.

Exercise: UseBigInteger to implementKnuth's two morecomplex generatorsdescribed
above.
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Random Number s from Chaos Theor y
Many interestingresultshave comefrom the �eld known as “chaostheory”, but I know of
only two publishedmethodsfor obtainingpseudo-randomnumbersfrom this theory. Wolfram
proposedadiscretemethodbasedoncellularautomata,andI mademy own proposalbasedon
a commonequationfrom chaostheorycalledthe“logistic equation”.This methodis unusual
becauseit worksdirectlywith �oating pointnumbers,producinguniformly distributedvalues.

17.1 The Logistic equation.

Thelogisticequationis theiterativeequation

� �
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�

� 4

	

��1 �

, 	 ,

��=

It is historically interestingasan early proposedsourceof pseudo-randomnumbers. Ulam
andvon Neumannsuggestedits usein 1947. The equationwasmentionedagainin 1949by
von Neumann,andmuch later in 1969by Knuth, but it wasnever usedfor randomnumber
generation.

To usethe equationto producerandomnumbers,startwith a real number 	

&

andde�ne
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� , for 
 �

��1 �<1$=$=�= . In thiswayonegetsasequenceof numbersby justrepeatedly
applyingthefunction

�
. Theresultingsequence	
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1

	 � 1�=$=$= will all lie between� and � ,
but they will notbeuniformly distributedin theinterval. However, thenumbershavea precise
algebraicdistributionthatonecantransformto theuniform distributionasshown below.

Anotherfunctioncloselyrelatedto thelogisticequationis the“tent” function � de�ned by
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In contrastwith
�

, this functiondoesdirectlyyield numbersthatareuniformly distributed.The
function

�
canbetransformedto � usingtheequation� �
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Theinversetransformation(following equation)will transformnumbersproducedby
�

to
thoseproducedby � , in otherwords,to theuniformdistribution.�
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Thusthesequence
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givesuniformly distributednumbers.
Using the notation
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� � � , andso forth, the sequence
takestheform
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�81 ��1 �31�A81$=$=�=

This sequencewill beuniformly distributedfor “almostall” startingvalues	 .

17.2 Behavior in In®nite Precision.

The above equationsgive uniformly distributedsequencesof real numbersif onecould use
whatarecalled“in�nite precision”realnumbers,thatis, mathematicalreals.Evenin thiscase,
thesequence

�
7

%

� �
�

�

	

� � doesnot at all behave like a truerandomsequence.A cycleoccurs
in the sequence

�
�

�

	

� in caseit repeatsafter �nitely many iterations. Thereare in�nitely
many �nite cycles,eventhough“almostall” realnumberswill not belongto sucha cycle. For
example, A�2)( is transformedto itself by

�
. Startingwith a randominitial value,onewould

avoid a �nite cyclewith probability � , but eventhein�uenceof theshortcycleswill haveabad
effect,producingnon-randomness.For example,if onestartswith an 	 valueverycloseto A�2)( ,
successive valueswill alsobecloseto A�2)( (thougheachnew valuenot asclose),soeventhis
theoreticalsequenceis de�nitely notalwaysrandom-looking.

17.3 Behavior in Finite Precision.

Usingactualcomputer�oating point hardwarethat implementsthe IEEE float or double
type(32 bits,about7 digits of precision,or 64 bits,about16 digits of precision),thebehavior
of thesefunctionsis quitedifferentfrom thetheoreticalbehavior in in�nite precision.Thetent
functionconvergesalmostimmediatelyto zero,sinceeachiterationaddsanotherlow-order �

bit. The actuallogistic equationactsa little better, but still hasa relatively short initial run
followedby a relatively shortcycle. Table 17.1 givesresultsof experimentsrun to determine
thecycle structure.For a float onecantry out all ( ��@�(5A ��E possiblestartingvaluesto see
the cycle lengthsthat occurandtheir percentoccurrence,asshown in the table. Notice that
afteran initial run of a few thousandvalues,the function falls into thecycle of length � (the
cycle thatmaps � to itself) @�A 	 of the time. The secondpartof Table 17.1 givesresultsof

B � � � trials for double s,usingrandomstartingpointsandrecordingthepercentages.
At thispoint,thelogisticequationwouldseemuselessfor randomnumbergeneration,since

it hasnon-randombehavior andoften falls into a stationarypoint. However, I cameup with
two separateideasthattogethermake thisapproachuseful.
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Ordinary Logistic Equation
CycleStructure, float

Cycle Percent Average
length occurrence initial run

1 93.0% 2034
930 5.6% 340
431 1.0% 251
106 0.35% 244
205 0.1% 83

5 0.002% 31
4 0.0004% 7
3 0.00005% 2
1 0.00002% 0

CycleStructure,double
5 638349 69.4% 54 000000

1 15.2% 10 000000
14 632801 11.3% 8 500000
10 210156 1.5% 5 900000
2 625633 1.3% 3 800000
2 441806 1.2% 5 200000
1 311627 0.028% 240000

960057 0.014% 200000

RemappedLogistic Equation
CycleStructure, float

Cycle Percent Average
length occurrence initial run

13753 89.9% 4745
3023 5.4% 1150
2928 3.4% 670
1552 0.66% 355
814 0.6% 266

9 0.035% 191
1 0.00017% 14
3 0.000024% 1.5
1 0.000012% 1

CycleStructure,double
112467844 80.5% 105000000
61 607666 5.7% 23000000
35 599847 4.3% 19000000
1 983078 3.6% 39000000
4 148061 3.3% 60000000

15 023672 2.5% 19000000
12 431135 0.084% 5 500000

705986 0.084% 670000

Table 17.1 Cycles of the logistic equation (boldface = the cycle
�

� � ).
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17.4 The Re-mapped Logistic Equation.

Thelogistic equationyieldsnumbersverycloseto � (on thepositiveside)andverycloseto � .
Available�oating pointnumbers“pile up” near� , but thereis nosimilarbehavior near � . I was
ableto restructuretheequationso thatvaluesoccurringnear � arere-mappedto thenegative
sideof � . Thefollowing de�nition doesthis,mappingtheinterval from 4 � to � to itself (now
called ��� to distinguishfrom thesimilar function

�
thatmapstheinterval from � to � to itself):

��� � � ��� 	 � �

� 4�� 	 � ��1 � ��� � 	 � ,��
1

4 �

�

� 4�� 	 � �

�

1 � ����� � � 	 � ,

��1

where� �

� 4

�

�62



�

�

�<= ��@ ��D�@�A � ��D�D ��A)(!E �)(!B)> .
In in�nite precision,this re-mappedequationbehavesexactly like the original, but with

�oating pointnumbersthereis no longerany convergenceto thecycleof length � . Besidesthis
cycle, theothercycleshave lengthsabout E or � � timesaslong. Theprevioustablealsogives
resultsof experimentson theremappedequation,similar to thosebefore,trying all D A�D�D0> ��@

possiblestartingvaluesfor a float andover � � � � startingvaluesfor adouble .
A slightly differentfunction � will againtransformthesenumbersto theuniform distribu-

tion from � to � :

� �

	

�

�

	
 � �

��2 � �	� � � ���	� � � 	

2 � � , for �

, 	

�
��1

�

��2 � �	� � � ���	� � �
4

	

2 � � / �8=�E , for 4 �

�
	

�
�81

This equationdoesmuchbetter, but it is still not remotelygoodenough.The �nal piece
of thepuzzleis to combinemultiple logistic equationsinto a latticeandcouplethemweakly
together.

17.5 The Logistic Lattice .

Researchersin chaostheoryoftenusea lattice of numbersto which the logistic equationsare
applied. Adjacentlatticenodesaffect oneanotherto a small degree. This modelis a greatly
simpli�ed versionof a �uid undergoingturbulence.In the1-dimensionalcase,thenodesarean
arrayof � numbers:
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�

1$= =
= 1
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%

Theequationappliedto eachnode� at the 
 th stage,producingthe 
L/ � ststageis:
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�

%

�
��� 1 � ���

�

, � � �H1

where � is a specialviscosityconstant,andthecalculationof � 4 � and � / � is donemodulo
� , that is, by dividing by � andtakingtheremainder. In effect, this wrapsthelineararrayof
nodesinto acircle. Combiningtermsgives:
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In two dimensions,theequationstake theform:
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Hereagainarithmeticwith both subscriptsis carriedout modulo � . In both the 1- and
2-dimensionalversionsabove, thenumbersshouldbedouble s,andtheconstant� shouldbe
small,soasnot to disturbtheuniformdistributionandto promotemoreturbulence.I haveused

� �!7 %

� for thisconstant.It is necessaryto iteratetheequationsbeforeoutputtingavalue;I have
used� � � iterations.Thesizesshouldbeat leastsize B in onedimensionandsize A �HA in two
dimensions.

If the initial valuesaresymmetricaboutsomeaxis, thenthe latticewill repeatasif there
werejustsinglelogisticequations,soit wouldbebestto useanotherrandomnumbergenerator
to initialize thelatticevalues.Theindividualnodesareprobablybeindependentof oneanother,
so that this will produce� or �

�

randomrealsat a time, dependingon whetherit is 1- or 2-
dimensional.

If oneis worriedabouta symmetricsetof valuescomingup (a highly improbableoccur-
rence),onecoulduseavariationof theequationsthatis not symmetric,suchas:
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As awayof visualizingthe2-dimensionallatticeof size A � A (with @ nodes),if theleft and
right sidesarepastedtogether, the lattice would form a verticalhollow cylinder. Thenif the
top andbottomsidesarepastedtogether, it would form a donut-shapedobject(calleda torus
by mathematicians).(Thepictureis similar to theold “PacMan” games,wherethePacMan
wouldexit on onesideandimmediatelycomein from theotherside.)

Thepseudo-randomnumbergeneratorbasedon this latticeseemsto bea verygoodsource
of randomnumbers,but from thenatureof this theory, it is not possibleto prove resultsabout
theprobablelengthof cyclesor aboutthequality of its randombehavior. It seemslikely that
for almostall startingvalues(nine double s), the generatorwill not cycle for a very long
time. It hasbeentestedfor randominitial valuesanddid not cycle for billions of iterations.
Thenumbersproducedgave goodresultswhensubjectedto statisticaltests.Nevertheless,the
“perfect” generatorsof theprevioussectionareto bepreferredto thisone.

17.6 Java Implementation of this Generator .
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In theJava implementationit wasnecessaryto iterateeachstepenoughtimessothateach
nodewould �ll completelywith noiseandso thatany possiblesymmetrieswould completely
disappear. Java codeto determinetheseparametersappearson page266.Therandomnumber
generatoritself, for the A �-A lattice,appearsin thesamesection.
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Statistical Tests and Perfect Generator s

18.1 Maurer' s univer sal statistical test.

Maurer'suniversalstatisticaltestcanbefoundon page270.

18.2 The Blum-Blum-Shub perf ect generator .

TheBlum-Blum-Shubperfectgeneratorappearsonpage272.
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The Advanced Encr yption Standar d

19.1 Overview.

Thenew U.S.AdvancedEncryptionStandard (AES) is a block cipherwith block sizeof � ��D

bits,or ��> bytes.Keysfor theciphercomein oneof threelengths: � ��D , �$@ � , or ��E�> bits,which
is ��> , �)( , or A � bytes.Thealgorithmis orientedtowardbytes( D bits),but thereis alsoemphasis
on whattheAES speci�cationcallswords, which arearraysof ( bytes(or A � bits, thesizeof
an int in Java). My Java implementationpresentedheretendsto de-emphasizethewords.

Themainmathematicaldif�culty with thealgorithmis thatit usesarithmeticover the�eld
� �

�

�

�
� . Eventhe�eld itself only posesrealdif�culties with multiplicationof �eld elements

andwith multiplicativeinverses.Thesetopicsarecoveredin Section2 below.
Otherwise,theAES algorithmis just anannoying numberof detailsto orchestrate,but not

really dif�cult. Section3 below coverstheS-Boxes, while Section4 shows how thekeys are
handled. Section5 covers the remainderof the encryptionalgorithm,andSection6 covers
decryption.

I have implementedthealgorithmfollowing theAESspeci�cationandusingB. Gladman's
commentary. I haven't worriedaboutef�ciency, but mostlyhave just tried to producea clear,
simple, working Java program. One exceptionis to give Gladman's more ef�cient imple-
mentationof multiplication in � �

�

� ��� becauseit is interesting(seeSection2). Gladmanhas
producedanoptimizedC implementationandhasa lot to sayon thesubjectof ef�cient imple-
mentation,especiallywith methodsusingtables.

Law AES-1:
Conventional bloc k cipher s are always ugl y, complicated,

inelegant brutes, and the AES is no exception.

In ordertocreatesuchacryptosystem,onemustrememberthatanythingdonebyencryption
mustbe undoneduring decryption,usingthe samekey sinceit is a conventional(symmetric
key) system. Thus the focus is on variousinvertible operations.Onestandardtechniquein
usingthekey is to derive a stringsomehow from thekey, andusexor to combineit with the
emergingciphertext. Laterthesamexor reversesthis. Otherwisethereare“mixing” operations
thatmove dataaround,and“translation” (or “substitution”)operationsthat replaceonepiece
of datawith another. This lastoperationis usuallycarriedout on smallportionsof ciphertext
usingso-called“S-boxes”,whichde�ne replacementstrings.Onesetof mixing, replacements,
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KeySizesversusRounds
Key Plaintext Number of

Block Size Block Size Rounds
(Nk words) (Nb words) (Nr)

AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Table 19.1 Parameters for the AES.

andexclusive-orwith a stringderivedfrom thekey is calleda round. Thentherewill typically
bea numberof rounds.TheAES usesdifferentnumbersof roundsfor thedifferentkey sizes
accordingto Table 19.1 above. This tableusesa variableNb for theplaintext block size,but
it is always4 words. Originally theAES wasgoingto supportdifferentblock sizes,but they
settledon just onesize.However, theAES people(at theNIST) recommendkeepingthis asa
namedconstantin caseachangeis everwanted.

Rememberthata word is 4 bytesor 32 bits. ThenamesNk, Nb, andNr arestandardfor
the AES. In general,I try to usethe namesin the AES speci�cation,even whenthey do not
conformto Java conventions.

The particularform of this type of algorithm,with its roundsof mixing andsubstitution
andexclusive-orwith thekey, wasintroducedwith theof�cial releaseof theDataEncryption
Standard(DES) in 1977andwith work precedingthe release.The DES hasa block sizeof
64 bits anda very smallkey sizeof 56 bits. Fromthebeginningthekey sizeof theDESwas
controversial,having beenreducedat the last minute from 64 bits. This sizeseemedat the
edgeof what the NationalSecurityAgency (but no oneelse)could crack. Now it is easyto
break,andcompletelyinsecure.TheAES,with its minimumof 128 bits for a key shouldnot
bebreakableby bruteforceattacksfor avery long time,evenwith greatadvancesin computer
hardware.

19.2 Outline of the AES Algorithm.

Hereis theAESalgorithmis outlineform, usingJavasyntaxfor thepseudo-code,andmuchof
theAESstandardnotation:

Constants: int Nb = 4; // but it might change someday
int Nr = 10, 12, or 14; // rounds, for Nk = 4, 6, or 8

Inputs: array in of 4*Nb bytes // input plaintext
array out of 4*Nb bytes // output ciphertext
array w of 4*Nb*(Nr+1) bytes // expanded key

Internal work array:
state, 2-dim array of 4*Nb bytes, 4 rows and Nb cols

Algorithm:
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void Cipher(byte[] in, byte[] out, byte[] w) {
byte[][] state = new byte[4][Nb];
state = in; // actual component-wise copy
AddRoundKey(state, w, 0, Nb - 1); // see Section 4 below
for (int round = 1; round < Nr; round++)

SubBytes(state); // see Section 3 below
ShiftRows(state); // see Section 5 below
MixColumns(state); // see Section 5 below
AddRoundKey(state, w,

round*Nb, (round+1)*Nb - 1); // Section 4
}
SubBytes(state); // see Section 3 below
ShiftRows(state); // see Section 5 below
AddRoundKey(state, w, Nr*Nb, (Nr+1)*Nb - 1); // Section 4
out = state; // component-wise copy

}

Let'sgodown theitemsin theabovepseudo-codein order:

� Multiplication in GF(256) : this is notmentionedexplicitly above,but theindi-
vidual functionsuseit frequently. It is describedin Section2 below.

� Nb: Right now, this is always4, the constantnumberof 32-bit words that make up a
block for encryptionanddecryption.

� Nr : thenumberof roundsor mainiterationsof thealgorithm.Thepossiblevaluesdepend
on thethreedifferentpossiblekey sizestheearliertableshowed.

� in : theinputblockof 128 bitsof plaintext, arrangedas4*Nb = 16 bytes,numbered0
to 15 andarrangedin sequence.

� out : theoutputblockof 128 bitsof ciphertext, arrangedthesameasin .

� state : theinternalarraythat is workedon by theAES algorithm. It is arrangedasa 4
by Nb 2-dimensionalarrayof bytes(thatis, 4 by 4).

� w: the expandedkey. The initial key is of size4*Nk bytes(seetableearlier),andthis
is expandedto thearrayw of 4*Nb*(Nr+1) = 16*(Nr+1) bytesfor input to theen-
cryption algorithm. Eachrounduses4*Nb bytes,andeachportion of w is usedonly
once. (ThereareNr+1 full rounds,andanextra usebeforeandafter in partial rounds,
for a total of Nr+1 uses.)This functionfor expandingthekey is describedin Section4
below.

� SubBytes(state) : this takeseachbyteof thestate andindependentlylooks it up
in an“S-box” tableto substituteadifferentbytefor it. (ThesameS-boxtableis alsoused
in thekey expansion.)Section3 showshow theS-boxtableis de�ned andconstructed.

� ShiftRows(state) : this simply movesaroundthe rows of the state array. See
Section5 below.
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� MixColumns(state) : this doesa muchmorecomplicatedmix of thecolumnsof the
statearray. SeeSection5 below.

� AddRoundKey(state, w, param1, param2) : this takes the 4*Nb*(Nr+1)
bytesof the expandedkey, w, and doesan exclusive-or of successive portionsof the
expandedkey with thechangingstate array. Theintegervaluesparam1 andparam2
take on differentvaluesduring executionof the algorithm,andthey give the inclusive
rangeof columnsof theexpandedkey thatareused.My implementationof this function
doesn't usetheseparameters,becauseeachround just usesthe next 4*Nb bytesof w.
Thedetailsof this functionappearin Section4 below.

Well, that's prettymuchit. Now theremainingsectionsjust have to �ll in a largenumber
of missingdetails. Section6 givesthe inversealgorithmfor decryption,but this is not a big
problem,sincetheparametersandfunctionsareeitheridenticalor similar.
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The Finite Field GF(256)

20.1 Finite Fields.

A �eld is analgebraicobjectwith two operations:additionandmultiplication,representedby
/ and � , althoughthey will not necessarilybeordinaryadditionandmultiplication. Using / ,
all theelementsof the�eld mustform acommutativegroup,with identitydenotedby � andthe
inverseof � denotedby 4 � . Using � , all theelementsof the�eld except � mustform another
commutative groupwith identity denoted� andinverseof � denotedby �

7
% . (Theelement�

hasnoinverseunder� .) Finally, thedistributiveidentitymusthold: � � �

�"/ �
�

�

�

� � �
� /

�

� � ��� ,
for all �eld elements� , � , and � .

Therearea numberof differentin�nite �elds, including the rationalnumbers(fractions),
the real numbers(all decimalexpansions),andthe complex numbers.Cryptographyfocuses
on �nite �elds. It turnsout thatfor any primeinteger � andany integer 
 greaterthanor equal
to � , thereis a unique�eld with �

�
elementsin it, denoted���

� �
�

� . (The “GF” standsfor
“Galois Field”, namedafter thebrilliant youngFrenchmathematicianwho discoveredthem.)
Here“unique” meansthatany two �elds with thesamenumberof elementsmustbeessentially
thesame,exceptperhapsfor giving theelementsof the�eld differentnames.

In case
 is equalto � , the�eld is just theintegers mod � , in which additionandmultipli-
cationarejust theordinaryversionsfollowedby taking the remainderon division by � . The
only dif�cult partof this �eld is �nding themultiplicative inverseof anelement,that is, given
anon-zeroelement� in

� �
, �nding �

7
% . This is thesameas�nding a � suchthat � � � 	�� �

� .
This calculationcanbedonewith theextendedEuclideanalgorithm,asis explainedelsewhere
in thesenotes.

20.2 The Finite Field GF(2n).

Thecasein which 
 is greaterthanoneis muchmoredif�cult to describe.In cryptography, one
almostalwaystakes� to be � in thiscase.Thissectionjust treatsthespecialcaseof � �

� and

 �

D , that is, � �
�

� ��� , becausethis is the �eld usedby thenew U.S.AdvancedEncryption
Standard (AES).

TheAESworksprimarily with bytes(8 bits), representedfrom theright as:

� � � � � � � � � � �

�

�

%

�

&

=

The8-bit elementsof the�eld areregardedaspolynomialswith coef�cients in the�eld
�

� :
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� � 	
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The�eld elementswill bedenotedby their sequenceof bits,usingtwo hex digits.

20.3 Addition in GF(2n).

To addtwo �eld elements,justaddthecorrespondingpolynomialcoef�cients usingadditionin�
� . Hereadditionis modulo � , so that � / �

�

� , andaddition,subtractionandexclusive-or
areall thesame.Theidentityelementis justzero: � � � � � � � � (in bits) or �

	

� � (hex).

20.4 Multiplication in GF(2n).

Multiplication is this �eld is more complicatedand harderto understand,but it canbe im-
plementedvery ef�ciently in hardwareandsoftware. The �rst stepin multiplying two �eld
elementsis to multiply their correspondingpolynomialsjust asin beginning algebra(except
that thecoef�cients areonly � or � , and � / �

�

� makesthecalculationeasier, sincemany
termsjust dropout). Theresultwould beanup to degree �$( polynomial— too big to �t into
onebyte. A �nite �eld now makesuseof a �x eddegreeeight irreduciblepolynomial(a poly-
nomial thatcannotbefactoredinto theproductof two simplerpolynomials).For theAES the
polynomialusedis thefollowing (otherpolynomialscouldhavebeenused):

�

�

	

�

�H	 �
/

	

�
/

	

�
/

	

/ �

�

�

	

� � � (hex).

Theintermediateproductof thetwo polynomialsmustbedividedby �

�

	

� . Theremainder
from thisdivision is thedesiredproduct.

This soundshard,but is easierto do by handthanit might seem(thougherror-prone).To
make it easierto write thepolynomialsdown, adopttheconventionthat insteadof 	 � /

	

�
/

	

�
/

	

/ � just write theexponentsof eachnon-zeroterm. (Rememberthat termsareeither
zeroor havea � ascoef�cient.) Sowrite thefollowing for �

�

	

� :
�

D�(�A � � � .
Now try to take theproduct

�

B�E)( � ��� � �

>�( � � � (which is thesameas �

	

� > � �

	

E�A in hex-
adecimal).Firstdo themultiplication,rememberingthatin thesumbelow only anoddnumber
of likepoweredtermsresultsin a �nal term:

(7 5 4 2 1) * (6 4 1 0) gives (one term at a time)

(7 5 4 2 1) * (6) = (13 11 10 8 7)
(7 5 4 2 1) * (4) = (11 9 8 6 5)
(7 5 4 2 1) * (1) = (8 6 5 3 2)
(7 5 4 2 1) * (0) = + 7 5 4 2 1)

----------------------------------
(13 10 9 8 5 4 3 1)
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The �nal answerrequiresthe remainderon division by �

�

	

� , or
�

D�(�A � � . This is like
ordinarypolynomialdivision,thougheasierbecauseof thesimplerarithmetic.

(13 10 9 8 5 4 3 1)
(8 4 3 1 0) * (5) = (13 9 8 6 5)

--------------------------------
(10 6 4 3 1)

(8 4 3 1 0) * (2) = (10 6 5 3 2)
--------------------------------

(5 4 2 1)
(the remainder)

Herethe�rst elementof thequotientis 	

� andthesecondelementof thequotientis 	

�

. Thus
the�nal resultsaysthat �

	

� > ��� 	

E�A

�

�

	

A�> in the�eld. (WhenI did thecalculationsabove,
I madetwo separatemistakes,but checkedmy work with techniquesbelow.)

20.5 Impr oved Multiplication in GF(2n).

The above calculationscouldbe convertedto a program,but thereis a betterway. Onedoes
thecalculationsworking from the low orderterms,andrepeatedlymultiplying by

�

� � . If the
resultis of degree D , just add(thesameassubtract)�

�

	

� to getdegree B . Again this canbe
illustratedusingtheabovenotationandthesameexampleoperands:� � �

�

�

B�E)( � ��� � �

>�( � � �

i powers of r: r * (i) Simplified Result Final Sum
========================================= ===============================
0 (7 5 4 2 1 ) (7 5 4 2 1 )
----------------------------------------- ------ ------ ------ ------ ------ -
1 (7 5 4 2 1 )*(1) = (8 6 5 3 2)

+(8 4 3 1 0)
---------------------

(6 5 4 2 1 0) + (6 5 4 2 1 0)
------------------

(7 6 0)
----------------------------------------- ------ ------ ------ ------ ------ -
2 (6 5 4 2 1 0)*(1) = (7 6 5 3 2 1)
----------------------------------------- ------ ------ ------ ------ ------ -
3 (7 6 5 3 2 1) *(1) = (8 7 6 4 3 2)

+(8 4 3 1 0)
---------------------

(7 6 2 1 0)
----------------------------------------- ------ ------ ------ ------ ------ -
4 (7 6 2 1 0)*(1) = (8 7 3 2 1)

+(8 4 3 1 0)
--------------------- (7 6 0)

(7 4 2 0) + (7 4 2 0)
-------------------

(6 4 2)
----------------------------------------- ------ ------ ------ ------ ------ -
5 (7 4 2 0)*(1) = (8 5 3 1)

+(8 4 3 1 0)
---------------------
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(5 4 0)
(6 4 2)

6 (5 4 0)*(1) = (6 5 1) + (6 5 1)
-----------------

(5 4 2 1)

The�nal answeris thesameasbefore.Hereis analgorithm(almost)in Java thatrealizes
theabovecalculations:

public byte FFMul(unsigned byte a, unsigned byte b) {
unsigned byte aa = a, bb = b, r = 0, t;
while (aa != 0) {

if ((aa & 1) != 0)
r = r Ã bb;

t = bb & 0x80;
bb = bb << 1;
if (t != 0)

bb = bb Ã 0x1b;
aa = aa >> 1;

}
return r;

}

Unfortunately, Java hasno unsigned byte type, andthe logical operationsproducea
32-bit integer. Finally, oneoughtto be ableto useJava's “right shift with zero�ll” operator
>>>, but it doesn't work asit is supposedto. SeeAppendixB for a discussionof theproblems
encounteredin convertingtheabove“Java” programto actualJava. Laterexamplesbelow show
thecodefor this function.

20.6 Using Logarithms to Multipl y.

WhenI wasyoung(a long time ago)therewereno pocket calculators.We hadto do without
modernconvenienceslike Gatorade.Mathematicalcalculations,if not donewith a sliderule,
werecarriedoutby hand.Oftenweusedprintedtablesof logarithmsto turnmultiplicationsinto
easieradditions.(In these“elder” days,believeit or not,theprintedtablesincludedtablesof the
logarithmsof trig functionsof angles,sothatyougot thelog directly for furthercalculations.)

As asimpleexample,supposeonewantedtheareaof acircleof radius��A8=I( ��B cm. Usethe
famousformula � �

�

(“pie aresquare,cake areround”),sooneneedsto calculate

� �

�)A8=?( ��B � �)A8=?( ��B � A<= �$( ��>8=

We would look up the logarithm (base 10) of each number in the printed table:
�����

�

��A<=?( ��B �

�

��=?A�>�@�B ��> and �����

�

A8= �$( ��> �

�

=?(�@�B �6E�> . Now add two copiesof the �rst
numberandoneof thesecond:

��=�A�>�@�B ��> / ��=�A�>�@�B ��> /.=I(�@�B �6E)>

�

A8= ��A�>�E�D�D8=

Finally, take the“anti-log” (thatis, take � � to thepower A<= ��A�>�E�D�D ) to getthe�nal answer:
�6B �"( = � . This worksbecause
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�
���

�

� �

�������

�

� �

�

�

���
���

� � � � /

�����

�

� � /

�����

�

� ��=

Theactualuseof log tableswasmuchmorehorriblethantheabovemight indicate.In case
you want to �nd out how it really worked, look at AppendixA, but have anair sicknessbag
handy.

In a similar way, in �nite �elds one can replacethe hardermultiplication by the easier
addition,at thecostof lookingup “logarithms”and“anti-logarithms.”

20.7 Generator s in Fields.

Firstmustcometheconceptof agenerator of a�nite �eld. Generatorsalsoplayaroleis certain
simplebut commonrandomnumbergenerators,asis detailedin anothersection.A generator
is anelementwhosesuccessivepowerstakeoneveryelementexceptthezero.For example,in
the�eld

�
%

� , try successivepowersof severalelements,looking for a generator:
Try powersof E , takenmodulo �$A :

E
%

�

E ,
E

� 	 ��A

�

��E 	 ��A

�

� � ,
E

� 	 ��A

�

�

� � � E � 	 �$A

�

D ,
E

� 	 ��A

�

�

D � E �
	 ��A

�

� ,

so successive powersof E just take on the values E , � � , D , � , and repeat,so that E is not a
generator.
Now try powersof ( , takenmodulo ��A :

(<%

�

( ,
(

� 	 ��A

�

��> 	 ��A

�

A ,
(

� 	 ��A

�

�

A � ( �
	 ��A

�

� � ,
(

� 	 ��A

�

�

� � � ( � 	 �$A

�

@ ,
(

� 	 ��A

�

�

@ � ( �
	 ��A

�

� � ,
(

� 	 ��A

�

�

� � � ( � 	 �$A

�

� ,

so successive powersmake a longercycle, but still not all elements: ( , A , � � , @ , � � , � , and
repeat,so ( is alsonota generator.
Finally try successivepowersof � , takenmodulo ��A :

�!%

�

� ,
�

� 	 ��A

�

( 	 ��A

�

( ,
�

� 	 ��A

�

D 	 ��A

�

D ,
�

� 	 ��A

�

�

D ��� �
	 ��A

�

A ,
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Table of “Exponential” Values
E(rs) s

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 01 03 05 0f 11 33 55 ff 1a 2e 72 96 a1 f8 13 35
1 5f e1 38 48 d8 73 95 a4 f7 02 06 0a 1e 22 66 aa
2 e5 34 5c e4 37 59 eb 26 6a be d9 70 90 ab e6 31
3 53 f5 04 0c 14 3c 44 cc 4f d1 68 b8 d3 6e b2 cd
4 4c d4 67 a9 e0 3b 4d d7 62 a6 f1 08 18 28 78 88
5 83 9e b9 d0 6b bd dc 7f 81 98 b3 ce 49 db 76 9a
6 b5 c4 57 f9 10 30 50 f0 0b 1d 27 69 bb d6 61 a3

r 7 fe 19 2b 7d 87 92 ad ec 2f 71 93 ae e9 20 60 a0
8 fb 16 3a 4e d2 6d b7 c2 5d e7 32 56 fa 15 3f 41
9 c3 5e e2 3d 47 c9 40 c0 5b ed 2c 74 9c bf da 75
a 9f ba d5 64 ac ef 2a 7e 82 9d bc df 7a 8e 89 80
b 9b b6 c1 58 e8 23 65 af ea 25 6f b1 c8 43 c5 54
c fc 1f 21 63 a5 f4 07 09 1b 2d 77 99 b0 cb 46 ca
d 45 cf 4a de 79 8b 86 91 a8 e3 3e 42 c6 51 f3 0e
e 12 36 5a ee 29 7b 8d 8c 8f 8a 85 94 a7 f2 0d 17
f 39 4b dd 7c 84 97 a2 fd 1c 24 6c b4 c7 52 f6 01

Table 20.1 Table of Powers of 0x03, the “exponentials”.

�

� 	 ��A

�

�

A ��� �
	 ��A

�

> ,
�

� 	 ��A

�

�

> ��� �
	 ��A

�

� � ,
�

� 	 ��A

�

�

� � ��� � 	 �$A

�

� � ,
��� 	 ��A

�

�

� � ��� � 	 �$A

�

@ ,
�

� 	 ��A

�

�

@ ��� �
	 ��A

�

E ,
�

� 	 ��A

�

�

E ��� �
	 ��A

�

� � ,
�

� 	 ��A

�

�

� � ��� � 	 �$A

�

B ,
A

� 	 ��A

�

�

B ��� �
	 ��A

�

� ,

so successive powerstake on all non-zeroelements:� , ( , D , A , > , � � , � � , @ , E , � � , B , � , and
repeat,so�nally � is agenerator. (Wheh! In fact,thegeneratorsare � , > , B , and � � .)

However � is notageneratorfor the�eld
�

� � , soit doesn't work to just try � . (Thegenera-
torsin

�
� � are E , B , � � , � � , ��( , ��E , ��B , ��@ , � � , and � � .)

Theabove randomsearchshows thatgeneratorsarehardto discover andarenot intuitive.
It turnsout that �

	

��A , which is thesameas 	

/ � asapolynomial,is thesimplestgeneratorfor
� �

�

�
�

� . Its powerstake on all ��E�E non-zerovaluesof the �eld. In factTable 20.1 , a table
of “exponentials”or “anti-logs”, giveseachpossiblepower. (Thetableis really just a simple
lineartable,not really 2-dimensional,but it hasbeenarrangedsothatthetwo hex digitsareon
differentaxes.) Here �

�

�

�
� is the �eld elementgivenby ��A�9

�
, wherethesearehex numbers,

andtheinitial “ �

	 ” is left off for simplicity.
Similarly, Table 20.2 is a tableof “logarithms”,wheretheentry

� �

�

�
� is the�eld element
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Table of “Logarithm” Values
L(rs) s

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 ± 00 19 01 32 02 1a c6 4b c7 1b 68 33 ee df 03
1 64 04 e0 0e 34 8d 81 ef 4c 71 08 c8 f8 69 1c c1
2 7d c2 1d b5 f9 b9 27 6a 4d e4 a6 72 9a c9 09 78
3 65 2f 8a 05 21 0f e1 24 12 f0 82 45 35 93 da 8e
4 96 8f db bd 36 d0 ce 94 13 5c d2 f1 40 46 83 38
5 66 dd fd 30 bf 06 8b 62 b3 25 e2 98 22 88 91 10
6 7e 6e 48 c3 a3 b6 1e 42 3a 6b 28 54 fa 85 3d ba

r 7 2b 79 0a 15 9b 9f 5e ca 4e d4 ac e5 f3 73 a7 57
8 af 58 a8 50 f4 ea d6 74 4f ae e9 d5 e7 e6 ad e8
9 2c d7 75 7a eb 16 0b f5 59 cb 5f b0 9c a9 51 a0
a 7f 0c f6 6f 17 c4 49 ec d8 43 1f 2d a4 76 7b b7
b cc bb 3e 5a fb 60 b1 86 3b 52 a1 6c aa 55 29 9d
c 97 b2 87 90 61 be dc fc bc 95 cf cd 37 3f 5b d1
d 53 39 84 3c 41 a2 6d 47 14 2a 9e 5d 56 f2 d3 ab
e 44 11 92 d9 23 20 2e 89 b4 7c b8 26 77 99 e3 a5
f 67 4a ed de c5 31 fe 18 0d 63 8c 80 c0 f7 70 07

Table 20.2 Table of Inverse Powers of 0x03, the “logarithms”.

thatsatis�es �

�
�

��A�� �?9

�
� , wherethesearehex numbers,andagaintheinitial “ �

	 ” is left off.
Thesetableswerecreatedusingthemultiply functionin theprevioussection.A Java pro-

gramthatdirectlyoutputstheHTML sourceto make thetablesappearsonpage273.
As anexample,supposeonewantstheproduct��> � E�A (thesameproductasin theexamples

above, leaving off the “ �

	 ”). Usethe
�

tableabove to look up � > and E�A :
� �

� > �

�

� � and
� �

E�A �

�

A � . This meansthat

�

� > � � �

E�A �

�

�

��A �

�

�

% � � �

��A �

�

�
& �

�

�

��A �

�

�

%

� �
& �

�

�

��A �

�

;

% �

=

If thesumabove getsbiggerthan
� �

, just subtract��E�E asshown. This worksbecausethe
powersof ��A repeatafter ��E�E iterations.Now usethe � tableto look up

�

��A � �

;

% � , which is the
answer:

�

A�> � .
Thusthesetablesgiveamuchsimplerandfasteralgorithmfor multiplication:

public byte FFMulFast(unsigned byte a, unsigned byte b){
int t = 0;;
if (a == 0 || b == 0) return 0;
t = L[a] + L[b];
if (t > 255) t = t - 255;
return E[t];

}
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Multiplicati ve Inversesof Each Element
inv(rs) s

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 ± 01 8d f6 cb 52 7b d1 e8 4f 29 c0 b0 e1 e5 c7
1 74 b4 aa 4b 99 2b 60 5f 58 3f fd cc ff 40 ee b2
2 3a 6e 5a f1 55 4d a8 c9 c1 0a 98 15 30 44 a2 c2
3 2c 45 92 6c f3 39 66 42 f2 35 20 6f 77 bb 59 19
4 1d fe 37 67 2d 31 f5 69 a7 64 ab 13 54 25 e9 09
5 ed 5c 05 ca 4c 24 87 bf 18 3e 22 f0 51 ec 61 17
6 16 5e af d3 49 a6 36 43 f4 47 91 df 33 93 21 3b

r 7 79 b7 97 85 10 b5 ba 3c b6 70 d0 06 a1 fa 81 82
8 83 7e 7f 80 96 73 be 56 9b 9e 95 d9 f7 02 b9 a4
9 de 6a 32 6d d8 8a 84 72 2a 14 9f 88 f9 dc 89 9a
a fb 7c 2e c3 8f b8 65 48 26 c8 12 4a ce e7 d2 62
b 0c e0 1f ef 11 75 78 71 a5 8e 76 3d bd bc 86 57
c 0b 28 2f a3 da d4 e4 0f a9 27 53 04 1b fc ac e6
d 7a 07 ae 63 c5 db e2 ea 94 8b c4 d5 9d f8 90 6b
e b1 0d d6 eb c6 0e cf ad 08 4e d7 e3 5d 50 1e b3
f 5b 23 38 34 68 46 03 8c dd 9c 7d a0 cd 1a 41 1c

Table 20.3 Table of Inverses of Each Field Element.

As before,this is Java asif it hadanunsigned byte type,which it doesn't. Theactual
Java coderequiressomeshort,ugly additions.(SeeUnsignedbytesin Java in AppendixB to
convert theabove“Java” programto actualJava.)

This sectionhaspresentedtwo algorithmsfor multiplying �eld elements,a slow oneanda
fastone.As acheck,hereis aprogramthatcomparestheresultsof all 65536possibleproducts
to seethatthetwo methodsagree(whichthey do): seeComparemultiplicationsonpage275.

20.8 The Multiplicative Inverse of Each Field Element.

Laterwork with theAESwill alsorequirethemultiplicativeinverseof each�eld elementexcept
� , which hasno inverse.This inverseis easyto calculate,given the tablesabove. If � is the
generator��A (leaving off the “ �

	 ”), thenthe inverseof � 9

�
is �����

7
9

�
, so that for example,to

�nd the inverseof > � , look up in the “log” tableto seethat > �

� � � � , so the inverseof > � is
�����

7

� �
� �

� �

, andfrom the “exponential” table, this is � �
. Table 20.3 givesthe resultof

carryingout theaboveprocedurefor eachnon-zero�eld element.
Thenext chapterhasa tablegeneratingprogramthatwill calculateandprint HTML source

for theabove table.
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Advanced Encr yption Standar d: S-Boxes

21.1 S-Boxes and the SubBytes Transf ormation.

Many differentblock ciphersusea specialsubstitutioncalledan “S-box”. TheAES alsohas
theseS-boxes,which it termsthe “SubBytesTransformation”.S-boxesprovide an invertible
(reversible)transformationof segmentsof plaintext duringencryption,with thereverseduring
decryption.With theAESit is asinglesimplefunctionappliedoverandoveragainto eachbyte
duringstagesof theencryption,returningabyte.Eachof the ��E�> possiblebytevaluesis trans-
formedto anotherbytevaluewith theSubBytes transformation,which is a full permutation,
meaningthateveryelementgetschanged,andall ��E�> possibleelementsarerepresentedasthe
resultof achange,sothatno two differentbytesarechangedto thesamebyte.TheSubBytes
transformationchangesa singleentryasfollows (here �
	 standsfor the � th bit of a bytevalue

� ).
byte SubBytesEntry(byte b) {

byte c = 0x63;
if (b != 0)} // leave 0 unchanged {\timesbf

b = multiplicativeInverse(b);
for (i = 0; i < 8; i++)

b[i] = b[i] Ã b[(i+4)%8] Ã b[(i+5)%8] Ã
b[(i+6)%8] Ã b[(i+7)%8] Ã c[i];

return b;
}

In practice,the ��E�> valuesgivenby thetransformationof eachbyteshouldbeprecomputed
andstoredin a table. Becausethetableis computedonly oncebeforethestartof encryption,
thereis lessneedto optimizeits performance.Hereis acopy of thetable. This andthenext
tablewereprintedusingtheJava programonpage277.)

21.2 The Inverse SubBytes Transf ormation.

The tableof the inverseSubBytestransformationcouldbegeneratedusingthe inverseof the
formulafor SubBytesgivenabove(asimilarfunction).However, it is eveneasierto justdirectly
invert theprevioustable,without recalculating.

21.3 The Function SubBytes(state).
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S-BoxValues
S(rs) s

0 1 2 3 4 5 6 7 8 9 a b c d e f

0 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76
1 ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0
2 b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15
3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
4 09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84
5 53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf
6 d0 ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8

r 7 51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2
8 cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73
9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
a e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79
b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08
c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a
d 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e
e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df
f 8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16

Table 21.1 S-Box Values.

InverseS-BoxValues
iS(rs) s

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb
1 7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb
2 54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e
3 08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25
4 72 f8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92
5 6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84
6 90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06

r 7 d0 2c 1e 8f ca 3f 0f 02 c1 af bd 03 01 13 8a 6b
8 3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73
9 96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1c 75 df 6e
a 47 f1 1a 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b
b fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4
c 1f dd a8 33 88 07 c7 31 b1 12 10 59 27 80 ec 5f
d 60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef
e a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61
f 17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 0c 7d

Table 21.2 Inverse S-Box Values.
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TheJava pseudo-codefor thispartis now verysimple,usingtheSbox arrayde�ned above:
void SubBytes(byte[][] state) {

for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)

state[row][col] = Sbox[state[row][col]];
}
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AES Key Expansion

22.1 Overview of Key Expansion.

In a simplecipher, onemight exclusive-or the key with the plaintext. Sucha stepis easily
reversedby anotherexclusive-orof thesamekey with theciphertext. In thecaseof theAES,
thereareanumberof rounds,eachneedingits own key, sotheactualkey is “stretchedout” and
transformedto give portionsof key for eachround.This is thekey expansionthat is thetopic
of this section.

Thekey expansionroutine,aspartof theoverallAESalgorithm,takesaninputkey (denoted
key below) of 4*Nk bytes,or Nk 32-bit words. Nk hasvalueeither4, 6, or 8. Theoutputis
anexpandedkey (denotedw below) of 4*Nb*(Nr+1) bytes,whereNb is always4 andNr is
thenumberof roundsin thealgorithm,with Nr equal10 in caseNk is 4, Nr equal12 in case
Nk is 6, andNr equal14 in caseNk is 8.

The key expansionroutinebelow statesmostof the actionsin termsof words or 4-byte
units,sincetheAES speci�cationitself emphasizeswords,but my implementationusesbytes
exclusively.

Constants: int Nb = 4; // but it might change someday
Inputs: int Nk = 4, 6, or 8; // the number of words in the key

array key of 4*Nk bytes or Nk words // input key
Output: array w of Nb*(Nr+1) words or 4*Nb*(Nr+1) bytes // expanded key
Algorithm:

void KeyExpansion(byte[] key, word[] w, int Nw) {
int Nr = Nk + 6;
w = new byte[4*Nb*(Nr+1)];
int temp;
int i = 0;
while ( i < Nk) {

w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3]);
i++;

}
i = Nk;
while(i < Nb*(Nr+1)) {

temp = w[i-1];
if (i % Nk == 0)

temp = SubWord(RotWord(temp)) Ã Rcon[i/Nk];
else if (Nk > 6 && (i%Nk) == 4)

temp = SubWord(temp);
w[i] = w[i-Nk] Ã temp;
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ExpandedKeySizesin Words
KeyLength Number of Rounds Exp. KeySize
(Nk words) (Nr) (Nb(Nr+1) words)

4 10 44
6 12 52
8 14 60

Table 22.1 Expanded Key Sizes.

Powersof x = 0x02
i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
� 	 01 02 04 08 10 20 40 80 1b 36 6c d8 ab 4d 9a

Table 22.2 Parameters for Linear Congruence Generators.

i++;
}

Discussionof itemsin theabovepseudo-codein order:
� The constant Nb = 4: This wasmentionedearlier. Nb is the numberof wordsin an

AESblock,andright now it is always4.
� The key, key : theinputkey consistsof Nk words,or 4*Nk bytes.
� The expandedkey, w: This consistsof Nb*(Nk+1) words,or 4*Nb*(Nk+1) bytes.

Therangeof sizesarein Table 22.1 .
� RotWord() : This doesthe following simple cyclic permutationof a word: change� �

&

1 �

%

1 �

�

1 � � � to � �

%

1 �

�

1 � � 1 �

&

� .
� Rcon[i] : This is de�ned asthe word: � 	

	

7
%�1 �81 �<1 � � . Table 22.2 containsvaluesof

powersof 	 :

Notice that in the algorithm for key expansion, the �rst referenceto Rcon is
Rcon[i/Nk] , where i hasvalue Nk, so that the smallestindex to Rcon is 0, and
thisuses	

& .
� SubWord() : This justappliestheS-boxvalueusedin SubBytes to eachof the4 bytes

in theargument.

22.2 Use of Key Expansion in the AES Algorithm.

The function KeyExpansion() merely suppliesa much expanded(and transformed)key
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for useby the AddRoundKey() function in the main AES algorithm(seeSection1). This
doesa byte-wiseexclusive-or of 4*Nb = 16 bytesat a time of the key with the 4*Nb =
16 bytesof the state. Successive segmentsof 4*Nb = 16 bytesof the expandedkey are
exclusive-oredin beforethe roundsof the algorithm, during eachround, and at the end of
the rounds.In theend,thereareNr rounds,but Nr+1 exclusive-orsof partsof theexpanded
key. Sincenoneof theexpandedkey is usedmorethanonce,this meansthatalgorithmneeds
4*Nb*(Nr+1) = 16*(Nr+1) bytesof expandedkey, andthis is just theamountprovided
by theKeyExpansion() function.
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AES Encr yption

23.1 Final Parts of the AES Algorithm.

Theprevious4 subsectionshavecoveredmostof thedetailsneededto completetheAESalgo-
rithm. Onestill needsadescriptionandcodefor thefollowing routines:

� ShiftRows()

� MixColumns()

� AddRoundKey()

One also needsto organizea numberof minor details to get a completeworking Java
program.

In the�rst two parts,theAES is moving aroundand“stirring up” datain the4-by-4array
of bytesnamedstate .

23.2 Implementation of ShiftRo ws().

Theactionof shifting rows is particularlysimple,justperformingleft circularshiftsof rows1,
2, and3, by amountsof 1, 2, and3 bytes.Row 0 is not changed.TheactualJava codebelow
doesthis.

void ShiftRows(byte[][] state) {
byte[] t = new byte[4];
for (int r = 1; r < 4; r++) {

for (int c = 0; c < Nb; c++)
t[c] = state[r][(c + r)%Nb];

for (int c = 0; c < Nb; c++)
state[r][c] = t[c];

}
}

23.3 Implementation of MixColumns().

Theactionof mixing columnsworkson thecolumnsof thestate array, but it is muchmore
complicatedthattheshift columnsaction.As describedin theAES speci�cation,it treatseach
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columnasafour-termpolynomialwith coef�cients in the�eld ���
�

� ��� . All thisis similarto the
descriptionof the�eld itself, exceptwith anextra layerof complexity. Thesepolynomialsare
addedandmultiplied just usingtheoperationsof the �eld ���

�

� ��� on thecoef�cients, except
thattheresultof amultiplication,which is apolynomialof degreeup to 6, mustbereducedby
dividing by thepolynomial 	

�
/ � andtakingtheremainder.

Thecolumnsareeachmultipliedby the�x edpolynomial:

�

�
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��A �
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�
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where
�

��A � standsfor the �eld element�

	

��A . This soundshorrible,but mathematicalmanip-
ulationscanreduceeverythingto the following simplealgorithm,wheremultiplication in the
�eld is representedbelow by � . Theprinciplechangeneededto convert this to actualJava is
to replace� with a call to FFMul() . (Gladmangivesa shorterbut moreobscureversionof
this code.)

void MixColumns(byte[][] s) {
byte[] sp = new byte[4];
for (int c = 0; c < 4; c++) {

sp[0] = (0x02 # s[0][c]) Ã (0x03 # s[1][c]) Ã
s[2][c] Ã s[3][c];

sp[1] = s[0][c] Ã (0x02 # s[1][c]) Ã
(0x03 # s[2][c]) Ã s[3][c];

sp[2] = s[0][c] Ã s[1][c] Ã
(0x02 # s[2][c]) Ã (0x03 # s[3][c]);

sp[3] = (0x03 # s[0][c]) Ã s[1][c] Ã
s[2][c] Ã (0x02 # s[3][c]);

for (int i = 0; i < 4; i++) s[i][c] = sp[i];
}

}

23.4 Implementation of AddRoundK ey().

As describedbefore,portionsof theexpandedkey w areexclusive-oredonto thestatematrix
Nr+1 times(oncefor eachroundplusonemoretime). Thereare4*Nb bytesof state,andsince
eachbyteof theexpandedkey is usedexactly once,theexpandedkey sizeof 4*Nb*(Nr+1)
bytesis justright. Theexpandedkey is used,byteby byte,from lowestto highestindex, sothere
is no needto countthebytesasthey areusedfrom w, but justusethemupandmoveon,asthe
following near-Javacodeshows. Thiscodeassumesthekey hasalreadybeenexpandedinto the
arrayw, andit assumesaglobalcounterwCount initialized to 0. ThefunctionAddRoundKey
usesup 4*Nb = 16 bytesof expandedkey every time it is called.

void AddRoundKey(byte[][] state) {
for (int c = 0; c < Nb; c++)

for (int r = 0; r < 4; r++)
state[r][c] = state[r][c] Ã w[wCount++];

}
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23.5 Java Implementation of Encr yption Using AES.

My Java implementationof AES encryptionusessix classes:

� AESencrypt , whichprovidestheprinciplefunctionsfor AESencryption,

� Tables , whichgivesvaluesfrom computedtablesandvariousuntility functions.

� GetBytes , which readsplaintextsandkeys,

� Copy, whichgivestwo simplecopy functionsneededby AES,

� Print , whichprints1- and2-dimensionalarraysof bytesfor debugging,and

� AEStest , whichwhich is adriver for thetests.

A combinedlisting of all theecryptionclassesis foundonpage282.
Seethenext chapterfor testrunsof theprogram,whereencryptionis followedby decryp-

tion.
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The Laws of Cryptograph y

AES Decryption

24.1 Modi®cations to AES for Decryption.

Thefollowing functionsneedminor (or moremajor)revision for decryption:

� Cipher() , changedto InvCipher() , which is the main decryptionoutline. It is of
courseverysimilar to theCipher() function,exceptthatmany of thesubfunctionsare
themselvesinverses,andtheorderof functionswithin a roundis different.

� ShiftRows() , changedto InvShiftRows() – justminorchanges.

� MixColumns() , changedto InvMixColumns() – the inversefunction, similar but
with differentconstantsin it.

� AddRoundKey() , changedto InvAddRoundKey() – justworksbackwardsalongthe
expandedkey.

As before,onealsoneedsto organizeanumberof minordetailsto geta completeworking
Javaprogram.

24.2 Implementation of InvCipher().

Hereis Javapseudo-codefor theinversecipher. Thevariousstepsmustbecarriedout in reverse
order. Thesearearrangedinto roundsaswith encryption,but thefunctionsin eachroundare
in a slightly differentorderthantheorderusedin encryption.TheAES speci�cationhasalso
suppliedan equivalent inversecipher in which the individual partsof eachroundare in the
sameorderaswith encryption.This might make a hardwareimplementationeasier, but I have
notusedit here.

Constants: int Nb = 4; // but it might change someday
int Nr = 10}, 12}, or 14; }// rounds, for Nk = 4, 6, or 8

Inputs: array in of 4*Nb bytes // input ciphertext
array out of 4*Nb bytes // output plaintext
array w of 4*Nb*(Nr+1) bytes // expanded key

Internal work array:
state, 2-dim array of 4*Nb bytes, 4 rows and Nb cols

Algorithm:
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void InvCipher(byte[] in, byte[] out, byte[] w) {
byte[][] state = new byte[4][Nb];
state = in; // actual component-wise copy
AddRoundKey(state, w, Nr*Nb, (Nr+1)*Nb - 1);
for (int round = Nr-1; round >= 1; round--) {

InvShiftRows(state);
InvSubBytes(state);
AddRoundKey(state, w, round*Nb, (round+1)*Nb-1);
InvMixColumns(state);

}
InvShiftRows(state);
InvSubBytes(state);
AddRoundKey(state, w, 0, Nb - 1);
out = state; // component-wise copy

24.3 Implementation of InvShiftRo ws().

This just doesthe inverseof ShiftRows : doing a left circular shift of rows 1, 2, and3, by
amountsof 1, 2, and3 bytes.TheactualJava codebelow doesthis.

void InvShiftRows(byte[][] state) {
byte[] t = new byte[4];
for (int r = 1; r < 4; r++) {

for (int c = 0; c < Nb; c++)
t[(c + r)%Nb] = state[r][c];

for (int c = 0; c < Nb; c++)
state[r][c] = t[c];

}
}

24.4 Implementation of InvMixColumns().

TheMixColumns() functionwascarefullyconstructedsothatit hasaninverse.I will addin
thetheoryof thishere(or elsewhere)later. For now, it suf�ces tosaythatthefunctionmultiplied
eachcolumnby theinversepolynomialof �

�
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The resultingfunction, when simpli�ed, takes the following form in Java pseudo-code,
whereasbefore# indicatesmultiplicationin the�eld:

void InvMixColumns(byte[][] s) {
byte[] sp = new byte[4];
for (int c = 0; c < 4; c++) {

sp[0] = (0x0e # s[0][c]) Ã (0x0b # s[1][c]) Ã
(0x0d # s[2][c]) Ã (0x09 # s[3][c]);

sp[1] = (0x09 # s[0][c]) Ã (0x0e # s[1][c]) Ã
(0x0b # s[2][c]) Ã (0x0d # s[3][c]);

sp[2] = (0x0d # s[0][c]) Ã (0x09 # s[1][c]) Ã
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(0x0e # s[2][c]) Ã (0x0b # s[3][c]);
sp[3] = (0x0b # s[0][c]) Ã (0x0d # s[1][c]) Ã

(0x09 # s[2][c]) Ã (0x0e # s[3][c]);
for (int i = 0; i < 4; i++) s[i][c] = sp[i];

}
}

24.5 Implementation of InvAd dRoundK ey().

Sincethe AES speci�cation usesa parameterizedAddRoundKey() function, it is its own
inverse,usingtheparametersin theoppositeorder. My implementationjust letsAddRound-
Key() exclusive-or in another16 bytesevery time it is called,so I needa slightly different
function,wherewCount is initialized to 4*Nb*(Nr+1) :

void InvAddRoundKey(byte[][] state) {
for (int c = Nb - 1; c >= 0; c--)

for (int r = 3; r >= 0 ; r--)
state[r][c] = state[r][c] Ã w[--wCount];

}

24.6 Java Implementation of Decryption Using AES.

As before,it' s a matterof putting it all together, with a numberof detailsto make the Java
work correctly. My Java implementationusestheold Tables , GetBytes , Copy, andPrint
classesalongwith thenew classes:

� AESdecrypt , whichprovidestheprinciplefunctionsfor AESdecryption,and

� AESinvTest , to testdecryption.

A combinedlisting of all thedecryptionclassesappearsonpage290.
Test runs of the program,whereencryptionis followed by decryption,appearon page

293.
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25
The Laws of Cryptograph y

Passwords

25.1 Passwords.

Passwordsareat presentthe mostcommonmethodfor verifying the identity of a user. This
is a �a wedmethod;systemscontinueto usepasswordsbecauseof their easeof useandease
of implementation.Among many problemsarethe successfulguessingof user's passwords,
andtheinterceptingof themor uncoveringthemonline.To preventguessingandfor additional
security, the NSA recommendsusinga random8-letterpassword that is regularly changed.
Sincesucha streamof passwords is almostimpossibleto remember(certainly for me), the
haplessuseris forcedto write thesepasswordsdown,addingto theinsecurity. Thuspasswords
needto beprotectedby cryptographictechniques,whetherthey arestoredor transmitted.

Several simple techniquescanhelp make the old-fashionedform of passwordseasierto
memorize.First, thesystemcanpresenta userwith a list of possiblerandompasswordsfrom
which to choose.With suchachoice,theremaybeonepassword thatis easierfor agivenuser
to remember. Second,themostcommonpasswordsarelimited to 8 characters,andexperience
hasshown thatusershaveahardtimepickingsuchashortpasswordthatturnsout to besecure.
If thesystemallowspasswordsof arbitrarylength(fairly commonnow), thenuserscanemploy
passphrases: aphraseor sentencethatis notgoingto bein dictionariesyet is easyfor thegiven
userto remember. My favoritepassphraseis “Dexter'smother'sbread,” but I won't beableto
useit any more.

Personalphysicalcharacteristicsform thebasisfor anumberof identi�cation methodsnow
in use.Thecharacteristicsor biometricsrangefrom �ngerprints to iris patterns,from voiceto
handgeometry, amongmany examples.Thesetechniquesareoutsidethescopeof this book.
Theremainingtwo sectionsstudytwo usesof one-way functionsto helpsecurepasswords.

25.2 Password Files.

A simplesystempassword schemewould just have a secret�le holding eachuser's account
nameandthecorrespondingpassword. Thereareseveralproblemswith thismethod:if some-
onemanagesto readthis �le, they canimmediatelypretendto beany of theuserslisted.Also,
someonemight �nd outabouta user's likely passwordsfrom passwordsusedin thepast.

For thereasonsabove andothers,earlyUnix systemsprotectedpasswordswith a one-way
function(describedin anearlierchapter).Along with theaccountname,theone-way function
appliedto thepassword is stored.Thusgivena user � (Alice, of course),with accountname�
� andpassword � � , andgivena �x edone-way function � , thesystemwould store

�
� and
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�
�

� � � asa tableentry in thepassword �le, with similar entriesfor otherusers.WhenAlice
suppliesherpassword to thesystem,thesoftwarecomputes� of herpassword andcompares
this resultwith thetableentry. In thiswaythesystemsadministratorsthemselveswill notknow
thepasswordsof usersandwill notbeableto impersonatea user.

In early Unix systemsit wasa matterof pride to make thepassword �le world readable.
A userwould try to guessother's passwords by trying a guess� : �rst calculate �

�

� � and
thencomparethis with all tableentries.Thereweremany valuesof � to try, suchasentries
in a dictionary, commonnames,specialentriesthat are often usedas passwords, all short
passwords,andall theabove possibilitieswith specialcharactersat thebeginningor theend.
These“cracker” programshave maturedto thepoint wherethey canalways�nd at leastsome
passwords if therearequite a few usersin the system. Now the password �le is no longer
public, but someonewith root privilegescanstill get to it, andit sometimesleaksout in other
ways.

To make theattackin thepreviousparagraphharder(thatattackis essentiallythesameas
ciphertext searching), systemscan�rst choosetheone-way function � to bemoreexecution-
time intensive. This only slows down thesearchesby a linear factor. Anotherapproachuses
anadditionalrandomtableentry, calleda salt. Supposefor examplethateachpassword table
entry hasanotherrandom

�
-bit �eld (the salt), differentfor eachpassword. WhenAlice �rst

putsherpassword into thesystem(or changesit), shesupplies� � . Thesystemchoosesthesalt� � andcalculates��� � �
�

� � 1 � � � , where � is �x edup to handletwo inputsinsteadof one.
Thepassword �le entryfor Alice now contains� , � � , and ��� . With thischange,anattackon
a singleuseris thesame,but theattackof thepreviousparagraphon all usersat thesametime
now takeseitheranextra factorof time equalto either ��� or thenumberof users,whichever is
smaller. Without thesalt,anattacker couldcheckif “Dexter” werethepassword of any user
by calculating�

�

“Dexter” � anddoinga fastsearchof thepassword �le for thisentry. With the
salt,to checkif Alice is using“Dexter” for example,theattacker mustretrieveAlice's salt � �
andcalculate�

�

“Dexter” 1 � � � . Eachuserrequiresadifferentcalculation,sothissimpledevice
greatlyslowsdown thedictionaryattack.

25.3 Lampor t's Scheme.

Theschemesmentionedaboveareuselessif anopponentcaninterceptAlice'scommunication
with thecomputerwhensheis trying to log in. Shewouldbesendingherpassword in theclear
(withoutencryption).Thereareschemestouseencryptiontoprotectthepasswordtransmission,
but in 1981Lamportdevelopedasimpleschemethatis proofagainsteavesdroppers.

With Lamport's scheme,Alice �rst decideshow many timesshewantsto log in without
redoingthesystem,say, � � � � times.Shechoosesa randomsecretinitial value �

&

, andusesa
one-way function � to calculate

�
%

� �
�

� ��1�� �

� �
�

�

� � 1$=$=$=�1�� � � � � � � � � �

� � 1��
%'&�&�&

� � %'&�&�&

�

� ��1

where �
�

�

�
&

� means�
�

�
�

�
&

� � , � � �

�
&

�

� �
�

�
�

�
�

�
&

� � � , and so forth. Alice wantsto
authenticateherselfrepeatedlywith the computersystem 
 . Shemust transfer �

%'&�&�&

to 
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in somesecureway, possiblyby just personallydroppingit off. This value is storedin the
computersystemalongwith acountervalueof � � � � . WhenAlice wantsto authenticateherself
to 
 , shesends� � � � and @�@�@ to 
 . Now 
 calculates�

�

� � � � �

� �
%'&�&�&

andcomparesit
with the value �

%'&�&�&

alreadystored,authenticatingAlice the �rst time. Now 
 replacesthe
old valueswith � � � � and @�@�@ . Only Alice knowsany � valueexcept �

%'&�&�&

, soonly Alice can
calculateandsupply � � � � to 
 . (Alice couldkeepall the � 	 around,or shecouldcalculateany
desiredoneof themfrom scratchstartingwith �

&

.) Thenext time Alice wantsto authenticate
herselfto 
 , shewill supply � � � � and @�@�D .

Evenif someonehijackedAlice'scommunicationwith 
 , intercepting� � � � andpretending
to beher, they couldonly doit once,sincethey couldnotcalculatethepreviousvalue � � � � . Al-
ice'suseof thesepasswordscontinuesfor upto � � � � authentications,atwhichtimeAlice must
restartthewholesystemwith a new initial value �

&

. This systemis proof againsteavesdrop-
ping, andevena moreactive opponentcanonly impersonateAlice oncewithout intercepting
anotherof Alice's authentications.If theauthenticationever fails for Alice, shewill not retry
thesame� 	 , but will use� 	

7
%

thenext time.
In caseof acommunicationbreakdown, thesystem
 mayhave(say) � � � � and >�E"( stored,

andmay receive from Alice � � �
%

and >�E � , for example. In this case
 knows to calculate
�

�

�
�

�
�

� � �
%

� � � beforecomparingwith the storedentry, andof course
 will store � � �
%

and
>�E � asthenew entry.
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Zero-Kno wledg e Protocols

26.1 The Classes NP and NP-complete .

26.2 Zero-Kno wledg e Proofs.

26.3 Hamiltonian Cycles.

An NP-completeproblemknown astheHamiltonianCycleProblemgivesa goodillustration
of a simplezero-knowledgeproof. Theproblemstartswith anundirectedgraph � �

� �
1 � � ,

where
�

is a �nite setof vertices, � is a setof orderedpairsof verticesforming edges, and
if

�

�
1

�
� is an edge,so is

�

�
1

�
� . A path in � is a sequenceof vertices �

&

1

�

%

1

� �

1$=$=$= 1

�
�

7
%

suchfor each �

, � , 
H4 � ,
�

�
	 1

�
	

�

%

� is an edge. A pathis a cycle(endswhereit starts)
if �

�
7

%

�

�

&

. A pathis simple(doesn't crossitself) if no vertex appearsmorethanonce. A
pathis completeif it includesevery vertex. The HamiltonianCycleProblem(HC) asksif a
givengraphhasa simplecompletecycle. It turnsout thatHC is anNP-completeproblem,so
in generalnoef�cient algorithmis known.

If onehadanef�cient algorithmto solve HC, thenonewould alsohave anef�cient algo-
rithm to actuallyobtaintheHamitoniancycle itself. First checktheentiregraphto seeif there
is sucha cycle. Thentry deletingeachedgein turn, checkingagainif thereis still a Hamilin-
toniancycle,until only theedgesof aHamiltoniancycle remain.(Theremaybemorethanone
suchcycle,but thismethodwill �nd oneof them.)

For a givengraph,evena largeone,it maybeeasyto decidethis problem,but thereis no
known ef�cient algorithmto solve thegeneralproblemasthenumberof verticesincreases.

Considernow thespeci�c simplegraphin Figure26.1. Thegraphillustratedin this �gure
is thesameastheverticesandedgesof a dodecahedron(a 12-sidedregular polyhedronwith
eachsidea pentagon).All thatis presentis a wire framework of theedges,andtheframework
hasbeenopenedup from onesideandsquashedontotheplane.

This graphis not complicated,but it still takesmost peopleat leasta minuteor two to
�nd oneof theHamiltoniancyclesin thegraph.Try to do it now, without peekingahead(and
without writing in thebook). Onceyou have founda cycle, readon. Thecycle is shown later
in Figure26.2asa thickersetof lines.
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Figure 26.1 Vertices and Edges of a Dodecahedron.
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Dodecahedron Graph
Vertex Edges Cycle

0 1, 4, 5 1
1 0, 2, 7 7
2 1, 3, 9 3
3 2, 4, 11 4
4 0, 3, 13 0
5 0, 6, 14 14
6 5, 7, 15 5
7 1, 6, 8 8
8 7, 9, 16 16
9 2, 8, 10 2

10 9, 11,17 9
11 3, 10,12 10
12 11,13,18 11
13 4, 12,14 12
14 5, 13,19 13
15 6, 16,19 6
16 8, 15,17 17
17 10,16,18 18
18 12,17,19 19
19 14,15,18 15

Table 26.1 Dodecahedron Graph.

In computeralgorithms,graphsare often representedas a list of vertices,and for each
vertex, a list of theverticeswhich togetherwith the �rst onemake up anedge.Supposethat
theverticesarenumberedfrom � to 
 4 � , or in thiscase,to ��@ . Table 26.1 givesinformation
describingthe graphin this way. The rightmostcolumnalsoshows a Hamiltoniancycle by
giving, for eachvertex, thenext vertex in thecycle.

Now onto azero-knowledgeproofby Alice to BobthatshehasaHamiltoniancycleof this
graphwhile revealingnothingaboutthecycle itself.

Alice must carry out a numberof stepsin the processof a probablisticproof. After 

stages,BobcanbealmostcertainthatAlice hasaHamiltoniancycle for thegraph,with only a
probabilityof �

7

�
thatshedoesnot have a cycle,but is cheating.At eachstageAlice chooses

anew (true)randompermutationof theverticesin thegraph.In theexamplebelow, weassume
shehaschosentherearrangementof verticesgivenin Table 26.2 .

Alice rearrangesthe tableby sortingthenewly renumberedverticesinto orderagain.For
eachvertex, the list of verticesat theotherendof anedgemustbemadeall thesamelength,
usingextra dummyentries.(In thecasehereall thelists arealreadythesamelength.)Finally
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Figure 26.2 Hamiltonian Cycle on a Dodecahedron.

Original vertex: 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
Changedto: 12 17 16 19 8 13 7 3 10 5 18 11 2 9 15 6 0 14 4 1

Table 26.2 Permutation of Vertices.
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Permuted Dodecahedron Graph
Vertex Edges Cycle Permutation

0 14, 6, 10 14 16
1 6, 4, 15 6 19
2 11, 4, 9 11 12
3 10, 7, 17 10 7
4 14,1, 2 1 18
5 16, 10,18 16 9
6 0, 1, 7 7 15
7 3, 13, 6 13 6
8 12, 9, 19 12 4
9 15,2, 8 2 13

10 5, 3, 0 0 8
11 19,2, 18 18 11
12 17, 8, 13 17 0
13 12,7, 15 15 5
14 18,4, 0 4 17
15 1, 13,9 9 14
16 19, 17,5 19 2
17 12,16,3 3 1
18 11,5, 14 5 10
19 16,8, 11 8 3

Table 26.3 Permuted Dodecahedron Graph.

shemustrandomizetheorderof theselists. Table 26.3 shows theresultsof all thesechanges.
Alice needsameansto selectively revealpartsof this lasttable,but shehasto committo the

entiretablewithout beingableto cheat.This is easyto do with any cryptosystem,suchasthe
AES, for example.For eachitem in thetableneedingconcealment,usea separateencryption
with a separatekey. (Or similar itemscanbe handledwith a singlekey, as long asan extra
randomstringis includedto foil ciphertext comparisons.)Alice sendsall theinformationin the
table,with eachitem encrypted.Noticethatif Alice encryptsthevertex number17 with some
AESkey, it is not feasiblefor herto �nd anotherkey thatdecryptsthesameciphertext to some
othernumber, say16,assumingtherearea largenumberof redundantbits in theciphertext.

SoAlice sendstheentiretablein permutedandencryptedform to Bob. BobthenasksAlice
to show him oneof two partsof thetable:

� theoriginalgraph,or
� theHamiltoniancycle.

In thesecondcase,Alice sendsthekeysneededto revealonly thepartsof thetablein boldface.
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(Thevertex numbersareimplicit, startingat0.) Thisshowseachsuccesivevertex in thecycle,
andshows that thevertex is actuallyon anedge.All this is assumingthat thehiddengraphis
really thecorrectone. If Alice wantedto cheat,it would beeasyfor her to make up numbers
sothatit would look likeaHamiltoniancyclewaspresent.

In thesecondcase,Alice sendsthekeysneededto revealall partsof thetableexceptfor the
columnlabeled“cycle”. Theextra columnlabeled“permutation”is thereto make it easyfor
Bob to verify that thepermutedgraphis still thesameastheoriginal. (Thereareno ef�cient
algorithmsto show thattwo graphsarereally thesame.)

If Alice doesn't know a cycle, shecancheatandanswereitherquestioncorrectly, but she
hasto commitherselfto ananswerbeforeknowing whatpartBobwill askfor. In the�rst case
sherevealsnothingat all abouthow the Hamiltoniancycle is situatedin the graph,but only
thatit exists. In thesecondcasesherevealsnothingatall abouttheHamiltoniancycle. At each
stageof this probablisticproof, Alice choosesa new permutationof the vertices,rearranges
thetableagain,andchoosesnew keys for encrypting.At eachstep,if sheis cheating,shewill
caughthalf thetime on theaverage.

Alice could conceivably useHC to establishher identity. First sheconstructsa large,
complex graph � , makingsureat eachstageof the constructionthat � hasa Hamiltonian
cycle. Alice securelytransfersthegraph� to atrustedserver

�
. Thenif Alice wantedto prove

her identity to Bob, shecould have Bob retrieve thegraphfrom
�

, andthenshecouldprove
(probablistically, in zeroknowledge)thatshehasa Hamiltoniancycle. Evenaneavesdropper
wouldnot learntheHamiltoniancycle. Thisparticularmethodhastwo separate�a wsasaway
for Alice to identify herself:

� Themethodis subjectto replayattacks,whereBoris just sendssomeoneelseexactly the
samemessagesAlice transmitsasaway to “prove” thatheis Alice.

� It is necessaryfor Alice to createa “hard” instanceof HC, that is, an instancewhere
known algorithmstakeavery long time to �nd aHamiltoniancycle.

Alice could handlethe �rst �a w by addinga timestampto the part of the graphthat she
encrypts.The second�a w above is the dif�cult one,since�nding hardinstancesof an NP-
completeproblemis often a dif�cult computationitself, and that especiallyseemsto be the
casewith HC. Thenext chaptershowshow to usefactoringasthehardproblem,andfactoring
hasbeenstudiedmuchmoreextensively thanHC.

26.4 Other Zero-Kno wledg e Proofs.



27
The Laws of Cryptograph y

Identi�cation Schemes

27.1 Use of Public Keys.

27.2 Zero-Kno wledg e Schemes.

This sectionconsidersprotocolsfor proving identity, startingwith theFiat-ShamirIdenti�ca-
tion Protocol, azero-knowledgeproof. TheHandbookof AppliedCryptographylistsanumber
of possibleattackson identi�cation protocols(Section10.6),includingimpersonation, replay,
interleaving, re�ection, andforceddelay. Theimpersonationattackis thestandardattemptto
try to breakanidenti�cation system,andwill bediscussedbelow. A replayattackis alsostan-
dard,andis keptfrom working by thenatureof thechallenge-responseprotocolconsideredin
thissection.

The interleaving attackcanbe very powerful, sincethereareso many possibilitieswhen
two of moreprotocolsarecarriedout in aconcurrentfashion.To give just oneexampleof this
dif�culty , considerthefollowingstrategy for anlow-rankedchessplayerto improvehisranking
at online or correspondencechess.The player(call him � signsup for two gameswith two
high-rankedplayers(call them

�
and 
 ), where

�
playsblackand 
 playswhite. Player �

waitsfor 
 to makethe�rst moveaswhite. Then � playsthismovein hisgamewith
�

. Then
� waitsfor

�
's responseasblack,and � makesthis responseto 
 'smove. Continuingin this

way, � is guaranteedeithera win anda lossor two draws againstthegoodplayers,andeither
outcomewill improve � 's ranking.

Thereis anotherattackwhich I call the repetitivedivide-and-conquerstrategy. This is
illustratedwith asimplescamusedby gamblers.SupposeeverySundaytherearesportsgames
whichpeoplebeton. Supposethemark(call him

�
), getsa letterearlyin theweekpredicting

theoutcomeof thegameonthenext Sunday.
�

doesn't thinkmuchaboutit, butnoticesthatthe
predictionis correct.Thenext week,anotherpredictioncomesin themail thatalsois correct.
Thiscontinuesfor tenweeks,eachtimeacorrectpredictionof thegameoutcomearriving days
beforethegame.At this point

�
receivesanotherletter, offering to predictaneleventhgame

for $10000dollars. Theletterguaranteesthat thepredictionwill becorrect,andsuggeststhat
�

will beableto make far morethanthisamountof money by bettingon thegame.The�nal
predictionmight or might not be correct,but

�
wassetup. In fact, the letter writer started

with (say)4096letters,half predictingSunday'sgameoneway, andhalf predictingit theother
way. After the �rst game,roughly2048of therecipientsgot a wrongprediction,but they get
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nofurtherletters,becausetheletterwriter ignoresthem,focusingonthe(roughly)2048people
whogotacorrect�rst prediction.At theendof 10weeks,andafterwriting approximately8184
letters,onewould expectanaverageof 4 individualsto have received10 correctpredictions,
including

�
above.

Hereis theprotocol:
Protocol: Fiat-Schamir Identification. � (Alice) provesknowledgeof asecret� to

�
(Bob),

usinga trustedcenter
�

.

1. Setupfor
�

: The trustedcenter
�

chooseslarge randomprimes� and � andforms the
product 
 � ��� . (Theseshould�t the requirementsfor the RSA cryptosystem.)

�
publishes
 for all users,andkeeps� and � secret,or justdestroys them.

2. Setupfor each user: Eachuser � choosesa randomsecret � satisfying �

,

�
, 
 4��

whichhasnofactorsin commonwith 
 . Then� calculates�
�

�
�

mod 
 andlets
�

store
this valuein public. (Eachuserhashis own uniquesecretvalue � andeachuserstoresa
uniquesquareof this valuewith

�
. Noticethatnosecrecy is neededat

�
, but usersneed

to rely on the integrity of informationsuppliedby
�

. If someonewantsto calculatethe
secret� justknowing thepublicvalue � , they wouldhave to take thediscretesquareroot
of � , andthis problemis computationallyequivalentto factoring 
 , aswasdiscussingin
thechapteronRabin'scryptosystem.)

3. Witnessstep: � choosesa randomnumber � satisfying �

,

�

, 
 4 � to useasa
committment, calculates	��

�

�

mod 
 , andsends	 to
�

.

4. Challengestep:
�

choosesa randomchallengebit : andsendsit to � .

5. Responsestep: In case:

�

� , � sends�

�

� backto
�

. In case:

�

� , � calculates
�

�

�

� mod 
 , andsendsthisbackto
�

.

6. Veri�cation step:
�

veri�es the response� from � by calculating ��� �

�

mod 
 . If
:

�

� , then � shouldbeequalto the 	 thatwas�rst sent,thatis, � is asquarerootof the
value �

�

, a calculationthat is only ef�ciently possiblefor � . If :

�

� , then � shouldbe
equalto �

�

�
�

mod 
 � 	

� mod 
 , and
�

mustverify thisequality.

At eachiterationof theaboveprotocol,thechancesthat � is not who sheclaimsto beand
is in factcheatinggoesdown by a factorof 2. Oneshouldrepeattheprotocolat least50 times,
to reducetheprobabilityof successfullycheatingto lessthan �62 �

�
& .

As partof theanalysisof this protocol,supposesomeoneelse,say 
 (Carlos),wishedto
pretendto be � to

�
. We arenot assumingthat 
 caninterceptanongoingprotocolbetween

� and
�

, but we do assumethat 
 cancommunicatewith
�

, claimingto be � . Of course

canget � 's public value � from

�
, but 
 doesnot know � 's secret� . 
 could try to guess

what
�

's challengebit mightbe:

� If 
 guessesthat
�

will respondwith a challengeof :

�

� , then 
 would only needto
senda random	 �

�

�

mod 
 just like � , andrespondto thechallengewith theoriginal
� .
�

wouldacceptthis roundof theprotocol.
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� If 
 guessesthat
�

will respondwith a challengeof :

�

� , then 
 must provide a
response� so that when

�
calculates�

�

mod 
 , this is thesameas 	

� mod 
 , where 	

is the initial valuesentby 
 to
�

, and � is � 's public valuethatanyone(including 
 )
canlook up. Noticethat 
 doesn't needto sendthesquareof a randomvalueat the�rst
step,but only needsto sendavalue 	 suchthatlater 
 cansendanothervalue � , with the
propertythatwhen

�
calculates�

�

mod 
 and 	

� mod 
 , thesewill work out to be the
same.In otherwords,it needsto betruethat �

�

mod 
 ��	

� mod 
 , or that 	 �

�

�

�
7 % ,

where�
7 % is theinverseof � usingmultiplicationmod 
 . ( � hassuchaninversebecause

� , andtherefore� have no factorsin commonwith 
 .) Thusthe initial 	 that 
 should
sendin this caseshouldbe the squareof somerandom � timesthe inverseof � . If 

sendsthis valueand if

�
challengeswith the bit :

�

� , then 
 will be able to cheat
successfullythat time. Theproblemfor 
 is that if hesendssucha valuefor the initial

	 , andif
�

challengeswith :

�

� , 
 shouldrespondwith thesquarerootof theoriginal
value,but

�
will notbeableto calculatethesquarerootof 	 = �

�

�
7 % , andso 
 will fail

at this step.

In summary, a cheating
 couldsucceedin eitherpartof theprotocolif heknew aheadof
timewhichchallengebit

�
wouldsendback. 
 canchoosetheinitial 	 valueto succeedeither

way, but no singlevaluesucceedsbothwaysfor 
 . Thus 
 's cheatingis detectedhalf of the
time ateachiterationof theprotocol.



28
The Laws of Cryptograph y

Threshold Schemes

28.1 Intr oduction to Threshold Schemes.

Whenall securitydependson a singlesecretkey, this key becomesa point of attackand a
sourceof vulnerability. It would be betterto have several peopleshare the responsibilityof
maintainingsecretkeys,andtheschemesin thischapterarejustwhatis needed.

Supposethereare > executivesin a company thatmaintainsa lockedroomwith company
secretsinside. Whenthe company wasincorporated,the founderswantedto make surethat
only amajority(thatis, at least( ) of theexecutivescouldtogethergainaccessto theroom.For
this purpose,the founderscreateda specialsteeldoor with a sliding rod on its outside. The
rodslidesthroughholesin two �angeson thedoorandthroughaholein another�ange beside
thedoor. Therod in turn hasa ring weldedonto it so that it cannotberemovedfrom thetwo
�anges on thedoor. Betweenthedoor's �anges, thereare > specialpadlocksaroundtherod.
Thedimensionsarechosensothatif any four of thesix padlocksareremoved,therodwill slide
just farenoughsothatthedoorwill open.If fewerthanfour padlocksareremoved,therodwill
still barelycatch,andthe door is still locked. (Seethe �gure for an illustration of this Rube
Goldberg contraption.)Eachexecutiveis givenakey to oneof thelocks,andtheneveryonecan
besurethatonly four of moreof theexecutivesof thecompany, workingtogether, canopenthe
door. (Thereis nothingspecialaboutthenumbers( and > in thisexample.)

In general,a
� �

1 
 � thresholdschemestartswith asecret � , with 
 users whocansharethe
secret,andwith a thresholdvalueof

�
of theusersneededto recover thesecret,where

�
, 
 .

Eachuser � is givena share of thesecret:� 	 , for �

, � , 
 . Thenthethresholdschememust
somehow arrangethat any

�
of thesesharescanbe usedto produce(or compute)the secret,

whereasany
�

4 � or fewerwill notallow thesecretto berecovered.Thedoorwith its rodand
locksabove give a simpleexampleof a

�

(81�> � (or “four out of six”) thresholdscheme,except
thatits crudemechanicalnatureis limiting.

28.2 (t, t) Threshold Schemes.

Supposeonewantsto hideinformationin computerstorage,saya secretbook � , regardingit
asa string of bits. Givena sourceof true randomnumbers,this is easyto do. Createa true
random�le �

%

with asmany bits in it asthe informationto besecured.Let � �

� �
%

� � .
Now keepthe�les �

%

and � � separatefrom oneanother, andthebookis safe.To recover the
book,justcalculate� � �

%

��� � . An opponentwhoknowsonly �
%

or � � hasno information
aboutthe book � . This is obvious for �

%

, sinceit was true randomandhadnothing to do
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with � . The �le � � wasde�ned using � , but sinceit is theexclusive-orof a truerandombit
string,it alsohasall thepropertiesof a truerandombit string,assumingit is takenin isolation.
Thusby themselves,eachof �

%

and � � is true randomandeachgivesno informationabout
the book � . However the two arenot independentof oneanother. The two togetherinclude
the completeinformationin � . If � weresomeillegal book, thenjust possessing�

%

or � �

couldnot possiblybe illegal,andonly possessingthembothtogethercouldbeillegal. This is
anexampleof a

�

�<1 � � thresholdscheme.Thisschemegivesperfectsecurity: justknowing one
or theothersharegivesno informationatall aboutthebook.

Thismethodextendseasilyto a
� �

1

�
� thresholdscheme,startingwith thebook � to bekept

secret,andwith
�

4
� random�les �
%

1 �
%

1$=�=$=�1 � � 7 %

. De�ne � �
� �

%

� �
%

�F=$=�= � � � 7 %

� � .
Thenthe � s work as

�
shares,whereagainany

�
4 � of themgive no informationaboutthe

book � (all booksof thesamesizearepossibleandequallylikely), but theexclusive-orof all
�

of themgives � immediately.

28.3 Threshold Schemes Using Planes in Space .

This sectiondescribesonemethodfor obtaininga thresholdschemewithout giving a full im-
plementation.Thepurposeis to increaseintuition aboutthis concept.

A line in the planeis uniquely determinedby � points on it. This propertyallows the
constructionof a

�

�<1 
 � thresholdscheme.Supposethe secret� is a real number. Associate
the secretwith the point

�

�<1 � � in the plane. Choosea non-vertical line
�

through
�

�81 � � at
random,of theform

� �

	

�

�

�

�

�

	

/ � . Eachuser� getsthepoint
�

� 1

� �

� � �

�

�

	

	�1 � 	 � ashis
share.Fromthe informationthatany oneuser � has,any valuefor � is possible,becausethe
line might go through

�

	

	�1 � 	 � and
�

�81 � � for any � . However, if two usersget together, their
two pointsuniquelydeterminethe line

�
, andsetting 	 �

� in theequationfor theline gives� immediately.
Similarly a planein A -dimentionalspaceis uniquelydeterminedby any threepointson it.

Justasin thepreviousparagraph,this leadsto a
�

A81 
 � thresholdscheme.Thesamethingcanbe
donein

�
-dimensionalspace,consistingof all orderedlists of

�
numbers:

�

	

%

1

	

�

1

	 � 1$=$=�= 1

	

� � .
Thena randomlinearequationof theform 	

�
�

� �
7

%

	

�
7

%

/�=$=$= �

�

	

�

/ �

%

	

%

/�� speci�esa
hyperplanein this space.As above,with only

�
4 � pointson this hyperplane,any valueof �

is still possible,but with
�

pointstherewill be
�

equationsin
�

unknowns(thecoef�cients � 	

alongwith � ), whichcanbesolvedfor all unknownsincludingthecrucial � .
The schemein this sectioncanbe madeto work, but I will not �nish it, insteadturning

to anotherapproach.The methodof this sectionwould needto switch from �oating point
numbers,andwouldstill needto decidewhatpickinganequation“at random”mightmean.

28.4 Shamir' s (t, n) Threshold Scheme.

Adi Shamirdevelopeda thresholdschemebasedon polynomialinterpolation.Theschemeis
basedon the fact thata polynomialfunctionof degree

�
4 � is uniquelydeterminedby any

�
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pointson it.

Example. Suppose
�

�

A andthe“secret” is � . Choosea “random” polynomial
� �

	

�

�

�

�

	

�

4 A

	

/ � . Then
� �

� �

�

� , thesecret.Pointson thegraphof this functionyield shares,for
example:

�

��1 � ��1

�

A81 � � 1

�

(81�> ��1

�

�62 �31�A�2)( � 1$=$=$= Usingonly the�rst threesharesandassumingan
equationof theform �

�

�

%

	

�

/ �

�

	

/ � � , onegetsthreelinearequationsin threeunknowns
by pluggingin thevaluesfrom thethreeshares.

�

�

�

%

/ �

�

/ � �
�

�

@ �

%

/ A �

�

/ � �
>

�

��> �

%

/0( �

�

/ � �
Theseequationsareeasyto solve, for �

%

�

� , �

�

�

4 A , and � � �

� , andsojust from the
shares,thesecretis seento be � .

Hereis thegeneralcaseof Shamir's
� �

1 
 � thresholdscheme:

1. Startwith asecret� , adesirednumberof shares
 , anda threshold
�
, whereall threeare

integersand �

,

�
, 
 .

2. Chooseaprime � biggerthanboth � and 
 . Everythingwill bedoneover the�nite �eld���
.

3. Choosearandompolynomialof degree
�

4 � :
� �

	

�

�

� �
7

%

	 �
7

%�/ =$=�= /
�

�

	

�

/
�

%

	

/ �
by choosingthecoef�cients � 	 uniformly andatrandomfrom theinterval from � to � 4 �

inclusive,thatis, from
� �

.

4. Compute
 sharesaspoints
�

� 1

� �

� � � on thegraphof
�

. (The 	 -coordinatesdo not have
to beconsecutiveintegers,but no 	 -coordinatecanbezero,sincethatwouldimmediately
revealthesecret.)Thesesharesaredistributedsecurelyto eachof the 
 users.

5. If any
�

usersget togetherwith their shares,they know
�

distinct pointson thepolyno-
mial's graph,andso theuserscancomputethepolynomial's coef�cients, including the
constantterm,which is thesecret.

Therearea numberof waysto calculatethe polynomial from the sharesin the situation
above, but perhapsthe most convenientway is to usethe Lagrange interpolation formula:
A polynomial

� �

	

� of degree
�

is uniquelydeterminedby
�

points,
�

	

	 1 � 	 � for �

, � ,

�
,

assumingthatthe 	

	 areall distinct.Thepolynomialis givenby theformula:

� �

	

�

�

��
	��

%

�
� 	 �

%�� � � � � ���� 	

	

4

	 �
	

	 4

	 �
	 =

Here the Greek � (sigma)meansto add up termsobtainedby setting � �

��1 �31$=$=$=�1

�
.

Similarly the Greek � (pi) meansto multiply termsfollowing it together, where � takeson
valuesfrom � to

�
, but leaving off � in eachcase.Thecomputationsareall donein

�
�
, thatis,
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modulo � . In thecaseof the 	

	 4

	 � in thedenominator, oneneedsto usethemultiplicative
inverseof 	

	 4

	 � in
���

.
It is easyto seethat this formulaworks,becauseit is a degree

�
4 � polynomialin 	 that

agreeswith eachof thepoints
�

	

	 1 � 	 � for �

, � ,

�
, andthis polynomialmustbeunique.To

geta feelingfor theequation,look ataspecialcase,say,
�

�

A . Thentheequationis

� �

	

�

�

�

%�� 	

4

	

�

	

%

4

	

��� � 	

4

	 �
	

%

4

	 � � / �

� � 	

4

	

%

	

�

4

	

%

� � 	

4

	 �
	

�

4

	 � � / � � � 	

4

	

%

	 � 4

	

%

� � 	

4

	

�

	 � 4

	

��� =

Now evaluate
� �

	

%

� , thatis, set 	���	

%

throughout.Themultipliersof �

%

bothreduceto � ,
while thereis a � timeseachof �

� and � � , sothis reducesto just �

%

. Similarly,
� �

	

�

�

�

�

� and� �

	 � �

�

� � . Thegeneralformulabehavesin exactly thesameway.
It is not necessaryto determinetheentirerandompolynomial

�
, but only

� �

� � , which is
thesecret� . By substituting	��

� above,theequationsbecome

� �

� �

� � �

��
	��

%

� 	 ��	 1 where

��	

� �
%�� � � � � ���� 	

	 �
	 � 4

	

	

=

This is aparticularlyeasyway to calculatethesecretfrom the
�

shares.

28.5 Proper ties of Shamir' s Scheme.

Shamir's approachto thresholdshasa numberof pleasantproperties(seethe Handbookof
AppliedCryptography):

1. It is perfectis the sensethat the secretcanbe computedfrom
�

shares,but even
�

4 �

sharesgivesno informationaboutthe secret. In otherwords, given
�

4 � shares,all
possiblevaluesfor thesecretarestill equallyprobable.

2. Onecancalculatenewsharesanddistributethemtonew usersalongwith theonesalready
passedout.

3. Onecandistribute more thanoneshareto a userand in this way give that usermore
powerover thesecret.

4. In casethesecretis too large for the convenientcomputerarithmeticof a given imple-
mentation,the secretcanbe broken into two or moreblocks,andsecuritywill still be
perfect. Thusthereis no reasonfor large integersandextendedprecisionarithmeticin
thisexample.
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Law THRESHOLD-1:
Shamir' s (t, n) threshold scheme gives perf ect security for

a shared secret, since t user s can reco ver the secret, while t – 1
or fewer user s still have no inf ormation about the secret.

28.6 Java Implementation of Shamir' s Scheme.

An implementationof Shamir'sschemeappearsonpage299.Hereis theoutputof a runof the
software,wheretheparameterson thecommandline ares t n p, in thatorder:

% java ThresholdTest 88 3 5 97
New (3,5) threshold scheme, with p = 97 and s = 88
Function f(x) = 88*xÃ0 + 53*xÃ1 + 43*xÃ2
All 5 Output Shares: (1,87) (2,75) (3,52) (4,18) (5,70)

Recover secret from t = 3 shares, with p = 97
All 3 Input Shares: (4,18) (2,75) (3,52)
C[0] = 2/(2-4) ( or 96) 3/(3-4) ( or 94) = 3
C[1] = 4/(4-2) ( or 2) 3/(3-2) ( or 3) = 6
C[2] = 4/(4-3) ( or 4) 2/(2-3) ( or 95) = 89
Secret = 3*18 + 6*75 + 89*52 = 88

Hereis anotherlargerrun. (By anunlikely coincidence,thevaluesof thepolynomialbelow are
symmetricgoingdown from � andup from A . Somethinglike thiswill alwaysbetrue,but it is
surprisingthatit appearsherefor suchsmallvaluesof 	 .)

% java ThresholdTest 1111 3 5 1999
New (3,5) threshold scheme, with p = 1999 and s = 1111
Function f(x) = 1111*xÃ0 + 1199*xÃ1 + 971*xÃ2
All 5 Output Shares: (1,1282) (2,1396) (3,1453) (4,1453) (5,1396)

Recover secret from t = 3 shares, with p = 1999
All 3 Input Shares: (4,1453) (2,1396) (3,1453)
C[0] = 2/(2-4) ( or 1998) 3/(3-4) ( or 1996) = 3
C[1] = 4/(4-2) ( or 2) 3/(3-2) ( or 3) = 6
C[2] = 4/(4-3) ( or 4) 2/(2-3) ( or 1997) = 1991
Secret = 3*1453 + 6*1396 + 1991*1453 = 1111

Yet anotherrun. This would over�ow with 32-bit Java int type,but worksbecausetheJava
64-bit long typeis used.

% java ThresholdTest 2222222 3 5 10316017
New (3,5) threshold scheme, with p = 10316017 and s = 2222222
Function f(x) = 2222222*xÃ0 + 8444849*xÃ1 + 2276741*xÃ2
All 5 Output Shares: (1,2627795) (2,7586850) (3,6783370) (4,217355) (5,8520839)

Recover secret from t = 3 shares, with p = 10316017
All 3 Input Shares: (4,217355) (2,7586850) (3,6783370)
C[0] = 2/(2-4) ( or 10316016) 3/(3-4) ( or 10316014) = 3
C[1] = 4/(4-2) ( or 2) 3/(3-2) ( or 3) = 6
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C[2] = 4/(4-3) ( or 4) 2/(2-3) ( or 10316015) = 10316009
Secret = 3*217355 + 6*7586850 + 10316009*6783370 = 2222222
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Program I.1.a
Demonstration of Xor

Referred to from page 4.

Thecodebelow showshow xor canbeusedto interchangedataelements.

Java class: Xor
// Xor.java: test xor function Ã for interchanges
public class Xor {

// main function to try out Base class
public static void main (String[] args) {

int a = 123456789, b = -987654321;
printThem(a, b);
// interchange a and b

a = aˆb;
b = aˆb;
a = aˆb;

printThem(a, b);
a = 234234234; b = -789789789;
printThem(a, b);
// interchange a and b

a ˆ= b;
b ˆ= a;
a ˆ= b;

printThem(a, b);
} // end of main

private static void printThem(int a, int b) {
System.out.println("a: " + a + ", \tb: " + b);

}
}

Hereis theoutputof a run:
% java Xor
a: 123456789, b: -987654321
a: -987654321, b: 123456789
a: 234234234, b: -789789789
a: -789789789, b: 234234234



Program I.1.b
Form ulas for Logarithms

Referred to from page 5.

Java suppliesa functionto calculatenaturallogs,base:

�

�3= B �$D ��D ��D ��D�(!E�@ ��(!E . To calculate
logs to otherbases,you needto multiply by a �x ed constant:for a log base� multiply by

�62

������;

� .

Java class: Logs
// Logs.java: try out logarithm formulas
public class Logs {

// main function to try out Logs class
public static void main (String[] args) {

System.out.println("log base 2 of 1024 = " + log2(1024));
System.out.println("log base 10 of 1000 = " + log10(1000));
System.out.println("log 2 = " + Math.log(2));
System.out.println("1/log 2 = " + 1/Math.log(2));
System.out.println("log base 10 of 2 = " + log10(2));

} // end of main

// log2: Logarithm base 2
public static double log2(double d) {

return Math.log(d)/Math.log(2.0);
}

// log10: Logarithm base 10
public static double log10(double d) {

return Math.log(d)/Math.log(10.0);
}

}

Hereis theoutputof a run:
% java Logs
log base 2 of 1024 = 10.0
log base 10 of 1000 = 2.9999999999999996
log 2 = 0.6931471805599453
1/log 2 = 1.4426950408889634
log base 10 of 2 = 0.30102999566398114



Program I.1.c
Fermat' s Theorem Illustrated

Referred to from page 12.

RecallthatFermat's theoremsaysthatgivena prime � anda non-zeronumber� , �

�
7 % mod �

is alwaysequalto � . Hereis a tablefor � �

� � illustratingthis theorem.Noticebelow thatthe
valueis always � by the time thepower getsto � � , but sometimesthevaluegetsto � earlier.
The initial run up to the � valueis shown in boldfacein thetable. A valueof � for which the
wholerow is bold is calledagenerator. In thiscase2, 6, 7, and8 aregenerators.

� � � % �

�

�

�
�

�
�

�
�

�
�

�
� � �

�
� %'&

11 2 2 4 8 5 10 9 7 3 6 1
11 3 3 9 5 4 1 3 9 5 4 1
11 4 4 5 9 3 1 4 5 9 3 1
11 5 5 3 4 9 1 5 3 4 9 1
11 6 6 3 7 9 10 5 8 4 2 1
11 7 7 5 2 3 10 4 6 9 8 1
11 8 8 9 6 4 10 3 2 5 7 1
11 9 9 4 3 5 1 9 4 3 5 1
11 10 10 1 10 1 10 1 10 1 10 1

Javacodeto producethetableaboveandtheonebelow.

Java class: Fermat
// Fermat.java: given a prime integer p, calculate powers of a
// fixed element a mod p. Output html table
public class Fermat {

// main function to do all the work
public static void main (String[] args) {

long p = (Long.parseLong(args[0])); // the fixed prime base
System.out.println("<table border nosave >");
System.out.println("<tr><th>p</th><th>a</ th><th ></th> ");
for (int col = 1; col < p; col++)

System.out.print("<th>a<sup>" + col + "</sup></th>");
System.out.println("</tr><tr colspan=" + (p+2) + "></tr>");
for (long row = 2; row < p; row++) {

System.out.print("<tr align=right><td>" + p);
System.out.print("</td><td>" + row + "</td><td></td>");
boolean firstCycle = true;
for (long col = 1; col < p; col++) {

if (firstCycle)
System.out.print("<td><b><font color=FF0000>" +

pow(row, col, p) + "</font></b></td>");
else

System.out.print("<td>" + pow(row, col, p) + "</td>");
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if (firstCycle)
if (pow(row, col, p) == 1) firstCycle = false;

}
System.out.println("</tr>");

}
System.out.println("</table>");

} // end of main

// pow: calculate xÃy mod p, without overflowing
// (Algorithm from Gries, The Science of Programming, p. 240
public static long pow(long x, long y, long p) {

long z = 1;
while (y > 0) {

while (y%2 == 0) {
x = (x*x) % p;
y = y/2;

}
z = (z*x) % p;
y = y - 1;

}
return z;

}
}

Hereis a largertablewith p = 23 . Thereare10 generators.

� � ��� ��� ��� ��� ��	 ��
 ��� ��� ��
 ����� ����� ����� ����� ����� ����	 ����
 ����� ����� ����
 ����� ����� �����

232 2 4 8 169 18133 6 12 1 2 4 8 16 9 18 13 3 6 12 1
233 3 9 4 1213162 6 188 1 3 9 4 12 13 16 2 6 18 8 1
234 4 16183 122 8 9 136 1 4 16 18 3 12 2 8 9 13 6 1
235 5 2 104 208 1716119 22 18 21 13 19 3 15 6 7 12 14 1
236 6 139 8 2 123 18164 1 6 13 9 8 2 12 3 18 16 4 1
237 7 3 219 174 5 121513 22 16 20 2 14 6 19 18 11 8 10 1
238 8 186 2 1613124 9 3 1 8 18 6 2 16 13 12 4 9 3 1
239 9 12166 8 3 4 132 18 1 9 12 16 6 8 3 4 13 2 18 1
2310 108 1118196 142 2016 22 13 15 12 5 4 17 9 21 3 7 1
2311 116 20135 9 7 8 192 22 12 17 3 10 18 14 16 15 4 21 1
2312 126 3 13189 168 4 2 1 12 6 3 13 18 9 16 8 4 2 1
2313 138 12184 6 9 2 3 16 1 13 8 12 18 4 6 9 2 3 16 1
2314 14127 6 153 19132118 22 9 11 16 17 8 20 4 10 2 5 1
2315 1518172 7 13114 143 22 8 5 6 21 16 10 12 19 9 20 1
2316 163 2 9 6 4 18128 13 1 16 3 2 9 6 4 18 12 8 13 1
2317 1713148 211220187 4 22 6 10 9 15 2 11 3 5 16 19 1
2318 182 134 3 8 6 16129 1 18 2 13 4 3 8 6 16 12 9 1
2319 19165 3 112 159 106 22 4 7 18 20 12 21 8 14 13 17 1
2320 209 19121016216 5 8 22 3 14 4 11 13 7 2 17 18 15 1
2321 214 15161418103 1712 22 2 19 8 7 9 5 13 20 6 11 1
2322 221 221 221 221 221 22 1 22 1 22 1 22 1 22 1 22 1



Program I.2.a
Basic GCD Algorithm

Referred to from page 15.

Thisclassgives(in bold below) twoversionsof thesimplegreatestcommondivisionalgorithm:
the�rst recursiveandtheseconditerative.

Java class: GCD
// GCD: Greatest Common Divisor
public class GCD {

public static long gcd1(long x, long y) {
if (y == 0) return x;
return gcd1(y, x % y);

}

public static long gcd2(long x, long y) {
while (y != 0) {

long r = x % y;
x = y; y = r;

}
return x;

}

public static void main(String[] args) {
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
long z = GCD.gcd1(x, y);
System.out.println("Method 1: gcd(" + x + ", " +

y + ") = " + z);
z = GCD.gcd2(x, y);

System.out.println("Method 2: gcd(" + x + ", " +
y + ") = " + z);

}
}

Hereareseveralrunsof thisprogram:
% java GCD 819 462
Method 1: gcd(819, 462) = 21
Method 2: gcd(819, 462) = 21
% java GCD 40902 24140
Method 1: gcd(40902, 24140) = 34
Method 2: gcd(40902, 24140) = 34



Program I.2.b
Extended GCD Algorithm

Referred to from page 16.

This extendedgreatestcommondivison algorithm is the versionin Knuth's Seminumerical
Algorithms, Third Edition. When the algorithm �nishes, x*u[0] + y*u[1] = u[2] =
gcd(x, y) .

Java class: ExtGCDsimple
// ExtGCDsimple: Extended GCD
public class ExtGCDsimple {

public static long[] GCD(long x, long y) {
long[] u = {1, 0, x}, v = {0, 1, y}, t = new long[3];
while (v[2] != 0) {

long q = u[2]/v[2];
for (int i = 0; i < 3; i++) {

t[i] = u[i] -v[i]*q; u[i] = v[i]; v[i] = t[i];
}

}
return u;

}

public static void main(String[] args) {
long[] u = new long[3];
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
u = ExtGCDsimple.GCD(x, y);
System.out.println("gcd(" + x + ", " + y + ") = " + u[2]);
System.out.println("(" + u[0] + ")*" + x + " + " +

"(" + u[1] + ")*" + y + " = " + u[2]);
}

}

Hereareseveralrunsof thisprogram:
% java ExtGCDsimple 819 462
gcd(819, 462) = 21
(-9)*819 + (16)*462 = 21
% java ExtGCDsimple 40902 24140
gcd(40902, 24140) = 34
(337)*40902 + (-571)*24140 = 34



Program I.2.c
Extended GCD Algorithm (debug version)

Referred to from page 17.

Thelong (debugoriented)versionof thisprogramwasdiscussedin thetext of thebook.

Java class: ExtGCD
// ExtGCD: Extended GCD (long version)
public class ExtGCD {

public static long[] GCD(long x, long y) { // assume not 0 or neg
long[] u = new long[3];
long[] v = new long[3];
long[] t = new long[3];
// at all stages, if w is any of the 3 vectors u, v or t, then
// x*w[0] + y*w[1] = w[2] (this is verified by "check" below)
// u = (1, 0, u); v = (0, 1, v);
u[0] = 1; u[1] = 0; u[2] = x; v[0] = 0; v[1] = 1; v[2] = y;
System.out.println("q\tu[0]\tu[1]\tu[2]\t v[0]\t v[1]\t v[2]") ;

while (v[2] != 0) {
long q = u[2]/v[2];
// t = u - v*q;
t[0] = u[0] -v[0]*q; t[1] = u[1] -v[1]*q; t[2] = u[2] -v[2]*q;

check(x, y, t);
// u = v;
u[0] = v[0]; u[1] = v[1]; u[2] = v[2]; check(x, y, u);
// v = t;
v[0] = t[0]; v[1] = t[1]; v[2] = t[2]; check(x, y, v);
System.out.println(q + "\t"+ u[0] + "\t" + u[1] + "\t" + u[2] +

"\t"+ v[0] + "\t" + v[1] + "\t" + v[2]);
}
return u;

}

public static void check(long x, long y, long[] w) {
if (x*w[0] + y*w[1] != w[2]) {

System.out.println("*** Check fails: " + x + " " + y);
System.exit(1);

}
}

public static void main(String[] args) {
long[] u = new long[3];
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
u = ExtGCD.GCD(x, y);
System.out.println("\ngcd(" + x + ", " + y + ") = " + u[2]);
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System.out.println("(" + u[0] + ")*" + x + " + " +
"(" + u[1] + ")*" + y + " = " + u[2]);

}
}

Hereis asamplerun (with a few extra tabsinsertedby hand):

% java ExtGCD 123456789 987654321
q u[0] u[1] u[2] v[0] v[1] v[2]

0 0 1 987654321 1 0 123456789
8 1 0 123456789 -8 1 9
13717421 -8 1 9 109739369 -13717421 0

gcd(123456789, 987654321) = 9
(-8)*123456789 + (1)*987654321 = 9

% java ExtGCD 1122334455667788 99887766554433
q u[0] u[1] u[2] v[0] v[1] v[2]

11 0 1 99887766554433 1 -11 23569023569025
4 1 -11 23569023569025 -4 45 5611672278333
4 -4 45 5611672278333 17 -191 1122334455693
4 17 -191 1122334455693 -72 809 1122334455561
1 -72 809 1122334455561 89 -1000 132
8502533754 89 -1000 132 -756725504178 8502533754809 33
4 -756725504178 8502533754809 33 3026902016801 -34010135020236 0

gcd(1122334455667788, 99887766554433) = 33
(-756725504178)*1122334455667788 + (8502533754809)*99887766554433 = 33

% java ExtGCD 384736948574637 128475948374657
q u[0] u[1] u[2] v[0] v[1] v[2]

2 0 1 128475948374657 1 -2 127785051825323
1 1 -2 127785051825323 -1 3 690896549334
184 -1 3 690896549334 185 -554 660086747867
1 185 -554 660086747867 -186 557 30809801467
21 -186 557 30809801467 4091 -12251 13080917060
2 4091 -12251 13080917060 -8368 25059 4647967347
2 -8368 25059 4647967347 20827 -62369 3784982366
1 20827 -62369 3784982366 -29195 87428 862984981
4 -29195 87428 862984981 137607 -412081 333042442
2 137607 -412081 333042442 -304409 911590 196900097
1 -304409 911590 196900097 442016 -1323671 136142345
1 442016 -1323671 136142345 -746425 2235261 60757752
2 -746425 2235261 60757752 1934866 -5794193 14626841
4 1934866 -5794193 14626841 -8485889 25412033 2250388
6 -8485889 25412033 2250388 52850200 -158266391 1124513
2 52850200 -158266391 1124513 -114186289 341944815 1362
825 -114186289 341944815 1362 94256538625 -282262738766 863
1 94256538625 -282262738766 863 -94370724914 282604683581 499
1 -94370724914 282604683581 499 188627263539 -564867422347 364
1 188627263539 -564867422347 364 -282997988453 847472105928 135
2 -282997988453 847472105928 135 754623240445 -2259811634203 94
1 754623240445 -2259811634203 94 -1037621228898 3107283740131 41
2 -1037621228898 3107283740131 41 2829865698241 -8474379114465 12
3 2829865698241 -8474379114465 12 -9527218323621 28530421083526 5
2 -9527218323621 28530421083526 5 21884302345483 -65535221281517 2
2 21884302345483 -65535221281517 2 -53295823014587 159600863646560 1
2 -53295823014587 159600863646560 1 28475948374657 -384736948574637 0

gcd(384736948574637, 128475948374657) = 1
(-53295823014587)*384736948574637 + (159600863646560)*128475948374657 = 1



Program I.2.d
Testing Two Exponential Algorithms

Referred to from page 19.

Thecodebelow thetwo algorithmsfor carryingout integerexponentiationthatwerepresented
in thetext. Eachfunctionhasadditionaldebugstatementsto provideextraoutput.

Java class: Exp
// Exp: test Java versions of two exponentiation algorithms
public class Exp {

// exp1: uses binary representation of the exponent.
// Works on binary bits from most significant to least.
// Variable y only present to give loop invariant:
// xÃy = z, and y gives the leading bits of Y.
public static long exp1(long x, long Y[], int k) {

long y = 0, z = 1;
int round = 0;
dump1("Initial. ", x, y, z);
for (int i = k; i >= 0; i--) {

y = 2*y;
z = z*z;
dump1("Round: " + (round) + ", ", x, y, z);
if (Y[i] == 1) {

y++;
z = z*x;
dump1("Round: " + (round++) + ", ", x, y, z);

}
}
return z;

}

// dump1: function to spit out debug information
private static void dump1(String s, long x, long y, long z) {

System.out.println(s + "x: " + x + ",\ty: " + y +
",\tz: " + z + ",\t(xÃy): " + (exp(x, y)));

}

// exp2: uses binary rep of exponent, without constructing it.
// Works on binary bits from least significant to most.
// Loop invariant is: z*xÃy = XÃY
public static long exp2(long X, long Y) {

long x = X, y = Y, z = 1;
dump2("Initial. ", x, y, z);
int round = 1;
while (y > 0) {

while (y%2 == 0) {
x = x*x;
y = y/2;
dump2("Round: " + (round) + ", ", x, y, z);
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}
z = z*x;
y = y - 1;}
dump2("Round: " + (round++) + ", ", x, y, z);

{\em{}
return z;

}

// exp: extra copy of exp2 function without debug code
public static long exp(long X, long Y) {

long x = X, y = Y, z = 1;
while (y > 0) {

while (y%2 == 0) {
x = x*x;
y = y/2;

}
z = z*x;
y = y - 1;

}
return z;

}

// dump2: function to spit out debug information
private static void dump2(String s, long x, long y, long z) {

System.out.println(s + "x: " + x + ",\ty: " + y +
",\tz: " + z + ",\tz*(xÃy): " + (z*exp(x, y)));

}

public static void main(String[] args) {
long x = Long.parseLong(args[0]);
long y = Long.parseLong(args[1]);
// Convert y to array Y of bits
long Y[] = new long[50];
int k = 0;
long yt = y;
while (yt > 0) {

Y[k++] = yt % 2;
yt = yt/2;

}
k--;
System.out.println("Try first exponentiation algorithm ...");
long z1 = Exp.exp1(x, Y, k);
System.out.println("Method 1: exp1(" + x + ", " + y +

") = " + z1 + "\n");
System.out.println("Try second exponentiation algorithm ...");
long z2 = Exp.exp2(x, y);
System.out.println("Method 2: exp2(" + x + ", " + y +

") = " + z2);
}

}

Hereareresultsof testruns,with a few extra blanksto improvereadability:
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% java Exp 3 12
Try first exponentiation algorithm ...
Initial. x: 3, y: 0, z: 1, (xÃy): 1
Round: 1, x: 3, y: 0, z: 1, (xÃy): 1
Round: 1, x: 3, y: 1, z: 3, (xÃy): 3
Round: 2, x: 3, y: 2, z: 9, (xÃy): 9
Round: 2, x: 3, y: 3, z: 27, (xÃy): 27
Round: 3, x: 3, y: 6, z: 729, (xÃy): 729
Round: 3, x: 3, y: 12, z: 531441, (xÃy): 531441
Method 1: exp1(3, 12) = 531441

Try second exponentiation algorithm ...
Initial. x: 3, y: 12, z: 1, z*(xÃy): 531441
Round: 1, x: 9, y: 6, z: 1, z*(xÃy): 531441
Round: 1, x: 81, y: 3, z: 1, z*(xÃy): 531441
Round: 1, x: 81, y: 2, z: 81, z*(xÃy): 531441
Round: 2, x: 6561, y: 1, z: 81, z*(xÃy): 531441
Round: 2, x: 6561, y: 0, z: 531441, z*(xÃy): 531441
Method 2: exp2(3, 12) = 531441

% java Exp 2 23
Try first exponentiation algorithm ...
Initial. x: 2, y: 0, z: 1, (xÃy): 1
Round: 1, x: 2, y: 0, z: 1, (xÃy): 1
Round: 1, x: 2, y: 1, z: 2, (xÃy): 2
Round: 2, x: 2, y: 2, z: 4, (xÃy): 4
Round: 2, x: 2, y: 4, z: 16, (xÃy): 16
Round: 2, x: 2, y: 5, z: 32, (xÃy): 32
Round: 3, x: 2, y: 10, z: 1024, (xÃy): 1024
Round: 3, x: 2, y: 11, z: 2048, (xÃy): 2048
Round: 4, x: 2, y: 22, z: 4194304, (xÃy): 4194304
Round: 4, x: 2, y: 23, z: 8388608, (xÃy): 8388608
Method 1: exp1(2, 23) = 8388608

Try second exponentiation algorithm ...
Initial. x: 2, y: 23, z: 1, z*(xÃy): 8388608
Round: 1, x: 2, y: 22, z: 2, z*(xÃy): 8388608
Round: 2, x: 4, y: 11, z: 2, z*(xÃy): 8388608
Round: 2, x: 4, y: 10, z: 8, z*(xÃy): 8388608
Round: 3, x: 16, y: 5, z: 8, z*(xÃy): 8388608
Round: 3, x: 16, y: 4, z: 128, z*(xÃy): 8388608
Round: 4, x: 256, y: 2, z: 128, z*(xÃy): 8388608
Round: 4, x: 65536, y: 1, z: 128, z*(xÃy): 8388608
Round: 4, x: 65536, y: 0, z: 8388608, z*(xÃy): 8388608
Method 2: exp2(2, 23) = 8388608



Program II.3.a
Form ula for Channal Capacity

Referred to from page 26.

Programwith thesimpleformulafor channelcapacity:

Java class: Capacity
// Capacity.java: calculate channel capacity, binary symmetric channel
// p: the channel probability for a binary symmetric channel
public class Capacity {

// main function to do calculation
public static void main (String[] args) {

double p = Double.parseDouble(args[0]); // channel probability
System.out.println("Probability: " + p +

", Capacity: " + capacity(p));
} // end of main

// capacity: the capacity of the binary symmetric channel
private static double capacity(double p) {

if (p == 0 || p == 1) return 1;
return 1 + p*log2(p) + (1 - p)*log2(1 - p);

}

// log2: Logarithm base 2
public static double log2(double d) {

return Math.log(d)/Math.log(2.0);
}

}

Typical output:
% javac Capacity.java
% java Capacity 0.3
Probability: 0.3, Capacity: 0.11870910076930735
% java Capacity 0.999
Probability: 0.999, Capacity: 0.9885922422625388
% java Capacity 0.001
Probability: 0.0010, Capacity: 0.9885922422625388
% java Capacity 0.5
Probability: 0.5, Capacity: 0.0
% java Capacity 0.5001
Probability: 0.5001, Capacity: 2.8853901046232977E-8
% java Capacity 0.51
Probability: 0.51, Capacity: 2.8855824719009604E-4



Program II.3.b
Table of Channal Capacities

Referred to from page 26.

Hereis theprogramto print anHTML tableof channelcapacities.Theresultingtable(when
interpretedby anHTML browser)will print a tablethatlooksmuchlike theonein thetext.

Java class: CapacityTable
// CapacityTable.java: print table of capacities
// p: the channel probability for a binary symmetric channel
import java.text.DecimalFormat;
public class CapacityTable {

static final int TABLE_SIZE = 20;
static DecimalFormat twoDigits = new DecimalFormat("0.00");
static DecimalFormat fifteenDigits = new

DecimalFormat("0.000000000000000");

// main function to do calculation
public static void main (String[] args) {

double p; // channel probability
System.out.println("<table border>");
System.out.println("<tr><td><b>Probabilit y</b>< /td>") ;
System.out.println("<td><b>Channel Capacity</b></td></tr>");
System.out.println("<tr><td></td><td></td ></tr> ");
for (int i = 0; i <= TABLE_SIZE/2; i++) {

p = (double)i/TABLE_SIZE;
System.out.print("<tr><td>" + twoDigits.format(p));
System.out.print(" or " + twoDigits.format(1-p));
System.out.println("</td><td>" +

fifteenDigits.format(capacity(p)) + "</td></tr>");
}
System.out.println("</table>");

} // end of main

// capacity: the capacity of the binary symmetric channel
private static double capacity(double p) {

if (p == 0 || p == 1) return 1;
return 1 + p*log2(p) + (1 - p)*log2(1 - p);

}

// log2: Logarithm base 2
public static double log2(double d) {

return Math.log(d)/Math.log(2.0);
}

}

Hereis theoutput,asanHTML table:
<table border>
<tr><td><b>Probability</b></td>



174 Program II.3.b

<td><b>Channel Capacity</b></td></tr>
<tr><td></td><td></td></tr>
<tr><td>0.00 or 1.00</td><td>1.000000000000000</td></ tr>
<tr><td>0.05 or 0.95</td><td>0.713603042884044</td></ tr>
<tr><td>0.10 or 0.90</td><td>0.531004406410719</td></ tr>
<tr><td>0.15 or 0.85</td><td>0.390159695283600</td></ tr>
<tr><td>0.20 or 0.80</td><td>0.278071905112638</td></ tr>
<tr><td>0.25 or 0.75</td><td>0.188721875540867</td></ tr>
<tr><td>0.30 or 0.70</td><td>0.118709100769307</td></ tr>
<tr><td>0.35 or 0.65</td><td>0.065931944624509</td></ tr>
<tr><td>0.40 or 0.60</td><td>0.029049405545331</td></ tr>
<tr><td>0.45 or 0.55</td><td>0.007225546012192</td></ tr>
<tr><td>0.50 or 0.50</td><td>0.000000000000000</td></ tr>
</table>



Program II.3.c
Inverse of the Channal Capacity form ula

Referred to from page 26.

Here is a Java programthat prints a table of channelcapacitiesand correspondingchannel
probabilities.(Thefunctioncalculatingtheinverseof thechannelcapacityfunctionis givenin
boldface.)

Java class: CapacityInverse
// CapacityInverse.java: print table of inverse capacities
// p: the channel probability for a binary symmetric channel
import java.text.DecimalFormat;
public class CapacityInverse {

static final int TABLE_SIZE = 20;
static DecimalFormat eightDigits =

new DecimalFormat("0.00000000");
// main function to do calculation
public static void main (String[] args) {

double p; // channel probability
double c; // channel capacity
System.out.println("<table border><tr align=center>");
System.out.println("<td><b>Channel<br>Cap acity< /b></t d>");
System.out.println("<td><b>Probability<br >p</b> </td>" );
System.out.println("<td><b>Probability<br >1-p</ b></td ></tr> ");
System.out.println("<tr><td></td><td></td ></tr> ");
for (int i = 0; i <= TABLE_SIZE; i++) {

c = (double)i/TABLE_SIZE;
System.out.print("<tr><td>" + c);
if ((int)(10*c) == 10*c) System.out.print("0");
System.out.print("</td><td>" +

eightDigits.format(capacityInverse(c)) + "</td>");
System.out.println("</td><td>" +

eightDigits.format(1 - capacityInverse(c)) +
"</td></tr>");

}
System.out.println("</table>");

} // end of main

// capacity: the capacity of the binary symmetric channel
private static double capacity(double p) {

if (p == 0 || p == 1) return 1;
return 1 + p*log2(p) + (1 - p)*log2(1 - p);

}

// capacityInverse: the inverse of the capacity function,
// uses simple bisection method
private static double capacityInverse(double c) {

if (c < 0 || c > 1) return -1;
double lo = 0, hi = 0.5, mid, cLo, cHi, cMid;
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do {
mid = (lo + hi)/2;
cLo = capacity(lo);
cHi = capacity(hi);
cMid = capacity(mid);
if (c > cMid) hi = mid;
else lo = mid;

} while (hi - lo > 1.0E-15);
return mid;

}

// log2: Logarithm base 2
public static double log2(double d) {

return Math.log(d)/Math.log(2.0);
}

}

Hereis thetableprintedby theaboveprogram(roughlyasit would look in abrowser):

Channel Probability Probability
Capacity p 1 - p
0.00 0.50000000 0.50000000
0.05 0.36912775 0.63087225
0.10 0.31601935 0.68398065
0.15 0.27604089 0.72395911
0.20 0.24300385 0.75699615
0.25 0.21450174 0.78549826
0.30 0.18929771 0.81070229
0.35 0.16665701 0.83334299
0.40 0.14610240 0.85389760
0.45 0.12730481 0.87269519
0.50 0.11002786 0.88997214
0.55 0.09409724 0.90590276
0.60 0.07938260 0.92061740
0.65 0.06578671 0.93421329
0.70 0.05323904 0.94676096
0.75 0.04169269 0.95830731
0.80 0.03112446 0.96887554
0.85 0.02153963 0.97846037
0.90 0.01298686 0.98701314
0.95 0.00560717 0.99439283
1.00 0.00000000 1.00000000
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Table of Repetition Codes

Referred to from page 28.

Hereis aJavaprogramthatwill generatetheentiretable,for any inputprobabilityp:

Java class: RepetitionTable
// RepetitionTable.java: given p, calculate a table of duplicates
// p: the channel probability for a binary symmetric channel
public class RepetitionTable {

// main function to do calculation
public static void main (String[] args) {

double p = Double.parseDouble(args[0]); // channel probability
int[] values = {1, 3, 5, 7, 9, 11, 25, 49, 99, 199};
System.out.println("<table BORDERNOSAVE>");
System.out.println("<tr><td align=center><b>Number of</b>");
System.out.println(" <br><b>Duplicates</b></td>");
System.out.println(" <td align=center><b>Transmission</b>");
System.out.println(" <br><b>Rate</b></td>");
System.out.println(" <td align=center><b>Error</b>");
System.out.println(" <br><b>Rate</b></td>");
System.out.println(" <td align=center><b>Success</b>");
System.out.println(" <br><b>Rate</b></td></tr>");
for (int len = 0; len < values.length; len++) {

int n = values[len];
double result = 0;
for (long i = n; i > n/2; i--)

result += comb(n,i)*Math.pow(p,i)*Math.pow(1-p, n-i);
System.out.println("<tr><td>" + n + "</td><td>" +

100.0/n + "\%</td><td>" + (100.0 - 100.0*result) +
"\%</td><td>" + 100.0*result + "\%</td></tr>" );

}
System.out.println("</table>");

} // end of main

// comb(n, i): # of combinations of n things taken i at a time
private static double comb(long n, long i) {

double result = 1.0;
if (i < n/2) i = n-i;
for (long j = n; j > i; j--)

result *= ((double)j/(j-i));
return result;

}
}

Hereis thetablegeneratedfor p = 2/3:
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Number of Transmission Err or Success
Duplicates Rate Rate Rate
1 100.0% 33.3333333333334% 66.6666666666666%
3 33.333333333333336%25.925925925926023% 74.07407407407398%
5 20.0% 20.987654320987772% 79.01234567901223%
7 14.285714285714286%17.329675354366827% 82.67032464563317%
9 11.11111111111111% 14.484580602550523% 85.51541939744948%
11 9.090909090909092% 12.208504801097504% 87.7914951989025%
25 4.0% 4.151367840779045% 95.84863215922095%
49 2.0408163265306123%0.7872479136560173% 99.21275208634398%
99 1.0101010101010102%0.030913686260717554%99.96908631373928%
199 0.5025125628140703%6.250990635692233E-5%99.99993749009364%

Hereis thesametable“cleanedup” abit by hand:

Number of Transmission Err or Success
Duplicates Rate Rate Rate
1 100.0% 33.3% 66.7%
3 33.3% 25.9% 74.1%
5 20.0% 20.99% 79.01%
7 14.3% 17.33% 82.67%
9 11.1% 14.48% 85.52%
11 9.1% 12.21% 87.79%
25 4.0% 4.15% 95.85%
49 2.0% 0.787% 99.213%
99 1.0% 0.0309% 99.9691%
199 0.5% 0.0000625% 99.9999375%
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The Simulation Program

Referred to from page 33.

Hereis the Java simulationprogramin three�les. The programusesthe blocksize(variable
N in �le Shannon.java , accessibleasa commandline argument).The programcalculates
2**N asthesizeof thecodetable(variableexpN in �le Shannon.java ). Thelengthof each
codeword in bytesis alsoa variable(CWSin �le Shannon.java ) accessibleasa command
line argument.Thusthenumberof bits in eachcodeword is 8*CWS. Themaindatastruc-
ture is thecodingtable: expN entrieseachof sizeCWSbytes. Eachentry is the classWord,
andthetableitself is of classTable . This codingtableis allocatedinsideTable.java , and
eachentry is allocatedinsideWord.java and�lled with randombits. The simulation
is repeatedsimSize many times(anothercommandline argumentinsideShannon.java ).
At eachiteration,a randomindex in thecodingtableis chosen(lengthN bits), andthecorre-
spondingcodeword (lengthCWSbytes)is fetchedfrom thetable.Thecodeword is ”perturbed”
by reversingeachbit with probability 1 - p = 0.25 , wherep is a variableinsideShan-
non.java . Thetableis thencheckedfor theclosestmatchto this new perturbedword. Here
”closest”meansto checkeachentryto seethenumberof bit positionsin which it differsfrom
theperturbedword. Theprogramfocusesonthewordor wordsin thetablethatdiffer from the
perturbedword in thesmallestnumberof bit positions.If thereis morethan1 ”closestmatch”,
this is regardedasanerror, asis thecasein which theclosestmatchis a word differentfrom
the original unperturbedword. (In caseof morethanoneclosestmatch,onecould choosea
word at random,but this programdoesnot do that.) The error rate is simply the percentof
errorscomparedwith all trials. Theprogramusesa reasonablycleverandef�cient method
for comparingcodewords(asbit strings). They arecomparedbyte-by-byte.To comparetwo
bytes,sayb1 andb1 , in function countDiffs inside�le Table.java , the function �rst
calculatesb = b1 Ãb2 (thebit-wiseexclusive-or). A 1 bit in b representsa differencein the
two bytevalues,sooneneedsonly to countthenumberof 1s in thebyteb. This is donewith a
tablelookupin thearrayc , declaredin Word.java , but usedin Table.java . Thevariable
b rangesfrom -128 to 127 inclusive,so it is necessaryto accessc[b+128] andto createc
to givethecorrectanswerswhenusedin thisway. Thearrayof Stringss (insideWord.java )
givesthebit representationof eachvalueof b, but thiswasonly usedfor debugging.

Java class: Word
// Word.java: an array of CWS(codeword size) bytes
import java.util.Random;
public class Word {

public static int[] c = {
// number of 1 bits in 2s complement value (use value+128)
// used in class Table
1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5, 2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6,
2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6, 3,4,4,5,4,5,5,6, 4,5,5,6,5,6,6,7,
2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6, 3,4,4,5,4,5,5,6, 4,5,5,6,5,6,6,7,
3,4,4,5,4,5,5,6, 4,5,5,6,5,6,6,7, 4,5,5,6,5,6,6,7, 5,6,6,7,6,7,7,8,
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0,1,1,2,1,2,2,3, 1,2,2,3,2,3,3,4, 1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5,
1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5, 2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6,
1,2,2,3,2,3,3,4, 2,3,3,4,3,4,4,5, 2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6,
2,3,3,4,3,4,4,5, 3,4,4,5,4,5,5,6, 3,4,4,5,4,5,5,6, 4,5,5,6,5,6,6,7};

public byte[] w; // the only data field in this class

// Word: construct and fill bytes with random values
public Word(Random ranNumGen) {

w = new byte[Shannon.CWS]; // allocate CWSbytes
for (int j = 0; j < Shannon.CWS; j++)

w[j] = (byte)(256*ranNumGen.nextDouble() - 128);
}

// Word: construct and copy input Word u into new class
public Word(Random ranNumGen, Word u) {

w = new byte[Shannon.CWS];
for (int j = 0; j < Shannon.CWS; j++)

w[j] = u.w[j];
}

}

Java class: Table
//Table.java: the code table for Shannon's random code
import java.util.Random;
public class Table {

public Word[] t; // the only data field in this class

// Table: constructor. Allocate expN = 2**N random words
public Table(Random ranNumGen) {

t = new Word[Shannon.expN];
for (int i = 0; i < Shannon.expN; i++)

t[i] = new Word(ranNumGen);
}

// search: search Table t for an input word w
public int search (Word w) {

int comp;
int minComp = Shannon.CWS*8 + 1;
int minCompCount = -100000000;
int index = -200000000;
for (int i = 0; i < Shannon.expN; i++) {

comp = compare(t[i], w); // count bits that differ
if (comp == minComp) // an old minimum

minCompCount++;
if (comp < minComp) { // a new minimum

index = i;
minComp = comp;
minCompCount = 1;

}
}
if (minCompCount == 1) return index; // unique minimum
else return -minCompCount; // several different minimums
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}

// compare: return count of differences of bits of input words
private int compare(Word u, Word v) {

int diffs = 0;
for (int i = 0; i < Shannon.CWS; i++)

diffs += countDiffs(u.w[i], v.w[i]);
return diffs;

}

// countDiffs: return count of differences of bits of input bytes
private int countDiffs(byte b1, byte b2) {

byte b = (byte)(b1Ãb2); // xor gives 1 where bytes differ
return Word.c[b+128]; // table lookup gives # of 1 bits

}

// getWord: fetch a word at a given index: part of simulation
public Word getWord(int index) {

return t[index];
}

// printTable: print the whole table, debug only
public void printTable() {

for (int i = 0; i < Shannon.expN; i++) {
System.out.print("Entry " + i + ": ");
t[i].printWord();

}
}

}

Java class: Shannon
// Shannon.java: a simulation of Shannon's random coding
import java.util.Random; // use fancy rng for reproducability
public class Shannon {

public static final double P = 0.75; // prob of no error
public static int N; // blocksize, from command line
public static int expN; // = 2**N, table size, calculated from N
public static final double C = capacity(P);
public static int CWS; // the codeword size, bytes, from cmd line
private static Random ranNumGen = new Random(); // diff each time

public static double log2(double d) { // for log2 in Java
return Math.log(d)/Math.log(2.0);

}

public static double capacity(double p) { // channel capacity
if (p == 0 || p == 1) return 1;
return 1 + p*log2(p) + (1 - p)*log2(1 - p);

}

public static int randInt(int i) { // rand int, between 0 and i-1
return (int)(ranNumGen.nextDouble()*i);

}
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// perturb: alter bits of input word, each time with prob 1-P
public static Word perturb(Word v) {

Word u = new Word(ranNumGen, v);
int[] mask = {1, 2, 4, 8, 16, 32, 64, -128};
for (int i = 0; i < Shannon.CWS; i++)

for (int j = 0; j < 8; j++)
if (ranNumGen.nextDouble() > Shannon.P) {

u.w[i] = (byte)(mask[j]Ãu.w[i]);
}

return u;
}

public static void main(String[] args) {
int simSize = Integer.parseInt(args[0]); // # of trials
N = Integer.parseInt(args[1]); // block size
CWS = Integer.parseInt(args[2]); // codeword size
expN = 1;
for (int i = 0; i < N; i++)

expN = expN*2; // expN = 2**N, table size in Table.java
System.out.println("simSize: " + simSize +

", Blocksize: " + Shannon.N +
", Codeword size (bytes): " + Shannon.CWS +
", expN: " + Shannon.expN);

// count matches and two kinds of mismatches
int numMatch = 0, numNonMatch = 0, numMultiMatch = 0;
Table tab = new Table(ranNumGen); // the coding table
for (int k = 0; k < simSize; k++) {

int ind = randInt(Shannon.expN); // index of rand code word
Word w = tab.getWord(ind); // w is the random code word
Word u = perturb(w); // u is w with random noise added
int ind2 = tab.search(u); // closest match, perturbed code word
if (ind2 == ind) numMatch++;
else if (ind2 >= 0) { // matched wrong code word, not one sent

numNonMatch++;
}
else if (ind2 < 0) numMultiMatch++; // multiple matches
if (k%500 == 499) {

System.out.print("Error Rate: " +
(k+1 - numMatch)/(double)(k+1));

System.out.println(", Match: " + numMatch +
", Non-Match: " + numNonMatch +
", Multiples: " + numMultiMatch);

}
} // for
System.out.print("Error Rate: " +

(simSize - numMatch)/(double)simSize);
System.out.println(", Match: " + numMatch +

", Non-Match: " + numNonMatch +
", Multiples: " + numMultiMatch);

}
}
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The Huffman Algorithm

Referred to from page 41.

Hereis a Huffmancodeprogramin 6 �les, codedin Java. Theprogramis for demonstration
purposes,andneedsadditionalcodeto performpractical�le compression,asis detailedat the
endof thissection.Theprogrambelow eitherreadsa �le directly from standardinput,or if the
�le nameis on the commandline, it usesthat for the input. The programanalyzesthe input
�le to getthesymbolfrequencies,andthencalculatesthecodewordsfor eachsymbol. It also
createsthe outputcoded�le. However, this �le is a string of 0 and1 ascii characters, not
binarynumbers.Thecodealsoproducesa human-readableversionof theHuffmandecoding
tree,aswell asthe entropy of the �le andthe averagecodelengthof the resultingHuffman
code.

The encodealgorithm (function encode inside Huffman.java ) just usessequential
search,althoughthecorrespondingdecodealgorithmmakesef�cient useof theHuffmantree.
Thepriority queue(implementedin the�le PQueue.java ) justusesasimplelist andsequen-
tial search,whereasagoodpriority queueshouldbeimplementedwith aheap.

Java class: Entry
// Entry.java: entry in the code frequency table
class Entry {

public char symb; // character to be encoded
public double weight; // prob of occurrence of the character
public String rep; // string giving 0-1 Huffman codeword for char

}

Java class: Table
// Table.java: Huffman code frequency table
import java.io.*;
class Table {

public final int MAXT = 100; // maximum # of different symbols
public int currTableSize; // current size as table constructed
public Entry[] tab; // the table array, not allocated
private Reader in; // internal file name for input stream
String file = ""; // the whole input file as a String
private boolean fileOpen = false; // is the file open yet?
private String fileName; // name of input file, if present
private int totalChars = 0; // total number of chars read
char markerChar = '@'; // sentinal at end of file

// Table: constructor, input parameter: input file name or null
public Table(String f) {

fileName = f;
currTableSize = 0;
tab = new Entry[MAXT];

}

// getNextChar: fetches next char. Also opens input file
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private char getNextChar() {
char ch = ' '; // = ' ' to keep compiler happy
if (!fileOpen) {

fileOpen = true;
if (fileName == null)

in = new InputStreamReader(System.in);
else {

try {
in = new FileReader(fileName);

} catch (IOException e) {
System.out.println("Exception opening " + fileName);

}
}

}
try {

ch = (char)in.read();
} catch (IOException e) {

System.out.println("Exception reading character");
}
return ch;

}

// buildTable: fetch each character and build the Table
public void buildTable() {

char ch = getNextChar();
while (ch != 65535 && ch != markerChar) { // EOF or sentinal #

totalChars++;
file += ch;
int i = lookUp(ch);
if (i == -1) { // new entry

tab[currTableSize] = new Entry();
tab[currTableSize].symb = ch;
tab[currTableSize].weight = 1.0;
tab[currTableSize].rep = "";
currTableSize++;

}
else { // existing entry

tab[i].weight += 1.0;
}
// System.out.print(ch); // for debug
ch = getNextChar();

} // while
// finish calculating the weights
for (int j = 0; j < currTableSize; j++)

tab[j].weight /= (double)totalChars;
}

// lookUp: loop up the next char in the Table tab
public int lookUp(char ch) {

for (int j = 0; j < currTableSize; j++)
if (tab[j].symb == ch) return j;

return -1;
}
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// log2: Logarithm base 2
public double log2(double d) {

return Math.log(d) / Math.log(2.0);
}

// entropy: calculate entropy of the Table
public double entropy() {

double res = 0.0;
for (int i = 0; i < currTableSize; i++)

res += tab[i].weight * log2(1.0/tab[i].weight);
return res;

}

// aveCodeLen: calculate average code length
public double aveCodeLen() {

double res = 0.0;
for (int i = 0; i < currTableSize; i++)

res += tab[i].weight * tab[i].rep.length();
return res;

}
}

Java class: TreeNode
// TreeNode.java: node in the Huffman tree, used for encode/decode
class TreeNode {

public double weight; // probability of symb occurring
public char symb; // the symbol to be encoded
public String rep; // string of 0's and 1's, huffman code word
public TreeNode left, right; // tree pointeres
public int step; // step # in construction (for displaying tree)

}

Java class: ListNode
// ListNode.java: node in linked list of trees, initially root nodes
class ListNode {

public TreeNode hufftree;
public ListNode next;

}

Java class: PQueue
// PQueue.java: implement a priority queue as a linked list of trees
// Initialize it as a linked list of singleton trees
class PQueue {

ListNode list = null; // this points to the main list

// insert: insert new entry into the list
public void insert(TreeNode t) {

ListNode l = new ListNode();
l.hufftree = t;
l.next = list;
list = l;

}

// buildList: create the initial list with singleton trees
public void buildList(Entry[] tab, int n) {
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int i;
TreeNode tNode;
for (i = 0; i < n; i++) {

tNode = new TreeNode();
tNode.weight = tab[i].weight;
tNode.left = tNode.right = null;
tNode.symb = tab[i].symb;
tNode.rep = "";
insert(tNode);

}
}

// least: Remove and return from the list that tree with greatest
// root weight; sort of a pain in the ass to write
public TreeNode least() {

ListNode l, oldl, minl = null, oldminl = null; // for compiler
double minw = 1000000;
oldl = list;
l = list;
while (l != null) {

if (l.hufftree.weight < minw) {
minw = l.hufftree.weight;
oldminl = oldl;
minl = l;

}
oldl = l;
l = l.next;

}
if (minl == oldminl) {

list = list.next;
return minl.hufftree;

}
oldminl.next = minl.next;
return minl.hufftree;

}
}

Java class: Huffman
// Huffman.java: the Huffman tree algorithm
import java.text.DecimalFormat;
class Huffman {

public TreeNode tree; // the decoding tree
public Table t; // the frequency and encoding table
public PQueue p; // priority queue for building the Huffman tree
private int depth; // depth variable for debug printing of tree
String encodedFile, decodedFile; // files as Strings
char markerChar = '@'; // sentinal at end of file
public DecimalFormat fourDigits = new DecimalFormat("0.0000");

// Huffman: constructor, does all the work
public Huffman(String fileName) {

t = new Table(fileName);
t.buildTable();
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p = new PQueue();
p.buildList(t.tab, t.currTableSize);
tree = huffman(t.currTableSize);
insertRep(tree, t.tab, t.currTableSize, "");
displayTree(tree);
t.dumpTable();
encodedFile = encode(t.file);
System.out.println("Entropy: " + t.entropy() +

", Ave. Code Length: " + t.aveCodeLen());
}

// encode: translate the input file to binary Huffman file
public String encode(String file) {

String returnFile = ""; // encoded file to return (as a String)
for (int i = 0; i < file.length(); i++) {

int loc = t.lookUp(file.charAt(i));
if (loc == -1) {

System.out.println("Error in encode: can't find: " +
file.charAt(i));

System.exit(0);
}
returnFile += t.tab[loc].rep;

}
return returnFile;

}

// decode: translate the binary file (as a string) back to chars
public String decode(String file) {

String returnFile = ""; // decoded file to return (as a String)
TreeNode treeRef; // local tree variable for chasing into tree
int i = 0; // index in the Huffman String
while (i < file.length()) { // keep going to end of String

treeRef = tree; // start at root of tree
while (true) {

if (treeRef.symb != markerChar) { // at a leaf node
returnFile += treeRef.symb;
break;

}
else if (file.charAt(i) == '0') { // go left with '0'

treeRef = treeRef.left;
i++;

}
else { // go right with '1'

treeRef = treeRef.right;
i++;

}
} // while (true)

} // while
return returnFile;

}

// huffman: construct the Huffman tree, for decoding
public TreeNode huffman(int n) {
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int i;
TreeNode tree = null; // = null for compiler
for (i = 0; i < n-1; i++) {

tree = new TreeNode();
tree.left = p.least();
tree.left.step = i + 1; // just for displaying tree
tree.right = p.least();
tree.right.step = i + 1; // just for displaying tree
tree.weight = tree.left.weight +

tree.right.weight;
tree.symb = markerChar; // must not use '@' in input file
tree.rep = "";
p.insert(tree);

}
return tree;

}

// displayTree: print out tree, with initial and final comments
public void displayTree(TreeNode tree) {

System.out.println("\nDisplay of Huffman coding tree\n");
depth = 0;
displayTreeRecurs(tree);

}

// displayTreeRecurs: need recursive function for inorder traveral
public void displayTreeRecurs(TreeNode tree) {

depth++; // depth of recursion
String s = "";
if (tree != null) {

s = display(tree.rep + "0");
System.out.println(s);
displayTreeRecurs(tree.left);
s = display(tree.rep);
System.out.print(s + "+---");
if (depth != 1) {

if (tree.symb == markerChar) System.out.print("+---");
}
System.out.print(tree.symb + ": " +

fourDigits.format(tree.weight) + ", " + tree.rep);
if (depth != 1)

System.out.println(" (step " + tree.step + ")");
else System.out.println();
displayTreeRecurs(tree.right);
s = display(tree.rep + "1");
System.out.println(s);

}
depth--;

}

// display: output blanks and verical lines to display tree
// (tricky use of rep string to display correctly)
private String display(String rep) {

String s = " ";
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for (int i = 0; i < rep.length() - 1; i++) { // initial chars
if (rep.charAt(i) != rep.charAt(i+1) ) s += "|";
else s += " ";
s += " ";

}
return s;

}

// insertRep: tricky function to use Huffman tree to create rep
public void insertRep(TreeNode tree, Entry tab[], int n, String repr) {
//recursive function to insert Huffman codewords at each node.
// this could just insert at the leaves.

String s1, s2;
tree.rep = repr;
if ((tree.left) == null && (tree.right) == null) {

for (int i = 0; i < n; i++)
if (tree.symb == tab[i].symb)

tab[i].rep = tree.rep;
return;

}
s1 = repr; s1 += "0";
insertRep(tree.left, tab, n, s1); // recursive call to left
s2 = repr; s2 += "1";
insertRep(tree.right, tab, n, s2); // recursive call to right

}

// main: doesn't do much; just feeds in input file name
public static void main(String[] args) {

Huffman huff;
// pass an input file name if present on command line
if (args.length > 0) huff = new Huffman(args[0]);
else huff = new Huffman(null);

}
}

Hereis aninput �le:
% cat Testit.txt
aaaaabbbbbcccccccccccccccdddddddddddddddd deeeee eeeeee eeeeee e
ffffffffffffffffffffffffffffffffffffffff#

Hereis theoutputwith variousdebugdumps:
% java Huffman Testit.txt
Display of Huffman coding tree

+---f: 0.4000, 0 (step 5)
|
+---@: 1.0000,
|
| +---b: 0.0500, 1000 (step 1)
| |
| +---+---@: 0.1000, 100 (step 2)
| | |
| | +---a: 0.0500, 1001 (step 1)
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| |
| +---+---@: 0.2500, 10 (step 4)
| | |
| | +---c: 0.1500, 101 (step 2)
| |
+---+---@: 0.6000, 1 (step 5)

|
| +---d: 0.1700, 110 (step 3)
| |
+---+---@: 0.3500, 11 (step 4)

|
+---e: 0.1800, 111 (step 3)

Dump of Table ----->
Size: 6

Entry 0. Symbol: a, Weight: 0.05, Representation: 1001
Entry 1. Symbol: b, Weight: 0.05, Representation: 1000
Entry 2. Symbol: c, Weight: 0.15, Representation: 101
Entry 3. Symbol: d, Weight: 0.17, Representation: 110
Entry 4. Symbol: e, Weight: 0.18, Representation: 111
Entry 5. Symbol: f, Weight: 0.4, Representation: 0
----> End Dump of Table

Entropy: 2.251403369717592, Ave. Code Length: 2.3

Input file (as a String):
aaaaabbbbbcccccccccccccccdddddddddddddddd deeeee eeeeee eeeeee e
ffffffffffffffffffffffffffffffffffffffff

Encoded file (as a String):
10011001100110011001100010001000100010001 011011 011011 011011 0
11011011011011011011011011101101101101101 101101 101101 101101 1
01101101101101101111111111111111111111111 111111 111111 111111 1
11111111110000000000000000000000000000000 000000 000

Decoded file (as a String):
aaaaabbbbbcccccccccccccccdddddddddddddddd deeeee eeeeee eeeeee e
ffffffffffffffffffffffffffffffffffffffff

A Program to ProduceActual CompressedBinary Huffman Files: The changesandad-
ditions involve themethodsencode anddecode in theclassHuffman . First, the input �le
would be readtwice, onceto build the frequency table,anda secondtime to translateto the
Huffmancode.Next, themethodneedsto write thefrequency tablein someform. (It is also
possibleto write theactualHuffmantreein codedform.) Thenencode would write bits in a
waysimilar to theHammingalgorithmin thenext section.

Thedecode methodwould �rst readthefrequency tableandbuild anthesameHuffman
treeusedinsideencode . Thenthemethodwould readbits, againin a way similar to thatof
theHammingalgorithm.The�nal translationto theoriginal symbolswouldbethesame.



Program II.5.b
Two Distinct Huffman Codes

Referred to from page 43.

Therearesimpleexamplesof Huffmancodes,wheretherearetwo structurallydistinctHuffman
treesfor thesamesetof symbolsandfrequencies.BecausetheHuffmancodeis optimal,these
codesmusthave thesameaveragecodelength. Hereis onesimpleexample:a:9 , b:5 ,
c:4 , d:3 , and e:3 . Thereareclearly two distinct ways to constructthe tree, resultingin
Huffmancodesfor thesymbolswith adifferentsetof lengthsfor thecodewords.In bothcases
theaveragecodelengthis 2.25 bitspersymbol.
Herearetwo differentsetsof lengths:

+--- a: 0.3750, 0 (step 4)
|

---+---@: 1.0000,
|
| +--- e: 0.1250, 100 (step 1)
| |
| +---+---@: 0.2500, 10 (step 3)
| | |
| | +--- d: 0.1250, 101 (step 1)
| |
+---+---@: 0.6250, 1 (step 4)

|
| +--- c: 0.1667, 110 (step 2)
| |
+---+---@: 0.3750, 11 (step 3)

|
+--- b: 0.2083, 111 (step 2)

Entry 0. Symbol: a, Weight: 0.3750, Representation: 0
Entry 1. Symbol: d, Weight: 0.1250, Representation: 101
Entry 2. Symbol: b, Weight: 0.2083, Representation: 111
Entry 3. Symbol: e, Weight: 0.1250, Representation: 100
Entry 4. Symbol: c, Weight: 0.1667, Representation: 110

Entropy: 2.1829 , Ave. Code Length: 2.25

+--- c: 0.1667, 00 (step 2)
|

+---+---@: 0.3750, 0 (step 4)
| |
| +--- b: 0.2083, 01 (step 2)
|

---+---@: 1.0000,
|
| +--- e: 0.1250, 100 (step 1)
| |
| +---+---@: 0.2500, 10 (step 3)
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| | |
| | +--- d: 0.1250, 101 (step 1)
| |
+---+---@: 0.6250, 1 (step 4)

|
+--- a: 0.3750, 11 (step 3)

Entry 0. Symbol: a, Weight: 0.3750, Representation: 11
Entry 1. Symbol: b, Weight: 0.2083, Representation: 01
Entry 2. Symbol: c, Weight: 0.1667, Representation: 00
Entry 3. Symbol: d, Weight: 0.1250, Representation: 101
Entry 4. Symbol: e, Weight: 0.1250, Representation: 100

Entropy: 2.1829 , Ave. Code Length: 2.25
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The Hamming Algorithm

Referred to from page 47.

Thissectionpresentsanimplementationof thebinaryHammingcode.TheJavasourcewasde-
signedfor simplicity andeaseof understanding,ratherthanfor ef�ciency. ThebasicHamming
algorithmis implementedusingarraysof “bits” (0 or 1 storedin an int ), with from 1 to 120
messagebits andfrom 4 to 128bits in thecodeword. In orderto readandwrite �les of bytes,
it is necessaryto unpackeachbyteso that theHammingroutinescanwork on it, andthento
packthe resultfor writing. (A moreef�cient implementationwould not usearraysof bits in
thiswayandsowouldnotneedthepackingandunpacking.)

Thecompletearray-basedimplementationof theHammingcodeis in theJavaclassHam-
ming . This is astraightforwardimplementation.Herearecommentsaboutindividualfeatures:

� TheconstructorHamming: this justbuilds thenecessarymasks,describednext.

� The2-dimensionalarray m: nine128-bitmasksusedto decidewhich bits to usein each
parity check: m[0] , m[1] , m[2] , m[3] , m[4] , m[5] , m[6] , m[7] . The maskm[i]
givesthebits to checkfor thecheckbit in positionpow(2,i) . Thusm[0] is all 1 bits,
m[1] hasodd-numberedbits 1, m[2] hasalternatingpairsof 0's and1's, andso forth.
Themaskm0hasa1 bit in thosepositionsusedfor checkbits: all powersof 2.

� TheencodeMessage method:Takesan input arrayof messagebits (wherethe length
of thearraygivesthenumberof bits),andproducesanoutputarrayof bits thatrepresents
theHammingcodeword obtainedby insertingextra checkbits. Again the lengthof the
codeword is givenby thelengthof thearray.

� The insertMessage method:Calledby encodeMessage , this insertsmessagebits
into eachnon-checkbit postion.

� The insertCheckBits method:Calledby encodeMessage , this insertstheproper
checkbit values.

� ThedecodeMessage method:This �rst checksfor errors(checkErrors ), thencor-
rectsa singleerror if oneis found,and�nally extractsthe messagewithout checkbits
andreturnsit. In caseof adetecteddoubleerror, anull is returned.

� Expandingthe implementationsize: This is easyto do. For example, to doublethe
maximumsize,changeMAXCHKLEN from 8 to 9, MAXRESLEN from 128to 256,and
add128 to endof list de�ning checkPos . (The classHammingDecode accessesthe
instatiationof Hamming andbuildsanotherarraybasedon thesesizes.)

� Makinguseof theclass: Thefollowing codeshow how to usetheclassHamming, asit
is usedin theclassesHammingEncode andHammingDecode below:
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Using class Hamming
Hamming ham = new Hamming();
int[] mess, res;
// create mess and fill it with one block's worth of message bits
res = ham.encodeMessage(mess); // res allocated inside ham
// create res and fill it with one block's worth of message and check bits
mess = ham.decodeMessage(res); // mess allocated inside ham

Hereis Javacodefor theclassHamming, with a few extradebug linesreportingthenumberof
errorscorrected.

Java class: Hamming
// Hamming: implement Hamming code
// Uses arrays of "bits": mess = uncoded input, res = coded result
public class Hamming {

public final int MAX_CHK_LEN= 8; // max number of check digits
public final int MAX_RES_LEN= 128; // 2Ã(MAX_CHK_LEN- 1)
public int[] checkPos = {0,1,2,4,8,16,32,64}; // positions to check
public final int MAX_MESS_LEN= MAX_RES_LEN- MAX_CHK_LEN; // 120
private int[][] m = new int[MAX_CHK_LEN][MAX_RES_LEN]; // check masks
private int[] m0 = new int[MAX_RES_LEN]; // mask for message insertion
private int[] buf = new int[MAX_RES_LEN]; // buffer for coded messages
public int errCount; // ****** extra counter for debugging ******

// Hamming: constructor to create masks
public Hamming() {

for (int i = 0; i < MAX_CHK_LEN; i++)
for (int j = 0; j < MAX_RES_LEN; j++)

if (i == 0) m[i][j] = 1;
else m[i][j] = (j >> (i - 1))%2;

for (int i = 0; i < MAX_RES_LEN; i++) m0[i] = 1;
for (int i = 0; i < MAX_CHK_LEN; i++) m0[checkPos[i]] = 0;

}

// encodeMessge: insert message bits and then set check bits
public int[] encodeMessage(int[] mes) {

int res[] = insertMessage(mes);
insertCheckBits(res);
return res;

}

// insertMessage: put message bits into non-check positions
public int[] insertMessage(int[] mess) {

for (int i = 0; i < MAX_RES_LEN; i++) buf[i] = 0;
int loc = 0, i = 0;
while (i < mess.length) {

if (m0[loc] == 1) buf[loc] = mess[i++];
if (loc >= MAX_RES_LEN) System.exit(1000 + i);
loc++;

}
int[] res = new int[loc];
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for (int j = 0; j < loc; j++) res[j] = buf[j];
return res;

}

// insertCheckBits: add the parity check bits
public void insertCheckBits(int[] res) {

for (int i = MAX_CHK_LEN- 1; i >= 0; i--) {
int checkRes = 0; // holds sum of bits for this parity check
for (int j = 0; j < res.length; j++)

if (m[i][j] == 1) checkRes += res[j];
if (checkPos[i] < res.length)

res[checkPos[i]] = checkRes%2;
}

}

// decodeMessage: correct errors and extract message bits
public int[] decodeMessage(int[] res) {

int errCode = checkErrors(res);
if (errCode >= 0) { // single error in position errCode

res[errCode] Ã= 1; // correct single error
errCount++; // ******* extra count for debugging ********

}
if (errCode >= -1) return extractMessage(res); // no errors left
return null; // errCode == -2 means DOUBLEERROR

}

// extractMessage: get back message bits from non-check positions
public int[] extractMessage(int[] res) {

for (int i = 0; i < MAX_RES_LEN; i++) buf[i] = 0;
int loc = 0, i = 0;
while (i < res.length) {

if (m0[i] == 1) buf[loc++] = res[i];
if (loc >= MAX_RES_LEN) System.exit(2000 + i);
i++;

}
int[] mess = new int[loc];
for (int j = 0; j < loc; j++) mess[j] = buf[j];
return mess;

}

// checkErrors: do error check, return position of error
// return -1 for no error, return -2 for double error
public int checkErrors(int[] res) {

int[] checkRes = new int[MAX_CHK_LEN];
int errorPos = 0;
for (int i = 0; i < MAX_CHK_LEN; i++) {

checkRes[i] = 0;
for (int j = 0; j < res.length; j++)

if (m[i][j] == 1) checkRes[i] += res[j];
checkRes[i] %= 2;

}
for (int i = 1; i < MAX_CHK_LEN; i++)

if (checkRes[i] == 1) errorPos += checkPos[i];
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if (errorPos == 0 && checkRes[0] == 0) return -1; // no error
if (errorPos == 0 && checkRes[0] == 1) return 0; // error at 0
if (errorPos > 0 && checkRes[0] == 1) return errorPos; // error
if (errorPos > 0 && checkRes[0] == 0) return -2; // double error
return 999;

}
}

The �nal threeclassesin this sectionimplementthe encodinganddecodingof an arbitrary
binary �le usingthe Hammingcode. The methodhereencodesanywherefrom 1 bit to 120
bits at a time. This requires4 to 128 bits in the Hammingcodeword. The testbelow shows
theresultsof encodinga3116-bytebinaryPDF�le into �les of varyingsizesdependingonthe
messagelength.Thecoded�le is thendecodedto gettheoriginalback.

Thecoded�le startswith abytegiving thenumberof messagebits in eachcodeword. This
�le doesnot usuallyhave a numberof bits divisible by 8, so the lastbyteof the �le indicates
how many bitsof thenext-to-the-lastbytearepartof thecodedresult.As partof thedebugging,
singleerrorsweresimulatedatsomerandombit positionin eachcodewordbeforethedecoding
step.

The classHammingEncode readsbytesof a source�le (usingencodeHammingBit ).
Eachbit of eachbyteis sentof anotherfunction(encodeBit ), whichaccumulatesthemuntil
thereis a block the sizeof the desiredmessagesize. This block is transformedto a coded
Hammingblock whenan instanceof Hamming addscheckbits. Thenthe resultingblock is
sentonebit at a time to a functionwriteBit which accumulatesthemuntil it has8 to write
asa byte.

The classHammingDecode readsbytesof a source�le (usingdecodeHammingBit ).
The �rst byteof thesource�le givesthemessagesizefor theparticularHammingcodeused
in the�le. Thelastbyteof the�le givesthenumberof bitsusedin thenext-to-the-lastbyte,so
it necessaryto readthreebytesaheadduringprocessing.After the �rst byte,eachbit of each
byte is sentof anotherfunction(decodeBit ), which accumulatesthemuntil thereis a block
thesizeof thedesiredcodeword size. This block is transformedto a messageblock whenan
instanceof Hamming removescheckbits. Thentheresultingblock is sentonebit at a time to
a functionwriteBit (differentfrom thepreviouswriteBit ) which accumulatesthemuntil
it has8 to write asa byte.

Java class: HammingEncode
// HammingEncode: encode an input file with the Hamming code
import java.io.*;
public class HammingEncode {

Hamming ham = new Hamming(); // Hamming code implementation
InputStream in; // input file
OutputStream out; // output file
int currPos = 0, currPosRest = 0; // keep track of bit positions
int bRest = 0; // last byte
int messLen; // bit length of original message
int[] mess, messRest, res; // message, remaining message, code result
int[] bMask = {0x1, 0x2, 0x4, 0x8, 0x10, 0x20, 0x40, 0x80}; // bit masks
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public HammingEncode(int messL, InputStream infile, OutputStream outfile) {
messLen = messL;
in = infile;
out = outfile;
mess = new int[messLen];

}

// encodeHammingBit: read bytes, pass bits to encodeBit.
// Bits of a byte numbered from 0 as least significant
public void encodeHammingBit() {

writeByte(messLen); // write message length
try {

int b; // input byte
int bit; // output bit
while ((b = in.read()) != -1) {

for (int dum = 0; dum < 8; dum++) {
bit = b%2;
encodeBit(bit);
b = b >> 1;

}
} // end of while

} catch (IOException e) {
System.err.println("Error reading input file");
System.exit(-1);

} // end try
encodeBit(-1);

}

// encodeBit: pass bit at a time to growing Hamming array
private void encodeBit(int bit) {

if (bit == -1) { // no more bits; finish up
if (currPos == 0) {

writeBit(-1); // send finish up message to writeBit
return;

}
messRest = new int[currPos];
for (int i = 0; i < currPos; i++)

messRest[i] = mess[i];
res = ham.encodeMessage(messRest);
// *** for debugging, insert random error into half of the blocks
if (Math.random() < 0.5) { // insert half the time

int errPos = (int)(Math.random()*res.length); // random positioon
res[errPos] Ã= 1; // insert the actual bit error

}
for (int i = 0; i < res.length; i++)

writeBit(res[i]);
writeBit(-1); // send finish up message to writeBit
return;

}
mess[currPos++] = bit;
if (currPos == messLen) {

res = ham.encodeMessage(mess);
// *** for debugging, insert random error into half of the blocks
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if (Math.random() < 0.5) { // insert half the time
int errPos = (int)(Math.random()*res.length); // random position
res[errPos] Ã= 1;

}
for (int i = 0; i < res.length; i++)

writeBit(res[i]);
currPos = 0; // reset position for next block

}
}

// writeBit: accumulate 8 bits, then write the byte
private void writeBit(int bit) {

if (bit == -1) { // received finish up message
writeByte(bRest); // write last partial byte
writeByte(currPosRest); // how many bits count in last byte?
return;

}
if (bit == 1) bRest |= bMask[currPosRest]; // insert bit
currPosRest++;
if (currPosRest == 8) {

writeByte(bRest);
currPosRest = 0;
bRest = 0;

}
}

// writeByte: accumulate bits, then write byte
private void writeByte(int b) {

try {
out.write(b);

} catch (IOException e) {
System.err.print("Error writing file");
System.exit(-1);

}
}

}

Java class: HammingDecode
// HammingDecode: decode an input file coded with the Hamming code
import java.io.*;
public class HammingDecode {

Hamming ham = new Hamming(); // Hamming code implementation
InputStream in; // input file
OutputStream out; // output file
int currPos = 0, currPosRest = 0; // bit positions in bytes
int bRest = 0; // last byte
int resLen, messLen; // bit length of: coded result, original message
int[] mess, res, resRest; // message, coded result, remaining result
int[] bMask = {0x1, 0x2, 0x4, 0x8, 0x10, 0x20, 0x40, 0x80}; // bit mask
int[] codeLen; // codeLen[i] = j means if messLen == i, then resLen == j

// HammingDecode: assign files and build codeLen table
public HammingDecode(InputStream infile, OutputStream outfile) {
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codeLen = new int[ham.MAX_MESS_LEN + 1];
codeLen[0] = 0;
int next = 4, j = 3;
for (int i = 1; i <= ham.MAX_MESS_LEN; i++) {

codeLen[i] = next;
if (j < ham.checkPos.length && next == ham.checkPos[j]) {

j++; next++;
}
next++;

}
in = infile;
out = outfile;

}

// decodeHammingBit: read bytes, pass bits to instance of Hamming
// Bits of a byte numbered from 0 as least significant
public void decodeHammingBit() {

try {
int b; // input byte
int bNext; // next byte (read ahead)
int bEnd; // next byte after bNext
int bit; // output bit
messLen = in.read(); // initial byte holds message length
resLen = codeLen[messLen]; // deduce coded result length
res = new int[resLen];
bNext = in.read(); // read ahead because last byte contains
bEnd = in.read(); // the number of bits in next-to-last byte
while (true) {

b = bNext;
bNext = bEnd;
bEnd = in.read();
if (bEnd == -1) { // end-of-file

// bNext give # of bits of b to use
for (int dum = 0; dum < bNext; dum++) {

bit = b%2;
decodeBit(bit);
b = b >> 1;

}
decodeBit(-1); // send end-of-file message
return;

}
for (int dum = 0; dum < 8; dum++) {

bit = b%2;
decodeBit(bit);
b = b >> 1;

}
} // end of while

} catch (IOException e) {
System.err.println("Error reading input file");
System.exit(-1);

} // end try
}
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// decodeBit: decode and send off bits
private void decodeBit(int bit) {

if (bit == -1) { // no more bits; finish up
if (currPos == 0) { // ******** temp debug output ********

System.out.println(ham.errCount + " errors detected");
return; // no leftovers

}
resRest = new int[currPos];
for (int i = 0; i < currPos; i++)

resRest[i] = res[i];
mess = ham.decodeMessage(resRest);
if (mess == null) { // double error

System.out.println("Double error detected");
System.exit(-1);

}
for (int i = 0; i < mess.length; i++)

writeBit(mess[i]);
writeBit(-1); // end-of-file message
System.out.println(ham.errCount + " errors detected"); // temp output
return;

}
res[currPos++] = bit;
if (currPos == resLen) {

mess = ham.decodeMessage(res);
if (mess == null) { // double error

System.out.println("Double error detected");
System.exit(-1);

}
for (int i = 0; i < mess.length; i++)

writeBit(mess[i]);
currPos = 0;

}
}

// writeBit: accumulate bits until ready to write a byte
private void writeBit(int bit) {

if (bit == -1) { // no more bits
if (currPosRest == 0) return;
writeByte(bRest);
return;

}
if (bit == 1) bRest |= bMask[currPosRest]; // insert bit
currPosRest++;
if (currPosRest == 8) {

writeByte(bRest);
currPosRest = 0;
bRest = 0;

}
}

// writeByte: actually write the byte
private void writeByte(int b) {

try {
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out.write(b);
} catch (IOException e) {

System.err.print("Error writing file");
System.exit(-1);

}
}

}

Java class: HammingFiles
// HammingFiles: encode or decode files with Hamming code
import java.io.*;
public class HammingFiles {

static InputStream in; // input file args[1] or args[2]
static OutputStream out; // output file args[2] or args[3]

public static void openFiles(String infile, String outfile) {
try {

in = new FileInputStream(infile);
out = new FileOutputStream(outfile);

} catch (IOException e) {
System.err.println("Error opening files");
System.exit(-1);

}
}

public static void main(String[] args) {
if (args[0].equals("-encode")) {

int messLen = Integer.parseInt(args[1]);
if (messLen > 120) {

System.err.println("Error: Message length > 120");
System.exit(-1);

}
openFiles(args[2], args[3]);
HammingEncode hamEncode = new HammingEncode(messLen, in, out);
hamEncode.encodeHammingBit();

}
else if (args[0].equals("-decode")) {

openFiles(args[1], args[2]);
HammingDecode hamDecode = new HammingDecode(in, out);
hamDecode.decodeHammingBit();

}
else System.err.println("Usage: java HammingBit " +

"(-encode messageLen | -decode) infile outfile");
}

}

Finally, hereis a sampledebug run of this softwarewith a 3116-byteinput binary �le (PDF
format):utsa.pdf . Extraerrorsareinsertedhalf thetime.

% java HammingFiles -encode 53 utsa.pdf utsa53.code
% java HammingFiles -decode utsa53.code utsa2_53.pdf
212 errors detected
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% wc utsa53.code (coded file, using 53 bits per message)
15 95 3531 utsa53.code

% wc utsa2_120.pdf (recovered file using Hamming code)
53 175 3116 utsa2_53.pdf

Herearedifferentsizesof thecoded�le whendifferentmessagelengthsareusedfor thecoding.
Thesearenot experimentalresults,but the sizesarestrictly dictatedby the propertiesof the
Hammingcode. Notice that messagelengths4 and5 result in exactly thesamesizesfor the
�nal encoded�les.

Hamming-encodedFile
Message Codeword File Coded

size size size �le size
1 4 3116 12467
2 6 3116 9351
3 7 3116 7273
4 8 3116 6235
5 10 3116 6235

10 15 3116 4677
20 26 3116 4054
30 37 3116 3846
40 47 3116 3664
50 57 3116 3555

100 108 3116 3368
120 128 3116 3327
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U.S. Banking Scheme

Referred to from page 53.

Here is the simpleschemeusedby U.S. banks,involving successive weightsof 3, 7 and1,
repeated.

Java class: ErrorDetection
// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10) System.out.print("X ");
else System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: BanksErrorDetection
// BanksErrorDetection.java: Implement scheme used by US banks
public class BanksErrorDetection extends ErrorDetection {

public static int insertCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

{\timesbf if (i%3 == 1)
check = (check + 3*a[i])%10;

else if (i%3 == 2)
check = (check + 7*a[i])%10;

else
check = (check + a[i])%10;}

if (check == 0) a[0] = 0;
else a[0] = -check + 10;
return a[0];

}

public static boolean doCheck(int[] a) {
int check = 0;



204 Program II.7.a

for (int i = 0; i < a.length; i++)
if (i%3 == 1) check = (check + 3*a[i])%10;
else if (i%3 == 2) check = (check + 7*a[i])%10;
else check = (check + a[i])%10;

if (check != 0) return false;
else return true;

}

// main function
public static void main (String[] args) {

int[] a = new int[9];
boolean checkFlag = false;
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);
printUnchecked(a);
BanksErrorDetection.insertCheck(a);
printArray(a);
System.out.println(BanksErrorDetection.do Check( a));
a[4] = (a[4] + 1)%10;
BanksErrorDetection.printArray(a);
System.out.println(BanksErrorDetection.do Check( a));

// test all adjacent transpositions
System.out.println("\nUS Banks, error detection scheme");
System.out.println("\nTest all adjacent transpositions ...");
for (int pos = 4; pos < 7; pos++)

for (int p1 = 0; p1 < 10; p1++)
for (int p2 = 0; p2 < 10; p2++) {

if (p1 != p2) {
a[pos] = p1; a[pos+1] = p2;
BanksErrorDetection.insertCheck(a);
// interchange
a[pos] Ã= a[pos+1];
a[pos+1] Ã= a[pos];
a[pos] Ã= a[pos+1];
if (BanksErrorDetection.doCheck(a)) {

System.out.println("Warning: Interchange of " +
p1 + " and " + p2 + " not detected");

checkFlag = true;
}

}
}

if (checkFlag)
System.out.println("At least one transposition undetected");

else
System.out.println("All transpositions detected");

} // end of main
}

Hereis theoutput,showing a simpletest,anda testof all adjacentinterchanges.Hereif digits
differing by 5 areinterchanged,theerrorgoesundetected.I have testedinterchangesfor each
pairof thethreeweights,sothe10missedtranspositionsarerepeated3 timesbelow.
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? 95967 315
1 95967 315
true
1 95977 315
false

US Banks, error detection scheme

Test all adjacent transpositions ...
Warning: Interchange of 0 and 5 not detected
Warning: Interchange of 1 and 6 not detected
Warning: Interchange of 2 and 7 not detected
Warning: Interchange of 3 and 8 not detected
Warning: Interchange of 4 and 9 not detected
Warning: Interchange of 5 and 0 not detected
Warning: Interchange of 6 and 1 not detected
Warning: Interchange of 7 and 2 not detected
Warning: Interchange of 8 and 3 not detected
Warning: Interchange of 9 and 4 not detected
Warning: Interchange of 0 and 5 not detected
Warning: Interchange of 1 and 6 not detected
Warning: Interchange of 2 and 7 not detected
Warning: Interchange of 3 and 8 not detected
Warning: Interchange of 4 and 9 not detected
Warning: Interchange of 5 and 0 not detected
Warning: Interchange of 6 and 1 not detected
Warning: Interchange of 7 and 2 not detected
Warning: Interchange of 8 and 3 not detected
Warning: Interchange of 9 and 4 not detected
Warning: Interchange of 0 and 5 not detected
Warning: Interchange of 1 and 6 not detected
Warning: Interchange of 2 and 7 not detected
Warning: Interchange of 3 and 8 not detected
Warning: Interchange of 4 and 9 not detected
Warning: Interchange of 5 and 0 not detected
Warning: Interchange of 6 and 1 not detected
Warning: Interchange of 7 and 2 not detected
Warning: Interchange of 8 and 3 not detected
Warning: Interchange of 9 and 4 not detected
At least one transposition undetected
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IBM Scheme
Referred to from page 53.

Hereis the”IBM” schemeusedfor creditcardnumbers.
Java class: ErrorDetection

// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: IbmErrorDetection
// IbmErrorDetection.java: Implement "IBM" decimal error detection
public class IbmErrorDetection extends ErrorDetection{

{\timesbf private static int sharp(int d) {
return (2*d)/10 + (2*d)%10;

}}

public static int insertCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

{\timesbf if (i%2 == 0)
check = (check + a[i])%10;

else
check = (check + sharp(a[i]))%10;}

if (check == 0) a[0] = 0;
else a[0] = -check + 10;
return a[0];

}



7. Coping with Decimal Number s 207

public static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

{\timesbf if (i%2 == 0)
check = (check + a[i])%10;

else
check = (check + sharp(a[i]))%10;}

if (check != 0) return false;
else return true;

}

// main function
public static void main (String[] args) {

int[] a = new int[15];
boolean checkFlag = false;
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);
printUnchecked(a);
IbmErrorDetection.insertCheck(a);
printArray(a);
System.out.println(IbmErrorDetection.doCh eck(a) );
a[4] = (a[4] + 1)%10;

IbmErrorDetection.printArray(a);
System.out.println(IbmErrorDetection.doCh eck(a) );

// test all adjacent transpositions
System.out.println("\nTest all adjacent transpositions ...");
for (int p1 = 0; p1 < 10; p1++)

for (int p2 = 0; p2 < 10; p2++) {
if (p1 != p2) {

a[8] = p1; a[9] = p2;
IbmErrorDetection.insertCheck(a);
// interchange
a[8] Ã= a[9];
a[9] Ã= a[8];
a[8] Ã= a[9];
if (IbmErrorDetection.doCheck(a)) {

System.out.println("Warning: Interchange of " +
p1 + " and " + p2 + " not detected");

checkFlag = true;
}

}
}

if (checkFlag)
System.out.println("At least one transposition undetected");

else
System.out.println("All transpositions detected");

} // end of main
}
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Hereis theoutput,showing a simpletest,anda testof all adjacentinterchanges.Interchange
errorsnotcaughtare09 and90 .

? 31623 91033 1003
7 31623 91033 1003
true
7 31633 91033 1003
false

Test all adjacent transpositions ...
Warning: Interchange of 0 and 9 not detected
Warning: Interchange of 9 and 0 not detected
At least one transposition undetected



Program II.7.c
ISBN mod 11 Scheme

Referred to from page 53.

Hereis theISBN mod11 schemeusedfor U.S.bookpublishingnumbers.
Java class: ErrorDetection

// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: ISBNErrorDetection
// ISBNErrorDetection.java: Implement mod 11 check used by ISBN
public class ISBNErrorDetection extends ErrorDetection {

public static int insertCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

check = (check + (i%10 + 1)*a[i])%11;
if (check == 0) a[0] = 0;
else a[0] = -check + 11;
return a[0];

}

public static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + (i%10 + 1)*a[i])%11;
if (check != 0) return false;
else return true;

}
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// main function
public static void main (String[] args) {

int[] a = new int[9];
boolean checkFlag = false;
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);
ISBNErrorDetection.printUnchecked(a);
ISBNErrorDetection.insertCheck(a);
ISBNErrorDetection.printArray(a);
System.out.println(ISBNErrorDetection.doC heck(a ));
a[4] = (a[4] + 3)%10;

ISBNErrorDetection.printArray(a);
System.out.println(ISBNErrorDetection.doC heck(a ));

// test all adjacent transpositions
System.out.println("\nISBN error detection scheme");
System.out.println("\nTest all adjacent transpositions ...");
for (int pos = 4; pos < 7; pos++)

for (int p1 = 0; p1 < 10; p1++)
for (int p2 = 0; p2 < 10; p2++) {

if (p1 != p2) {
a[pos] = p1; a[pos+1] = p2;
ISBNErrorDetection.insertCheck(a);
// interchange
a[pos] Ã= a[pos+1];
a[pos+1] Ã= a[pos];
a[pos] Ã= a[pos+1];
if (ISBNErrorDetection.doCheck(a)) {

System.out.println("Warning: Interchange of " +
p1 + " and " + p2 + " not detected");

checkFlag = true;
}

}
}

if (checkFlag)
System.out.println("At least one transposition undetected");

else
System.out.println("All transpositions detected");

} // end of main
}

Hereis theoutput,�rst showing asimpletest.I tweakedthetestuntil thecheck”digit” wasan
”X”. Next is a testof all adjacentinterchanges.Hereall interchangesarecaught.

? 11696 554
X 11696 554
true
X 11626 554
false
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ISBN error detection scheme

Test all adjacent transpositions ...
All transpositions detected



Program II.7.d
Mod 97 Scheme

Referred to from page 53.

Hereis themod97 schemeusedfor extraerrordetection.Thecheckbelow testsitsperformance
for adjacentdoubleerrordetection.Oneexpectsthis checkto catchapprximately99%of all
randomerrors.However, it catches99.94% of all adjacentdoubleerrors(exceptfor possible
adjacentdoubleerrorsinvolving oneof thetwo decimalsrepresentingthecheck”digit” andthe
�rst actualdatadigit).

Java class: ErrorDetection
// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: Mod97ErrorDetection
// Mod97ErrorDetection.java: Impl the mod 97 check for error detection
// uses successive powers of 10 (modulo 97) for the weights
public class Mod97ErrorDetection extends ErrorDetection {

public static int insertCheck(int[] a) {
int check = 0;
int weight = 10;
for (int i = 1; i < a.length; i++) {

check = (check + weight*a[i])%97;
weight = (weight*10)%97;

}
if (check == 0) a[0] = 0;
else a[0] = -check + 97;
return a[0];
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}

public static boolean doCheck(int[] a) {
int check = 0;
int weight = 1;
for (int i = 0; i < a.length; i++) {

check = (check + weight*a[i])%97;
weight = (weight*10)%97;

}
if (check != 0) return false;
else return true;

}

// main function
public static void main (String[] args) {

int[] a = new int[100];
boolean checkFlag = false;
// no need for a random start
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);

// try all adjacent double errors
int errorCount = 0;
int totalCount = 0;
// try each successive position (all the same)
for (int pos = 1; pos < 99; pos++)

// try every pair of digits for the initial pair
for (int p1 = 0; p1 < 10; p1++)

for (int p2 = 0; p2 < 10; p2++) {
// insert the initial pair
a[pos] = p1; a[pos+1] = p2;
// do the check and insert mod 97 check "digit"
Mod97ErrorDetection.insertCheck(a);
// try every pair of digits for the double error
for (int n1 = 0; n1 < 10; n1++)

for (int n2 = 0; n2 < 10; n2++)
// only try if an actual change
if (n1 != p1 || n2 != p2) {

totalCount++;
// insert new air as an error

a[pos] = n1; a[pos+1] = n2;
// check if the change is not detected

if (Mod97ErrorDetection.doCheck(a)) {
System.out.println("Error, old digits: " +

p1 + p2 + ", new digits: " + n1 + n2 +
". Position: " + pos);

errorCount++;
}

}
}

System.out.println("Adjacent double errors undetected: " +
errorCount + ", out of " + totalCount + ", or " +
((double)errorCount/totalCount*100) + "%");
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} // end of main
}

Hereis the output,showing that thereareonly 6 kindsof adjacentdoubleerrorsthat remain
undetected.For example,"10" changedto "89" . Herein the weight equation,"10" is an
additional1 + 0*10 = 1 (alongwith extrapowerof 10 weight),while "89" is anadditional
8 + 9*10 = 98 (alongwith thesameextra power of 10 weight). Whenthe98 is reduced
modulo97 , it alsobecomes1, sothatthenew equationhasthesamevalueastheold. The
errorrateis 0.060606...%,or theequationcatches99.94%of all adjacentdoubleerrors.

Error, old digits: 00, new digits: 79. Position: 1
Error, old digits: 10, new digits: 89. Position: 1
Error, old digits: 20, new digits: 99. Position: 1
Error, old digits: 79, new digits: 00. Position: 1
Error, old digits: 89, new digits: 10. Position: 1
Error, old digits: 99, new digits: 20. Position: 1

(similar entries for Position = 2, 3, ..., 98)

Adjacent double errors undetected: 588, out of 970200,
or 0.06060606060606061%



Program II.7.e
Hamming mod 11 Scheme

Referred to from page 53.

Here is a testof the Hammingmod 11 Error Correctingcode,using3 checkdigits and121
digits altogether. The teststartswith a randominitial word. It �rst insertsthe propercheck
digits in positions0, 1 and11. The test thenmakesa randomchangein eachpositionand
correctsthe change,so thereare121 changes(someare0 added— no change).In repeated
runs,thecodehasalwayscorrectedtheproperpositionto theold value.

Java class: H11EC
// H11EC.java: Implement the mod 11 Hamming code
public class H11EC {

public static int[] inv = {0, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1};

// Using the sum1 check sum, if have error e and check1 result c,
// then pos[e][c] gives the position in error (modulo 11),
// using the first check equation.
// If the error is e and check11 result is c,
// then pos[e][c] gives the value position/11.
public static int[][] pos = {

{0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0},
{0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10},
{0, 6, 1, 7, 2, 8, 3, 9, 4, 10, 5},
{0, 4, 8, 1, 5, 9, 2, 6, 10, 3, 7},
{0, 3, 6, 9, 1, 4, 7, 10, 2, 5, 8},
{0, 9, 7, 5, 3, 1, 10, 8, 6, 4, 2},
{0, 2, 4, 6, 8, 10, 1, 3, 5, 7, 9},
{0, 8, 5, 2, 10, 7, 4, 1, 9, 6, 3},
{0, 7, 3, 10, 6, 2, 9, 5, 1, 8, 4},
{0, 5, 10, 4, 9, 3, 8, 2, 7, 1, 6},
{0, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1}};

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? "); // position 0
System.out.print("?"); // position 1
for (int i = 2; i < a.length; i++) {
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if (i == 11) System.out.print("?"); // position 11
else System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void insertCheck(int[] a) {
a[1] = inv[sum1NoCheck(a)];
a[11] = inv[sum11NoCheck(a)];
a[0] = inv[sum0NoCheck(a)];
if (!doCheck(a))

System.out.println("Failure in insertCheck");
}

public static boolean doCheck(int[] a) {
int error = sum0(a); // amount of error
int check1 = sum1(a);
int check11 = sum11(a);
if (error == 0 && check1 == 0 && check11 == 0) return true;
if (error == 0) return false; // a double error
int position = pos[error][check11]*11 + pos[error][check1];
if (position >= a.length) {

System.out.println("doCheck: position: " + position +
", error: " + error + ", check1: " + check1 +
", check11: " + check11);

System.exit(0);
}

a[position] = (a[position] - error + 11)%11;
System.out.println("Position " + position +

" corrected to " + a[position]);
return true;

}

public static int sum0(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + a[i])%11;
return check;

}

public static int sum0NoCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

check = (check + a[i])%11;
return check;

}

public static int sum1(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + (i%11)*a[i])%11;



7. Coping with Decimal Number s 217

return check;
}

public static int sum1NoCheck(int[] a) {
int check = 0;
for (int i = 2; i < a.length; i++)

check = (check + (i%11)*a[i])%11;
return check;

}

public static int sum11(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + ((i/11)%11)*a[i])%11;
return check;

}

public static int sum11NoCheck(int[] a) {
int check = 0;
for (int i = 12; i < a.length; i++)

check = (check + ((i/11)%11)*a[i])%11;
return check;

}

// main function
public static void main (String[] args) {

int[] a = new int[121];
boolean checkFlag = false;
for (int i = 0; i < a.length; i++)

if (i != 11) a[i] = (int)(Math.random() * 10.0);
for (int i = 0; i < a.length; i++) {

H11EC.insertCheck(a);
int oldValue = a[i];
a[i] = (a[i] + (int)(Math.random() * 10.0))%10;
System.out.print("Position: " + i + " changed from " +

oldValue + " to " + a[i] + "; ");
if (oldValue == a[i]) System.out.println();
H11EC.doCheck(a);
if (a[i] != oldValue)

System.out.println("******************** ****** ");
}

} // end of main
}

Hereis theoutputfrom arun:
% java H11EC
Position: 0 changed from 10 to 3; Position 0 corrected to 10
Position: 1 changed from 10 to 3; Position 1 corrected to 10
Position: 2 changed from 1 to 1;
Position: 3 changed from 0 to 2; Position 3 corrected to 0
Position: 4 changed from 0 to 0;
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. . . (many lines omitted) . . .

Position: 117 changed from 4 to 1; Position 117 corrected to 4
Position: 118 changed from 5 to 6; Position 118 corrected to 5
Position: 119 changed from 4 to 9; Position 119 corrected to 4
Position: 120 changed from 7 to 7;



Program II.7.f
Hamming mod 11 Scheme, Doub le Errors

Referred to from page 53.

Hereis a Java programthatsimulatesrandomdoubleerrors. Therearetwo input parameters
on thecommandline: thenumberof simulationtrials to run, andthenumberof digits to use.
Theprogramidenti�es variousoutcomes:

Outcome % for 18digits % for 121digits
Positions1 and11givelocation
of error, but position 0 gives
amountof erroras0.

9.19% 10.00%

Thechecktriesto correctaner-
ror with locationoutof rangeof
thenumber.

75.01% 0.00%

Check tries to do single error
correctionwith a ten(X) some-
wherebesidespositions0, 1, or
11

1.30% 8.51%

Misseserror: miscorrects as
if there were a singleerror

14.44% 81.48%

Thus,with 18digits,only 14.4%of doubleerrorsget”corrected”asif therewereasingleerror,
while with 121digits81.5%aremiscorrectedin thisway.

Java class: H11ED
// H11ED.java: Implement the mod 11 Hamming code
public class H11ED {

public static int[] inv = {0, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1};

public static int totalTrials, misCorrected = 0,
errorZero = 0, toTen = 0, subscriptRange = 0, allZero = 0;

public static int arraySize;
public static int[][] pos = {

{0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0},
{0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10},
{0, 6, 1, 7, 2, 8, 3, 9, 4, 10, 5},
{0, 4, 8, 1, 5, 9, 2, 6, 10, 3, 7},
{0, 3, 6, 9, 1, 4, 7, 10, 2, 5, 8},
{0, 9, 7, 5, 3, 1, 10, 8, 6, 4, 2},
{0, 2, 4, 6, 8, 10, 1, 3, 5, 7, 9},
{0, 8, 5, 2, 10, 7, 4, 1, 9, 6, 3},
{0, 7, 3, 10, 6, 2, 9, 5, 1, 8, 4},
{0, 5, 10, 4, 9, 3, 8, 2, 7, 1, 6},
{0, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1}};
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public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? "); // position 0
System.out.print("?"); // position 1
for (int i = 2; i < a.length; i++) {

if (i == 11) System.out.print("?"); // position 11
else System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}

public static void insertCheck(int[] a) {
a[1] = inv[sum1NoCheck(a)];
a[11] = inv[sum11NoCheck(a)];
a[0] = inv[sum0NoCheck(a)];

}

public static boolean doCheck(int[] a) {
int error = sum0(a); // amount of error
int check1 = sum1(a);
int check11 = sum11(a);
if (error == 0 && check1 == 0 && check11 == 0) {

allZero++;
return true;

}
if (error == 0) {

// System.out.println("Double error: check 0 is zero");
errorZero++;
return false; // a double error

}
int position = pos[error][check11]*11 + pos[error][check1];
if (position >= a.length) {

subscriptRange++;
return false;

}
a[position] = (a[position] - error + 11)%11;
if (a[position] == 10 && (position != 0 && position != 1 &&

position != 11)) {
toTen++;
return false;

}
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misCorrected++;
return true;

}

public static int sum0(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + a[i])%11;
return check;

}

public static int sum0NoCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

check = (check + a[i])%11;
return check;

}

public static int sum1(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + (i%11)*a[i])%11;
return check;

}

public static int sum1NoCheck(int[] a) {
int check = 0;
for (int i = 2; i < a.length; i++)

check = (check + (i%11)*a[i])%11;
return check;

}

public static int sum11(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = (check + ((i/11)%11)*a[i])%11;
return check;

}

public static int sum11NoCheck(int[] a) {
int check = 0;
for (int i = 12; i < a.length; i++)

check = (check + ((i/11)%11)*a[i])%11;
return check;

}

// main function
public static void main (String[] args) {

totalTrials = Integer.parseInt(args[0]); // total num of trials
arraySize = Integer.parseInt(args[1]); // size of array
int[] a = new int[arraySize];
int loc1, loc2;
boolean checkFlag = false;
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// start with random word
for (int i = 2; i < a.length; i++)

if (i != 11) a[i] = (int)(Math.random() * 10.0);
H11ED.insertCheck(a);
for (int i = 0; i < totalTrials; i++) {

// try random pair of errors, choose 2 distinct random ints
loc1 = (int)(Math.random() * a.length);
do {

loc2 = (int)(Math.random() * a.length);
} while (loc1 == loc2);
a[loc1] = (a[loc1] + (int)(Math.random() * 9.0 + 1.0))%10;
a[loc2] = (a[loc2] + (int)(Math.random() * 9.0 + 1.0))%10;
H11ED.doCheck(a);

}
if (totalTrials != (misCorrected + errorZero + toTen +

subscriptRange + allZero))
System.out.println("Count Off");

System.out.println("Total: " + totalTrials +
", errorZero: " + errorZero +
", toTen: " + toTen +
", subscript: " + subscriptRange +
", misCorrected: " + misCorrected +
", allZero: " + allZero);

} // end of main
}

Herearetheresultsof two runs,the �rst using18 digits (15 datadigits) andthesecondusing
themaximumof 121digits (118datadigits). In eachcasealargenumberof doubleerrorswere
deliberatelyintroduced.In the �rst case,all but 14.9% of thesedoubleerrorsweredetected.
In thesecondcaseonly 18.5% of doubleerrorsweredetected.

% myjava H11ED 10000000 18
Total: 10000000, errorZero: 919248, toTen: 130462, subscript: 7501457,

misCorrected: 1444074, allZero: 4759
% myjava H11ED 1000000 121
Total: 1000000, errorZero: 100002, toTen: 85080, subscript: 0,

misCorrected: 814827, allZero: 91



Program II.8.a
Use of the Dihedral Group

Referred to from page 57.

Hereis thea schemeusingthe dihedralgroupwithout any specialpermutations.Notice that
2/3 of all adjacenttranspositionsaredetected(60 outof 90).

Java class: ErrorDetection
// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: DihedralErrorDetection
// DihedralErrorDetection.java: the dihedral group
// for decimal error detection
public class DihedralErrorDetection extends ErrorDetection {

private static int[][] op= {
{0, 1, 2, 3, 4, 5, 6, 7, 8, 9},
{1, 2, 3, 4, 0, 6, 7, 8, 9, 5},
{2, 3, 4, 0, 1, 7, 8, 9, 5, 6},
{3, 4, 0, 1, 2, 8, 9, 5, 6, 7},
{4, 0, 1, 2, 3, 9, 5, 6, 7, 8},
{5, 9, 8, 7, 6, 0, 4, 3, 2 ,1},
{6, 5, 9, 8, 7, 1, 0, 4, 3, 2},
{7, 6, 5, 9, 8, 2, 1, 0, 4, 3},
{8, 7, 6, 5, 9, 3, 2, 1, 0, 4},
{9, 8, 7, 6, 5, 4, 3, 2, 1, 0} };

private static int[] inv = {0, 4, 3, 2, 1, 5, 6, 7, 8, 9};
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public static int insertCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

check = op[check][ a[i] ];
a[0] = inv[check];
return a[0];

}

public static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = op[check][ a[i] ];
if (check != 0) return false;
else return true;

}

// main function
public static void main (String[] args) {

int[] a = new int[15];
boolean checkFlag = false;
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);
DihedralErrorDetection.printUnchecked(a);
DihedralErrorDetection.insertCheck(a);
DihedralErrorDetection.printArray(a);
System.out.println(DihedralErrorDetection .doChe ck(a)) ;
a[4] = (a[4] + 1)%10;

printArray(a);
System.out.println(DihedralErrorDetection .doChe ck(a)) ;

// test all adjacent transpositions
System.out.println("\nThe straight dihedral group");
System.out.println("\nTest all adjacent transpositions");
for (int p1 = 0; p1 < 10; p1++)

for (int p2 = 0; p2 < 10; p2++) {
if (p1 != p2) {

a[8] = p1; a[9] = p2;
DihedralErrorDetection.insertCheck(a);
// interchange
a[8] Ã= a[9];
a[9] Ã= a[8];
a[8] Ã= a[9];
if (DihedralErrorDetection.doCheck(a)) {

System.out.println("Warning: Interchange of " +
p1 + " and " + p2 + " not detected");

checkFlag = true;
}

}
}

if (checkFlag)
System.out.println("At least one transposition undetected");
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else
System.out.println("All transpositions detected");

} // end of main
}

Hereis theoutput,showing asimpletest,anda testof all adjacentinterchanges.Noticethat30
(outof 90)adjacenttranspositionsgoundetected.

? 49588 58802 3606
8 49588 58802 3606
true
8 49598 58802 3606
false

The straight dihedral group

Test all adjacent transpositions
Warning: Interchange of 0 and 1 not detected
Warning: Interchange of 0 and 2 not detected
Warning: Interchange of 0 and 3 not detected
Warning: Interchange of 0 and 4 not detected
Warning: Interchange of 0 and 5 not detected
Warning: Interchange of 0 and 6 not detected
Warning: Interchange of 0 and 7 not detected
Warning: Interchange of 0 and 8 not detected
Warning: Interchange of 0 and 9 not detected
Warning: Interchange of 1 and 0 not detected
Warning: Interchange of 1 and 2 not detected
Warning: Interchange of 1 and 3 not detected
Warning: Interchange of 1 and 4 not detected
Warning: Interchange of 2 and 0 not detected
Warning: Interchange of 2 and 1 not detected
Warning: Interchange of 2 and 3 not detected
Warning: Interchange of 2 and 4 not detected
Warning: Interchange of 3 and 0 not detected
Warning: Interchange of 3 and 1 not detected
Warning: Interchange of 3 and 2 not detected
Warning: Interchange of 3 and 4 not detected
Warning: Interchange of 4 and 0 not detected
Warning: Interchange of 4 and 1 not detected
Warning: Interchange of 4 and 2 not detected
Warning: Interchange of 4 and 3 not detected
Warning: Interchange of 5 and 0 not detected
Warning: Interchange of 6 and 0 not detected
Warning: Interchange of 7 and 0 not detected
Warning: Interchange of 8 and 0 not detected
Warning: Interchange of 9 and 0 not detected
At least one transposition undetected



Program II.8.b
Verhoeff 's Scheme

Referred to from page 57.

Hereis Verhoeff 's schemeusingthedihedralgroupusingspecialpermutations.Noticethatall
adjacenttranspositionsaredetected.

Java class: ErrorDetection
// ErrorDetection.java: base class for single-digit error detection
public class ErrorDetection {

public static void printArray(int[] a) {
for (int i = 0; i < a.length; i++) {

if (a[i] == 10)
System.out.print("X ");

else
System.out.print(a[i]);

if (i%5 == 0) System.out.print(" ");
}
System.out.println();

}

public static void printUnchecked(int[] a) {
System.out.print("? ");
for (int i = 1; i < a.length; i++) {

System.out.print(a[i]);
if (i%5 == 0) System.out.print(" ");

}
System.out.println();

}
}

Java class: VerhoeffErrorDetection
// VerhoeffErrorDetection.java: Verhoeff's decimal error detection
public class VerhoeffErrorDetection extends ErrorDetection {

private static int[][] op= {
{0, 1, 2, 3, 4, 5, 6, 7, 8, 9},
{1, 2, 3, 4, 0, 6, 7, 8, 9, 5},
{2, 3, 4, 0, 1, 7, 8, 9, 5, 6},
{3, 4, 0, 1, 2, 8, 9, 5, 6, 7},
{4, 0, 1, 2, 3, 9, 5, 6, 7, 8},
{5, 9, 8, 7, 6, 0, 4, 3, 2 ,1},
{6, 5, 9, 8, 7, 1, 0, 4, 3, 2},
{7, 6, 5, 9, 8, 2, 1, 0, 4, 3},
{8, 7, 6, 5, 9, 3, 2, 1, 0, 4},
{9, 8, 7, 6, 5, 4, 3, 2, 1, 0} };

private static int[] inv = {0, 4, 3, 2, 1, 5, 6, 7, 8, 9};
private static int[][] F = new int[8][];
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public VerhoeffErrorDetection() { // identity and "magic" perms
F[0] = new int[]{0, 1, 2, 3, 4, 5, 6, 7, 8, 9}; // identity
F[1] = new int[]{1, 5, 7, 6, 2, 8, 3, 0, 9, 4}; // "magic"
for (int i = 2; i < 8; i++) {

F[i] = new int[10];
for (int j = 0; j < 10; j++)

F[i][j] = F[i-1] [F[1][j]];
}

}

public static int insertCheck(int[] a) {
int check = 0;
for (int i = 1; i < a.length; i++)

check = op[check][ F[i % 8][a[i]] ];
a[0] = inv[check];
return a[0];

}

public static boolean doCheck(int[] a) {
int check = 0;
for (int i = 0; i < a.length; i++)

check = op[check][ F[i % 8][a[i]] ];
if (check != 0) return false;
else return true;

}

// main function
public static void main (String[] args) {

VerhoeffErrorDetection v = new VerhoeffErrorDetection();
int[] a = new int[15];
boolean checkFlag = false;
for (int i = 1; i < a.length; i++)

a[i] = (int)(Math.random() * 10.0);
VerhoeffErrorDetection.printUnchecked(a);
VerhoeffErrorDetection.insertCheck(a);
VerhoeffErrorDetection.printArray(a);
System.out.println(VerhoeffErrorDetection .doChe ck(a)) ;
a[4] = (a[4] + 1)%10;

VerhoeffErrorDetection.printArray(a);
System.out.println(VerhoeffErrorDetection .doChe ck(a)) ;

// test all adjacent transpositions
System.out.println("\nTest all adjacent transpositions");
for (int p1 = 0; p1 < 10; p1++)

for (int p2 = 0; p2 < 10; p2++) {
if (p1 != p2) {

a[8] = p1; a[9] = p2;
VerhoeffErrorDetection.insertCheck(a);
// interchange
a[8] Ã= a[9];
a[9] Ã= a[8];
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a[8] Ã= a[9];
if (VerhoeffErrorDetection.doCheck(a)) {

System.out.println("Warning: Interchange of " +
p1 + " and " + p2 + " not detected");

checkFlag = true;
}

}
}

if (checkFlag)
System.out.println("At least one transposition undetected");

else
System.out.println("All transpositions detected");

} // end of main
}

Hereis theoutput,showing asimpletest,andatestof all adjacentinterchanges.All interchange
errorsaredetected.

? 75787 12372 9429
1 75787 12372 9429
true
1 75797 12372 9429
false

Test all adjacent transpositions
All transpositions detected



Program III.9.a
Cryptogram Program

Referred to from page 62.

Hereis a Java programto createstandardcryptograms,asthey arefoundin newspapers.The
programwill readthequotationto bescrambledinto a cryptogramfrom thestandardinput. In
Unix this �le canjust be directedinto theprogram,asshown in thecommandsbelow. Each
time it is executed,the programwill createa new anduniquetranslationtable to createthe
cryptogram.The resultingtableandcryptogramitself areoutputon the standardoutput�le,
whichmightberedirectedinto anamed�le.

Java class: Cryptogram
// Cryptogram: create a cryptogram as in a newspaper
import java.io.*;
public class Cryptogram {

private char[] alf = new char[26]; // translation vector
public Cryptogram() {

for (int i = 0; i < alf.length; i++) alf[i] = (char)('A' + i);
randomize();

}
private int rand(int r, int s) { // r <= rand <= s

return (int)((s - r + 1)*Math.random() + r);
}
private void randomize() {

for (int i = 0; i < alf.length - 1; i++) {
// Note: for a random permutation, replace "i+1" by "i" below
// However, we want no letter to remain in its original spot
int ind = rand(i+1, alf.length - 1);
char t = alf[i];
alf[i] = alf[ind];
alf[ind] = t;

}
}
public void printArray() {

System.out.print("Alphabet: ");
for (int i = 0; i < alf.length; i++)

System.out.print((char)('A' + i));
System.out.println();
System.out.print("Translated to: ");
for (int i = 0; i < alf.length; i++)

System.out.print(alf[i]);
System.out.println("\n");

}
// getNextChar: fetch next char.
public char getNextChar() {

char ch = ' '; // = ' ' to keep compiler happy
try {

ch = (char)System.in.read();
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} catch (IOException e) {
System.out.println("Exception reading character");

}
return ch;

}
public void createCryptogram() {

char ch;
while ((byte)(ch = getNextChar()) != -1) {

if (Character.isUpperCase(ch)) ch = alf[ch - 'A'];
System.out.print(ch);

}
}
// main: for cryptogram program
public static void main(String[] args) {

Cryptogram crypto = new Cryptogram();
crypto.printArray();
crypto.createCryptogram();

}
}

Hereis arunof theprogram,�rst showing thequotationto betranslated,andthenthetranslated
version,thatis, thecryptogram:

% cat quote.text
AND WE ARE HERE AS ON A DARKLING PLAIN
SWEPTWITH CONFUSEDALARMSOF STRUGGLEAND FLIGHT,
WHEREIGNORANTARMIES CLASH BY NIGHT.
DOVERBEACH, MATHEWARNOLD
% java Cryptogram < quote.text
Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: ZUWYMPILBDJRVFHQSGAXNCTKOE

ZFY TM ZGM LMGMZA HF Z YZGJRBFI QRZBF
ATMQXTBXL WHFPNAMYZRZGVA HP AXGNIIRM ZFY PRBILX,
TLMGMBIFHGZFX ZGVBMAWRZALUO FBILX.
YHCMGUMZWL, VZXLMT ZGFHRY

Now supposeonewantsto havenothingbut thelettersin thecryptogram(nospaces,newlines,
or otherpunctuation).This is thesameastheotherprogram,exceptthat thecreateCryp-
togram() hasbecome:

public void createCryptogram()
char ch;
while ((byte)(ch = getNextChar()) != -1)

if (Character.isUpperCase(ch))
ch = alf[ch - 'A'];
System.out.print(ch);

System.out.println();

Hereis theoutputof thisprogram:
% java Cryptogram2 < quote.text
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Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Translated to: OXKQFDZGACIVLHEJSMBWPNURTY

OHQUFOMFGFMFOBEHOQOMIVAHZJVOAHBUFJWUAWGKEHDPBFQOVOMLBEDBWMPZZVF
OHQDVAZGWUGFMFAZHEMOHWOMLAFBKVOBGXTHAZGWQENFMXFOKGLOWGFUOMHEVQ

Hereis whatthemessagelookslikeafterdecrypting:
ANDWEAREHEREASONADARKLINGPLAINSWEPTWITHCONFUSEDALARMSOFSTRUGGLE
ANDFLIGHTWHEREIGNORANTARMIESCLASHBYNIGHTDOVERBEACHMATHEWARNOLD



Program III.10.a
Caesar Cipher

Referred to from page 67.

Hereis aJavaimplementationof theCaesarcipher. Theprogramreadstheinputmessagefrom
thestandardinput andoutputstheciphertext on thestandardoutput. Thekey is an integer in
therangefrom 0 to 25 inclusive,andonemustusethesamekey for encryptionanddecryption.
Theprogramusesa functionrotate to translatelowercasecharactersin acircleby adistance
of key .

Java class: Caesar
// Caesar.java: implement the Caesar cipher
// This carries out a simple rotation of lower-case letters, and
// does nothing to all other characters, making the decryption
// process even easier, because caps and punctuation marks survive
// unchanged.
// Usage: java Caesar (-d | -e) key
// Above, option "-d" is for decryption, "-e" is for encryption
import java.io.*;
public class Caesar {

private Reader in; // standard input stream for message
private int key; // (en|de)cryption key

// Caesar: constructor, opens standard input, passes key
public Caesar(int k) {

// open file
in = new InputStreamReader(System.in);
key = k;

}
// (en|de)crypt: just feed in opposite parameters
public void encrypt() { translate(key); }
public void decrypt() { translate(-key); }

// translate: input message, translate
private void translate(int k) {

char c;
while ((byte)(c = getNextChar()) != -1) {

if (Character.isLowerCase(c)) {
c = rotate(c, k);

}
System.out.print(c);

}
}

// getNextChar: fetches next char.
public char getNextChar() {

char ch = ' '; // = ' ' to keep compiler happy
try {

ch = (char)in.read();
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} catch (IOException e) {
System.out.println("Exception reading character");

}
return ch;

}
// rotate: translate using rotation, version with table lookup
public char rotate(char c, int key) { // c must be lowercase

String s = "abcdefghijklmnopqrstuvwxyz";
int i = 0;
while (i < 26) {

// extra +26 below because key might be negative
if (c == s.charAt(i)) return s.charAt((i + key + 26)%26);

i++;
}
return c;

}

// main: check command, (en|de)crypt, feed in key value
public static void main(String[] args) {

if (args.length != 2) {
System.out.println("Usage: java Caesar (-d | -e) key");
System.exit(1);

}
Caesar cipher = new Caesar(Integer.parseInt(args[1]));
if (args[0].equals("-e")) cipher.encrypt();
else if (args[0].equals("-d")) cipher.decrypt();
else {

System.out.println("Usage: java Caesar (-d | -e) key");
System.exit(1);

}
}

}

Hereis theresultof aninitial run of theprogram.First is themessage�le (a quotationfor Ec-
clesiastes),followedby encryptionby thekey 3, andthenby encryptionfollowedby decryption
(both usingthe samekey), showing that the original messageresults. An simpleanalysisof
theciphertext wouldshow adistributionof lettersthatwould immediatelyleadto breakingthe
code.Noticealsothattheplaintext andciphertext bothendin doubleletters(ll andoo).

% cat message.text
i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skill; but
time and chance happeneth to them all.

% java Caesar -e 3 < message.text
l uhwxuqhg, dqg vdz xqghu wkh vxq, wkdw wkh udfh lv qrw wr wkh vzliw,
qru wkh edwwoh wr wkh vwurqj, qhlwkhu bhw euhdg wr wkh zlvh, qru bhw
ulfkhv wr phq ri xqghuvwdqglqj, qru bhw idyrxu wr phq ri vnloo; exw
wlph dqg fkdqfh kdsshqhwk wr wkhp doo.

% java Caesar -e 3 < message.text | java Caesar -d 3
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i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skill; but
time and chance happeneth to them all.

Noticethattheciphertext anddecryptedplaintext bothhaveall theoriginalpunctuationcharac-
ters,makingit eveneasierto breakthesystem.A morereasonablesystemwoulddropall such
punctuationcharactersfrom theciphertext. Theonemustbreakthedecryptedciphertext into
separatewords— ataskthatis nothardfor English.Hereis arunof theprogramthathasbeen
alteredto discardall charactersexceptfor lower-caseletters.The�nal versionof themessage
shows thewordsrun together.

% java Caesar2 -e 3 < message.text
luhwxuqhgdqgvdzxqghuwkhvxqwkdwwkhudfhlvqr wwrwkhvzliwq ruwkhe dwwo
hwrwkhvwurqjqhlwkhubhweuhdgwrwkhzlvhqrubh wulfkh vwrphq rixqgh uvwd
qglqjqrubhwidyrxuwrphqrivnlooexwwlphdqgfk dqfhkd sshqhw kwrwkh pdoo

% java Caesar2 -e 3 < message.text | java Caesar2 -d 3
ireturnedandsawunderthesunthattheraceisno ttothe swiftn ortheb attl
etothestrongneitheryetbreadtothewisenorye triche stomen ofunde rsta
ndingnoryetfavourtomenofskillbuttimeandch anceha ppenet htothe mall



Program III.10.b
Beale Cipher
Referred to from page 67.

Hereis aJavaimplementationof theBealecipher. As with theCaesarcipher, theprogramreads
the input messagefrom thestandardinput andoutputsthe ciphertext on thestandardoutput.
However, this programalso readsa �le to useas the key: key1.text in the �rst run and
key1.text in the secondrun. The �rst key �le is very simple— just the letter d repeated
over andover. This shows that theBealecipherincludestheCaesarcipherasa specialcase.
Thesecondkey �le is just anotherquotation(from B.F. Skinner).TheprogramBeale.java
only usessuccessive lowercaselettersfrom akey �le (anddiscardstheotherletters).

Java class: Beale
// Beale.java: implement the Beale cipher
// Usage: java Beale (-d | -e) keyFile
// The program reads a separate file (keyFile) for the key or pad.
// The message is just the standard input.
// Caps and punctuation marks in the message remain unchanged.
// Only lowercase letters are used in the key file/
import java.io.*;
public class Beale {

private Reader messIn; // System.in for message
private Reader keyIn; // keyFile for key file

// Beale: constructor -- just open files
public Beale(String keyFile) {

messIn = new InputStreamReader(System.in);
try {

keyIn = new FileReader(keyFile);
} catch (IOException e) {

System.out.println("Exception opening keyFile");
}

}

// (en|de)crypt: just feed in opposite parameters
public void encrypt() { translate(1); }
public void decrypt() { translate(-1); }

// translate: read keyFile and input, translate
private void translate(int direction) {

char c, key_c;
while ((byte)(c = getNextChar(messIn)) != -1) {

if (Character.isLowerCase(c)) {
// fetch lowercase letter from key file
while (!Character.isLowerCase(key_c = getNextChar(keyIn)))

;
c = rotate(c, ((direction*(key_c - 'a')) + 26)%26);

}
System.out.print(c);
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}
}

// getNextChar: fetches next char. Also opens input file
public char getNextChar(Reader in) {

char ch = ' '; // = ' ' to keep compiler happy
try {

ch = (char)in.read();
} catch (IOException e) {

System.out.println("Exception reading character");
}
return ch;

}

// rotate: translate using rotation -- simpler version
// This just uses arithmetic on char types,
public char rotate(char c, int key) {

int res = ((c - 'a') + key + 26)%26 + 'a';
return (char)res;

}

// main: check command, (en|de)crypt, feed in keyFile
public static void main(String[] args) {

if (args.length != 2) {
System.out.println("Usage: java Beale (-d | -e) keyFile");
System.exit(1);

}
Beale cipher = new Beale(args[1]);
if (args[0].equals("-e")) cipher.encrypt();
else if (args[0].equals("-d")) cipher.decrypt();
else {

System.out.println("Usage: java Beale (-d | -e) keyFile");
System.exit(1);

}
}

}

Herearetheresultsof a runof theprogramwherethekey �le consistsof all letters”d”, sothat
is doesthesamerotationby 3 asthepreviousexampleof theCaesarcipher:

% cat message.text
i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skill; but
time and chance happeneth to them all.

% cat key1.text
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
ddddddddddddddddddddddddddddddddddddddddd ddddd
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% java Beale -e key1.text < message.text
l uhwxuqhg, dqg vdz xqghu wkh vxq, wkdw wkh udfh lv qrw wr wkh vzliw,
qru wkh edwwoh wr wkh vwurqj, qhlwkhu bhw euhdg wr wkh zlvh, qru bhw
ulfkhv wr phq ri xqghuvwdqglqj, qru bhw idyrxu wr phq ri vnloo; exw
wlph dqg fkdqfh kdsshqhwk wr wkhp doo.

% java Beale -e key1.text < message.text | java Beale -d key.text
i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skill; but
time and chance happeneth to them all.

Notice that the ciphertext anddecrptedplaintext hasall the original punctuationcharacters,
makingit easierto breakthesystem.Hereis a run of a variationof theprogramthatdiscards
all charactersexceptfor lower-caseletters:

% java Beale2 -e key1.text < message.text
luhwxuqhgdqgvdzxqghuwkhvxqwkdwwkhudfhlvqr wwrwkhvzliwq ruwkhe dwwo
hwrwkhvwurqjqhlwkhubhweuhdgwrwkhzlvhqrubh wulfkh vwrphq rixqgh uvwd
qglqjqrubhwidyrxuwrphqrivnlooexwwlphdqgfk dqfhkd sshqhw kwrwkh pdoo

% java Beale2 -e key1.text < message.text | java Beale2 -d key1.text
ireturnedandsawunderthesunthattheraceisno ttothe swiftn ortheb attl
etothestrongneitheryetbreadtothewisenorye triche stomen ofunde rsta
ndingnoryetfavourtomenofskillbuttimeandch anceha ppenet htothe mall

Finally, hereis a real run with an actualnon-trivial key �le: key2.text . Recall that without
knowing the text of the key �le, this would be very dif�cult to cryptanalyze(break). For
example,asbefore,themessageendswith doubleletters:ll . However, this timetheciphertext
endswith two differentletters:gp .

% cat key2.text
A Golden Age, whether of art or music or science or peace or
plenty, is out of reach of our economic and governmental techniques.
something may be done by accident, as it has from time to time in the
past, but not by deliberate intent. At this very moment enormous
numbers of intelligent men and women of good will are trying to build a
better world. But problems are born faster than they can be solved.

% java Beale -e key2.text < message.text
w chxhxrak, egk wrk znuxf kty kcp, hysv blr teqv xw nqx hf isi fpgnl,
bik hmv favazj hi klg ggfavi, nrlzvzv prf fexao ms vor eymi, fgf kim
yqpnqs rp qhb bj vldgtaweawifo, gvr qjk tmowgv mc fmz sn fdppa; bmm
ucfr oge akeykf lrpiivrml gh malu sgp.

% java Beale -e key2.text < message.text | java Beale -d key2.text
i returned, and saw under the sun, that the race is not to the swift,
nor the battle to the strong, neither yet bread to the wise, nor yet
riches to men of understanding, nor yet favour to men of skill; but
time and chance happeneth to them all.

Hereasbeforeis a run thatdiscardsthepunctuationcharacters:
% java Beale2 -e key2.text < message.text
wchxhxrakegkwrkznuxfktykcphysvblrteqvxwnq xhfisi fpgnlb ikhmvf avaz
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jhiklgggfavinrlzvzvprffexaomsvoreymifgfki myqpnqsrpqhb bjvldg tawe
awifogvrqjktmowgvmcfmzsnfdppabmmucfrogeak eykflr piivrm lghmal usgp

% java Beale2 -e key2.text < message.text | java Beale2 -d key2.text
ireturnedandsawunderthesunthattheraceisno ttothe swiftn ortheb attl
etothestrongneitheryetbreadtothewisenorye triche stomen ofunde rsta
ndingnoryetfavourtomenofskillbuttimeandch anceha ppenet htothe mall



Program III.10.c
Generating a One-Time Pad

Referred to from page 69.

Here is a Java programwhich, when executed,generatesa uniquePostscript�le that will
print two copiesof 1000randomlettersfor a one-timepad. This programis just for simple
demonstrationpurposes,andwould not besuitablefor applicationsbecauseof weaknessesin
therandomnumbergeneratorandits seed.A programfor actualusewouldneedamoresecure
generatorwith at leasta128-bitseedmadeup from variousrandominputs.

Java class: Pad
// Pad.java: generate Postscript code to print a one-time pad
import java.text.DecimalFormat;

public class Pad {
static DecimalFormat twoDigits = new DecimalFormat("00");
static char[] let =

{'A','B','C','D','E','F','G','H','I','J', 'K','L ','M',
'N','O','P','Q','R','S','T','U','V','W', 'X','Y ','Z'} ;

static int xCoord = 0, yCoord = 0, lineCount = 0;

public static void main (String[] args) {
System.out.println("%!PS-Adobe-2.0");
System.out.println("/Courier-Bold findfont 14 scalefont setfont");
System.out.println("/onepad {");
for (int i = 0; i < 20; i++) {

System.out.println("0 " + yCoord + " moveto");
System.out.print("(" + twoDigits.format(lineCount) + " ");
for (int j = 0; j < 50; j++) {

System.out.print(oneLet());
if (j%5 == 4) System.out.print(" ");
if (j%10 == 9) System.out.print(" ");

}
System.out.println(") show");
yCoord -= 15;
if (lineCount == 9) System.out.println();
if (lineCount%5 == 4) yCoord -= 15;
lineCount++;

}
System.out.println("}def");
System.out.println("gsave 30 750 translate onepad grestore");
System.out.println("gsave 30 360 translate onepad grestore");
System.out.println("10 390 moveto");
System.out.print ("(============t=e=a=r===h=e=r=e=======") ;
System.out.println("=======t=e=a=r===h=e= r=e=== =======) show");
System.out.println("showpage");

} // end of main

private static char oneLet() { return let[(int)(Math.random()*26)];}
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}

Hereis typicaloutputof theprogram,aPostscript�le. (It will havedifferentrandomcharacters
in it eachtime it is generatedby executingtheJavaprogram.)

%!PS-Adobe-2.0
/Courier-Bold findfont 14 scalefont setfont
/onepad {
0 0 moveto
(00 XLCWTHZZTC HUTXA GQAUN FXCUI QFBVW DKAPS SXKHK XBLLP LTHFO ) show
0 -15 moveto
(01 XUMVSSRMGB SPSDI UAFYO CQYHQCYSHU UCATL HLDKZ XWFGRLRMOL ) show
0 -30 moveto
(02 DXCBRFMARY MOLURCDJVT MACWTIRFVP DZBBY ZTFZG HCUUL YYKPF ) show
0 -45 moveto
(03 QSWIH HNWRC FQQHMZEKJP URILH THNSY TLMWACWYJV AWOWYIAELZ ) show
0 -60 moveto
(04 KJKJE NGKDD NYMYPNRNHK KRIOX TIFSY TGYRS HZLTQ MCEBAYRBTU ) show
0 -90 moveto
(05 CZLFW HYSTM YGDBNGVAZE RFCQYYFHLC OGLHYOEBNB QDQIS EHIBB ) show
0 -105 moveto
(06 ZIWQC TYERS UZGSS EGOVX KGXJV AONYN HXZCR RLUSN SXXBR EJKQH ) show
0 -120 moveto
(07 OIJMF LCZHA CGMYKLPLMU CIMHZ WBVHD JXNZJ CJLSN PJVFL HENCU ) show
0 -135 moveto
(08 ZOHEWJRWPC BHFRZ MEYBW SHFPQ DYQFH ARDQI UAHOC OAQKRLZPBF ) show
0 -150 moveto
(09 YAKMAYJVYY HSAZB SMILL WMHAJKMYNO YHTXY GIISP CVYQCOMCIP ) show

0 -180 moveto
(10 NPNVY VACCU YWOFWGLHTO TOUPS LRLOV SZWBL WYNJO NOHCZSZSZS ) show
0 -195 moveto
(11 UBSOT FSRSM BLDEC IXQDZ STPAJ YOMBO CGIAD HUTHZ JAURL MCRNY ) show
0 -210 moveto
(12 VPVSF RSXSQ UMOMQKGJCY BIJXE QQDFF BHOGGRCTXO KJRMC QINMZ ) show
0 -225 moveto
(13 BEFIF UIEVB UGWZJENOLD CTNBD JWKCR JTIKX DIRYK WUZPHHGTAU ) show
0 -240 moveto
(14 IPAOV IHDQA VENRDRCFLR ZRTOWNIHWY TGWQXWWRHY QSBMDIWSMQ ) show
0 -270 moveto
(15 IYCMO WUPZM OFPJWZUUDB QZIHP RNQTT UMTDSANATC DANSQYUYGT ) show
0 -285 moveto
(16 XYCZU AKGWK ZPEMS TAQLE KKIYG UANUN ZNTPP NZVTX KPZCD BUYMT ) show
0 -300 moveto
(17 DKZSJ SIMPP EAFSS KNBOO OATKY UKMYP NZPGS ELIHP JWWAQILRBV ) show
0 -315 moveto
(18 RSBTMXROFG MPGJT HIEIZ XRSNNFIRYQ AFGGRBYVQY RXCFV CBBUO ) show
0 -330 moveto
(19 ZTRPC HHVJO BPXHL UGNLP CLVUN DTGZI NTCBMEDBRG ZQUOYPFZHO ) show
}def
gsave 30 750 translate onepad grestore
gsave 30 360 translate onepad grestore
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10 390 moveto
(============t=e=a=r===h=e=r=e========= =====t =e=a=r ===h=e =r=e== ========) show
showpage

Here is the pagethat will be generatedby the above Postscriptprogram(shrunkto 60% of
normalsize).

00 XLCWT HZZTC  HUTXA GQAUN  FXCUI QFBVW  DKAPS SXKHK  XBLLP LTHFO  
01 XUMVS SRMGB  SPSDI UAFYO  CQYHQ CYSHU  UCATL HLDKZ  XWFGR LRMOL  
02 DXCBR FMARY  MOLUR CDJVT  MACWT IRFVP  DZBBY ZTFZG  HCUUL YYKPF  
03 QSWIH HNWRC  FQQHM ZEKJP  URILH THNSY  TLMWA CWYJV  AWOWY IAELZ  
04 KJKJE NGKDD  NYMYP NRNHK  KRIOX TIFSY  TGYRS HZLTQ  MCEBA YRBTU  

05 CZLFW HYSTM  YGDBN GVAZE  RFCQY YFHLC  OGLHY OEBNB  QDQIS EHIBB  
06 ZIWQC TYERS  UZGSS EGOVX  KGXJV AONYN  HXZCR RLUSN  SXXBR EJKQH  
07 OIJMF LCZHA  CGMYK LPLMU  CIMHZ WBVHD  JXNZJ CJLSN  PJVFL HENCU  
08 ZOHEW JRWPC  BHFRZ MEYBW  SHFPQ DYQFH  ARDQI UAHOC  OAQKR LZPBF  
09 YAKMA YJVYY  HSAZB SMILL  WMHAJ KMYNO  YHTXY GIISP  CVYQC OMCIP  

10 NPNVY VACCU  YWOFW GLHTO  TOUPS LRLOV  SZWBL WYNJO  NOHCZ SZSZS  
11 UBSOT FSRSM  BLDEC IXQDZ  STPAJ YOMBO  CGIAD HUTHZ  JAURL MCRNY  
12 VPVSF RSXSQ  UMOMQ KGJCY  BIJXE QQDFF  BHOGG RCTXO  KJRMC QINMZ  
13 BEFIF UIEVB  UGWZJ ENOLD  CTNBD JWKCR  JTIKX DIRYK  WUZPH HGTAU  
14 IPAOV IHDQA  VENRD RCFLR  ZRTOW NIHWY  TGWQX WWRHY  QSBMD IWSMQ  

15 IYCMO WUPZM  OFPJW ZUUDB  QZIHP RNQTT  UMTDS ANATC  DANSQ YUYGT  
16 XYCZU AKGWK  ZPEMS TAQLE  KKIYG UANUN  ZNTPP NZVTX  KPZCD BUYMT  
17 DKZSJ SIMPP  EAFSS KNBOO  OATKY UKMYP  NZPGS ELIHP  JWWAQ ILRBV  
18 RSBTM XROFG  MPGJT HIEIZ  XRSNN FIRYQ  AFGGR BYVQY  RXCFV CBBUO  
19 ZTRPC HHVJO  BPXHL UGNLP  CLVUN DTGZI  NTCBM EDBRG  ZQUOY PFZHO  

00 XLCWT HZZTC  HUTXA GQAUN  FXCUI QFBVW  DKAPS SXKHK  XBLLP LTHFO  
01 XUMVS SRMGB  SPSDI UAFYO  CQYHQ CYSHU  UCATL HLDKZ  XWFGR LRMOL  
02 DXCBR FMARY  MOLUR CDJVT  MACWT IRFVP  DZBBY ZTFZG  HCUUL YYKPF  
03 QSWIH HNWRC  FQQHM ZEKJP  URILH THNSY  TLMWA CWYJV  AWOWY IAELZ  
04 KJKJE NGKDD  NYMYP NRNHK  KRIOX TIFSY  TGYRS HZLTQ  MCEBA YRBTU  

05 CZLFW HYSTM  YGDBN GVAZE  RFCQY YFHLC  OGLHY OEBNB  QDQIS EHIBB  
06 ZIWQC TYERS  UZGSS EGOVX  KGXJV AONYN  HXZCR RLUSN  SXXBR EJKQH  
07 OIJMF LCZHA  CGMYK LPLMU  CIMHZ WBVHD  JXNZJ CJLSN  PJVFL HENCU  
08 ZOHEW JRWPC  BHFRZ MEYBW  SHFPQ DYQFH  ARDQI UAHOC  OAQKR LZPBF  
09 YAKMA YJVYY  HSAZB SMILL  WMHAJ KMYNO  YHTXY GIISP  CVYQC OMCIP  

10 NPNVY VACCU  YWOFW GLHTO  TOUPS LRLOV  SZWBL WYNJO  NOHCZ SZSZS  
11 UBSOT FSRSM  BLDEC IXQDZ  STPAJ YOMBO  CGIAD HUTHZ  JAURL MCRNY  
12 VPVSF RSXSQ  UMOMQ KGJCY  BIJXE QQDFF  BHOGG RCTXO  KJRMC QINMZ  
13 BEFIF UIEVB  UGWZJ ENOLD  CTNBD JWKCR  JTIKX DIRYK  WUZPH HGTAU  
14 IPAOV IHDQA  VENRD RCFLR  ZRTOW NIHWY  TGWQX WWRHY  QSBMD IWSMQ  

15 IYCMO WUPZM  OFPJW ZUUDB  QZIHP RNQTT  UMTDS ANATC  DANSQ YUYGT  
16 XYCZU AKGWK  ZPEMS TAQLE  KKIYG UANUN  ZNTPP NZVTX  KPZCD BUYMT  
17 DKZSJ SIMPP  EAFSS KNBOO  OATKY UKMYP  NZPGS ELIHP  JWWAQ ILRBV  
18 RSBTM XROFG  MPGJT HIEIZ  XRSNN FIRYQ  AFGGR BYVQY  RXCFV CBBUO  
19 ZTRPC HHVJO  BPXHL UGNLP  CLVUN DTGZI  NTCBM EDBRG  ZQUOY PFZHO  

============t=e=a=r===h=e=r=e==============t=e=a=r===h=e=r=e==========



Program III.10.d
Circles for a One-Time Pad

Referred to from page 69.

Herearetwo circlesfor usein creatingarotatingtool for makinguseof one-timepadcharacters.
Eachimagehasbeenshrunkby 60%.

Place arrow of inner circle on pad character.
To encrypt, follow inner circle plaintext letter to outer circle ciphertext letter.
To decrypt, follow outer circle ciphertext letter to inner circle plaintext letter.

Copyright  Ó 2003 by Neal R. Wagner.  All rights reserved.

Outer letters belong to the ciphertext or to the pad.

Attach smaller circle here.

A
0

B
1

C
2

D
3

E
4

F 5
G 6

H 7

I 8

J
9

K
10L

11M
12

N
13

O
14

P
15

Q
16

R
17

S
18

T19
U20

V21

W
22

X
23 Y

24 Z
25
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A
0

B
1 C

2 D
3

E
4

F5

G6
H7

I8
J

9

K
10

L
11

M
12

N
13

O
14P

15Q
16

R 17

S 18

T 19
U 20

V
21

W
22

X
23

Y
24

Z
25

Inner letters are
plaintext characters

Set arrow on pad character

(Cut along dashed line.)
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Hereis Postscriptsourceto createthelargercircle (at full size):

%!PS-Adobe-2.0
/r 360 26 div def
/inch { 72 mul} def
/Tempstr 2 string def
/radius 225 def
/circleofLetters {

[(A) (B) (C) (D) (E) (F) (G) (H) (I) (J)
(K) (L) (M) (N) (O) (P) (Q) (R) (S) (T)
(U) (V) (W) (X) (Y) (Z)]
/ary exch def % the array of letters

0 1 25{ % from 0 to 25 in steps of 1
/ind exch def % the for loop value
/rind ind 0 eq {0} {26 ind sub} ifelse def
gsave

ind r mul neg rotate % rotate by (for loop value)*360/26
/Helvetica-Bold findfont 23 scalefont setfont
ary ind get stringwidth pop 2 div neg radius 5 sub moveto
ary ind get show
% convert ind to string, store in Tempstr, using cvs
ind Tempstr cvs stringwidth pop 2 div neg radius 25 add moveto
ind Tempstr cvs show
3 setlinewidth
0 radius 30 sub moveto 0 20 rlineto stroke

grestore
} for

}def
/circles {

3 setlinewidth
newpath 0 0 radius 20 sub 0 360 arc stroke
newpath 0 0 6 0 360 arc stroke

} def
/Helvetica-Bold findfont 15 scalefont setfont
40 80 moveto (Place arrow of inner circle on pad character.) show
/Helvetica-Bold findfont 15 scalefont setfont
40 60 moveto (To encrypt, follow inner circle plaintext) show
( letter to outer circle ciphertext letter.) show
/Helvetica-BoldOblique findfont 15 scalefont setfont
40 40 moveto (To decrypt, follow outer circle ciphertext) show
( letterto inner circle plaintext letter.) show
/Helvetica-BoldOblique findfont 15 scalefont setfont
130 700 moveto (Outer letters belong to the ciphertext or to the pad.) show

8.5 inch 2 div 11 inch 2 div translate
-90 20 moveto (Attach smaller circle here.) show
circleofLetters circles showpage
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Hereis Postscriptsourceto createthesmallercircle (at full size):

%!PS-Adobe-2.0
/r 360 26 div def
/inch { 72 mul} def
/Tempstr 2 string def
/Helvetica-Bold findfont 18 scalefont setfont
/radius 120 def
/circleofLetters {

[(A) (B) (C) (D) (E) (F) (G) (H) (I) (J)
(K) (L) (M) (N) (O) (P) (Q) (R) (S) (T)
(U) (V) (W) (X) (Y) (Z)]
/ary exch def % the array of letters

0 1 25{ % from 0 to 25 in steps of 1
/ind exch def % the for loop value
gsave

ind r mul neg rotate % rotate by (for loop value)*360/26
ary ind get stringwidth pop 2 div neg radius 30 add moveto
ary ind get show
% convert ind to string, store in Tempstr, using cvs
ind Tempstr cvs stringwidth pop 2 div neg radius 10 add moveto
ind Tempstr cvs show
3 setlinewidth
0 radius 50 add moveto 0 20 rlineto stroke

grestore
} for

}def
/circles {

3 setlinewidth
0 0 radius 60 add 0 360 arc stroke
0 0 6 0 360 arc stroke
1 setlinewidth
0 0 radius 80 add 0 360 arc [5 3] 0 setdash stroke

} def
/arrowhead {

newpath 0 radius 78 add moveto
-5 -12 rlineto 10 0 rlineto closepath fill

} def

8.5 inch 2 div 11 inch 2 div translate
circleofLetters circles arrowhead
/Helvetica-Bold findfont 13 scalefont setfont
-45 50 moveto (Inner letters are) show
-60 35 moveto (plaintext characters) show
-80 -50 moveto (Set arrow on pad character) show
-75 radius 100 add neg moveto ((Cut along dashed line.))show
showpage



Program IV.14.a
RSA Implementation

Referred to from page 90.

This Java implementationof thebasicRSA cryptosystemusestheJava BigInteger library
class.This is just a “skeleton” implementationthat createskeys from scratchandusesthem,
but doesnot save keys to a �le for repeateduse,or fetchsuchkeys from the �le. For further
commentsabouttheimplementation,seethechapteron theRSA cryptosystem.
This codeimplementsRSA using3 Javaclasses:

� RSAPublicKey : The dataandmethodsneededfor RSA public keys, with the modu-
lus 
 andexponent : , alongwith a usernameto keepthe keys straight. The important
methodsareencryptionandveri�cation.

� RSAPrivateKey : This extendsthe previous classto addthe primes � and � , andthe
decryptionexponent: asdatamembers.Importantmethodsincludedecryptionandsign-
ing, alongwith key generation.

� RSATest : A classto testout thesystemwith realistickey sizes(1024bits).

Java class: RSAPublicKey
// RSAPublicKey: RSA public key
import java.math.*; // for BigInteger
public class RSAPublicKey {

public BigInteger n; // public modulus
public BigInteger e = new BigInteger("3"); // encryption exponent
public String userName; // attach name to each public/private key pair

public RSAPublicKey(String name) {
userName = name;

}

// setN: to give n a value in case only have public key
public void setN(BigInteger newN) {

n = newN;
}

// getN: provide n
public BigInteger getN() {

return n;
}

// RSAEncrypt: just raise m to power e (3) mod n
public BigInteger RSAEncrypt(BigInteger m) {

return m.modPow(e, n);
}
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// RSAVerify: same as encryption, since RSA is symmetric
public BigInteger RSAVerify(BigInteger s) {

return s.modPow(e, n);
}

}

Java class: RSAPrivateKey
// RSAPrivateKey: RSA private key
import java.math.*; // for BigInteger
import java.util.*; // for Random
public class RSAPrivateKey extends RSAPublicKey{

private final BigInteger TWO= new BigInteger("2");
private final BigInteger THREE = new BigInteger("3");

private BigInteger p; // first prime
private BigInteger q; // second prime
private BigInteger d; // decryption exponent

public RSAPrivateKey(int size, Random rnd, String name) {
super(name); generateKeyPair(size, rnd);

}

public void generateKeyPair(int size, Random rnd) { // size = n (bits)
// want sizes of primes close, not too close (10-20 bits).
int size1 = size/2;
int size2 = size1;
int offset1 = (int)(5.0*(rnd.nextDouble()) + 5.0);
int offset2 = -offset1;
if (rnd.nextDouble() < 0.5) {

offset1 = -offset1; offset2 = -offset2;
}
size1 += offset1; size2 += offset2;
// generate two random primes, so that p*q = n has size bits
BigInteger p1 = new BigInteger(size1, rnd); // random int

p = nextPrime(p1);
BigInteger pM1 = p.subtract(BigInteger.ONE);
BigInteger q1 = new BigInteger(size2, rnd);

q = nextPrime(q1);
BigInteger qM1 = q.subtract(BigInteger.ONE);

n = p.multiply(q);
BigInteger phiN = pM1.multiply(qM1); // (p-1)*(q-1)
BigInteger e = THREE;

d = e.modInverse(phiN);
}

// nextPrime: next prime p after x, with p-1 and 3 relatively prime
public BigInteger nextPrime(BigInteger x) {

if ((x.remainder(TWO)).equals(BigInteger. ZERO))
x = x.add(BigInteger.ONE);

while(true) {
BigInteger xM1 = x.subtract(BigInteger.ONE);
if (!(xM1.remainder(THREE)).equals(BigIntege r.ZERO ))

if (x.isProbablePrime(10)) break;
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x = x.add(TWO);
}
return x;

}

// RSADecrypt: decryption function
public BigInteger RSADecrypt(BigInteger c) {

return c.modPow(d, n);
}

// RSASign: same as decryption for RSA (since it is a symmetric PKC)
public BigInteger RSASign(BigInteger m) {

return m.modPow(d, n);
}

public BigInteger RSASignAndEncrypt(BigInteger m, RSAPublicKey other) {
// two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)

return RSASign(other.RSAEncrypt(m));
else

return other.RSAEncrypt(RSASign(m));
}

public BigInteger RSADecryptAndVerify(BigInteger c,
RSAPrivateKey other) {

// two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)

return other.RSAVerify(RSADecrypt(c));
else

return RSADecrypt(other.RSAVerify(c));
}

}

Java class: RSATest
// RSATest: Test RSA Implementation
import java.math.*; // for BigInteger
import java.util.*; // for Random
public class RSATest {

public static void main(String[] args) {
Random rnd = new Random();
BigInteger m, m1, m2, m3, c, s, s1;
RSAPrivateKey alice = new RSAPrivateKey(1024, rnd, "Alice");
RSAPrivateKey bob = new RSAPrivateKey(1024, rnd, "Bob ");
m = new BigInteger(

"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10");

System.out.println("Message m:\n" + m + "\n");
System.out.println("ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:");
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c = bob.RSAEncrypt(m); // Using Bob's public key
System.out.println("Message encrypted with Bob's public key:\n" +

c + "\n");
m1 = bob.RSADecrypt(c); // Using Bob's private key
System.out.println("Original message back, decrypted:\n" +

m1 + "\n");

System.out.println("ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:");
s = alice.RSASign(m); // Using Alice's private key
System.out.println("Message signed with Alice's private key:\n" +

c + "\n");
m2 = alice.RSAVerify(s); // Using Alice's public key
System.out.println("Original message back, verified:\n" +

m2 + "\n");

System.out.println("BOB SIGNS AND ENCRYPTSm FOR ALICE;" +
"\n ALICE VERIFIES SIGNATURE AND DECRYPTS:");

c = bob.RSASignAndEncrypt(m, alice);
System.out.println("Message signed and encrypted," +

"\n using Bob's secret key and Alice's public key:\n" +
c + "\n");

m3 = alice.RSADecryptAndVerify(c, bob);
System.out.println("Original message back, verified and decrypted," +

"\n using Alice's secret key and Bob's public key:\n" + m1);
}

}

A TestRun.
Hereis a runof theabove testclass,showing simpleencryption,signing,andacombinationof
signingandencryption.Unix commandsappearin boldface.

% javac RSAPublicKey.java
% javac RSAPrivateKey.java
% javac RSATest.java
% java RSATest
Message m:
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:
Message encrypted with Bob's public key:
62338756536275274055771318329829439484290 498199 206374 359259 4
44456444183746063611277765645687653080996 007539 767783 570672 0
97550310709151239484482397342961941222798 931805 385960 988970 5
83363859060382941407291248842144413656024 522636 774277 708803 5
32079785763866972644702312183856303089419 861713 806288 488753 4
61181488

Original message back, decrypted:
12345678909876543210123456789098765432101 234567 890987 654321 0
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12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:
Message signed with Alice's private key:
43937218657097546876935199771978159837318 201212 446313 948230 7
48969021053734725233701441035596141299351 045669 267129 491245 3
27301613351264122145743822642815234624613 789843 360005 067184 6
82036781895678243991158862217920299328066 514576 707842 515867 5
47748781553219047207889000050867990141337 788688 433651 113089 8
31991525

Original message back, verified:
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

BOB SIGNS AND ENCRYPTSm FOR ALICE;
ALICE VERIFIES SIGNATURE AND DECRYPTS:

Message signed and encrypted,
using Bob's secret key and Alice's public key:

27334368604128703558213193949827019828348 248292 596875 681512 7
46086839430318466863049866432840181599919 878918 036067 906871 2
15859154381075648385363993421653018918793 076693 023041 089609 0
62581152691427815441272294921259088510237 350977 263534 672355 5
05368973730250834795504007563891922299697 420556 823064 897186 6
74601320

Original message back, verified and decrypted,
using Alice's secret key and Bob's public key:

12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
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Faster RSA, Using Chinese Remainder

Theorem
Referred to from page 92.

Hereis analteredimplementationof theRSA cryptosystem,usingthetheChineseRemainder
Theorem(CRT) to speedup decryption.Pleaserefer�rst to thebasicRSA asdescribedin the
mainRSA sectionandthento thedescriptionof this versionof RSA. Additionsandchanges
relatedto thefasterimplementationarehighlightedin boldface.

Java class: RSAPublicKey
// RSAPublicKey: RSA public key
// See the listing in the previous section for this class.

Java class: RSAPrivateKeyFast
// RSAPrivateKeyFast: RSA private key, using fast CRT algorithm
import java.math.*; // for BigInteger
import java.util.*; // for Random
public class RSAPrivateKeyFast extends RSAPublicKey{

private final BigInteger TWO= new BigInteger("2");
private final BigInteger THREE = new BigInteger("3");

private BigInteger p; // first prime
private BigInteger q; // second prime
private BigInteger d; // decryption exponent

private BigInteger p1, pM1, q1, qM1, phiN; // for key generation

private BigInteger dp, dq, c2; // for fast decryption

public RSAPrivateKeyFast(int size, Random rnd, String name) {
super(name); generateKeyPair(size, rnd);

}

public void generateKeyPair(int size, Random rnd) { // size = n
// want sizes of primes close, not too close, 10-20 bits apart.
int size1 = size/2;
int size2 = size1;
int offset1 = (int)(5.0*(rnd.nextDouble()) + 5.0);
int offset2 = -offset1;
if (rnd.nextDouble() < 0.5) {

offset1 = -offset1; offset2 = -offset2;
}
size1 += offset1; size2 += offset2;
// generate two random primes, so that p*q = n has size bits
p1 = new BigInteger(size1, rnd); // random int
p = nextPrime(p1);
pM1 = p.subtract(BigInteger.ONE);
q1 = new BigInteger(size2, rnd);
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q = nextPrime(q1);
qM1 = q.subtract(BigInteger.ONE);
n = p.multiply(q);
phiN = pM1.multiply(qM1); // (p-1)*(q-1)
d = e.modInverse(phiN);

// remaining stuff needed for fast CRT decryption
dp = d.remainder(pM1);
dq = d.remainder(qM1);
c2 = p.modInverse(q);

}

// nextPrime: next prime p after x, with p-1 and 3 rel prime
public BigInteger nextPrime(BigInteger x) {

if ((x.remainder(TWO)).equals(BigInteger. ZERO))
x = x.add(BigInteger.ONE);

while(true) {
BigInteger xM1 = x.subtract(BigInteger.ONE);
if (!(xM1.remainder(THREE)).equals(BigIntege r.ZERO ))

if (x.isProbablePrime(10)) break;
x = x.add(TWO);

}
return x;

}

// RSADecrypt: decryption function, <b>fast CRT version</b>
public BigInteger RSADecrypt(BigInteger c) {

// See 14.71 and 14.75 in Handbook of Applied Cryptography,
// by Menezes, van Oorschot and Vanstone
BigInteger cDp = c.modPow(dp, p);
BigInteger cDq = c.modPow(dq, q);
BigInteger u = ((cDq.subtract(cDp)).multiply(c2)).rem ainder (q);
if (u.compareTo(BigInteger.ZERO) < 0) u = u.add(q);
return cDp.add(u.multiply(p));

}

// RSASign: same as decryption for RSA (since it is a symmetric PKC)
public BigInteger RSASign(BigInteger m) {

// return m.modPow(d, n);

return RSADecrypt(m); // use fast CRT version

}

public BigInteger RSASignAndEncrypt(BigInteger m,
RSAPublicKey other) {

// two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)

return RSASign(other.RSAEncrypt(m));
else

return other.RSAEncrypt(RSASign(m));
}

public BigInteger RSADecryptAndVerify(BigInteger c,



14. The RSA Cryptosystem 253

RSAPrivateKeyFast other) {
// two ways to go, depending on sizes of n and other.getN()
if (n.compareTo(other.getN()) > 0)

return other.RSAVerify(RSADecrypt(c));
else

return RSADecrypt(other.RSAVerify(c));
}

}

Java class: RSATestFast
// RSATestFast: Test Fast RSA Implementation
import java.math.*; // for BigInteger
import java.util.*; // for Random
public class RSATestFast {

public static void main(String[] args) {
Random rnd = new Random();
BigInteger m, m1, m2, m3, c, s, s1;
RSAPrivateKeyFast alice = new RSAPrivateKeyFast(1024, rnd, "Alice");
RSAPrivateKeyFast bob = new RSAPrivateKeyFast(1024, rnd, "Bob ");
m = new BigInteger(

"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10" +
"12345678909876543210123456789098765432 10");

System.out.println("Message m:\n" + m + "\n");
System.out.println("ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:");
c = bob.RSAEncrypt(m); // Using Bob's public key
System.out.println("Message encrypted with Bob's public key:\n" +

c + "\n");
m1 = bob.RSADecrypt(c); // Using Bob's private key
System.out.println("Original message back, decrypted:\n" + m1 +"\n");

System.out.println("ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:");
s = alice.RSASign(m); // Using Alice's private key
System.out.println("Message signed with Alice's private key:\n" +

s + "\n");
m2 = alice.RSAVerify(s); // Using Alice's public key
System.out.println("Original message back, verified:\n" + m2 + "\n");

System.out.println("BOB SIGNS AND ENCRYPTSm FOR ALICE;" +
"\n ALICE VERIFIES SIGNATURE AND DECRYPTS:");

c = bob.RSASignAndEncrypt(m, alice);
System.out.println("Message signed and encrypted," +

"\n using Bob's secret key and Alice's public key:\n" + c +"\n");
m3 = alice.RSADecryptAndVerify(c, bob);
System.out.println("Original message back, verified and decrypted," +

"\n using Alice's secret key and Bob's public key:\n" + m1);
}

}

Hereis a runof theabove testclass,showing simpleencryption,signing,andacombinationof
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signingandencryption.Unix commandsappearin boldface.

% javac RSAPublicKey.java
% javac RSAPrivateKey.java
% javac RSATest.java
% java RSATest
Message m:
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

ALICE ENCRYPTSm FOR BOB; BOB DECRYPTSIT:
Message encrypted with Bob's public key:
54340581367664807805701276287259968381366 767413 365992 537733 5
76055675551642446923338739856103522009642 194290 231400 444249 6
35539200998635905637447909288319457686182 172061 813317 733063 4
48462594171529440296314258756692666524438 783703 841869 144887 6
17324529232415115066386126259653390716812 617231 192297 350676 0
70135287

Original message back, decrypted:
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

ALICE SIGNS m FOR BOB; BOB VERIFIES SIGNATURE:
Message signed with Alice's private key:
23999062709216358693836072721907187585572 596559 729003 884362 6
78433405674437610180974128294642899357365 598718 364098 637290 0
35667891043703227777233447498657899393572 056897 419835 871346 2
78214986967876889715158405039121980012395 643624 344524 871519 9
02599537126686740094713642278906949718569 271503 429410 980357 0
5104040

Original message back, verified:
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0

BOB SIGNS AND ENCRYPTSm FOR ALICE;
ALICE VERIFIES SIGNATURE AND DECRYPTS:

Message signed and encrypted,
using Bob's secret key and Alice's public key:

55568095448922845163395618641245097592442 739125 869528 222428 2
35060799339089193918168630623276091270600 353959 377537 049037 6
87044590317446418290761250228523269660222 146752 849711 124221 9
80030103548023484747053340324451311160479 401069 781901 832028 9
16581722483328379836357090859985177568861 505716 724216 060404 6
11712970
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Original message back, verified and decrypted,
using Alice's secret key and Bob's public key:

12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0
12345678909876543210123456789098765432101 234567 890987 654321 0



Program IV.15.a
Square Roots mod n = p*q

Referred to from page 94.

Hereis a programthatprintsa tableof squarerootsmoduloa productof two primesRabin's
cryptosystemmakesuseof squarerootsmodulon = p*q , wherep andq areprimesboth
equalto 3 modulo4. Theprogrambelow, however, workswith any two primesandproduces
a tableof all squareroots. Thosesquarerootswith a factorin commonwith eitherp or q are
shown in thetablein bold italic.

Java class: SquareTable
// SquareTable.java: create table of squares and square roots
public class SquareTable {

// Link: to allow linked lists of square roots
private class Link {

int entry; // square root entry
Link next; // next link

}

private Link[] table; // table entry for each possible square
private int p, q, n; // primes and product

// SquareTable: constructor, passes in the primes
public SquareTable(int pIn, int qIn) {

p = pIn; q = qIn; n = p*q;
table = new Link[n];

}

// buildTable: construct the table: array of linked lists
public void buildTable() {

for (int i = 1; i < n; i++) {
int iSqr = i*i % n;
Link link = new Link();
Link ptr;
if (table[iSqr] == null) {

table[iSqr] = link;
}
else {

ptr = table[iSqr];
while (ptr.next != null)

ptr = ptr.next;
ptr.next = link;

}
link.entry = i;
link.next = null;

}
}
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// printTable: print the table in HTML form
public void printTable() {

boolean div; // for entries with either prime as divisor
System.out.println("<table border>");
System.out.println("<tr><th colspan=2>Numbers mod " + n +

" = " + p + "*" + q + "</th><tr>");
System.out.println("<tr><th>Square</th>") ;
System.out.println("<th>Square Roots</th></tr>");
System.out.println("<tr><td></td><td></td ></tr> ");

for (int j = 1; j < n; j++) {
div = false;
if (j%p == 0 || j%q == 0) div = true;
if (table[j] != null) {

System.out.print("<tr><td>");
if (div)

System.out.print("<font color=FF0000><i>" +
j + "</i></font>");

else
System.out.print(j);

System.out.print("</td><td>");
if (div)

System.out.print("<font color=FF0000><i>");
Link loc = table[j];
while (loc != null) {

System.out.print(loc.entry);
if (loc.next != null)

System.out.print(", ");
loc = loc.next;

}
if (div)

System.out.print("</i></font>");
System.out.println("</td></tr>");

}
}
System.out.println("</table>");

}

// main: feed in primes p and q from command line
public static void main(String[] args) {

SquareTable squareTable = new SquareTable(
Integer.parseInt(args[0]), Integer.parseInt(args[1]));

squareTable.buildTable();
squareTable.printTable();

}
}

Hereis a tablewith p = 7, q = 11 , andn = p*q = 77 . Noticethatthebold italic entries
all have either7 or 11 asa factor. Noticealsothesymmetry:if s is a squareroot, thenso is
n - s .



258 Program V.15.a

Numbers mod 77= 7*11
Square SquareRoots
1 1, 34,43,76
4 2, 9, 68,75
9 3, 25,52,74
11 33, 44
14 28, 49
15 13,20,57,64
16 4, 18,59,73
22 22, 55
23 10,32,45,67
25 5, 16,61,72
36 6, 27,50,71
37 24,31,46,53
42 14, 63
44 11, 66
49 7, 70
53 19,30,47,58
56 21, 56
58 17,38,39,60
60 26,37,40,51
64 8, 36,41,69
67 12,23,54,65
70 35, 42
71 15,29,48,62



Program V.16.a
Linear Congruence Random Number

Generator s
Referred to from page 103.

This sectioncontainsan implementationof severalsimplelinearcongruencerandomnumber
generators,usingtheJavaBigInteger class.This makesthegeneratorsslow, but eliminates
any over�ow problems.In practicethismethodis fastenoughfor mostapplications.
TheclassCongruence below implementsaspeci�c generatorwith inputmultiplier, modulus,
andseed.The theclassGenerators creates8 instancesof generatorswith differentvalues
for the multiplier andmodulus. Notice that generatornumber0 is the infamous“RANDU”
whichshouldnotbeused.

Java class: Congruence
// Congruence: linear congruence generators, all using BigInteger
import java.math.*; // for BigInteger
public class Congruence {

public BigInteger k; // multiplier
public BigInteger m; // modulus
public BigInteger s; // seed
private BigInteger x; // next generator value
private int rBits;
private int twoToRBits; // 2ÃrBits
private BigInteger bigTwoToRBits;

// Congruence: constructor starts with multiplier, modulus and seed
public Congruence(String ks, String ms, String ss) {

k = new BigInteger(ks);
m = new BigInteger(ms);
s = new BigInteger(ss);
x = s;
// System.out.println("k: " + k + ", m: " + m + ", s: " + s);

}

// nextValue: cycle to the next BigInteger value and return it
public BigInteger nextValue() {

x = (k.multiply(x)).mod(m);
return x;

}

// doubleValue: return x/m as a double
public double doubleValue() {

return (x.doubleValue()) / (m.doubleValue());
}

}

Java class: Generators
// Generators.java: a variety of random number generators
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import java.math.*; // for BigInteger

public class Generators {
public Congruence cong[] = new Congruence[8]; // linear congruence RNGs

// Generators: construct 8 linear congruence generators at once
public Generators(String seed) {

cong[0] = new Congruence("65539",
"2147483648", seed); // m = 2Ã31

cong[1] = new Congruence("16807",
"2147483647", seed); // m = 2Ã31 - 1

cong[2] = new Congruence("40692",
"2147483399", seed); // m = 2Ã31 - 249

cong[3] = new Congruence("48271",
"2147483647", seed); // m = 2Ã31 - 1

cong[4] = new Congruence("62089911",
"2147483647", seed); // m = 2Ã31 - 1

cong[5] = new Congruence("69069",
"4294967296", seed); // m = 2Ã32

cong[6] = new Congruence("31167285",
"281474976710656", seed); // m = 2Ã48

cong[7] = new Congruence("6364136223846793005",
"18446744073709551616", seed); // m = 2Ã64

}

// nextValue: return next value of generator number i
public BigInteger nextValue(int i) {

return cong[i].nextValue();
}

// doubleValue: return double corresponding to value of gen i
public double doubleValue(int i) {

return cong[i].doubleValue();
}

// stuff below is just to demonstrate each generator
public static void main(String[] args) {

int iCong = Integer.parseInt(args[0]); // iCong = specific RNG
String seed = args[1]; // seed for the RNG
Generators gen = new Generators(seed);
System.out.println("Generator: " + iCong +

", k: " + gen.cong[iCong].k +
", m: " + gen.cong[iCong].m +
", s: " + gen.cong[iCong].s);

for (int i = 0; i < 4; i++) {
BigInteger x = gen.nextValue(iCong);
System.out.println(x + " \t" + gen.doubleValue(iCong));

}
}

}

Hereis brief outputfrom eachgenerator. More thoroughtestingappearsin a latersection.
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% java Generators 0 11111
Generator: 0, k: 65539, m: 2147483648, s: 11111
728203829 0.33909633243456483
74155679 0.03453142894431949
333550557 0.15532158175483346
1333902231 0.6211466300301254
% java Generators 1 11111
Generator: 1, k: 16807, m: 2147483647, s: 11111
186742577 0.08695878884147797
1108883372 0.5163640587201175
1139744538 0.5307349090141873
132318926 0.06161580144502958
% java Generators 2 11111
Generator: 2, k: 40692, m: 2147483399, s: 11111
452128812 0.21053890903675387
535338671 0.24928652358816208
2077084275 0.9672178494917436
61700458 0.028731518031166862
% java Generators 3 11111
Generator: 3, k: 48271, m: 2147483647, s: 11111
536339081 0.24975234700820984
1708414366 0.7955424332970485
1350332739 0.6287976818293323
1487990525 0.6928995836958752
% java Generators 4 11111
Generator: 4, k: 62089911, m: 2147483647, s: 11111
538750434 0.2508752207508661
276008834 0.128526629008598
2053582492 0.9562738672626548
665642739 0.30996405487412776
% java Generators 5 11111
Generator: 5, k: 69069, m: 4294967296, s: 11111
767425659 0.17868021014146507
1131441535 0.26343426085077226
605430195 0.1409627019893378
656544599 0.15286370157264173
% java Generators 6 11111
Generator: 6, k: 31167285, m: 281474976710656, s: 11111
346299703635 0.001230303694068624
63576637476655 0.22586958961545278
245552537051579 0.8723778572473115
85713711193271 0.3045162742170895
% java Generators 7 11111
Generator: 7, k: 6364136223846793005, m: 18446744073709551616, s: 11111
5547548633005734427 0.3007332139936904
943960907862842303 0.05117222335231413
3205834541165224339 0.17378863870802033
1510653287195956183 0.08189267879251122
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Exponential and Normal Distrib utions

Referred to from page 103.

Thissectiondemonstratestransformationsfrom theuniformdistributionto theexponentialand
thenormaldistributions.Theversionof uniform distribution implementedis Knuth's method
with 2 seeds.An appletplotsall threedistributions,using1000,10000,100000,and1000000
points.Eachplot uses500intervalsovertherange,althoughtheexponentialandnormaldistri-
butionsignorethefew pointsoutsidethedisplayedrange.Sothepicturesat theendgive 500
vertical lines that representapproximately2, 20, 200, and2000trials. In eachcasethe area
coveredby all thelinesis approximatelythesame.

Java class: DistPlot
// DistPlot: plot 3 random distributions: exponential, uniform, normal
import java.applet.*;
import java.awt.*;
import java.awt.event.*;
public class DistPlot extends Applet implements ActionListener{

int[] expC = new int[1000]; // counter for nextExpDist
int[] unifC = new int[500]; // counter for nextUniformDist
int[] normC = new int[500]; // counter for nextNormalDist
double scale; // scale factor for displaying distributions

int xStart = 50, yStart = 150; int xSide = 500;
boolean firstTime = true; // to paint axes the first time through
Button next0, next1, next2, next3; // buttons
int iter; // number of random points to plot

public void init() {
setBackground(Color.white);
next0 = new Button("1000"); next1 = new Button("10000");
next2 = new Button("100000"); next3 = new Button("1000000");
next0.addActionListener(this); next1.addActionListener(this);
next2.addActionListener(this); next3.addActionListener(this);
add(next0); add(next1); add(next2); add(next3);

}

public void paint(Graphics g) {
// for exponential distribution
g.drawString("Graph showing exponential distribution " +

"with average 1", xStart, 50);
g.drawString("Iterations: " + iter, xStart + 350, 50);
g.drawLine(xStart, yStart, xStart + xSide, yStart);
for (int i = 0; i <= 5; i++)

g.drawLine(xStart + i*xSide/5, yStart,
xStart + i*xSide/5, yStart + 10);

for (int i = 0; i <= 5; i++)
g.drawString(i*1 + "", xStart + i*xSide/5 - 1, yStart + 23);
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// for uniform distribution
g.drawString("Graph showing uniform distribution " +

"from 0 to 1", xStart, 200);
g.drawLine(xStart, yStart+150, xStart + xSide, yStart+150);
for (int i = 0; i <= 10; i++)

g.drawLine(xStart + i*xSide/10, yStart+150,
xStart + i*xSide/10, yStart + 10 +150);

for (int i = 0; i <= 9; i++)
g.drawString("0." + i + "", xStart + i*xSide/10 - 1,

yStart + 23 +150);
g.drawString("1", xStart + 10*xSide/10 - 1,

yStart + 23 +150);

// for normal distribution
g.drawString("Graph showing normal distribution " +

"from 0 to 1", xStart, 350);
g.drawLine(xStart, yStart+300, xStart + xSide, yStart+300);
for (int i = 0; i <= 10; i++)

g.drawLine(xStart + i*xSide/10, yStart+300,
xStart + i*xSide/10, yStart + 10 +300);

for (int i = 0; i <= 10; i++)
g.drawString(i-5 + "", xStart + i*xSide/10 - 1,

yStart + 23 +300);
firstTime = false;
if (!firstTime) {

for(int dummy = 0; dummy < iter; dummy++) {
int i = (int)(100.0*nextExpDist());
if (i < 1000) expC[i]++;
else expC[999]++;
unifC[(int)(500.0*nextUniformDist())]++;
double r = nextNormalDist();
int j = (int)( 50.0*r) + 250;
if (r < 0.0) j = (int)( 50.0*r) - 1 + 250;
if (j < 0) normC[0]++;
else if (j >= 500) normC[499]++;
else normC[j]++;

}
// exponential distribution
g.setColor(new Color(255, 0, 0)); // red
for (int i = 0; i < 500; i++)

g.drawLine(xStart + i, yStart - 1,
xStart + i, yStart - (int)(expC[i]/scale));

// uniform distribution
for (int i = 0; i < 500; i++)

g.drawLine(xStart + i, yStart - 1 + 150,
xStart + i, yStart - (int)(unifC[i]/scale) + 150);

// normal distribution
for (int i = 0; i < 500; i++)

g.drawLine(xStart + i, yStart - 1 + 300,
xStart + i, yStart - (int)(normC[i]/scale) + 300);

}
}
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// class variables used by nextUniformDist
long seed1 = (int)(100000000.0*Math.random());
long seed2 = (int)(100000000.0*Math.random());
long seed3;
// nextUniform: uniformly dist on the interval from 0 to 1
private double nextUniformDist() {

long m = 2147483647;
long k1 = 2718283;
long k2 = 314159269;
seed3 = (k1*seed1 - k2*seed2)%m;
if (seed3 < 0) seed3 += m;
seed1 = seed2; seed2 = seed3;
return (double)seed2 / (double)m;

}

// nextExpDist: exponentially dist with average interarrival time = 1
private double nextExpDist() {

return 1.0*(-Math.log(nextUniformDist()));
}

// class variables used by nextNormalDist
boolean nextNormal = true;
double saveNormal;
// nextNormalDist: mean 0 and variance 1
// x1 = sqrt(-2*log(u1))*cos(2*Pi*u2)
// x2 = sqrt(-2*log(u1))*sin(2*Pi*u2)
private double nextNormalDist() {

double u1, u2, x1, x2;
if (nextNormal) {

u1 = nextUniformDist(); u2 = nextUniformDist();
double temp = Math.sqrt(-2.0*Math.log(u1));
x1 = temp*Math.cos(2.0*Math.PI*u2);
x2 = temp*Math.sin(2.0*Math.PI*u2);
saveNormal = x2;
nextNormal = false;
return x1;

}
else {

nextNormal = true;
return saveNormal;

}
}

public void actionPerformed(ActionEvent e) {
for (int i = 0; i < 500; i++) {

expC[i] = 0; expC[i + 500] = 0; unifC[i] = 0; normC[i] = 0;
}
if (e.getSource() == next0) {

iter = 1000; scale = 0.1;
}
else if (e.getSource() == next1) {

iter = 10000; scale = 1.0;
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}
else if (e.getSource() == next2) {

iter = 100000; scale = 10.0;
}
else if (e.getSource() == next3) {

iter = 1000000; scale = 100.0;
}
repaint();

}
}

Theoutputof theaboveprogramhasnotbeenincludedherebecauseit takesupalot of memory.



Program V.17.a
The logistic Lattice as a RNG

Referred to from page 110.

Theprogramin thissectionusesthelogistic latticein two dimensionsto returnpseudo-random
double s. Basedonexperimentsdescribedlaterin thissection,thisprogramsetstheconstants
NUto � �37 %

� andNSTEPto > � . NSTEPis half thenumberof iterations,sothelogisticequation
will be iterated � � � timesat eachnode.With this valueof NU, thegivennumberof iterations
aresuf�cient to assurethateachnodewill �ll completelywith noiseandbecomeindependent
of eachothernodeby thetime thecodesuppliesmorerandomnumbers.Thecodebelow uses
all 9 double sateachstage,therebyincreasingef�ciency by a factorof @ . (Eachnodewill be
independentof theothernodes.)

Java class: Chaotic2D
// Chaotic2D.java: a random number generator based on chaos theory
import java.util.*; // for Random
public class Chaotic2D {

private final int NMAX= 3; // size of lattice
private final double BETA = 0.292893218813452476; // magic number in f
private double NU; // = 1.0e-13, // viscosity constant in step
private final double TWO_DIV_PI = 0.636619772367581343; // 2/Pi in S
private int NSTEP; // = 60, // half # of steps to iterate
private int flag; // flag used in nextBlock
private double[][] t; // seed array, where the work occurs
private double[][] tn; // extra copy of seed array
private double[][] tret; // array for returning values (these are

// transformed to the uniform distribution)
private Random random; // extra RNG to initialize seed array t

// mod: need instead of %, because % can yield negative result
private int mod(int i, int j) { // If i is negative, then i%j

int k = i%j; // may be negative. In general,
if (k < 0) k = k + j; // result is machine dependent.
return(k); // Check your own architecture.

}

// Chaotic2D: constructor -- allocate, use seed and auxiliary RNG
// to intialize array t, which serves as the real seed (9 doubles)
public Chaotic2D(long seed) {

t = new double[NMAX][NMAX];
tn = new double[NMAX][NMAX];
tret = new double[NMAX][NMAX];
NU = 1.0e-13; NSTEP = 60; flag = -1;
random = new Random(seed);
for (int i = 0; i < NMAX; i++)

for (int j = 0; j < NMAX; j++)
t[i][j] = 2.0*random.nextDouble() - 1.0;

}
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private double f(double x) { // Remapped logistic equation
double temp = Math.abs(x);
if (temp <= BETA) return(2.0*temp*(2.0-temp));
else return(-2.0*(1.0-temp)*(1.0-temp));

}

private void step(double[][] t, double[][] tn) { // Coupled map lattice
for (int i = 0; i < NMAX; i++)

for (int j = 0; j < NMAX; j++)
t[i][j] = f(t[i][j]);

for (int i = 0; i < NMAX; i++)
for (int j = 0; j < NMAX; j++)

tn[i][j] = (1.0 - 4.0*NU)*t[i][j] +
NU*(1.1*t[mod(i-1, NMAX)][j] + // 1.1, 0.9, 1.2, 0.8

0.9*t[mod(i+1, NMAX)][j] + // added to prevent
1.2*t[i][mod(j-1, NMAX)] + // falling into stable
0.8*t[i][mod(j+1, NMAX)]); // configurations
}

private double S(double x) { // Change distribution to uniform
if (x >= 0) return(TWO_DIV_PI*Math.asin(Math.sqrt(x/2 )));
else return(TWO_DIV_PI*Math.asin(Math.sqrt(-x/2 )) + 0.5);

}

private void chaoticUniform() { // the generator itself
for (int i = 0; i < NSTEP; i++) { // Iterate step 2*NSTEP times

step(t, tn);
step(tn, t);

}
for (int i = 0; i < NMAX; i++)

for (int j = 0; j < NMAX; j++)
tret[i][j] = S(t[i][j]);

}

public double nextRandom() { // call chaoticUniform once every 9 times
double r = 0; // keep compiler happy
if (flag == -1) {

chaoticUniform(); // called only once every 9 times
flag = 8;

}
int xf = flag/3, yf = flag%3;
r = tret[xf][yf];
flag--;
return r;

}

public static void main(String[] args) {
long seed = Long.parseLong(args[0]); // seed for RNG, up to 18 digits
Chaotic2D chaotic2D = new Chaotic2D(seed);
for (int i = 0; i < 10; i++)

System.out.println(chaotic2D.nextRando m());
}
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}

Below is simpleoutputshowing 10 randomnumberscoming from this generator. The next
sectionshows a testof this generatorusing256000randomnumbers.Notice that theseedis
a Java long or up to 18 decimaldigits. The real seedinsidethe generatoris the arrayof 9
double s,andit wouldbepossibleto usethisdirectlyastheseed,ratherthanthemethodhere
of seedingusingtheJavaRandomclassasanauxiliarygenerator.

% java Chaotic2D 999999999999999999
0.52692498814042
0.9980968834981016
0.5445878089596392
0.7249430391767984
0.07845814949526263
0.875011892397908
0.007317912434666028
0.497471911776451
0.8005000406206588
0.5236179345954219

Next is anexperimentshowing how thearrayof nodesevolvesasthegeneratoriterates.This
experimentshows the resultsof threeparallel runs,with the viscosityconstant� equalto � ,

� �
7

%

�

, and � �
7

%

� . Simplechangesweremadeto thecodeto allow thesedifferentvaluesandto
print valuesof all 9 nodes.

If all 9 initial numbersarethesame,all nodevalueswill remainthesame.In the run shown
below, all nodeswere set to �8= E except for one which was set to �8=?(�@�@�@�@�@�@�@�@�@�@�@�@ . The
resultingoutputis shown for threevaluesof � in threecolumnsbelow: �8= � , � � 7

%

�

, and � �37
%

� .
Thevalue �

�

� leavesall nodesindependentof oneanother, thatis, just9 independentlogistic
equations.Iterations2, 48,74,100,and120areshown.

Notice that after 120 iterations,all nodevaluesin the middle andright columnshave drifted
completelyapart.This is thereasonthat120iterationsareusedin thegeneratoritself.

Noticealsothat theinitial valueof �<= E is transformedto itself by theremappedlogistic equa-
tion. (This correspondsto �8=�B�E in the original equation.) This valueis then transformedto

�8=?D�A�A�A�A�A�A =$=$= by thetransformation� thatyieldsnumbersuniformly distributedin the inter-
val from � to � .

Theresultsof coupledvaluesperturbingnearbynodesis shown in bold below:
v = 0 v = 10Ã-12 v = 10Ã-13

Iteration number: 2
0.833333333333 1865 0.833333333333 1865 0.833333333333 1865
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
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0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334

Iteration number: 48
0. 5040834897791248 0. 5036049050782517 0. 5021691550116464
0.8333333333333334 0.833333333 1818866 0.8333333333 219761
0.8333333333333334 0.833333333 2366295 0.8333333333 2515
0.8333333333333334 0.833333333 2015176 0.8333333333 229862
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.833333333 2189119 0.8333333333 241839
0.8333333333333334 0.8333333333333334 0.8333333333333334
0.8333333333333334 0.8333333333333334 0.8333333333333334

Iteration number: 74
0. 3602326768156076 0. 5833674744417872 0. 47153769384353167
0.8333333333333334 0.8 231749738724833 0.83 25716798549819
0.8333333333333334 0.8 26847020511059 0.83 27845046032647
0.8333333333333334 0.8 244919644092912 0.83 26394144500628
0.8333333333333334 0.833333333333 1181 0.83333333333333 28
0.8333333333333334 0.833333333333 1748 0.833333333333333
0.8333333333333334 0.8 256584292117882 0.83 27197098392694
0.8333333333333334 0.833333333333 1479 0.83333333333333 28
0.8333333333333334 0.833333333333 2305 0.833333333333333 1

Iteration number: 100
0. 28322543483494855 0. 9957436720669621 0. 5329869100296993
0.8333333333333334 0. 8698208441903008 0. 3663600043966403
0.8333333333333334 0. 24828271001134866 0. 06072814757025873
0.8333333333333334 0. 6086436328075263 0. 7253693182396282
0.8333333333333334 0.8333 152337340284 0.833333 2244057435
0.8333333333333334 0.8333 207796242934 0.833333 2571545267
0.8333333333333334 0. 7364311648949555 0. 2422766762266617
0.8333333333333334 0.8333 179900269688 0.833333 2360776878
0.8333333333333334 0.8333 24925779414 0.833333 2795639763

Iteration number: 120
0. 8935574910647093 0. 5833052795925358 0. 7821714186572044
0.8333333333333334 0. 7615175283592651 0. 30797021553244913
0.8333333333333334 0. 7909250549646865 0. 07806647066456404
0.8333333333333334 0. 6059141053682064 0. 6417576242558025
0.8333333333333334 0. 35452800150669156 0. 719114512983271
0.8333333333333334 0. 16981560934264034 0. 7534540927550613
0.8333333333333334 0. 045160386927817195 0. 4919490670536787
0.8333333333333334 0. 7447109018158442 0. 7313534352471185
0.8333333333333334 0. 9826254952427942 0. 7769521043864014



Program V.18.a
Maurer' s Univer sal Test

Referred to from page 112.

Java class: Maurer
// Maurer.java: implement Maurer's "Universal" Randomness Test
import java.util.*; // for Random

public class Maurer {
private Generators gen;
private double[] mu = {0, 0.7326495, 1.5374383, 2.4016068, 3.3112247,

4.2534266, 5.2177052, 6.1962507, 7.1836656,
8.1764248, 9.1723243, 10.170032, 11.168765,
12.168070, 13.167693, 14.167488, 15.167379};

private double[] sigma2 = {0, 0.690, 1.338, 1.901, 2.358,
2.705, 2.954, 3.125, 3.238,
3.311, 3.356, 3.384, 3.401,
3.410, 3.416, 3.419, 3.421};

private int L; // number of bits in a block
private int V; // 2ÃL, size of T
private int Q; // number of initial runs to fill T
private int K; // number of production runs
private int[] T;
// Maurer: constructor for this test
// pBits: number of bits in primes p and q. n = p*q has 2*pBits bits
// rSize: number of bits to return each time
public Maurer(int rBits) {

L = rBits;
V = (int)(Math.pow(2, L) + 0.000001);
Q = 10*V;
K = 1000*V;
T = new int[V];
Random rnd = new Random();
gen = new Generators(rBits); // fetch rBits at a time
double cLK = 0.7 - (0.8/(double)L) + (1.6 + (12.8/(double)L))*

Math.pow((double)K, -4.0/(double)L);
double sig2 = cLK*cLK*sigma2[L]/(double)K;
double sig = Math.sqrt(sig2);
System.out.println("\n*** Maurer's Universal Test ***");
System.out.println("L: " + L + ", V: " + V +

", Q: " + Q + ", K: " + K);
System.out.println("Variance: " + sig2 + ", sigma: " + sig);

}

public double doTest() {
for (int i = 0; i < 100; i++) {

gen.nextBlock();
// System.out.print(bbs.nextBlum() + " ");
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// if (i%20 == 19) System.out.println();
}
int bi;
for (int j = 0; j < V; j++) T[j] = 0;
for (int i = 1; i <= Q; i++) {

bi = gen.nextBlock();
T[bi] = i;

}
double sum = 0;
for (int i = Q+1; i <= Q + K; i++) {

bi = gen.nextBlock();
sum += log2((double)(i - T[bi]));
T[bi] = i;
if (i % 1000 == 0) System.out.print("*");

}
System.out.println();
double Xu = (double)sum/(double)K;
return Xu;

}

private double log2(double x) {
return Math.log(x)/Math.log(2.0);

}

public static void main(String[] args) {
int rBits = Integer.parseInt(args[0]); // rBits = bits returned
Maurer maurer = new Maurer(rBits);
System.out.println(maurer.doTest());

}
}



Program V.18.b
The Blum-Blum-Shub Perfect Generator

Referred to from page 112.



Program VI.20.a
Generate Multiplication Tables

Referred to from page 125.

The following Java programusesthe slow � �
�

� ��� multipy function to generatetwo tables
neededfor fastmultiplication: a tableof all powersof the generator0x03 , and the inverse
table.(Thetablesin themainsectionhada few extra frills insertedby hand.)

Java class: FFMultTables
// FFMultTables: create the arrays E and L, write html versions
public class FFMultTables {

public byte[] E = new byte[256];
public byte[] L = new byte[256];
private String[] dig = {"0","1","2","3","4","5","6","7",

"8","9","a","b","c","d","e","f"};
public byte FFMul(byte a, byte b) {

byte aa = a, bb = b, r = 0, t;
while (aa != 0) {

if ((aa & 1) != 0)
r = (byte)(r Ã bb);

t = (byte)(bb & 0x80);
bb = (byte)(bb << 1);
if (t != 0)

bb = (byte)(bb Ã 0x1b);
aa = (byte)((aa & 0xff) >> 1);

}
return r;

}

public String hex(byte a) {
return dig[(a & 0xff) >> 4] + dig[a & 0x0f];

}

public String hex(int a) {
return dig[a];

}

public void loadE() {
byte x = (byte)0x01;
int index = 0;
E[index++] = (byte)0x01;
for (int i = 0; i < 255; i++) {

byte y = FFMul(x, (byte)0x03);
E[index++] = y;
// System.out.print(hex(y) + " ");
x = y;

}
}

public void loadL() {
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int index;
for (int i = 0; i < 255; i++) {

L[E[i] & 0xff] = (byte)i;
}

}

public void printE() {
System.out.print("<table border><tr><td></td>");
for (int i = 0; i < 16; i++)

System.out.print("<th>" + hex(i) + "</th>");
System.out.println("</tr>");
for (int i = 0; i < 256; i++) {

if (i%16 == 0)
System.out.print("<tr><th>&nbsp;" + hex(i/16) +

"&nbsp;</th>");
System.out.print("<td>&nbsp;" + hex(E[i]) +

"&nbsp;</td>");
if (i%16 == 15) System.out.println("</tr>");

}
System.out.println("</table>");

}

public void printL() {
System.out.print("<table border><tr><td></td>");
for (int i = 0; i < 16; i++)

System.out.print("<th>" + hex(i) + "</th>");
System.out.println("</tr>");
for (int i = 0; i < 256; i++) {

if (i%16 == 0)
System.out.print("<tr><th>&nbsp;" + hex(i/16) +

"&nbsp;</th>");
if (i == 0)

System.out.print("<td>&nbsp;&nbsp;</td>") ;
else

System.out.print("<td>&nbsp;" + hex(L[i]) +
"&nbsp;</td>");

if (i%16 == 15) System.out.println("</tr>");
}
System.out.println("</table>");

}

public static void main(String[] args) {
FFMultTables ffm = new FFMultTables();
ffm.loadE();
ffm.loadL();
ffm.printL();
ffm.printE();

}
}



Program VI.20.b
Compare Multiplication Results

Referred to from page 126.

Therehave beentwo algorithmsfor multiplying �eld elements,a slow oneanda fastone.As
a check,thefollowing programcomparestheresultsof all 65536possibleproductsto seethat
thetwo methodsagree(which they do):

Java class: FFMultTest
// FFMultTest: test two ways to multiply, all 65536 products
public class FFMultTest {

public FFMultTest() {
loadE();
loadL();

}

public byte[] E = new byte[256]; // powers of 0x03
public byte[] L = new byte[256]; // inverse of E
private String[] dig = {"0","1","2","3","4","5","6","7",

"8","9","a","b","c","d","e","f"};

{\timesbf // FFMulFast: fast multiply using table lookup
public byte FFMulFast(byte a, byte b){

int t = 0;;
if (a == 0 || b == 0) return 0;
t = (L[(a & 0xff)] & 0xff) + (L[(b & 0xff)] & 0xff);
if (t > 255) t = t - 255;
return E[(t & 0xff)];

}

// FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {

byte aa = a, bb = b, r = 0, t;
while (aa != 0) {

if ((aa & 1) != 0)
r = (byte)(r Ã bb);

t = (byte)(bb & 0x80);
bb = (byte)(bb << 1);
if (t != 0)

bb = (byte)(bb Ã 0x1b);
aa = (byte)((aa & 0xff) >> 1);

}
return r;

}}

// hex: print a byte as two hex digits
public String hex(byte a) {

return dig[(a & 0xff) >> 4] + dig[a & 0x0f];
}
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// loadE: create and load the E table
public void loadE() {

byte x = (byte)0x01;
int index = 0;
E[index++] = (byte)0x01;
for (int i = 0; i < 255; i++) {

byte y = FFMul(x, (byte)0x03);
E[index++] = y;
// System.out.print(hex(y) + " ");
x = y;

}
}

// loadL: load the L table using the E table
public void loadL() {

int index;
for (int i = 0; i < 255; i++) {

L[E[i] & 0xff] = (byte)i;
}

}

// testMul: go through all possible products of two bytes
public void testMul() {

byte a = 0;
for(int i = 0; i < 256; i++) {

byte b = 0;
for(int j = 0; j < 256; j++) {

byte x = FFMul(a, b);
byte y = FFMulFast(a, b);
if (x != y) {

System.out.println("a: " + hex(a) + ", b: " +
hex(b) + ", x: " + hex(x) + ", y: " + hex(y));

System.exit(1);
}
b++;

}
a++;

}
}

public static void main(String[] args) {
FFMultTest ffmult = new FFMultTest();
ffmult.testMul();

}
}
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Generate AES Tables

Referred to from page 127.

Hereis aJavaprogramthatwill generateanumberof 256-bytetablesneededfor theAdvanced
EncryptionStandard:

Java class: Tables
// Tables: construct and print 256-byte tables needed for AES
public class Tables {

public Tables() {
loadE();
loadL();
loadInv();
loadS();
loadInvS();
loadPowX();

}

public byte[] E = new byte[256]; // "exp" table (base 0x03)
public byte[] L = new byte[256]; // "Log" table (base 0x03)
public byte[] S = new byte[256]; // SubBytes table
public byte[] invS = new byte[256]; // inv of SubBytes table
public byte[] inv = new byte[256]; // multi inverse table
public byte[] powX = new byte[15]; // powers of x = 0x02
private String[] dig = {"0","1","2","3","4","5","6","7",

"8","9","a","b","c","d","e","f"};

// FFMulFast: fast multiply using table lookup
public byte FFMulFast(byte a, byte b){

int t = 0;;
if (a == 0 || b == 0) return 0;
t = (L[(a & 0xff)] & 0xff) + (L[(b & 0xff)] & 0xff);
if (t > 255) t = t - 255;
return E[(t & 0xff)];

}

// FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {

byte aa = a, bb = b, r = 0, t;
while (aa != 0) {

if ((aa & 1) != 0)
r = (byte)(r Ã bb);

t = (byte)(bb & 0x80);
bb = (byte)(bb << 1);
if (t != 0)

bb = (byte)(bb Ã 0x1b);
aa = (byte)((aa & 0xff) >> 1);

}
return r;
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}

// hex: print a byte as two hex digits
public String hex(byte a) {

return dig[(a & 0xff) >> 4] + dig[a & 0x0f];
}

// hex: print a single digit (for tables)
public String hex(int a) {

return dig[a];
}

// loadE: create and load the E table
public void loadE() {

byte x = (byte)0x01;
int index = 0;
E[index++] = (byte)0x01;
for (int i = 0; i < 255; i++) {

byte y = FFMul(x, (byte)0x03);
E[index++] = y;
x = y;

}
}

// loadL: load the L table using the E table
public void loadL() {

int index;
for (int i = 0; i < 255; i++) {

L[E[i] & 0xff] = (byte)i;
}

}

// loadS: load in the table S
public void loadS() {

int index;
for (int i = 0; i < 256; i++)

S[i] = (byte)(subBytes((byte)(i & 0xff)) & 0xff);
}

// loadInv: load in the table inv
public void loadInv() {

int index;
for (int i = 0; i < 256; i++)

inv[i] = (byte)(FFInv((byte)(i & 0xff)) & 0xff);
}

// loadInvS: load the invS table using the S table
public void loadInvS() {

int index;
for (int i = 0; i < 256; i++) {

invS[S[i] & 0xff] = (byte)i;
}

}
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// loadPowX: load the powX table using multiplication
public void loadPowX() {

int index;
byte x = (byte)0x02;
byte xp = x;
powX[0] = 1; powX[1] = x;
for (int i = 2; i < 15; i++) {

xp = FFMulFast(xp, x);
powX[i] = xp;

}
}

// FFInv: the multiplicative inverse of a byte value
public byte FFInv(byte b) {

byte e = L[b & 0xff];
return E[0xff - (e & 0xff)];

}

// ithBIt: return the ith bit of a byte
public int ithBit(byte b, int i) {

int m[] = {0x01, 0x02, 0x04, 0x08, 0x10, 0x20, 0x40, 0x80};
return (b & m[i]) >> i;

}

// subBytes: the subBytes function
public int subBytes(byte b) {

byte inB = b;
int res = 0;
if (b != 0) // if b == 0, leave it alone

b = (byte)(FFInv(b) & 0xff);
byte c = (byte)0x63;
for (int i = 0; i < 8; i++) {

int temp = 0;
temp = ithBit(b, i) Ã ithBit(b, (i+4)%8) Ã

ithBit(b, (i+5)%8) Ã ithBit(b, (i+6)%8) Ã
ithBit(b, (i+7)%8) Ã ithBit(c, i);

res = res | (temp << i);
}
return res;

}

// printTable: print a 256-byte table
public void printTable(byte[] S, String name) {

System.out.print("<table border>");
System.out.print("<tr><th colspan=2 rowspan=2>" +

name + "(rs)</th>");
System.out.print("<th colspan=16>s</th></tr><tr>");
for (int i = 0; i < 16; i++)

System.out.print("<th>" + hex(i) + "</th>");
System.out.println("</tr><tr><th rowspan=17>r</th></tr>");
for (int i = 0; i < 256; i++) {

if (i%16 == 0)
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System.out.print("<tr><th>&nbsp;" + hex(i/16) +
"&nbsp;</th>");

System.out.print("<td>&nbsp;" + hex(S[i]) +
"&nbsp;</td>");

if (i%16 == 15) System.out.println("</tr>");
}
System.out.println("</table>");

}

// printL: print the L table
public void printL() {

printTable(L, "L");
}

// printE: print the E table
public void printE() {

printTable(E, "E");
}

// printS: print the S table
public void printS() {

printTable(S, "S");
}

// printInv: print the inv table
public void printInv() {

printTable(inv, "inv");
}

// printInvS: print the invS table
public void printInvS() {

printTable(invS, "iS");
}

// printpowX: print the powX table
public void printPowX() {

System.out.print("<table border><tr><th colspan=17>");
System.out.print("Powers of x =

0x02</th></tr><tr><th>i</th><th></th> ");
for (int i = 0; i < 15; i++)

System.out.print("<th>" + i + "</th>");
System.out.println("</tr><tr><th>x<sup>i< /sup>< /th><t h></th >");
for (int i = 0; i < 15; i++)

System.out.print("<td>" + hex(powX[i]) + "</td>");
System.out.println("</tr></table>");

}

public static void main(String[] args) {
Tables sB = new Tables();
// sB.printL();
// sB.printE();
// sB.printS();
// sB.printInvS();



22. The S-Boxes 281

// sB.printInv();
sB.printPowX();

}
}
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AES Encr yption

Referred to from page 135.

Encryptionin theAES uses6 classes:2 principalones,3 utility ones,anda maindriver. The
resultsof testingbothencryptionanddecryptionappearafterthenext sectionondecryption.

� TheclassAESencrypt providesall theprinciple functionsfor theAES encryptional-
gorithm.

� TheclassTables givesaccessto computedtablesandutility functions.

� TheclassGetBytes just readsbytesrepresentedasAscii hex characters(not in binary).

� TheclassCopy copiesarraysbackandforth for theAES.

� TheclassPrint prints1-and2-dimensionalarraysof bytesfor debugging.

� TheclassAEStest is adriver for testingencryption.

Java class: AESencrypt
// AESencrypt: AES encryption
public class AESencrypt {

private final int Nb = 4; // words in a block, always 4 for now
private int Nk; // key length in words
private int Nr; // number of rounds, = Nk + 6
private int wCount; // position in w for RoundKey (= 0 each encrypt)
private AEStables tab; // all the tables needed for AES
private byte[] w; // the expanded key

// AESencrypt: constructor for class. Mainly expands key
public AESencrypt(byte[] key, int NkIn) {

Nk = NkIn; // words in a key, = 4, or 6, or 8
Nr = Nk + 6; // corresponding number of rounds
tab = new AEStables(); // class to give values of various functions
w = new byte[4*Nb*(Nr+1)]; // room for expanded key
KeyExpansion(key, w); // length of w depends on Nr

}

// Cipher: actual AES encrytion
public void Cipher(byte[] in, byte[] out) {

wCount = 0; // count bytes in expanded key throughout encryption
byte[][] state = new byte[4][Nb]; // the state array
Copy.copy(state, in); // actual component-wise copy
AddRoundKey(state); // xor with expanded key
for (int round = 1; round < Nr; round++) {

Print.printArray("Start round " + round + ":", state);
SubBytes(state); // S-box substitution
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ShiftRows(state); // mix up rows
MixColumns(state); // complicated mix of columns
AddRoundKey(state); // xor with expanded key

}
Print.printArray("Start round " + Nr + ":", state);
SubBytes(state); // S-box substitution
ShiftRows(state); // mix up rows
AddRoundKey(state); // xor with expanded key
Copy.copy(out, state);

}

// KeyExpansion: expand key, byte-oriented code, but tracks words
private void KeyExpansion(byte[] key, byte[] w) {

byte[] temp = new byte[4];
// first just copy key to w
int j = 0;
while (j < 4*Nk) {

w[j] = key[j++];
}
// here j == 4*Nk;
int i;
while(j < 4*Nb*(Nr+1)) {

i = j/4; // j is always multiple of 4 here
// handle everything word-at-a time, 4 bytes at a time
for (int iTemp = 0; iTemp < 4; iTemp++)

temp[iTemp] = w[j-4+iTemp];
if (i % Nk == 0) {

byte ttemp, tRcon;
byte oldtemp0 = temp[0];
for (int iTemp = 0; iTemp < 4; iTemp++) {

if (iTemp == 3) ttemp = oldtemp0;
else ttemp = temp[iTemp+1];
if (iTemp == 0) tRcon = tab.Rcon(i/Nk);
else tRcon = 0;
temp[iTemp] = (byte)(tab.SBox(ttemp) Ã tRcon);

}
}
else if (Nk > 6 && (i%Nk) == 4) {

for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = tab.SBox(temp[iTemp]);

}
for (int iTemp = 0; iTemp < 4; iTemp++)

w[j+iTemp] = (byte)(w[j - 4*Nk + iTemp] Ã temp[iTemp]);
j = j + 4;

}
}

// SubBytes: apply Sbox substitution to each byte of state
private void SubBytes(byte[][] state) {

for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)

state[row][col] = tab.SBox(state[row][col]);
}
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// ShiftRows: simple circular shift of rows 1, 2, 3 by 1, 2, 3
private void ShiftRows(byte[][] state) {

byte[] t = new byte[4];
for (int r = 1; r < 4; r++) {

for (int c = 0; c < Nb; c++)
t[c] = state[r][(c + r)%Nb];

for (int c = 0; c < Nb; c++)
state[r][c] = t[c];

}
}

// MixColumns: complex and sophisticated mixing of columns
private void MixColumns(byte[][] s) {

int[] sp = new int[4];
byte b02 = (byte)0x02, b03 = (byte)0x03;
for (int c = 0; c < 4; c++) {

sp[0] = tab.FFMul(b02, s[0][c]) Ã tab.FFMul(b03, s[1][c]) Ã
s[2][c] Ã s[3][c];

sp[1] = s[0][c] Ã tab.FFMul(b02, s[1][c]) Ã
tab.FFMul(b03, s[2][c]) Ã s[3][c];

sp[2] = s[0][c] Ã s[1][c] Ã
tab.FFMul(b02, s[2][c]) Ã tab.FFMul(b03, s[3][c]);

sp[3] = tab.FFMul(b03, s[0][c]) Ã s[1][c] Ã
s[2][c] Ã tab.FFMul(b02, s[3][c]);

for (int i = 0; i < 4; i++) s[i][c] = (byte)(sp[i]);
}

}

// AddRoundKey: xor a portion of expanded key with state
private void AddRoundKey(byte[][] state) {

for (int c = 0; c < Nb; c++)
for (int r = 0; r < 4; r++)

state[r][c] = (byte)(state[r][c] Ã w[wCount++]);
}

}

Java class: AEStables
// AEStables: construct various 256-byte tables needed for AES
public class AEStables {

public AEStables() {
loadE(); loadL(); loadInv();
loadS(); loadInvS(); loadPowX();

}

private byte[] E = new byte[256]; // "exp" table (base 0x03)
private byte[] L = new byte[256]; // "Log" table (base 0x03)
private byte[] S = new byte[256]; // SubBytes table
private byte[] invS = new byte[256]; // inverse of SubBytes table
private byte[] inv = new byte[256]; // multiplicative inverse table
private byte[] powX = new byte[15]; // powers of x = 0x02

// Routines to access table entries
public byte SBox(byte b) {
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return S[b & 0xff];
}

public byte invSBox(byte b) {
return invS[b & 0xff];

}

public byte Rcon(int i) {
return powX[i-1];

}

// FFMulFast: fast multiply using table lookup
public byte FFMulFast(byte a, byte b){

int t = 0;;
if (a == 0 || b == 0) return 0;
t = (L[(a & 0xff)] & 0xff) + (L[(b & 0xff)] & 0xff);
if (t > 255) t = t - 255;
return E[(t & 0xff)];

}

// FFMul: slow multiply, using shifting
public byte FFMul(byte a, byte b) {

byte aa = a, bb = b, r = 0, t;
while (aa != 0) {

if ((aa & 1) != 0)
r = (byte)(r Ã bb);

t = (byte)(bb & 0x80);
bb = (byte)(bb << 1);
if (t != 0)

bb = (byte)(bb Ã 0x1b);
aa = (byte)((aa & 0xff) >> 1);

}
return r;

}

// loadE: create and load the E table
private void loadE() {

byte x = (byte)0x01;
int index = 0;
E[index++] = (byte)0x01;
for (int i = 0; i < 255; i++) {

byte y = FFMul(x, (byte)0x03);
E[index++] = y;
x = y;

}
}

// loadL: load the L table using the E table
private void loadL() { // careful: had 254 below several places

int index;
for (int i = 0; i < 255; i++) {

L[E[i] & 0xff] = (byte)i;
}



286 Program VI.23.a

}

// loadS: load in the table S
private void loadS() {

int index;
for (int i = 0; i < 256; i++)

S[i] = (byte)(subBytes((byte)(i & 0xff)) & 0xff);
}

// loadInv: load in the table inv
private void loadInv() {

int index;
for (int i = 0; i < 256; i++)

inv[i] = (byte)(FFInv((byte)(i & 0xff)) & 0xff);
}

// loadInvS: load the invS table using the S table
private void loadInvS() {

int index;
for (int i = 0; i < 256; i++) {

invS[S[i] & 0xff] = (byte)i;
}

}

// loadPowX: load the powX table using multiplication
private void loadPowX() {

int index;
byte x = (byte)0x02;
byte xp = x;
powX[0] = 1; powX[1] = x;
for (int i = 2; i < 15; i++) {

xp = FFMul(xp, x);
powX[i] = xp;

}
}

// FFInv: the multiplicative inverse of a byte value
public byte FFInv(byte b) {

byte e = L[b & 0xff];
return E[0xff - (e & 0xff)];

}

// ithBIt: return the ith bit of a byte
public int ithBit(byte b, int i) {

int m[] = {0x01, 0x02, 0x04, 0x08, 0x10, 0x20, 0x40, 0x80};
return (b & m[i]) >> i;

}

// subBytes: the subBytes function
public int subBytes(byte b) {

byte inB = b;
int res = 0;
if (b != 0) // if b == 0, leave it alone
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b = (byte)(FFInv(b) & 0xff);
byte c = (byte)0x63;
for (int i = 0; i < 8; i++) {

int temp = 0;
temp = ithBit(b, i) Ã ithBit(b, (i+4)%8) Ã ithBit(b, (i+5)%8) Ã

ithBit(b, (i+6)%8) Ã ithBit(b, (i+7)%8) Ã ithBit(c, i);
res = res | (temp << i);

}
return res;

}
}

Java class: GetBytes
// GetBytes: fetch array of bytes, represented in hex
import java.io.*;
public class GetBytes {

private String fileName; // input filename
private int arraySize; // number of bytes to read
private Reader in;

// GetBytes: constructor, opens input file
public GetBytes(String file, int n) {

fileName = file;
arraySize = n;
try {

in = new FileReader(fileName);
} catch (IOException e) {

System.out.println("Exception opening " + fileName);
}

}

// getNextChar: fetches next char
private char getNextChar() {

char ch = ' '; // = ' ' to keep compiler happy
try {

ch = (char)in.read();
} catch (IOException e) {

System.out.println("Exception reading character");
}
return ch;

}

// val: return int value of hex digit
private int val(char ch) {

if (ch >= '0' && ch <= '9') return ch - '0';
if (ch >= 'a' && ch <= 'f') return ch - 'a' + 10;
if (ch >= 'A' && ch <= 'F') return ch - 'A' + 10;
return -1000000;

}

// getBytes: fetch array of bytes in hex
public byte[] getBytes() {

byte[] ret = new byte[arraySize];
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for (int i = 0; i < arraySize; i++) {
char ch1 = getNextChar();
char ch2 = getNextChar();
ret[i] = (byte)(val(ch1)*16 + val(ch2));

}
return ret;

}
}

Java class: Copy
// Copy: copy arrays of bytes
public class Copy {

private static final int Nb = 4;
// copy: copy in to state
public static void copy(byte[][] state, byte[] in) {

int inLoc = 0;
for (int c = 0; c < Nb; c++)

for (int r = 0; r < 4; r++)
state[r][c] = in[inLoc++];

}

// copy: copy state to out
public static void copy(byte[] out, byte[][] state) {

int outLoc = 0;
for (int c = 0; c < Nb; c++)

for (int r = 0; r < 4; r++)
out[outLoc++] = state[r][c];

}
}

Java class: Print
// Print: print arrays of bytes
public class Print {

private static final int Nb = 4;
private static String[] dig = {"0","1","2","3","4","5","6","7",

"8","9","a","b","c","d","e","f"};

// hex: print a byte as two hex digits
public static String hex(byte a) {

return dig[(a & 0xff) >> 4] + dig[a & 0x0f];
}

public static void printArray(String name, byte[] a) {
System.out.print(name + " ");
for (int i = 0; i < a.length; i++)

System.out.print(hex(a[i]) + " ");
System.out.println();

}

public static void printArray(String name, byte[][] s) {
System.out.print(name + " ");
for (int c = 0; c < Nb; c++)

for (int r = 0; r < 4; r++)
System.out.print(hex(s[r][c]) + " ");
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System.out.println();
}

}

Java class: AEStest
// AEStest: test AES encryption
public class AEStest {

public static void main(String[] args) {
// for 128-bit key, use 16, 16, and 4 below
// for 192-bit key, use 16, 24 and 6 below
// for 256-bit key, use 16, 32 and 8 below
GetBytes getInput = new GetBytes("plaintext1.txt", 16);
byte[] in = getInput.getBytes();
GetBytes getKey = new GetBytes("key1.txt", 16);
byte[] key = getKey.getBytes();
AESencrypt aes = new AESencrypt(key, 4);
Print.printArray("Plaintext: ", in);
Print.printArray("Key: ", key);
byte[] out = new byte[16];
aes.Cipher(in, out);
Print.printArray("Ciphertext: ", out);

}
}
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AES Decryption

Referred to from page 138.

ClassesTables , GetBytes , Copy, andPrint arethesameasfor encryptionaspresented
in theprevioussection.
TheclassAESdecrypt providesall theprinciplefunctionsfor theAESdecryptionalgorithm,
while AESinvTest is a driver for testingdecryption.

Java class: AESdecrypt
// AESdecrypt: AES decryption
public class AESdecrypt {

public final int Nb = 4; // words in a block, always 4 for now
public int Nk; // key length in words
public int Nr; // number of rounds, = Nk + 6
private int wCount; // position in w (= 4*Nb*(Nr+1) each encrypt)
AEStables tab; // all the tables needed for AES
byte[] w; // the expanded key

// AESdecrypt: constructor for class. Mainly expands key
public AESdecrypt(byte[] key, int NkIn) {

Nk = NkIn; // words in a key, = 4, or 6, or 8
Nr = Nk + 6; // corresponding number of rounds
tab = new AEStables(); // class to give values of various functions
w = new byte[4*Nb*(Nr+1)]; // room for expanded key
KeyExpansion(key, w); // length of w depends on Nr

}

// InvCipher: actual AES decryption
public void InvCipher(byte[] in, byte[] out) {

wCount = 4*Nb*(Nr+1); // count bytes during decryption
byte[][] state = new byte[4][Nb]; // the state array
Copy.copy(state, in); // actual component-wise copy
InvAddRoundKey(state); // xor with expanded key
for (int round = Nr-1; round >= 1; round--) {

Print.printArray("Start round " + (Nr - round) + ":", state);
InvShiftRows(state); // mix up rows
InvSubBytes(state); // inverse S-box substitution
InvAddRoundKey(state); // xor with expanded key
InvMixColumns(state); // complicated mix of columns

}
Print.printArray("Start round " + Nr + ":", state);
InvShiftRows(state); // mix up rows
InvSubBytes(state); // inverse S-box substitution
InvAddRoundKey(state); // xor with expanded key
Copy.copy(out, state);

}

// KeyExpansion: expand key, byte-oriented code, but tracks words
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// (the same as for encryption)
private void KeyExpansion(byte[] key, byte[] w) {

byte[] temp = new byte[4];
// first just copy key to w
int j = 0;
while (j < 4*Nk) {

w[j] = key[j++];
}
// here j == 4*Nk;
int i;
while(j < 4*Nb*(Nr+1)) {

i = j/4; // j is always multiple of 4 here
// handle everything word-at-a time, 4 bytes at a time
for (int iTemp = 0; iTemp < 4; iTemp++)

temp[iTemp] = w[j-4+iTemp];
if (i % Nk == 0) {

byte ttemp, tRcon;
byte oldtemp0 = temp[0];
for (int iTemp = 0; iTemp < 4; iTemp++) {

if (iTemp == 3) ttemp = oldtemp0;
else ttemp = temp[iTemp+1];
if (iTemp == 0) tRcon = tab.Rcon(i/Nk);
else tRcon = 0;
temp[iTemp] = (byte)(tab.SBox(ttemp) Ã tRcon);

}
}
else if (Nk > 6 && (i%Nk) == 4) {

for (int iTemp = 0; iTemp < 4; iTemp++)
temp[iTemp] = tab.SBox(temp[iTemp]);

}
for (int iTemp = 0; iTemp < 4; iTemp++)

w[j+iTemp] = (byte)(w[j - 4*Nk + iTemp] Ã temp[iTemp]);
j = j + 4;

}
}

// InvSubBytes: apply inverse Sbox substitution to each byte of state
private void InvSubBytes(byte[][] state) {

for (int row = 0; row < 4; row++)
for (int col = 0; col < Nb; col++)

state[row][col] = tab.invSBox(state[row][col]);
}

// InvShiftRows: right circular shift of rows 1, 2, 3 by 1, 2, 3
private void InvShiftRows(byte[][] state) {

byte[] t = new byte[4];
for (int r = 1; r < 4; r++) {

for (int c = 0; c < Nb; c++)
t[(c + r)%Nb] = state[r][c];

for (int c = 0; c < Nb; c++)
state[r][c] = t[c];

}
}
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// InvMixColumns: complex and sophisticated mixing of columns
private void InvMixColumns(byte[][] s) {

int[] sp = new int[4];
byte b0b = (byte)0x0b; byte b0d = (byte)0x0d;
byte b09 = (byte)0x09; byte b0e = (byte)0x0e;
for (int c = 0; c < 4; c++) {

sp[0] = tab.FFMul(b0e, s[0][c]) Ã tab.FFMul(b0b, s[1][c]) Ã
tab.FFMul(b0d, s[2][c]) Ã tab.FFMul(b09, s[3][c]);

sp[1] = tab.FFMul(b09, s[0][c]) Ã tab.FFMul(b0e, s[1][c]) Ã
tab.FFMul(b0b, s[2][c]) Ã tab.FFMul(b0d, s[3][c]);

sp[2] = tab.FFMul(b0d, s[0][c]) Ã tab.FFMul(b09, s[1][c]) Ã
tab.FFMul(b0e, s[2][c]) Ã tab.FFMul(b0b, s[3][c]);

sp[3] = tab.FFMul(b0b, s[0][c]) Ã tab.FFMul(b0d, s[1][c]) Ã
tab.FFMul(b09, s[2][c]) Ã tab.FFMul(b0e, s[3][c]);

for (int i = 0; i < 4; i++) s[i][c] = (byte)(sp[i]);
}

}

// InvAddRoundKey: same as AddRoundKey, but backwards
private void InvAddRoundKey(byte[][] state) {
for (int c = Nb - 1; c >= 0; c--)

for (int r = 3; r >= 0 ; r--)
state[r][c] = (byte)(state[r][c] Ã w[--wCount]);

}
}

Java class: AESinvTest
// AESinvTest: test AES decryption
public class AESinvTest {

public static void main(String[] args) {
// for 128-bit key, use 16, 16, and 4 below
// for 192-bit key, use 16, 24 and 6 below
// for 256-bit key, use 16, 32 and 8 below
GetBytes getInput = new GetBytes("ciphertext1.txt", 16);
byte[] in = getInput.getBytes();
GetBytes getKey = new GetBytes("key1.txt", 16);
byte[] key = getKey.getBytes();
AESdecrypt aesDec = new AESdecrypt(key, 4);
Print.printArray("Ciphertext: ", in);
Print.printArray("Key: ", key);
byte[] out = new byte[16];
aesDec.InvCipher(in, out);
Print.printArray("Plaintext: ", out);

}
}
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Test Runs of the AES Algorithm

Referred to from page 138.

Hereareresultsof test runswith all the sampletestdatasuppliedin the AES Speci�cation
andin B. Gladman's writeupabouttheAES. The valuesin the state variableareshown at
the startof eachround. Therearealsotest runswith plaintext andkey all zerosandwith a
single1 inserted.The AES Speci�cationandGladmanalsoshow step-by-stepresultsof the
key expansionfor thesecases,which wasusefulfor my debugging,but I don't show thatdata
here.

Gladman 's Test Data, 128 -bit key
Encrypting ...
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
Start round 1: 19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
Start round 2: a4 9c 7f f2 68 9f 35 2b 6b 5b ea 43 02 6a 50 49
Start round 3: aa 8f 5f 03 61 dd e3 ef 82 d2 4a d2 68 32 46 9a
Start round 4: 48 6c 4e ee 67 1d 9d 0d 4d e3 b1 38 d6 5f 58 e7
Start round 5: e0 92 7f e8 c8 63 63 c0 d9 b1 35 50 85 b8 be 01
Start round 6: f1 00 6f 55 c1 92 4c ef 7c c8 8b 32 5d b5 d5 0c
Start round 7: 26 0e 2e 17 3d 41 b7 7d e8 64 72 a9 fd d2 8b 25
Start round 8: 5a 41 42 b1 19 49 dc 1f a3 e0 19 65 7a 8c 04 0c
Start round 9: ea 83 5c f0 04 45 33 2d 65 5d 98 ad 85 96 b0 c5
Start round 10: eb 40 f2 1e 59 2e 38 84 8b a1 13 e7 1b c3 42 d2
Ciphertext: 39 25 84 1d 02 dc 09 fb dc 11 85 97 19 6a 0b 32
Decrypting ...
Ciphertext: 39 25 84 1d 02 dc 09 fb dc 11 85 97 19 6a 0b 32
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
Start round 1: e9 31 7d b5 cb 32 2c 72 3d 2e 89 5f af 09 07 94
Start round 2: 87 6e 46 a6 f2 4c e7 8c 4d 90 4a d8 97 ec c3 95
Start round 3: be 3b d4 fe d4 e1 f2 c8 0a 64 2c c0 da 83 86 4d
Start round 4: f7 83 40 3f 27 43 3d f0 9b b5 31 ff 54 ab a9 d3
Start round 5: a1 4f 3d fe 78 e8 03 fc 10 d5 a8 df 4c 63 29 23
Start round 6: e1 fb 96 7c e8 c8 ae 9b 35 6c d2 ba 97 4f fb 53
Start round 7: 52 a4 c8 94 85 11 6a 28 e3 cf 2f d7 f6 50 5e 07
Start round 8: ac c1 d6 b8 ef b5 5a 7b 13 23 cf df 45 73 11 b5
Start round 9: 49 db 87 3b 45 39 53 89 7f 02 d2 f1 77 de 96 1a
Start round 10: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1e 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34

Gladman 's Test Data, 192 -bit key
Encrypting ...
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

76 2e 71 60 f3 8b 4d a5
Start round 1: 19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
Start round 2: 72 48 f0 85 13 40 54 3f 5f 65 c0 61 17 35 e7 f1
Start round 3: 14 e2 0a 1f b3 dc 3a 62 36 27 2f d3 da 75 6f 70
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Start round 4: cb 42 fd 92 33 3f 28 43 21 11 fe 84 3c bc a8 1a
Start round 5: 94 99 c6 ee b9 78 94 12 bb 04 09 b7 a7 97 c0 25
Start round 6: 8a 6c 1e 3e db 78 a6 4e f5 db 78 62 ea d6 a4 01
Start round 7: 43 5c e2 58 97 7c 16 d8 71 7c 0f f7 79 19 e5 19
Start round 8: 70 b8 37 b9 ae fc 8b bc 5c d2 ab a5 cc 56 d7 4e
Start round 9: 94 a2 c3 31 ed 28 bf de d7 d6 c5 83 4b a9 ed 1e
Start round 10: 52 2d 88 c5 ed ab 19 4e 25 ec 73 1c 11 fa 6b 08
Start round 11: ab 82 54 06 da 72 4d 0c 2b cc f6 c2 39 32 12 01
Start round 12: 43 88 b3 26 6a f7 68 e8 4f cc a4 2a 3a 4d 45 5f
Ciphertext: f9 fb 29 ae fc 38 4a 25 03 40 d8 33 b8 7e bc 00
Decrypting ...
Ciphertext: f9 fb 29 ae fc 38 4a 25 03 40 d8 33 b8 7e bc 00
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

76 2e 71 60 f3 8b 4d a5
Start round 1: 1a 68 49 cf 02 4b 6e f7 84 e3 6d 9b 80 c4 45 e5
Start round 2: 62 40 42 7c 57 4b c9 6f f1 23 20 fe 12 13 e3 25
Start round 3: 00 62 8f 30 55 ce 7f a6 3f 2d c4 2f 82 d8 d4 9c
Start round 4: 22 34 a6 72 55 f6 55 c7 0e d3 2e 1d b3 3a 08 ec
Start round 5: 51 b0 62 2f e4 b5 0e 56 4a b1 9a 65 4b 6c 3d 06
Start round 6: 1a 10 76 d4 88 10 d9 6a a3 d4 98 61 b6 4a 47 68
Start round 7: 7e bc bc 7c b9 b9 49 b2 e6 f6 72 2f 87 50 24 aa
Start round 8: 22 bc 01 3f 56 f2 ba 28 ea 88 b4 c9 5c ee 22 a9
Start round 9: 1f 75 bb a2 c3 82 c2 4f fd 65 54 1a eb 2c 34 5f
Start round 10: fa 86 15 51 6d cc a8 c0 05 9d 67 aa 57 98 80 66
Start round 11: 40 09 ba a1 7d 4d 94 97 cf 96 8c 75 f0 52 20 ef
Start round 12: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1e 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34

Gladman 's Test Data, 256 -bit key
Encrypting ...
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

76 2e 71 60 f3 8b 4d a5 6a 78 4d 90 45 19 0c fe
Start round 1: 19 3d e3 be a0 f4 e2 2b 9a c6 8d 2a e9 f8 48 08
Start round 2: 72 48 f0 85 13 40 54 3f 22 80 9e ea 6d 1f 2a b2
Start round 3: 59 f8 a8 d4 12 71 bf 44 e2 2b a6 5e 5d 69 9a 49
Start round 4: 88 a8 eb d5 66 49 40 5e 9f ad 55 e9 33 0d 7f 84
Start round 5: 6d 0c 80 51 d5 bc 1d b5 c5 1f 45 0f 18 46 7f 34
Start round 6: cf f5 04 43 27 6f 76 55 a5 5a fd 7b b6 99 f4 5f
Start round 7: 63 93 d6 68 2d da 2e 4f 42 88 77 37 12 57 8a 11
Start round 8: 29 26 ae 58 f4 32 23 4b f0 70 ff 6e 56 9e 44 23
Start round 9: 3f da e4 32 0e ce 55 ce c9 32 d6 55 e4 3a cd 2b
Start round 10: d6 40 90 18 38 64 11 35 61 ef 7c 37 99 00 31 fd
Start round 11: 6b 3c e6 72 ea e1 1d 52 e2 8f 1d 54 96 e0 c0 d0
Start round 12: 84 74 88 72 49 e5 0a 9f 17 c0 5a 37 a1 a6 9f 41
Start round 13: bf 8a 29 14 80 f8 06 21 44 3e 2b 81 aa 2f 4c 16
Start round 14: d3 20 3d d1 1a c7 2d 8b 5e c4 72 24 95 3d fe 5b
Ciphertext: 1a 6e 6c 2c 66 2e 7d a6 50 1f fb 62 bc 9e 93 f3
Decrypting ...
Ciphertext: 1a 6e 6c 2c 66 2e 7d a6 50 1f fb 62 bc 9e 93 f3
Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

76 2e 71 60 f3 8b 4d a5 6a 78 4d 90 45 19 0c fe
Start round 1: 66 c6 40 39 a2 1c bb 3e 58 27 27 3d 2a b7 d8 36
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Start round 2: 08 41 f1 47 cd b2 29 fa 1b 15 a5 fd ac 7e 6f 0c
Start round 3: 5f d9 be 83 3b ba db 40 f0 24 c4 db 32 92 67 9a
Start round 4: 7f f8 a4 70 87 73 ba 40 98 e1 8e 00 90 eb a4 20
Start round 5: f6 43 10 54 07 df c7 ad ef 63 60 96 ee 09 82 9a
Start round 6: 75 8b f6 f1 ab 23 bd 23 dd 80 69 8b 69 57 fc fc
Start round 7: a5 23 16 26 bf 51 1b 6a 8c 0b e4 b3 b1 f7 26 9f
Start round 8: fb 57 f5 82 d8 c4 7e 45 2c 5b f6 84 c9 dc 31 9a
Start round 9: 8a a8 54 cf cc be bf 1a 06 ee f2 fc 4e e6 38 21
Start round 10: 3c 65 6e 18 03 c0 d2 d1 a6 5a cd d5 ad fe a4 76
Start round 11: c4 3b fc 5f 33 95 d2 03 db d7 e9 58 c3 c2 09 1e
Start round 12: cb a3 24 3b c9 f1 b8 48 98 f9 c2 1b 4c 41 08 58
Start round 13: 40 09 0b 37 7d cd e5 97 93 c0 8c 75 3c 52 20 87
Start round 14: d4 bf 5d 30 e0 b4 52 ae b8 41 11 f1 1e 27 98 e5
Plaintext: 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34

AES Specification Test Data, 128 -bit key
Encrypting ...
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 c0 d0 e0 f0
Start round 2: 89 d8 10 e8 85 5a ce 68 2d 18 43 d8 cb 12 8f e4
Start round 3: 49 15 59 8f 55 e5 d7 a0 da ca 94 fa 1f 0a 63 f7
Start round 4: fa 63 6a 28 25 b3 39 c9 40 66 8a 31 57 24 4d 17
Start round 5: 24 72 40 23 69 66 b3 fa 6e d2 75 32 88 42 5b 6c
Start round 6: c8 16 77 bc 9b 7a c9 3b 25 02 79 92 b0 26 19 96
Start round 7: c6 2f e1 09 f7 5e ed c3 cc 79 39 5d 84 f9 cf 5d
Start round 8: d1 87 6c 0f 79 c4 30 0a b4 55 94 ad d6 6f f4 1f
Start round 9: fd e3 ba d2 05 e5 d0 d7 35 47 96 4e f1 fe 37 f1
Start round 10: bd 6e 7c 3d f2 b5 77 9e 0b 61 21 6e 8b 10 b6 89
Ciphertext: 69 c4 e0 d8 6a 7b 04 30 d8 cd b7 80 70 b4 c5 5a
Decrypting ...
Ciphertext: 69 c4 e0 d8 6a 7b 04 30 d8 cd b7 80 70 b4 c5 5a
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f
Start round 1: 7a d5 fd a7 89 ef 4e 27 2b ca 10 0b 3d 9f f5 9f
Start round 2: 54 d9 90 a1 6b a0 9a b5 96 bb f4 0e a1 11 70 2f
Start round 3: 3e 1c 22 c0 b6 fc bf 76 8d a8 50 67 f6 17 04 95
Start round 4: b4 58 12 4c 68 b6 8a 01 4b 99 f8 2e 5f 15 55 4c
Start round 5: e8 da b6 90 14 77 d4 65 3f f7 f5 e2 e7 47 dd 4f
Start round 6: 36 33 9d 50 f9 b5 39 26 9f 2c 09 2d c4 40 6d 23
Start round 7: 2d 6d 7e f0 3f 33 e3 34 09 36 02 dd 5b fb 12 c7
Start round 8: 3b d9 22 68 fc 74 fb 73 57 67 cb e0 c0 59 0e 2d
Start round 9: a7 be 1a 69 97 ad 73 9b d8 c9 ca 45 1f 61 8b 61
Start round 10: 63 53 e0 8c 09 60 e1 04 cd 70 b7 51 ba ca d0 e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff

AES Specification Test Data, 192 -bit key
Encrypting ...
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

10 11 12 13 14 15 16 17
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 c0 d0 e0 f0
Start round 2: 4f 63 76 06 43 e0 aa 85 af f8 c9 d0 41 fa 0d e4
Start round 3: cb 02 81 8c 17 d2 af 9c 62 aa 64 42 8b b2 5f d7
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Start round 4: f7 5c 77 78 a3 27 c8 ed 8c fe bf c1 a6 c3 7f 53
Start round 5: 22 ff c9 16 a8 14 74 41 64 96 f1 9c 64 ae 25 32
Start round 6: 80 12 1e 07 76 fd 1d 8a 8d 8c 31 bc 96 5d 1f ee
Start round 7: 67 1e f1 fd 4e 2a 1e 03 df dc b1 ef 3d 78 9b 30
Start round 8: 0c 03 70 d0 0c 01 e6 22 16 6b 8a cc d6 db 3a 2c
Start round 9: 72 55 da d3 0f b8 03 10 e0 0d 6c 6b 40 d0 52 7c
Start round 10: a9 06 b2 54 96 8a f4 e9 b4 bd b2 d2 f0 c4 43 36
Start round 11: 88 ec 93 0e f5 e7 e4 b6 cc 32 f4 c9 06 d2 94 14
Start round 12: af b7 3e eb 1c d1 b8 51 62 28 0f 27 fb 20 d5 85
Ciphertext: dd a9 7c a4 86 4c df e0 6e af 70 a0 ec 0d 71 91
Decrypting ...
Ciphertext: dd a9 7c a4 86 4c df e0 6e af 70 a0 ec 0d 71 91
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

10 11 12 13 14 15 16 17
Start round 1: 79 3e 76 97 9c 34 03 e9 aa b7 b2 d1 0f a9 6c cc
Start round 2: c4 94 bf fa e6 23 22 ab 4b b5 dc 4e 6f ce 69 dd
Start round 3: d3 7e 37 05 90 7a 1a 20 8d 1c 37 1e 8c 6f bf b5
Start round 4: 40 6c 50 10 76 d7 00 66 e1 70 57 ca 09 fc 7b 7f
Start round 5: fe 7c 7e 71 fe 7f 80 70 47 b9 51 93 f6 7b 8e 4b
Start round 6: 85 e5 c8 04 2f 86 14 54 9e bc a1 7b 27 72 72 df
Start round 7: cd 54 c7 28 38 64 c0 c5 5d 4c 72 7e 90 c9 a4 65
Start round 8: 93 fa a1 23 c2 90 3f 47 43 e4 dd 83 43 16 92 de
Start round 9: 68 cc 08 ed 0a bb d2 bc 64 2e f5 55 24 4a e8 78
Start round 10: 1f b5 43 0e f0 ac cf 64 aa 37 0c de 3d 77 79 2c
Start round 11: 84 e1 dd 69 1a 41 d7 6f 79 2d 38 97 83 fb ac 70
Start round 12: 63 53 e0 8c 09 60 e1 04 cd 70 b7 51 ba ca d0 e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff

AES Specification Test Data, 256 -bit key
Encrypting ...
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f
Start round 1: 00 10 20 30 40 50 60 70 80 90 a0 b0 c0 d0 e0 f0
Start round 2: 4f 63 76 06 43 e0 aa 85 ef a7 21 32 01 a4 e7 05
Start round 3: 18 59 fb c2 8a 1c 00 a0 78 ed 8a ad c4 2f 61 09
Start round 4: 97 5c 66 c1 cb 9f 3f a8 a9 3a 28 df 8e e1 0f 63
Start round 5: 1c 05 f2 71 a4 17 e0 4f f9 21 c5 c1 04 70 15 54
Start round 6: c3 57 aa e1 1b 45 b7 b0 a2 c7 bd 28 a8 dc 99 fa
Start round 7: 7f 07 41 43 cb 4e 24 3e c1 0c 81 5d 83 75 d5 4c
Start round 8: d6 53 a4 69 6c a0 bc 0f 5a ca ab 5d b9 6c 5e 7d
Start round 9: 5a a8 58 39 5f d2 8d 7d 05 e1 a3 88 68 f3 b9 c5
Start round 10: 4a 82 48 51 c5 7e 7e 47 64 3d e5 0c 2a f3 e8 c9
Start round 11: c1 49 07 f6 ca 3b 3a a0 70 e9 aa 31 3b 52 b5 ec
Start round 12: 5f 9c 6a bf ba c6 34 aa 50 40 9f a7 66 67 76 53
Start round 13: 51 66 04 95 43 53 95 03 14 fb 86 e4 01 92 25 21
Start round 14: 62 7b ce b9 99 9d 5a aa c9 45 ec f4 23 f5 6d a5
Ciphertext: 8e a2 b7 ca 51 67 45 bf ea fc 49 90 4b 49 60 89
Decrypting ...
Ciphertext: 8e a2 b7 ca 51 67 45 bf ea fc 49 90 4b 49 60 89
Key: 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f
Start round 1: aa 5e ce 06 ee 6e 3c 56 dd e6 8b ac 26 21 be bf
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Start round 2: d1 ed 44 fd 1a 0f 3f 2a fa 4f f2 7b 7c 33 2a 69
Start round 3: cf b4 db ed f4 09 38 08 53 85 02 ac 33 de 18 5c
Start round 4: 78 e2 ac ce 74 1e d5 42 51 00 c5 e0 e2 3b 80 c7
Start round 5: d6 f3 d9 dd a6 27 9b d1 43 0d 52 a0 e5 13 f3 fe
Start round 6: be b5 0a a6 cf f8 56 12 6b 0d 6a ff 45 c2 5d c4
Start round 7: f6 e0 62 ff 50 74 58 f9 be 50 49 76 56 ed 65 4c
Start round 8: d2 2f 0c 29 1f fe 03 1a 78 9d 83 b2 ec c5 36 4c
Start round 9: 2e 6e 7a 2d af c6 ee f8 3a 86 ac e7 c2 5b a9 34
Start round 10: 9c f0 a6 20 49 fd 59 a3 99 51 89 84 f2 6b e1 78
Start round 11: 88 db 34 fb 1f 80 76 78 d3 f8 33 c2 19 4a 75 9e
Start round 12: ad 9c 7e 01 7e 55 ef 25 bc 15 0f e0 1c cb 63 95
Start round 13: 84 e1 fd 6b 1a 5c 94 6f df 49 38 97 7c fb ac 23
Start round 14: 63 53 e0 8c 09 60 e1 04 cd 70 b7 51 ba ca d0 e7
Plaintext: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff

Plaintest and Key all zeros , 128 -bit key
Encrypting ...
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Start round 1: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Start round 2: 01 00 00 00 01 00 00 00 01 00 00 00 01 00 00 00
Start round 3: c6 e4 e4 8b a4 87 87 e8 c6 e4 e4 8b a4 87 87 e8
Start round 4: 28 2d f3 c4 6a f3 86 25 4a 4e 90 a7 08 90 e5 46
Start round 5: ab d2 cd fe 37 5a b5 49 50 a0 af c0 75 9a 6a 5f
Start round 6: d4 6f 4f 6c 55 b8 96 33 7e 05 bb 3d 79 79 de 23
Start round 7: 04 f2 ca 97 07 78 28 45 e2 2f 01 96 49 c5 d7 10
Start round 8: b7 aa e4 c5 1d 25 2d 4f 6c 92 0f 81 94 e5 81 50
Start round 9: 23 e7 8c 3c 13 21 63 db aa c0 c6 57 2e 03 cb 95
Start round 10: 7f fe 0e 95 51 a5 66 35 0e 34 7c 47 29 29 ec cb
Ciphertext: 66 e9 4b d4 ef 8a 2c 3b 88 4c fa 59 ca 34 2b 2e
Decrypting ...
Ciphertext: 66 e9 4b d4 ef 8a 2c 3b 88 4c fa 59 ca 34 2b 2e
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Start round 1: d2 06 10 1f d1 18 ce 2a ab a5 ab 96 a5 bb 33 a0
Start round 2: 26 fd b4 2a 7d ba 1f eb ac 7b 64 b9 31 94 fb 5b
Start round 3: a9 3f 76 53 a4 4f 0c a6 50 d9 69 84 22 ac d8 0c
Start round 4: f2 bc 7c ca c5 15 0e 88 98 a6 74 6e 3b 89 34 90
Start round 5: 48 6c ea 26 fc 6b 1d 50 f3 b6 84 c3 b6 a8 90 27
Start round 6: 62 be 79 cf 9a e0 02 bb 53 b8 bd 3b 9d b5 d5 ba
Start round 7: 34 0d 60 5a 02 2f d9 1c d6 60 0d 3f 30 d8 44 5c
Start round 8: b4 17 69 9b 49 69 17 3d b4 17 69 9b 49 69 17 3d
Start round 9: 7c 63 63 63 7c 63 63 63 7c 63 63 63 7c 63 63 63
Start round 10: 63 63 63 63 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Plaintest all zeros, key a single 1, 128 -bit key
Encrypting ...
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
Start round 1: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
Start round 2: 1e 1f 3e 3e 01 00 1f 00 01 00 1f 00 01 00 1f 01
Start round 3: 66 e0 d8 04 d6 43 e3 f2 17 67 13 5a f9 cf 28 e9
Start round 4: 7e 41 45 5e 09 86 08 b5 a1 69 f0 da 70 61 e1 bf
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Start round 5: 79 89 5e 0d d2 19 17 93 a2 96 41 74 c2 e1 0d 64
Start round 6: a0 f7 36 25 ca ae 92 22 a4 76 49 4b 04 d0 d6 8b
Start round 7: a8 1b dd b6 3b f7 72 10 81 6b 51 a9 70 27 04 e1
Start round 8: 89 51 a6 38 37 41 9e 27 9c 5d fe a7 d0 20 3c 26
Start round 9: 4c 39 fa 23 09 9f 8d 0b 53 f7 13 4f 0a 53 02 53
Start round 10: dd 9d a7 03 9c a1 f1 58 42 43 46 94 5d c8 68 7a
Ciphertext: 05 45 aa d5 6d a2 a9 7c 36 63 d1 43 2a 3d 1c 84
Decrypting ...
Ciphertext: 05 45 aa d5 6d a2 a9 7c 36 63 d1 43 2a 3d 1c 84
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
Start round 1: c1 32 5a da de 1a 45 7b 2c e8 5c 6a 4c 5e a1 22
Start round 2: 29 db 7d ed 01 68 77 26 ed ed 2d 2b 67 12 5d 84
Start round 3: a7 83 bb f7 9a 4c eb 07 de b7 24 cc 70 d1 0b 5c
Start round 4: c2 68 d1 f8 e2 7f f2 4e 0c cc c1 ca 51 af 40 d3
Start round 5: e0 e4 3b 3d 74 38 f6 3f 49 70 05 93 f2 68 4f b3
Start round 6: b6 d4 83 43 b5 90 d7 d7 3a f8 58 dc 25 a7 f0 92
Start round 7: f3 44 8c 08 01 f9 f8 58 32 ef 6e d5 51 83 30 57
Start round 8: 33 1a 7d 1e f6 85 34 f2 f0 8a 61 89 99 e1 11 be
Start round 9: 72 63 c0 7c 7c 63 c0 b2 7c 63 b2 63 7c c0 c0 63
Start round 10: 63 63 63 7c 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Plaintest a single 1, key all zeros , 128 -bit key
Encrypting ...
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Start round 1: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
Start round 2: 1e 1f 21 3e 01 00 00 00 01 00 00 00 01 00 00 00
Start round 3: da ea ea 99 75 56 ef 51 58 5d c3 15 5a da 24 4b
Start round 4: 6b 78 40 4b 44 dd 5b fb 89 73 17 e4 78 87 db aa
Start round 5: 14 47 70 88 31 17 26 e7 1f 03 f1 40 92 6c 27 a3
Start round 6: 30 dd 66 d8 e8 fe 56 7f 23 dd e9 d2 68 54 93 04
Start round 7: de d8 c5 d3 dc 39 2f e5 54 1e 04 f1 bc 15 a2 69
Start round 8: 26 b8 f7 a9 e8 1a 48 1e 78 15 35 0a 1b 22 26 19
Start round 9: 44 24 06 b6 d9 51 38 9d 40 4d 63 c4 95 fb 34 85
Start round 10: 83 f7 5d d0 88 f3 8d e2 2f 83 89 19 59 35 7f 36
Ciphertext: 58 e2 fc ce fa 7e 30 61 36 7f 1d 57 a4 e7 45 5a
Decrypting ...
Ciphertext: 58 e2 fc ce fa 7e 30 61 36 7f 1d 57 a4 e7 45 5a
Key: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Start round 1: ec 0d a7 05 c4 ec d2 70 15 96 4c 98 cb 68 5d d4
Start round 2: 1b d1 fb 97 35 e3 18 4e 09 0f 6f 5e 2a 36 07 1c
Start round 3: f7 a2 96 d4 9b 59 f7 d3 bc 93 68 72 af 6c 52 67
Start round 4: 1d 12 f2 f9 86 72 3a 66 20 59 a6 d9 65 61 15 a1
Start round 5: 04 bb 1e f2 9b c1 dc 61 26 20 33 d2 45 c1 b1 b5
Start round 6: fa f0 a1 0a c7 7b cc c4 c0 50 51 94 4f a0 f7 09
Start round 7: 7f c1 f0 ac 1b 8f b9 b3 a7 17 09 0f bc bc 39 69
Start round 8: 57 b1 2e b3 9d 4c 36 ee 6a 57 87 d1 be 87 df 59
Start round 9: 72 63 63 63 7c 63 63 b2 7c 63 fd 63 7c c0 63 63
Start round 10: 63 63 63 7c 63 63 63 63 63 63 63 63 63 63 63 63
Plaintext: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01



Program X.28.a
Shamir' s Threshold Scheme

Referred to from page 157.

Thecodebelow implementsShamir's thresholdschemeusing6 Javaclasses:

� CreateThreshold : This classusesparametersfed into the constructorto createa
new thresholdscheme. Inputs are the secrets , the thresholdvalue t , the numberof
usersn, and the prime p. It �rst createsa randompolynominalof degree t-1 by
choosingthecoef�cients at random.(Therandomnumbergeneratorusedis just Java's
Math.random() , soanactualproductionsystemwouldneeda bettergenerator.) Then
theclassevaluatesthepolynomialat successivepositiveintegersto createtheshares.

� Secret : This classalsousesparametersfed into the constructorto recover the secret
value. The input parametersarethe thresholdvalue t , the prime p, andx andy coor-
dinatesfor t shares.Thereis alsoa booleanparameterdebug thatwill producedebug
outputif it is true . After calculatingthesecret,themethodgetSecret() will return
it.

� NewThreshold : Themainof this classusescommandline parametersto createa new
thresholdscheme.On the commandline are: the secrets , the thresholdvalue t , the
numberof usersn, andtheprimep. Theclasssuppliesarraysinto whichthen sharesare
placedby thecreateThreshold class.Theclass�nally writestheparameters(on the
�rst line) andtheshares(oneto a line) to thestandardoutputas4 + 2*n integers.

� RecoverSecret : The main of this classreadsintegersfrom the standardinput, �rst
thethresholdvaluet andtheprimep, andthent shares(x andy coordinates).Theclass
�nally writesthesecretto thestandardoutput.

� ThresholdTest : This classhasa main that createsinstancesof CreateThresh-
old and Secret in debug mode. Using the same4 commandline parametersas
NewThreshold , it createsa thresholdschemeinstance,providing debug outputshow-
ing then shares.Thent of thesesharesarechosenat randomfor input to theSecret
class,whichalsoprovidesdebugoutput.

� GetNext : A classto readint s from thestandardinput. Theintegersaredelimitedby
any non-digitcharacters,whichareignored.

Java class: CreateThreshold
// CreateThreshold: Shamir's threshold scheme: return shares
public class CreateThreshold {

long s; // "secret"
int t; // threshold value, t <= n
int n; // number of users, n >= 2
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long p; // prime for system, p > S, p > t
long[] X; // array of n shares, x coordinates
long[] Y; // array of n shares, y coordinates
long[] A; // array of t random coefficients for polynomial
boolean debug = false; // output debug information

// CreateThreshold: constructor, does most of the work
public CreateThreshold(long s1, int t1, int n1, long p1,

long[] X1, long[] Y1, boolean d) {
s = s1; t = t1; n = n1; p = p1; debug = d;
if ( n < 2 || t > n || p <= s || p <= t) {

System.out.println("Parameter out of range");
System.exit(1);

}
X = X1;
Y = Y1;
A = new long[t];
createF(); // puts random coefficients into A, to create poly
if (debug) { // printout for debugging and demonstrations

System.out.print("New (" + t + "," + n + ") threshold scheme,");
System.out.println(" with p = " + p + " and s = " + s);
System.out.print("Function f(x) = ");
for (int i = 0; i < t; i++) {

System.out.print(A[i] + "*xÃ" + i + " ");
if (i != t-1) System.out.print("+ ");

}
System.out.println();

}
createShares(); // use poly to create shares
if (debug) { // more debug printout

System.out.print("All " + n + " Output Shares: ");
for (int i = 0; i < n; i++)

System.out.print("(" + X[i] + "," + Y[i] + ") ");
System.out.println("\n");

}
}

// evalF: evaluate the function f
private long evalF(long x) {

long y = 0;
for (int i = t - 1; i >= 0; i--) {

y = y*x % p;
y = (y + A[i]) % p;

}
return y;

}

// createF: create F with random coefficients
// that is, load A with random coeffs
private void createF() {

A[0] = s; // the secret
for (int i = 1; i < t; i++)

A[i] = randlong(0, p-1);
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}

// randlong: return a random long x, a <= x <= b
private long randlong(long a, long b) {

return (long)( Math.random()*(b - a + 1) + a);
}

// createShares: load X and Y with (x,y) coords of each share
public void createShares() {

for(int i = 0; i < n; i++) {
X[i] = i+1;
Y[i] = evalF(i+1);

}
}

}

Java class: Secret
// Secret: Shamir's threshold scheme: return secret
public class Secret {

long s; // "secret"
int t; // threshold value, t <= n
long p; // prime for system, p > S, p > t
long[] X; // array of t shares, x coordinates
long[] Y; // array of t shares, y coordinates
long[] C; // array of t coefficents
boolean debug = false; // output debug information

// Secret: constructor, does most of the work
public Secret(int t1, long p1, long[] X1, long[] Y1, boolean d) {

t = t1; p = p1; debug = d; X = X1; Y = Y1;
if (p <= t) {

System.out.println("Parameter out of range");
System.exit(1);

}
if (debug) {

System.out.print("Recover secret from t = " + t);
System.out.println(" shares, with p = " + p);
System.out.print("All " + t + " Input Shares: ");
for (int i = 0; i < t; i++)

System.out.print("(" + X[i] + "," + Y[i] + ") ");
System.out.println();

}
C = new long[t];
createC();

}

// getSecret: return the secret value
public long getSecret() {

return s;
}

// createC: do the calculation of the secret
// Note: interspresed debug output
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private void createC() {
for (int i = 0; i < t; i++) { // calculate C[i]

if (debug) System.out.print("C[" + i + "] = ");
C[i] = 1;
for (int j = 0; j < t; j++)

if (i != j) {
if (debug)

System.out.print(X[j] + "/(" + X[j] + "-" +
X[i] + ") ");

long term = modP(X[j]*invModP(modP(X[j] - X[i])));
if (debug)

System.out.print(" ( or " + term + ") ");
C[i] = modP(C[i]*term );

}
if (debug) System.out.println("= " + C[i]);

}
s = 0;
if (debug) System.out.print("Secret = ");
for (int i = 0; i < t; i++) {

if (debug)
System.out.print(C[i] + "*" + Y[i] + " ");

if (i != t-1) if (debug) System.out.print("+ ");
s = modP(s + C[i]*Y[i]);

}
if (debug) System.out.println("= " + s);

}

// modP: does actual x mod p, even if x < 0
private long modP(long x) {

long y = x%p;
if (y < 0) y = y + p;
return y;

}

// invModP: calculate an inverse value mod p
private long invModP(long x) {

long[] res = new long[3];
res = GCD(x, p);
return modP(res[0]);

}

// GCD: extended GCD algorithm
private static long[] GCD(long x, long y) {

long[] u = {1, 0, x}, v = {0, 1, y}, t = new long[3];
while (v[2] != 0) {

long q = u[2]/v[2];
for (int i = 0; i < 3; i++) {

t[i] = u[i] -v[i]*q; u[i] = v[i]; v[i] = t[i];
}

}
return u;

}
}
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Java class: NewThreshold
// NewThreshold: create instance of Shamir's threshold scheme
// Input (on command line):
// s (the secret), t (threshold value), n (# users), p (prime)
// Output (in System.out):
// s t n p
// n (x,y) threshold pairs, for the n users
public class NewThreshold {

public static void main(String[] args) {
long s = Long.parseLong(args[0]); // "secret"
int t = Integer.parseInt (args[1]); // threshold, t <= n
int n = Integer.parseInt (args[2]); // number of users, n >= 2
long p = Long.parseLong(args[3]); // prime , p > S, p > t
long[] X = new long[n];
long[] Y = new long[n];
CreateThreshold cT = new CreateThreshold(s, t, n, p, X, Y, false);
System.out.println(s + " " + t + " " + n + " " + p);
for (int i = 0; i < n; i++)

System.out.println(X[i] + " " + Y[i]);
}

}

Java class: RecoverSecret
// RecoverSecret: read t shares and recover the secret
// Input (in System.in):
// s t
// t (x,y) threshold pairs
// Output (in System.out):
// s (the secret)
public class RecoverSecret {

public static void main(String[] args) {
long s; // "secret"
int t; // threshold, t <= n
long p; // prime , p > S, p > t
GetNext getNext = new GetNext();
t = getNext.getNextInt();
p = (long)getNext.getNextInt();
long[] X = new long[t];
long[] Y = new long[t];
for (int i = 0; i < t; i++) {

X[i] = (long)getNext.getNextInt();
Y[i] = (long)getNext.getNextInt();

}
Secret secret = new Secret(t, p, X, Y, false);
s = secret.getSecret();
System.out.println(s);

}
}

Java class: ThresholdTest
// ThresholdTest: Test Shamir's threshold scheme, produce debug output
public class ThresholdTest {
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public static void main(String[] args) {
long s = Long.parseLong(args[0]); // "secret"
int t = Integer.parseInt (args[1]); // threshold, t <= n
int n = Integer.parseInt (args[2]); // number of users, n >= 2
long p = Long.parseLong (args[3]); // prime, p > S, p > t
long[] X = new long[n];
long[] Y = new long[n];
CreateThreshold cT = new CreateThreshold(s, t, n, p, X, Y, true);
long[] Xs = new long[t];
long[] Ys = new long[t];
// choose t of the n shares at random
int[] select = new int[n];
for (int i = 0; i < n; i++) select[i] = i; // indexes of shares
for (int i = 0; i < t; i++) { // interchange first t at random

int j = (int)(Math.random()*((n-1) - i + 1) + i);
int temp = select[i];
select[i] = select[j];
select[j] = temp;

}
for (int i = 0; i < t; i++) {

Xs[i] = X[select[i]];
Ys[i] = Y[select[i]];

}
Secret secret = new Secret(t, p, Xs, Ys, true);
s = secret.getSecret();
System.out.println("Secret: " + s);

}
}

Java class: GetNext
// GetNext: fetch next char or unsigned integer from System.in
import java.io.*;
public class GetNext {

private Reader in; // internal file name for input stream

// GetNext: constructor
public GetNext () {

in = new InputStreamReader(System.in);
}

// getNextChar: fetches next char
private char getNextChar() {

char ch = ' '; // = ' ' to keep compiler happy
try {

ch = (char)in.read();
} catch (IOException e) {

System.out.println("Exception reading character");
}
return ch;

}

// getNextInt: fetch unsigned int
public int getNextInt() {
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String s ;
char ch;
while (!Character.isDigit(ch = getNextChar()))

;
s = "" + ch;
while (Character.isDigit(ch = getNextChar()))

s += ch;
return Integer.parseInt(s);

}
}

Herearetwo runstestingthethresholdschemeimplementation:
% java ThresholdTest 1111 6 9 1999
New (6,9) threshold scheme, with p = 1999 and s = 1111
Function f(x) = 1111*xÃ0 + 1981*xÃ1 + 196*xÃ2 + 961*xÃ3 + 288*xÃ4 +

1696*xÃ5
All 9 Output Shares: (1,236) (2,461) (3,456) (4,1049) (5,850) (6,1870)

(7,1147) (8,363) (9,1468)

Recover secret from t = 6 shares, with p = 1999
All 6 Input Shares: (6,1870) (8,363) (4,1049) (7,1147) (5,850) (2,461)
C[0] = 8/(8-6) ( or 4) 4/(4-6) ( or 1997) 7/(7-6) ( or 7) 5/(5-6)

( or 1994) 2/(2-6) ( or 999) = 1859
C[1] = 6/(6-8) ( or 1996) 4/(4-8) ( or 1998) 7/(7-8) ( or 1992)

5/(5-8) ( or 1331) 2/(2-8) ( or 666) = 1321
C[2] = 6/(6-4) ( or 3) 8/(8-4) ( or 2) 7/(7-4) ( or 1335) 5/(5-4)

( or 5) 2/(2-4) ( or 1998) = 1929
C[3] = 6/(6-7) ( or 1993) 8/(8-7) ( or 8) 4/(4-7) ( or 665) 5/(5-7)

( or 997) 2/(2-7) ( or 1199) = 64
C[4] = 6/(6-5) ( or 6) 8/(8-5) ( or 669) 4/(4-5) ( or 1995) 7/(7-5)

( or 1003) 2/(2-5) ( or 1332) = 1482
C[5] = 6/(6-2) ( or 1001) 8/(8-2) ( or 1334) 4/(4-2) ( or 2) 7/(7-2)

( or 801) 5/(5-2) ( or 668) = 1342
Secret = 1859*1870 + 1321*363 + 1929*1049 + 64*1147 + 1482*850 +

1342*461 = 1111
Secret: 1111

% java ThresholdTest 444444444 4 6 536870909
New (4,6) threshold scheme, with p = 536870909 and s = 444444444
Function f(x) = 444444444*xÃ0 + 321956576*xÃ1 + 166564884*xÃ2 +

237875836*xÃ3
All 6 Output Shares: (1,97099922) (2,436398366) (3,205240247)

(4,294009672) (5,519348930) (6,161029401)

Recover secret from t = 4 shares, with p = 536870909
All 4 Input Shares: (3,205240247) (4,294009672) (6,161029401)

(5,519348930)
C[0] = 4/(4-3) ( or 4) 6/(6-3) ( or 2) 5/(5-3) ( or 268435457) = 20
C[1] = 3/(3-4) ( or 536870906) 6/(6-4) ( or 3) 5/(5-4) ( or 5) =

536870864
C[2] = 3/(3-6) ( or 536870908) 4/(4-6) ( or 536870907) 5/(5-6)

( or 536870904) = 536870899
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C[3] = 3/(3-5) ( or 268435453) 4/(4-5) ( or 536870905) 6/(6-5)
( or 6) = 36

Secret = 20*205240247 + 536870864*294009672 + 536870899*161029401 +
36*519348930 = 444444444

Secret: 444444444

The following codeillustratesthe acutalthresholdschemes,without the debug information.
First usingstandardinputandoutput:

% java NewThreshold 2222222 5 8 10316017
2222222 5 8 10316017
1 9512402
2 8010272
3 7372056
4 8834487
5 5214807
6 1542801
7 4744780
8 3011547
% java RecoverSecret
5 10316017
3 7372056
4 8834487
7 4744780
8 3011547
2 8010272
2222222

Next usingredirected�les in Unix:
% java NewThreshold 2222222 5 8 10316017 > thresh.txt
% cat thresh.txt
2222222 5 8 10316017
1 1769097
2 766836
3 4599213
4 4208181
5 7041923
6 6106801
7 599390
8 6222495
% cat secret.txt
5 10316017
3 4599213
6 6106801
2 766836
7 599390
1 1769097
% java RecoverSecret < secret.txt
2222222
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A
The Laws of Cryptograph y

Using Printed Log Tables
This is a lessonfrom prehistorictimes.It bringsbacknostalgicmemories.Beforecalculators,
one usedprinted tablesto carry out calculations. The examplein the main sectionwas to
calculate23.427 * 23.427 * 3.1416 . To do this, one�rst neededthe logarithms(base
10) of thetwo numbers.In coloredbold italic below aretheactualtableentries(usinga book
of tablesdatingfrom 1957)— everythingelseyouhadto domentallyor on paper:

Number Log Explanation
2342 36959 usinginterpolationentry:
23427 369716 7th entryunder18 is 12.6
2343 36977 take369590 + 126 to get369716

This meansthat log(2.3427) = 0.369716 approximately. Then log(23.427) =
log(2.3427 * 10) = log(2.3427) + log(10) = 0.369716 + 1 = 1.369716

Similarly, look up3.1416 :

Number Log Explanation
3141 49707 usinginterpolationentry:
31416 497154 6th entryunder14 is 8.4
3142 49721 take497070 + 84 to get497154

This meansthat log(3.1416) = 0.497154 approximately.

Form thesum: 1.369716 + 1.369716 + 0.497154 = 3.236586 (this mustbedone
by hand,with pencilandpaper).

Now �nally , onehasto look up the“anti-log” in thesametable:

Number Log Explanation
1724 23654 usinginterpolationentry:
17242 23659 2ndentryunder25 is 5.0
1725 23679 take17240 + 2 to get17242

This means that log(1.7242) = 0.23659 approximately, so 3.23659 = 3 +
0.23659 = log(1000) + log(1.7242) = log(1000 * 1.7242) = log(1724.2) ,
or (�nally), theansweris 1724.2 approximately. Sotheareaof a circle of radius23.427 is
approximately1724.2 .

All thispainjust to multiply 3 numberstogether, to get4 or 5 digitsof accuracy in theanswer.
Thenext two lessonsfrom our primitiveancestors:how to usetablesof thelogarithmsof trig
functions(to saveonelookup),andhow to useasliderule. (Justkidding.)
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Unsigned bytes in Java
TheAdvancedEncryptionStandard(AES)makesextensiveuseof theunsigned byte type.
This createsawkward codein Java, becauseJava supportsonly the signedbyte type. In
addition, someof the Java operatorsdo not work as in the documentation,creatingfurther
problems.For example:

public class TestRightShift0 {
public static void main(String[] args) {

byte b = (byte)0x80;
int c = b >>> 4; // <----------------------------------
System.out.println("b: " + b + ", c: " + c);
c = 0x0ffffff8;
System.out.println("c: " + c);

}
}
/* Output:
b: -128, c: 268435448
c: 268435448
*/

The outputshows that b hasthe value0x80 or 1000 0000 in binary, asonewould expect.
According to TheJava ProgrammingLanguage, Third Edition, page164, the >>> operator
should�ll new high-orderbits with zeros. In fact, though,Java is converting b to int type
with sign-extendedvalue0xffffff80 , right shifting this andputting just four zerosat the
right, to give0x0ffffff8 . To getthedesiredvalue,onecanuseeitherof thefollowing:

public class TestRightShift1 {
public static void main(String[] args) {

byte b = (byte)0x80;
int c = (b & 0xf0) >> 4;} // <----------------------------------
System.out.println("b: " + b + ", c: " + c);

c = (b >> 4) & 0xf;} // <----------------------------------
System.out.println("b: " + b + ", c: " + c);

}
}
/* Output:
b: -128, c: 8
b: -128, c: 8
*/

Similarly, a right shift of 3 coulduseeitherof thelines:
public class TestRightShift2 {

public static void main(String[] args) {
byte b = (byte)0x80;
int c = (b & 0xf1) >> 3; // <----------------------------------
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System.out.println("b: " + b + ", c: " + c);
c = (b >> 3) & 0x1f; // <----------------------------------

System.out.println("b: " + b + ", c: " + c);
}

}
/* Output:
b: -128, c: 16
b: -128, c: 16
*/

Thisseemsto requiredifferentconstantsfor differentshifts,but actually, the�rst methodworks
with a �x edconstant:

public class TestRightShift3 {
public static void main(String[] args) {

byte b = (byte)0x80;
for (int i = 0; i < 9; i++) {

int c = (b & 0xff) >> i; // <----------------------------------
System.out.println("b: " + b + ", shift by: " + i + ", c: " + c);

}
}

}
/* Output:
b: -128, shift by: 0, c: 128
b: -128, shift by: 1, c: 64
b: -128, shift by: 2, c: 32
b: -128, shift by: 3, c: 16
b: -128, shift by: 4, c: 8
b: -128, shift by: 5, c: 4
b: -128, shift by: 6, c: 2
b: -128, shift by: 7, c: 1
b: -128, shift by: 8, c: 0
*/

Law JAVA-BYTES-1:
In the Java langua ge, to right shift an integ er amount

shiftAmount , use the code
int shiftedV alue = (byteValue & 0xff)

* *
shiftAmount;

where byteValue is of type byte and shiftAmount is an int in the
rang e from 0 to 8. A 0 for shiftAmount is the same as not do-
ing the shift, but just to store an unsigned byte into an int type
requires

int shiftedV alue = byteValue & 0xff;

Left shiftswork asthey oughtto, but the resultis an int , so it needsto becastto a byte if
thatis needed.

public class TestLeftShift {
public static void main(String[] args) {
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byte b = (byte)0x01;
for (int i = 0; i < 9; i++) {

int c = (b << i);} // <----------------------------------
System.out.println("b: " + b + ", shift by: " + i + ", c: " + c);
byte bb = (byte)(b << i);} // <----------------------------------
System.out.println("b: " + b + ", shift by: " + i + ", bb: " + bb);

}
}

}
/* Output:
b: 1, shift by: 0, c: 1
b: 1, shift by: 0, bb: 1
b: 1, shift by: 1, c: 2
b: 1, shift by: 1, bb: 2
b: 1, shift by: 2, c: 4
b: 1, shift by: 2, bb: 4
b: 1, shift by: 3, c: 8
b: 1, shift by: 3, bb: 8
b: 1, shift by: 4, c: 16
b: 1, shift by: 4, bb: 16
b: 1, shift by: 5, c: 32
b: 1, shift by: 5, bb: 32
b: 1, shift by: 6, c: 64
b: 1, shift by: 6, bb: 64
b: 1, shift by: 7, c: 128
b: 1, shift by: 7, bb: -128
b: 1, shift by: 8, c: 256
b: 1, shift by: 8, bb: 0
*/

Law JAVA-BYTES-2:
In the Java langua ge, logical and shifting operator s work

as follo ws:

� All operator s return an int , so they must be cast to a byte if
a byte is needed. This inc ludes: &, *5* , *5* * , and � � .

� Hex constants suc h as 0xff actuall y de�ne an integ er, so this
is the same as 0x000000ff . For values big ger than Ox7f a
cast to byte is needed.

� Arithmetic (except for / and %) with Java's signed bytes
works just as if the bytes were unsigned, since there is no
over�o w.
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Projects

Project 1: Designing a Stream Cipher .

For thisprojectyouareto startwith averysimplecryptosystembasedon theexclusive-orof a
pseudo-randomnumbersequencewith plain text to produceciphertext, followedby thesame
exclusive-or to transformciphertext backinto plaintext. This is the simplestpossiblestream
cipher.

As a streamcipher, anunendingstreamof bits is generatedfrom a key (or seedto therandom
numbergenerator)andis xoredwith successivemessagebits to form theciphertext. Everything
canbethoughtof occurringonebit ata time.

The codebelow usesthe Java Random classfor the pseudo-randomnumbergenerator. For
convenienceof theJava input function,theencryptionis donebyteata time,using8 bits from
the generatorat eachstep. Despitethebyte orientation,it is still essentiallya streamcipher,
with encryptionoccurringonebit at a time.

Sincethegeneratoris of themultiplicativelinearcongruencetype,oneneedsto extractthehigh
order 8 bits, ratherthanlow orderbits. (Knuthnotesthatwith thesegenerators,thehigh-order
bitsaremuchmorerandomthanlow-orderones.)

Hereis theprogram.I deliberatelywrotethisusingasfew linesof Javaaspossible(well, except
for a few extravariables).

Java class: Crypto
// Cipher.java: simple cipher
import java.io.*;
import java.util.Random;
class Cipher {

public static void main(String[] args) throws IOException {
long seed = Long.parseLong(args[0]);
Random rand = new Random(seed);
int ch;
while ((ch = System.in.read()) != -1) {

double x = rand.nextDouble();
int m = (int)(256.0*x);
ch = (ch Ã m);
System.out.write(ch);

}
System.out.close();

}
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}

Hereis a samplerun, startingwith a binaryPDF�le utsa.pdf . UsingUnix redirection,the
encryptedoutputgoesto a binary �le utsa.binary of the samesize. Finally, anotherrun
usingthesamekey recoverstheoriginal �le, this timenamedutsa2.pdf . Noticethatthekey
is the long with value98765432123456789 , nearlya full 64-bit integer.

% pandora% javac Cipher.java
% java Cipher 98765432123456789 < utsa.pdf > utsa.binary
% java Cipher 98765432123456789 < utsa.binary > utsa2.pdf
% ls -l
total 18
-rw-r--r-- 1 wagner faculty 769 May 26 22:33 Cipher.class
-rw-r--r-- 1 wagner faculty 462 May 26 20:34 Cipher.java
-rw-r--r-- 1 wagner faculty 3116 May 26 22:34 utsa2.pdf
-rw-r--r-- 1 wagner faculty 3116 May 26 22:33 utsa.binary
-rw-r--r-- 1 wagner faculty 3116 May 26 16:32 utsa.pdf

Analysis of the initial system: Theabove systemusestheRandomclassfrom Java asthe
randomnumbergenerator(RNG). This classis provided for simulationandfor othersimilar
usesandis not intendedto beacryptographicallysecureRNG,wherethismeansaRNGwhose
future outputscannotbe ef�ciently calculatedfrom earlieroutputs. In the caseof the class
Random, themultiplier andmodulusareknown, soany outputimmediatelyallowscalculation
of lateroutputs.Evenif themultiplier andmodulusarenotknown,givenasequenceof integers
producedby sucha RNG,thereareef�cient (thoughdif�cult) algorithmsto calculatethem.

In the caseabove, oneis far from knowing any of the integer outputs,however. Oneknows
only asuccessionof 8-bit inital valuesfrom the�oating pointoutputof thegenerator. A known
plaintext or chosenplaintext attackwill producesucha sequenceof thesevaluesimmediately.
I have no idea if thereareef�cient algorithmsto deducethe portion of the RNG in usejust
from asuccessionof these8-bit values.It mostlikely wouldbeharderto breakif oneonly had
a successionof 1-bit valuesoutputby theRNG, the leadingbits of the �oating point outputs.
(Thisstepdoesn't helpagainstthebrute-forceattackmentionedin thenext paragraphbelow.)

Project 1.1 Modify thecodeabovesothatateachstage8 callsto theRNGproduce
8 mostsigni�cant bits thatareassembledinto an8-bit byte for usein xor asin the
original code.

TheRNG Random is describedasa “48-bit randomnumberlinearcongruencegenerator.” In
this case,by investigatingthe detailsof the generator, oneshouldbe ableto mounta brute-
force attackrequiring �

� � =

�

�<=?D �$(!B�E � � �
%

� or about300 trillion steps. Onestartswith a
known sequenceof outputs,eitherthe�rst 8 bits or the�rst bit in eachcase.At eachstep,the
generatorneedsto beexerciseduntil thatinitial valueis eliminatedor until thesearchsucceeds.
Thiscalculationeasilyallowsparallelization.If onecouldcompleteastepeachgiga-second,it
would still take on theaverage150000secondsor just over 40 hours.In parallel10 000such
processorswould take15 seconds.Soit all dependson how muchhardwareyouhave!
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Systems with a modified generator: Onecouldtry modifying thegenerator. For example,
onecouldusetwo seedsandtwo separatecopiesof theRandomRNG.Theinput seedswould
eachbe64bit long,but theRNGsareactually48bits, for 96bits total in two generators.How
canoneusetwo generators?Considersomepossibilities.

✦ Alternatetheuseof thetwo generators,backandforth,or accordingto somescheme
publicly known. (Arguethatthis is essentiallynohelpatall.)

✦ In orderto get8 bits for eachbyteof source,take 4 bits from onegeneratorand4
bits from theother. (Arguethatthis is essentiallyno helpatall.)

✦ How aboutjustaveragingtwo �oating pointoutputsfrom thetwo generators?(What
is thematterwith this?Canit bemadeto work?)

✦ Hereis aschemeof Knuth'sto usetwo generators:Chooseavalue 
 for theaddress
sizeof abuffer, say, 
 �

� � for abuffer of size �

�
�

� � �"( . Fill thebuffer with 8-bit
valuesfrom the �rst generator. Thenget 10-bit valuesfrom the secondgenerator,
usingthis numberto fetchthe8-bit valuefrom the�rst generatorat thataddressin
thebuffer, andthenreplacingthevaluein thebuffer usingthe�rst generatoragain.

Onecouldalsouseoneof thetwo double-seededRNGsdescribedat theendof Section16.2.
In eachcasethesearetwo 32-bit seedsfor a total of 64 bits. Thusthebrute-forceattacktakes

�

� � =

�

��=�D�(�(!B�� � �!%

� or 20 billion billion steps.Finally onecould usea moresophisticated
RNG suchasthe onebasedon chaostheoryin Chapter17, or the perfectRNGsof Chapter
(?19?in SectionV). I havenoproofof thedif�culty of breakingany schemeof thetypeshown
here,but even the very �rst pieceof Java codeseemslike it would be quite hard to break,
if it could be broken at all exceptby a brute-forcesearch(an attackwhich alwayssucceeds,
thoughperhapstakinganunacceptableamountof time). Eachre�nementmaymakethesystem
stronger;it' shardto imagineany wayto breakasystembasedontheRNGin Chapter17,since
noonehaseversolvedsuch2-dimensionalchaoticequationsanalytically.

Project 1.2 Modify the codeabove so it usesa betterRNG with a longer total
numberof seedbits,or usestwo or moreRNGs.

The key is somewhat awkwardly handledup to now. It would be betterto have an arbitrary
characterstringasthe input key. This stringshouldbehashedinto whatever actualinputsare
neededfor therandomnumbergenerator. The�nal projectcouldlook somewhatlike theUnix
crypt utility.

Project 1.3 Look up the man pageon crypt and modify the codeabove so it
handlesanarbitrarycharacterstringastheinput key. It shouldbeindistinguishable
from crypt .
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Project 2: Designing a Bloc k Cipher .

Thisprojectasksyou to work onasimple,symmetric,conventional,block-orientedcryptosys-
tem.I amgiving youaskeletonJavaprogrambelow thatimplementstheCaesarcipheroneach
byte,usinga rotationfrom 0 to 255.
Onecouldregardthisprojectasageneralizationof Project1, but I meanfor you to handleit as
ablockcryptosystem.

✤ You areto producea cipherthatusesthesameshortsecret key for encryptionand
decryption.It would befairly easyto modify thecodebelow sothat it implements
theBealecipher, but you arenot supposedto do that,sincetheBealecipherusesa
key thesamesizeastheplaintext.

✤ Your systemshouldbea block cipher, soeachciphertext block shoulddependonly
onthekey andtheplaintext block. Two separatebut identicalplaintext blocksshould
encryptto thesameciphertext block. If you wish to give your ciphersomeof the
characteristicsof astreamcipher, with stateandwithoutthepropertyof theprevious
sentence,thenyou shouldjust usethe cipher in the cipher block chaining (CBC)
mode.

✤ Theideais to try to implementsomethingthatmight not beeasyto break.For the
strongestpossiblesystem,youcouldassumethatopponentsdonotknow yoursecret
key, but

✥ haveaccessto youractualJavacode,sothatthey know exactlywhatyour
algorithmsareandhow they work, and

✥ haveaccessto a“black” encryption/decryptionbox(withoutaccessto the
secretkey), so that they cancarry out a chosenplaintext attack,that is,
canchoosearbitraryplaintextsandgetthecorrespondingciphertexts.

✤ The codebelow is strictly to get studentsstartedwho might otherwisenot know
whereto start. You arealsoencouragedto write your own Java skeleton,perhaps
entirelydifferentfrom theonebelow. In particularyoudonothaveto get�le names
ascommandline parameters,but youcouldevenhavethe�le nameshard-wiredinto
yourcode.

✤ Speci�cally, the minimum you shoulddo is to modify the methodsencode and
decode of the classCode so that they will reverseoneanother, andso they will
makeacryptosystemharderto breakthantheCaesarcipher(hopefullymuch harder
to break).Thesemethodsappearin boldfacein thelisting below.

A few hints:
You arewelcometo ignorethesehintsif youwant.

✤ Rememberthat a systemcan't possiblybe strongunlessthereareat least �

� � or
morekeys. You canuseanything you like for thekey, but it mustnot bearbitrarily
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long (asit is with the Bealecipher). However, makingthe key long is something
youcanalsoleaveasa featureyoumighthave includedif youhadhadmoretime.

✤ Onestandardtrick is to messaroundwith thekey, andexclusive-ortheresultwith
a plaintext block. Thento reversethis,messaroundwith thekey thesameway and
exclusive-or again. Notice that in this caseyou do not needto be ableto reverse
whatyoudo to thekey.

✤ Block ciphersoften usecombinationsof threebasicelements,repeatedin rounds
(to decrypt,theroundsarecarriedout in theoppositeorder):

✥ Usethetrick above: xor with somethingto encryptandxor with thesame
thingduringdecryption.

✥ Usea permutationof elementsof the plaintext or of the key. Herethe
word permutationmeansa rearrangementof elementsof theplaintext or
of thekey. Of courseoneusesthereverseof therearrangementto decrypt.

✥ Useasubstitutionof new itemsfor elementsof theplaintext or key. Here
somethingcompletelydifferentis insertedin placeof eachelement.This
operationalsoneedsto bereversedfor decryption.

✤ Seeanotherappendixat the endof this book for materialaboutbit operationsin
Java. In particular, the result of b1Ãb2 (both bytes)in Java is an int with the
properbits in the 8 leastsigni�cant bits. You thenneedto castto a byte (using
(byte) to getabytevaluefor assignmentor otheruses.

✤ If your block sizein only 8 (asin this case),this is alsoa weakness(why?). How
might you attackany block cipherwith block sizeof 8? Obviously you could in-
creasetheblocksize,but whatelsemight youdo to eliminatethisweakness?

✤ You could increasetheblock sizeusingthe skeletonbelow by just handlingmore
thanonebyteata time,say4, 8, or 16bytesata time. In thiscaseyou maywantto
padthe�le at theendsothatits lengthis amultipleof theblocksize.

Java Code for a Skeleton System:
The�rst classbelow (Crypto ) just accessescommandline arguments(which saywhetherto
encryptor decrypt,givethekey, givethenameof theinput �le, andgivethenameof theoutput
�le), readsthekey, opensthe �les, createsaninstanceof theotherclass(Code) thatdoesthe
work, andinvokesamethodin thatclass(transform ).

Java class: Crypto
// Crypto: simple encode and decode of a file, byte-at-a-time
import java.io.*;
public class Crypto {

static InputStream in; // input file args[2]
static OutputStream out; // output file args[3]

public static void openFiles(String infile, String outfile) {
try {
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in = new FileInputStream(infile);
out = new FileOutputStream(outfile);

} catch (IOException e) {
System.err.println("Error opening files");
System.exit(-1);

}
}

public static void main(String[] args) {
boolean encode = true; // encode or decode
int key = 0;
String usage =

"Usage: java Crypto (-encode | -decode) key infile outfile";
if (args.length != 4) {

System.err.println(usage);
System.exit(-1);

}
try {

key = Integer.parseInt(args[1]);
} catch (NumberFormatException e) {

System.err.println("Error converting key \"" +
args[1] + "\" to int");

System.exit(-1);
}
if (args[0].equals("-encode")) encode = true;
else if (args[0].equals("-decode")) encode = false;
else {

System.err.println(usage);
System.exit(-1);

}
openFiles(args[2], args[3]);
Code code = new Code(encode, key, in, out);
code.transform();

}
}

The secondclassbelow (Code) actually readsandwrites the �les, byte-at-a-time.Between
readingandwriting a byte, it eitherencodesor decodesthe byte, dependingon the valueof
a booleanswitchencode . As mentionedbefore,your mainwork (in a simpleversionof the
assignment)couldbeto �nd morecomplicatedfunctionsto usefor themethodsencodeByte
anddecodeByte , but rememberthatthey mustbeinversesof oneanother.

Java class: Code
// Code: encode or decode a file
import java.io.*;
public class Code {

int key; // input key
InputStream in; // input file
OutputStream out; // output file
boolean encode = false; // encode or decode

// code: constructor, pass parameters
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public Code(boolean mode, int keyP,
InputStream inP, OutputStream outP) {

encode = mode;
key = keyP;
in = inP;
out = outP;

}

// transform: read bytes, encode or decode each byte, write
public void transform() {

try {
int inB; // input byte
int outB; // output byte
// read input file, byte-at-a-time
while ((inB = in.read()) != -1) { // till end-of-file

// make a simple change
if (encode) outB = encodeByte(key, inB);
else outB = decodeByte(key, inB);
writeByte(outB);

} // end of while
} catch (IOException e) {

System.err.println("Error reading file");
System.exit(-1);

} // end try
}

// encodeByte: encode a byte
private int encodeByte(int key, int inB) {

return (inB + key)%256; // encode
}

// decodeByte: decode a byte
private int decodeByte(int key, int inB) {

return (inB - key)%256; // decode
}

// writeByte: then write byte
private void writeByte(int outB) {

try {
out.write(outB);

} catch (IOException e) {
System.err.print("Error writing file");
System.exit(-1);

}
}

}

Herearethe resultsof a simplerun on a Unix box, usingthe JDK directly. Userinput is in
boldface. Noticethatafterencodinganddecoding,theoriginal �le is recovered.

% cat mess.text
Now is the time for all good men to come to the aid of their party
% java Crypto -encode 13 mess.text cipher2.text
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% java Crypto -decode 13 cipher2.text mess2.text
% vi cipher2.text
[|x84-vx80-x81ur-x81vzr-s|Ã?-nyy-t||q-zr- x81|-p |zr-x8 1|
-x81ur-nvq-|s-x8
1urvÃ?-nÃ?x81x86W (binary garbage)
% cat mess2.text
Now is the time for all good men to come to the aid of their party


