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The Problem

® Complex Dataformats
® We are not supposed to understand
® or we are not willing to understand

® Covert channels everywhere!
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Tools of the Trade



2%y  Word Converters

® Antiword

® Word 2,6,7,97,2000 and 2002

® http://www.winfield.demon.nl/
® catdoc & xlIs2csv

® no support for OLE streams

® http://www.45 free.net/~vitus/ice/catdoc/
® word2x

® http://word2x.sourceforge.net/
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Laola

® Laola“is a collection of documentations and perl programs dealing
with binary file formats of Windows program documents.”

® Contains

® Iclean - Laola Clean:“Saves the trash sections of e.g.Word 6,
Word 7 or Excel documents to own files.”

® Idat -Laola Display Authress Title:“Lists author, title, creation
date and some other information sticked in a laola file. Gets
printer information from Excel and Word files.”

® lIs - Laola List:“Lists the structure of a Laola document.”
® Elser - “password resolving, macro decoding”.
® Development ceased for 5 years.

® http://www.cs.tu-berlin.de/~schwartz/pmh/index.html
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wvWare

® used by abiword

® tested by kword

® actively developed, but development lines
are hard to understand: WordView, wy,
wv2, wvWare ...

® Jools
® wyv lext, wyHtml|

® wvSummary, wvVersion

http://wvware.sourceforge.net/
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wvVersion, wvSummary

Terminal — ssh — tcsh (ttyp2) — 382

dnrn eif@discovery § wwWersion ./ www.un. orgfesa/population/publications/longrang &
-.-'F.ELE"' E.DOC
15 or higher, Encrypted: No
ddiscovery b owySummary | Awew, un, orgfesafpopulation/publications/longrang
SRELEASE . DOC
= title 15 Executive Summary
= subject 1=
The author 1s Hania Zlotnik
The keywords are
no -:|:|r|'|rr|-'~r'|’r= fl_ll_nlli
The template was Mormal. dot
The 11__ 1Hfhnr was CHSUser
The rev # was bBb
The —4; p name wWas Microsoft Word 16,8
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wyv loolkit

S0 Terminal — ssh — tcsh (ttyp2) — 382

dornseif@discovery $ wvSummary neuerwerbungsliste. doc

The ti1tle 15 Neuwerwerbungsliste der Hochschulbibliothek der FH Bochum
®06 Terminal - RedTeam@RWTH
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a0 Terminal — ssh — tcsh (ttyp2) — 32

dornseif@discovery § wyText neuerwerbungsliste. doc neuerwerbungsliste,
dornseif@discovery § head -n 27 neuerwerbungsliste, txt

Meuerwerbungsliste der Hochschulbibliothek der FH Bochum
im Monat Juni 2064
Werf. 7 Hrsg.
Titel
=1gnatur
Exemplare
Besteller
stahlbau-kKalender Zogd

21 JH 159 -Zaad-

FB & Meister
Fegenerative Energiesystems
Aufl.

dornseif@discovery §
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WordDumper

.E a8 Internet Archive Wayback Machine |

| 4 P | | & | LM http: / fweb.archive.org /web/* /http:/ fwww.tiac.net/users/smiths/v = Q~ Coogle -

INTERNMET ARCHIVE

(U3UBgehMaching

Enter Web Address: [y, Take Me Back VU EI

0 pages found for hitp://'www.tiac.net/users/smiths/MordDumper/

Sorry, no matches.

Keep in mind...

#« There is no text search. Enter a web address in the box above.

o Click here to search for all pages on fiac.net/

e See the FAQs for more info and help, or contact us.

Home | Help

Copyright @ 2001, Internet Archive | Terms of Use | Privacy Policy
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WordDumper

SO6 Computer Bytes Man
| 4 B | | (4 | € http: / /www.computerbytesman.com/ "'va Coogle {5‘

Y

_ I

‘ Bush v. Kerry: Rating the candidates on Web site w

security

Privacy Internet Sleuthing Resources

Word "bytes” Blair, Windows Media Player, Search Engines, Telephone Directories,

Internet Explorer SuperCookies, Email Directories, Membership Directories,

Web Bug Search Page, Data spills in WHOIS, Public Companies, News Archives,

banner ads, Metwork Tools, Miscellaneous

TIA, 1999 Archives

Biometrics

Internet Security Face scanning VeriChip

Bush v. Kerry: Kating the candidates on . .

Web site security, The Anthrax Investigation

Bill Gate's trustworthy computing memo Elrm."!'trtileﬂ-s. External resources, 9/11 articles,

Response The Anthrax Conspiracy Theories Page,

Full Disclosure, Email, Dangerous ActiveX The Mohammed Atta in Prague FAU

Controls, Internet P .

Browser Crashes, LoveBug Virus Archives kb . rogramming

Javascript

The Computer Industry's Dirty v

i
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Mail- & News-Headers

® RfC 822 and friends are well known in the

techie community but a mystery to
everybody else.

® Data in there possibly include: OS, IR,
server, software and their versions,

organisation, time, customer number at isp
| telephone number (!), etc.
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Incidents

® [-Online
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Config Files

® Config files which are not well understood
are a security issue...

® ... but also can result in disclosure of
information which is not to be disclosed
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Incidents

® Apache
® BitchX
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HTML

® Complex programs generate complex
HTML

® Most obvious:
® META generator

® Paths to local files
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5%l

Incidents

® <META Creator>

® <!-- comments -->

® Defaced web pages (attrition.org)

<img src="c:\...\Jon Doe\My Documents\coolpix.jpg”>
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PDF

® | ooks like an “open standard” ...

® . but very hard to decode in depth
® The Problem of N / redaction.
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Incidents

® Sniper Letter

® The Justice Dept's Attorney Workforce
Diversity Study

® "Secrets of History:The C.I.A.in lran”
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Exploiting hidden data

® Methods

® Copy black text on black ground
® Copy underlying graphics
® Remove overlaying graphics

® Very dependant on the amount of Adobe
software you have at hand.
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€2 Acrobat File Edit View Document Tools Advanced Window Help

2 Open e [ 1 - Print ':h Email "B‘j Search 'Z Create PDF ~ 5| Review & Comment ~ El SECUreecure
oty e . TR S i ]
Q ? I:T_; Select Text ||~ i—_'_-’j {:."1% L ] =) 100% *  *) " (3 IH How To.? -

L diversityanalysis. pdf

Ennkmarks\_

i Signatures

M Consulting

PUBLIC SERVICES

U.S. Department of Justice

Ii Comments

black text on black ground

Support for the Department in
Conducting an Analysis of Diversity in
the Attorney Workforce

Al 85x1lin 4




copy underlying graphics

r

lé Acrobat File Edit View Document Tools Advanced Window Help
“ E{]pen "P'E' [-1 . mF‘rint Email ﬁ5earch H ﬁ{:reate FDOF - '-T_-'j Review & Comment =~ El Securecure

. Bookmarks

Signatures

Sndper instructs
authorities to
transfer

410 million into a
Visa credit card
account. The
account belm'fﬁz
to 3 Woman w
reported the card
stolen in
California. The
card was later

used in Tacoma.
Wash.

Olatinum . Visa _ bceedt, )
__M._lm.w.__unlin&d_ﬂ#ﬂﬂ.
T dtmdj__nnaf_&mﬂr_
whsld I -
Qo tﬂ;.l\lu__ﬁ-ﬁ&{ﬂdh..ihh._.bﬁﬂk._.--
b 1ix17in  cee——me———t el ed B

| I 1of 1 bl | O ©

Comments




remove overlay graphics

€% Illustrator

Y00

Lim|A
=20=

Object Type Select Filter Effect View Window Help
L iran-cia-main.8.pdf @ 100% (CMYK/Preview)

L= el L1 L} hd &

¥

YIII, "“THE SHAH IS VICTORIOUS"

published the imperial firman naming Zahedi as Prime Minis-

tar, on 19 Aupust, as soon a5 the clty wos awake, early
risars could see photostats or type-set coples of the

firman in the papexrs Setareh Islam, Asia Javanan, Aram,

Mard-i-Asia, Mellat-i-Ma and the Journal de Tehran. The

first four of these papers, and Shahed and Dad Ln addition,
ran an alleged interview with Zahedi which stressed that his
government was the only legal one in exlatence--an interview
that had hoen fabricated by _ Somewhat later in the
morning the first of many thousand broadsheets which carvled
a photostatic copy of the firman and the text of the Zahedl
statemant appeared on the streets. Although each of these
newspapers had a normal circulation of restricted size, the
news they carried was undoubtedly flashed through the city by
word of mouth, for before 0900 hours pro-Shah groups were
agaenbling in the bazaar area. Members of these groups had
ot only made thelr personal cholice between Mossadeq and the

Shah, but they were stirred up by the Tudeh activity of the




MS Office

The MS Office document format is incredibly complex,
undocumented and ever changing.

It is well known that’s full of unwanted data.



I I . t
;0O 6 Was the Microsoft 1999 Annual report produced on a Macintosh?

| 4 P | | A A | | < | ﬁ'http:va.w.cnmputerl:thSman.mm.-’privacwmsftargg.htm o ’Q' Google

[I1 ZOE Python MNews~¥ blogs B! bml'r W' recherchev <00l archive.org miscr LuFG

Last evening I downloaded the annual report and used a .DOC file dumper utility to display its contents. I found
the following revision log in the file:

0008FB2B: Eerry Leimer Jay's Gl:Temporary Items:Word Work File A 3

0008FBY9D: Eerry Leimer Jay's Gi:Desktop Folder:ar99.doc

0008BFBF9: Eerry Leimer.Jay's Gl:Temporary Items:Word Work File A 2862

0008FC71: Eerry Leimer Jay's Gi:Desktop Folder:ar99.doc

0008BFCCD: Eerry Leimer Jay's Gl:Desktop Folder:ar99.doc

0008FD29: Eerry Leimer Jay's Gl:Temporary Items:hutoRecovery save of
ar99.doc o8

0008FDBl: Eerry Leimer Jay's Gl:Desktop Folder:ar99.doc

O000BFEOD: Eerry Leimer Jay's Gl:Temporary Items:hutoRecovery save of
ar99.doc

000BFE95: Eerry Leimer Jay's Gl:Jay's
Documents:current:Microsoft AR99:MSFT WEB:
maft:download:ar99.doc

0008FF4rF: Eerry Leimer Jay's Gi:Jay's
Documents:current :Microsoft AR99:MSFT WEB:
maft:ar99:downloads:ar99.doc

The revision log clearly shows Macintosh-style file paths and the computer name appears to indicate that the
document was edited on a Macintosh G3 system.

In addition, other fields in the file header say that the file was created and edited by Word 98 for the Macintosh:

Created by: Word 98 for Macintosh (Build 9/30/98)
Revised by: Word 98 for Macintosh (Build 39/30/98)
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History

| -« | | A A | | < | ﬁhttp:,-f,-".-.ﬂ.-.-w.-:nmputertﬂ,.rtE5man.-:um!privacwufficeg?.htm o 'Q' Google

Fingerprinting of Office 97 files

[I1 ZOE Python MNews~¥ blogs B! bml'r W' recherchev <00l archive.org miscr LuFG
Home > Privacy > Fingerprinting of Office 97 files 4

In Office 97, when an Word, Excel, or PowerPoint file is saved for the first time, it is assigned its own unique ul
serial number. This serial number is the form a 32-digit GUID (Globally Unique ID). The last 12 digits of a
GUID will most likely contain the MAC or NIC address of Ethernet adapter of the person saving the document.
Since Ethernet addresses are unigue, this serial number in theory would allow a document to be traced back to
the computer it was created on.

The GUID serial numnber was originally put in Office 97 document files to correct broken hyperlinks.
Ironically this feature was never implemented, but the serial numbers remain.

To locate a GUID in a Word document, simply open the .DOC file in Notepad and search for the string
"GUID". The GUID serial number will follow immediately in the document.

To fix this problem, Microsoft is providing a patch to Office 97 which will stop putting serial numbers in new
document files. For existing files, Microsoft will also be providing a stripper utility for removing serial numbers.
Click here for more details. "

The Office 97 issue is independent of the operating system and will occur under both Windows 95 and
Windows98. There are reports that the problem also exists in Office 98 documents for the Macintosh.

Note that in Office 2000, GUIDs are no longer generated for document files. However a number of GUIDs are
included in a file if the document contains VBA macros. There is currently no method of removing these macro
GUIDs except to delete the macros themselves.

4
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History

SO Microsoft, Office 97, and Privacy
| [| a4 A||c| IMntp://web.archive.org/web/19991012204405/http:/ fofficeupd » Q- Coogle
Office 97 and Privacy a

Speculative discussion is inevitable about a topic as emotional as privacy. In this
case, it has led to rumors that the information gathered in the Windows registry is
somehow related, or could be related, to Office 87 (Word, Excel and PowerPoint®&)
documents. Microsoft does not, nor could it, maintain a registry of Office documents.
There is no relationship maintained between the Windows registration process and
numbers contained in the property stream of Office documents. The unique identifier
number inserted into Office 97 documents was designed to help third parties build
tools to work with and reference Office 97 documents. The unigue indentifier
generated for Office 97 documents contains information that is derived in part from a
network card, not from an individual user's identity, and thus it is not possible to
reliably determine the author of a document. The unique identifier number has not
been widely used by third parties and in light of customer privacy concerns, Microsoft
has decided to help customers remove the identifier.

Office Update Will Host the Patch and Removal Teol

The following patch and removal tool will allow customers to remove the unique
identifier number from existing documents, and prevent the insertion of a unigue -
identifier in any new documents. Both resources are available for free download on
Office Update.

Microsoft Office 97 Unigue ldentifier Patch This patch, once applied will prevent
the insertion of a unigue identifier number in all new Office documents.

Microsoft Office 87 Unique Identifier Removal Tool  This is a utility that can be "
used to remove the unigue identifier from previously created Office 97 documents.
Customers who are concemned about the presence of the unigue identifier number can

run the utility against one or several documents at a time.

The forthcoming release of Office 2000 will not include the ability to insert unique
identifier numbers in documents.

4 |

B
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I I . t
;0O 6 Microsoft admits privacy problem, plans fix | CNET News.com

(< » || a A||c| @nhup//news.com.com/2100-1040-222673.ntmPlegacy=cnet  ~ Q- Coogle

[I1 ZOE Python MNews~¥ blogs B! bml'r W' recherchev <00l archive.org miscr LuFG

CHET Price comparisons | Product reviews | Tech news | Downloads | S
NﬂFH??ES?M E-mail alerts! Sign up now by company, topic, or Ke
T RET et SECURITY METWORKIMG FERSOMAL TECH THE
Get more news with News.com Extra. Sy saven stores [ _SeEARrcH | 22270
Personal Technology ~ advertizemeant

AWARNING! AWARNING! AWA
Microsoft admits privacy problem, plans
fix THE NEW

DELLXPS [TF
GAMING PCs —

Lz

By Mike Ricciut
Staft Writer, CMET Mews.com
Brrim EAe-rAI b 4 =

update Microsoft has acknowledged that a feature in its Windows
98 operating system can be used to collect information on
authors of electronic documents without their knowledge, and has
vowed to fix the problem. b Click for Details

Microsoft software applications such as Word and Excel, generate
unique identification numbers that include information about users'
personal computers that are then transmitted during the Windows 98
registration process, Rob Bennett, a Windows product manager at the
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History

;0O 6 223790 - WD97: How to Minimize Metadata in Microsoft Word Documents
| 4 b | | A A | | & | 1@ http: //support.microsoft.com:80/default.aspx?scid=http://supp = 'Q* Google

[[1 ZOE Python MNews~¥ blogs* B! bmllr W! recherchev <00l archive.org miscr LuFG
All Products | Support | Search | Microsoft.com Guldegs

C

United States

Home | FAQs | Downloads | Newsgroups | Customer Service | Contact Us
Microsoft Knowledge Base Article - 223790

WD97: How to Minimize Metadata in Microsoft Word
Documents Support Centers

% Office Development

View products that this article applies to.

#* Dffice

* Dffice 87
This article was previously published under Q223790 # Word
SUMMARY # Word 57 for Windows

Whenever you create, open, or save a document in Microsoft
Word 97, the document may contain content that you may not Other Support Options

want to share with others when you distribute the document + Contact Microsoft
electronically. This information is known as "metadata"”. ggﬁgﬁﬁwa”n";bsrﬁi}%“p[gr?l?ne
Metadata is used for a variety of purposes to enhance the Help, and more.
editing, viewing, filing, and retrieval of Microsoft Office + Customer Service
documents. For non-technical

assistance with product
purchases, subscriptions,

Some metadata is readily accessible through the Microsoft Word  online services, events,

; i . a training courses, corporate
user interface; other metadata is only accessible through e e e

___extraordinary means. such as anenina a document in a low-_ mare

'&\‘ -l
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History

;0O 6 237361 - How To Minimize Metadata in Microsoft Word 2000 Documents

| . b | | A A | | ¢ | 1.9 http: / /support.microsoft.com/default.aspx?scid=kb;EN-US2 &) = 'Q~ Google

[[1 ZOE Python MNews~¥ blogs* B! bmllr W! recherchev <00l archive.org miscr LuFG
All Products | Support | Search | Microsoft.com Guldegs

C

United States

Home | FAQs | Downloads | Newsgroups | Customer Service | Contact Us

Microsoft Knowledge Base Article - 237361 ﬁ_ﬁﬂﬂ-\_ H
How To Minimize Metadata in Microsoft Word 2000
Documents Support Centers
View products that this article applies to. : g:g: oy S
- MEDDD
This article was previously published under Q237361 * Word
# Word 2000

For a Microsoft Word 2002 version of this article, see 250945,

For a Microsoft Word 97 version of this article, see 223790.
Other Support Options

IN THIS TASK @ Contact Microsoft
FPhone Mumbers, Suppaort
s SUMMARY Cptions and Pricing, Online
Help, and maore.
. + Customer Service
o How to Remove Your User Name from Your For non-technical
D ¢ assistance with product
Locuments purchases, subscriptions,
o How to Remove Personal Summary Information online services, events,
training courses, corporate
o How to Remove Personal Summary Information sales, piracy issues, and
En il Fat i L B i mMare
y
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I I . t
;0O 6 290945 - How To Minimize Metadata in Microsoft Word 2002

| 4 b | | A A | | & | (@ http: //support.microsoft.com/default.aspx?scid=kb;EN-US;290! = 'Q* Google

[[1 ZOE Python MNews~¥ blogs* B! bmllr W! recherchev <00l archive.org miscr LuFG
All Products | Support | Search | Microsoft.com Guldegs

C

United States

Home | FAQs | Downloads | Newsgroups | Customer Service | Contact Us
Microsoft Knowledge Base Article - 290945

How To Minimize Metadata in Microsoft Word 2002

View products that this article applies to.

Support Centers
% Office Development

* Dffice XP
This article was previously published under Q290945 * Dffice
Important This article contains information about modifying :ﬁ—g:ﬂ e

the registry. Before you modify the registry, make sure to back
it up and make sure that you understand how to restore the :
registry if a problem occurs. For information about how to back  ©ther Support Options

up, restore, and edit the registry, click the following article *%ﬁm e
number to view the article in the Microsoft Knowledge Base: Options and Pricing, Online
Help, and maore.
256986 Description of the Microsoft Windows Registry s Customer Service

For non-technical
assistance with product

For a Microsoft Word 97 version of this article, see 223790, s S e

For a Microsoft Word 2000 version of this article, see 237361, online services, events,
training courses, corporate

IN THIS TASK sales, piracy issues, and
mMare

'&\‘ -l
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I I . t
;0O 6 825576 - How to minimize metadata in Word 2003

E | | A A | | < | 1@ http: //support.microsoft.com/default.aspx?scid=kb;en-us; 8255 = ".-1' Google

[I1 ZOE Python MNews~¥ blogs B! bml'r W' recherchev <00l archive.org miscr LuFG
All Products | Support | Search | Microsoft.com Guldegs

C

United States

Home | FAQs | Downloads | Newsgroups | Customer Service | Contact Us
Microsoft Knowledge Base Article - 825576

How to minimize metadata in Word 2003

View products that this article applies to. Support Centers

* Dffice Developrment

Important This article contains information about modifying ¢ Office 2003

the registry. Before you modify the registry, make sure to back * Office

it up and make sure that you understand how to restore the C e

registry if a problem occurs. For information about how to back  ° erd2oid

up, restore, and edit the registry, click the following article

number to view the article in the Microsoft Knowledge Base: Other Support Options

# Contact Microsoft

256986 Description of the Microsoft Windows Registry Phone Numbers, Support

Options and Pricing, Online
Help, and mare.

# Customer Service
For non-technical

For a Microsoft Word 2002 version of this article, see 250945,

IN THIS TASK assistance with product
purchases, subscriptions,
s SUMMARY online services, events,

. . training courses, corporate
e How to Automatically Remove Personal Information When sales, piracy issues, and

LW i o il |
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What’s in there!?

/|MNe 237361 - How To Minimize Metadata in Microsoft Word 2000 Documents

o N
| <4 P | | AA | | < | & http:/ /support.microsoft.com/default.aspx?scid=kb;EN-U5;23:0 = Q- Coogle '
1 ZOE Python MNews¥ blogs¥ B! bmllvy W! recherchev <00l archive.org misc¥ LuFG
Er Suppo ns |
* M & Coniact Mcrosoft -
. Phone Numbers, Support
Options and Pricing, Online m
¢ How to Remove Your User Name from Your Documents Help, and mare.
& & Customer Service
o How to Remove Personal Summary Information For non-lechnical assistance
e How to Remove Personal Summary Information When Connected with praduct purchases,
subscnptions, online services,
to a Network events, training courses,
o How to Remove Comments in Documents e
¢ How to Remove Headers and Footers from Documents @ J_EE"-'-"E rOAsns R
o 058 8 Queston Otner usars.
o How to Remove Revision Marks Discussion groups and Forums
about specific Microsoft
¢ How to Turn Off Fast Saves F.md_uct; technologies, and
o How to Search for and Remove Text Formatted As Hidden SETVIEES.
o How to Remove Hyperlinks from Documents
o How to Remove Styles from Documents Page Options
R ) —1 Send
¢ How to Remove Old File Versions from Documents -
o How to Remove Links from Field Codes &l -
o How to Remove the Template Name and Location
¢ How to Remove Routing Slip Information
o How to Remove the MNames of Previous Authors
o How to Remove Your Mame from Visual Basic Code
¢ How to Remove Visual Basic References to Other Files
o How to Remove Network or Hard Disk Information
¢ Embedded Objects in Documents May Contain Metadata
¢ Document Variables May Contain Metadata
o General Suggestions About Security
& REFERENCES :
S
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Incidents

® UK Irak Dossier

® Transrapid / Rheinbraun / Managment-
Machbarkeitsstudie

® Melissa

Maximillian Dornseif ¢ Laboratory for Dependable Distributed Systems RWNTH



lrak Dossier

B 0O6 Microsoft Word bytes Tony Blair in the butt
I > | I l A AI l & I ﬁhttp:f,-".-.ﬂ.-.-w.mmputerbvt%man.mm!privacwI::Iair.htm & Q* Google

Blair's government made one additional mistake: they published the dossier as a Microsott Word file on their A
Web site. When I first heard from Dr. Rangwala about the dossier, I decided to try to learn who had worked on
the document. I downloaded the Word file containing the dossier from the 10 Downing Street Web site
(http://www number-10.gov.uk/) and found the following revision log in the file:

Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irac
Rev. #2: "gcic22" edited file "C:\DOCUME~1l\phamill\LOCALS~1“Temp\AutoRecovery save of IranT
Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irac
Rev. #4: "JPratt" edited file "C:\TEMP\Irag - security.doc"”

Rev. #5: "JPratt" edited file "A:\Irag - security.doc”

Rev. #6: "ablackshaw" edited file "C:‘\ABlackshaw\Irag - security.doc"”

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\hA;Irag - security.doc”

Rev. #B: "ablackshaw" edited file "A:‘\Irag - security.doc” -
Rev. #9: "MEhan" edited file "C:\TEMP\Irag - security.doc”

Rev. #10: "MEhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Irag.doc"

Most Word document files contain a revision log which is a listing of the last 10 edits
of a document, showing the names of the people who worked with the document and the
names of the files that the document went under. Revision logs are hidden and cannot be
viewed in Microsoft Word. However I wrote a small utility for extracting and displaying
revision logs and other hidden information in Word .DOC files.

It is easy to spot the following four names in the revision log of the Blair dossier:

Hamill
Pratt
Blackshaw
Khan

= O

In addition, the "cic22" in the first three entries of the revision log stands for
"Communications Information Centre,” a unit of the British Government. v

<€ > L
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Incidents

® Documented incidents include:

® Text from a completely unrelated

document edited before appears in the
file.

® Data deleted from the document or
overwritten is appears in the file.
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JPEG/EXIF

® Many image formats contain comment
fields which might disclose unwanted data.

® |PEG has the extensible EXIF format for
meta data.

® There was a remarkable incident with EXIF
thumbnails:
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Cat 9.jpg catofFice. brop

File narme: iEatsmukEinglEgnud.Epg

Files of ype:  |All Formats

&
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Misc

® Starr Report
® Embedded Serials / GUIDS

® “unregistered” marks
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An Experiment

RHEINISCH-
WESTFALISCHE
TECHNISCHE
HOCHSCHULE
AACHEN

UNIVERSITY

OF TECHNOLOGY
Laboratory for Dependable Distributed Systems AACHEN



An Experiment

® |dea

® Crawl the Web

® Download Documents

® Find the ones with hidden data.
® Problem:

® How to detect hidden data?
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The Byers Experiment

® Scalable Exploitation of,and Responses to
Information Leakage Through Hidden Data
in Published Documents, Simon Byers, |IEEE
Security & Privacy pp. 23-27, March / April
2004
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My Experiment

® Crawling the Web fast is fun and hard
® |enz3 is my own experimental crawler
® testbed for “directed crawling”

® [f it’s breaks, you can keep the parts:
http://cOre.23.nu/cOde/lenz2/
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“Crawl”

® Brute-Force approach: Nils Provos’ crawl
-0.4

® Needed a patch to I33ch MS Office

documents instead of pictures:
http://cOre.23.nu/cOde/misc/crawl-0.4-doc.patch

® (Got a sustained transferrate of about 1000
kb/s on a very fast Link.
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Execution

® Used searchengines as seed
® Selected downlodes Documents if

® M|ME-type application/(msexel |

mspowerpoint | msword | vnd.ms-excel |
vnd.ms-powerpoint | vnd.ms-word | xIs)

® MIME-type application/octet-stream and
filename ended in .doc, .ppt, .xIs

® (Collected about 150.000 Documents
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Analysis

® Ran strings, antiword, catdoc, wv* on all
files and dumped the output to files.

® Skimmed the resulds by hand / eye.
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Results

® Seen unbelievable misconfigurations of VWeb
servers.

® F g status code 226

® Seen nothing breathtaking but many things i
cosider interesting.

Maximillian Dornseif ¢ Laboratory for Dependable Distributed Systems RWNTH



MS Office 2003
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MS Office 2

E:"-.,WINNT"-.,S',rsten132"-.,cn1d.EHE - | O |£
Revized by: Word 27 (Build 2-24-08) Il

Mr Jim Stephens

Title

FID_HLINKS
AdHocReviewCuclelID
EmailSubject
AuthorEmail
_AuthorEmailDizplayMame
Dan Specht letter
kurtfopengis . org

Kurt Buehler

Rev. ##1: “"Jeff Harrison' edited file "C:“My Documents~GISSUpdate_MNov@2-20030127%
OGC_StateDeptLetter_GISS _doc"

Rev. ##2: “"Jeff Harrison' edited file "C:“My Documents~GISSUpdate_MNov@2-20030127%
OGC_StateDeptLetter_GISS _doc"

Rev. ##3: “"Jeff Harrison'" edited file "C:“My Documents~GISSUpdate_MNov@2-20030127%
OGC_StateDeptLetter_GISS _doc"

Rev. #4: "David Schell' edited file "DS szystem:Users:davidsch:Documents Microsof
t Uszer Data:AutoRecovery szave of 20030127_0"

Rev. #15: "David Schell' edited file "DS system:Users:davidsch:iDezktop:-Attachment
= 120030127 _0GC_StateDeptLetter_GIY

Rev. #t6:- "David Schell' edited file DS system:lUsersz:davidsch:Desktop:CURRENT:IM
C-TAA:20038127_0GC_StateDeptLetter_ GI'

Rev. ##7: "David Schell' edited file "DS system:lUsersz:davidsch:Desktop:CURRENT:IM
C-TAA:-20838128_0GC_TAA"

Rev. #8: "David Schell" edited file DS system:Users:davidsch:Desktop:=CURRENT:IM
C-TAA:-20838123_0GC_TAA"

Rev. #9: “"Jeff Harrison'" edited file "C:WINDOUS“DezktopsDezktop~GO—1RFTRezponse
=%20030128_0GC_G0-1_CFPforGouSIG.doc™

Rev. #1@: "“Jeff Harrizon' edited file "C:sWINDOWS“Deszsktop Desktop GO—-1RFITRezpons
es~20030131_0GC_G0—-1_CFP_Letter.doc' -
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Dornself ™
Dornseif™
Dornseif™>D
genﬂﬂax1n1111an DurnEElfNDE
rdDunper Yew. B.B, Copyright 1999 (C) Richard H. 5Sni
http A AL t1ac.netfuser535n1tHEHHurdDunperflndex.htn

File: C:™»Dokumente und EinstellungensMaximillian Dornseif™~Deskt

Size:; IFIT9ZE butes
Date: Thu Jul 15 taB:15 GHMT+BZ:88 2Zaadg
Product wversion:
e: French
Z by: Hoxrd
Fevised by: Hord

d“UgruniquE UEgue" edited file "C: Wdronigue™Heb“wuww—al
oc
“Uﬁrunique UEgue™"™ esdited File "C:%UdroniguexkHeb>suwua—al
c"

do

.d“UurunlquE Ubkgue" edited file "C: Udronigue™Heb“wuw—al
oc
d“UHrunlquE UEgue" edited file "C: Wdronigue™Heb“wuww—al
oc
“Ugrunique UEgue™"™ esdited File "C:%UdroniguexkHeb>suwua—al

W
(=]

1-
1
2-
1
3
1
4
1
9
1
&

C
"Udronigue UERgue™ edited file "C:»xUWironiguexkMeb™uwuww—al

"Udronigue UEgue"™ edited file "C:»UdronigueskHeb™www—al
"Udronigue UBgue" edited file "C:a»\UWdronigue™xkeb™>~wuwuua—al
"Udronigue UERgue™ edited file "C:»xUWironiguexkMeb™uwuww—al

HD fageeze.doc

op~HID“fB8EA828. doc

gotel™~cfp_algotel
gotelw~cfp_algotel
gotel™cfp_algotel
gotel™~cfp_algotel
gotelw~cfp_algotel
gotel™cfp_algotel
gotel™~cfp_algotel
gotelw~cfp_algotel
gotel™cfp_algotel

"Udronigue UPgue" edited file "C:»WUWironiguesHebwww—algotel™cfp_algote

Document GUID: {7EFDEE1Z2-9381-11D4-9298-886888B8B6433

UBH Hacros

Ho macros in this Ffile
C: " Dokumente und Einstellungen™~Maximillian Dornseif™“Descktop™~HI>
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History Odyssey

E:"-.,WINNT"-.,S',rstenﬁZ"-.,cmd.E:-l:E - ||51 |ﬂ

C:sDokumente wund Einstellungen~Maximillian DornseifsDezktop UWD>UD FAWAALS .doc I’
VordDumper Uer. B.72,. Copyright 1729? <C> Richard M. Smith
http:/Awvuw . tiac.nets/uszersssmiths AUHordDumper-index. htm

File: C:»Dokumente uwnd EinstellungensMaximillian Dornseif>Desktop~WD~fAHAA1S . doc

Size: 30208 bytes

Date: Thu Jul 15 17:58:11 GHMT+82:800 2084
Product version: 8247

Language: English (US>

Created by: Word 29 (Build 37177992
Revized by: Word 29 (Build 37177992

Lionheart

Torhay Conference:
Fizhing What Future
Title

Rev. ##1: "M Temple" edited file "Leroy's Mac:Desktop Folder:tord L’head"
Rev. #2: “"Jake Stafford" edited file " “GATE“~JAKE~JAKE“Templatez“lWord Letterhead
-doc"
Rev. #3: "Jake Stafford" edited file "C:windows“TEMP“~AutoRecovery zave of UYord
Letterhead.asd"
Rev. #4: “"Jake Stafford" edited file "C:windows“TEMP“~AutoRecovery zave of UYord
Letterhead.asd"
Rev. #15: "Jake Stafford" edited file "C:“Documentsz and Settingssjake“Application
Data~Microzof t " Word-~AutoRecovery zave of Yord Letterhead.asd"

#6: “"Jake Stafford" edited file "H:“~JAKE~2HA?82 Torbay Briefing.doc"

#?: “"Jake Stafford" edited file "H:“~JAKE~2HA?82 Torbay Briefing.doc"

#e: “"Jake Stafford" edited file "G:“South West UKNEU PoliciessFisheriez“Z2HA
282 Torbay Briefing.doc"
Rev. #9: "Amy Rhodez" edited file ""G:“South We=zt UK~Webszsitewon_server South West
UK Bruszels Office™doc~200902_Torbhavy_Briefing.doc"
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/| Revisions

A MWINNT System32h cmd.exe - ||5J |£

C:wDokumente und Einstellungen™~Maximillian DurnEElFNDEEktupHHD}HD faAagAa1l3. doc Il
Hurdﬂunper Ver. 8.9, Copyright 1999 {C» Richard H. ith
http: A uuaw. t1ac.netfu59r5f5nltHEEHurdDunperflndex htn

File: C:™~Dokumente und EinstellungensMaximillian Dornseif™~Desktop~HD>*fB888813.doc

Size: 33792 buytes

Date: Thu Jul 15 17:58:18 GHMT+8Z:88 Z884
Froduct version:

ﬁe: Australian English

Create by: Hord 97 (Build 11715962
Fevised by: Hoprd 97 (Build 111596

Budapest
Th15 iz the end of the CFP all the yrest needs to be in a differvent Guidelines an
c ground information document

k
G In
_HLIHKS

H1: "BiH" Eﬂled i " NHINDOHS S TEMP~AutoRecovery save of 53186 3 Guidelin

E5 ?D EBBﬂB?HﬂEgdlted i "CrMHINDOWHE S Desktop™dimgok™»3186 3 Guidelines ID Z884-b
"BiH" edited i "CrMHINDOWHE S Desktop™dimgok™~3186 3 Guidelines ID Z884-b

"BiH" edited "CrMHINDOWHE S Desktop™digok™»3186 3 Guidelines ID Z884-b

"BiH" edited i "g:~a186 2 Guidelines ID 2884-bih.doc™

"BiH" edited "A:x318e 3 Guidelines ID Z884-bih.doc™

"ODT" edited file "(C: HDukunentunukaurd!tﬁEUR 2884%elkosz 31t fordftEsok™

3 _dav. bugnﬂﬁk Guidelines 1D 2884-bihl.doc” L

rduhun i ited Ffile "““HERCULES“0si“MDAP“Partners*Media Eru ram, Jjoi
nt pruaenthﬂanpalgnE 2884%CFP=s and Guidel ines™~Bosnian™~Guidelines IDI Bosnia.d

nH" edited file "C:%EudoraxAttach™x~Guidelines ID Z884Bosnia — corrected
"nH" edited file "C:xEudorax~Attach™»~Guidelines ID 2884Bosnia — wery fin

Document GUID: {3D1Z653C-FBF2-4C37-9448-15D5AE18DD:E3Y

this file

twDokumente und Einst ungensMaximi i Dornsei
CisDokumente und E1n5 ungensMaximi i Iornsel
C:Dokumente und Eins ungensMaximi i Dornsel
C:wWokumente und Eins ungen>Maximi Dornse i
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Auto Recovey

E:"-.,'ln'r'INNT"-.,SrstemSE"-.,cmd.EHE - ||5J |ﬂ

Ci:sIDokumente und Einstellungen™~Maximillian Dornseif™Desktop~HD*HD f888B88E. doc I’
HordDumper Ver. 8.9, Copyright 1999 () Richard M. Smith
htte: A7 wvuw.,. tiac.net/ users sl ths HordDunper A index. htm

File: C:™»Dokumente und EinstellungensMaximillian Dornseif™Descktop™~HD>*“fBB8888E. doc

Size:; 32768 butes
Date: Thu Jul 15
Product version:
Language: En
Create by: ord
Fevised by: Hord

OF OAKLAND
t and Cultural Arts Department
ural Funding Program

fFile "“CCAD-HMAILNMAILDATABASE~C F P-F A CwHMinut
file "“CCAD-MHAILSHMAILDATABAZSE-C F P-F A CsHMinut
file "C:HINDOWSASTEMP“~AutoRecovery sawve of Minut
file "C:SHIHNDOWS~TEMP~AutoRecovery save of MHinut
file "“CCAD-MAILSMAILDATABASE-C F P-F CxHMinut
fFile "~CCAD-HMHAILSMAILDATABASE-C F P-F CxHMinut
file "“CCAD-HMAILSNMAILDATABASE~C F P-F CxMinut
file "“CCAD-MAILSMAILDATABASE-C F P-F CxHMinut
file "C:HINDOWSASTEMP“~AutoRecovery sawve of Minut
edited Ffile "C:“HINDOHS“TEMP“AutoRecovery save of Minun

oI b vt T

[ B g R g R QR g gk

I
x
WL L L) 0 LG

| 34
R
R
=
| 34
5
R
R
| 34
R

L
)
L
a
L
L
L
a
L
g
L
)
L
a
L
A
d

o b Do b v b T =k T
] P o o

I
)
pic
W

Document GUID: {DB297CDZ-7641-11D7-AF69-88801823BEBAEY}

this file

t»Dokumente und Einstel lungen™~Maximilli Dornseif

Dokumente und Einstellungen™Maximilli Dornseif
twDokumente und Einstellungen™Maximilli Dornseilf
:wDokumente und Einstellungen™~Maximilli Dornseif
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E:"-.,'ln'r'INNT"-.,SrstemSE"-.,cmd.EHE

t»Dokumente und Einstel lungen™~Maxi

:HDukunentE und Einstellungen™HMaxi i :

rwDokumente und E1n5tellungen\ﬂax1 i

:“Dokumente und Einstellungen“~Max 1 : HI} £fA88889 . doc
ordlumper Uer. 8.9, Copyright 1999 (C} = :

ttp: A v, tiac. netfuser535n1tHEHHurdDunperflndex htm

File: C:™»Dokumente und EinstellungensMaximillian Dornseif™»Descktop~HD*“fB8888%9 . doc

Size: 28176 butes
Date: Thu Jul 15
Product version:
EE: En
Create by: ord
Fevised by: Hord

"andrew" edited file "C:WHINDOWSSTEMP“~AutoRecoveruy save of globalvoice.
"andrew"” edited file "C:%My Documentshglobalvoice.marchl.cifpspringenyo
edited Ffile "C:“My Documentswglobalvoice.marchl.cifpspringenro
edited file "C:Mu Documents™globalvoice.marchl.cifpspringenro
edited file "C:™Mu Iocuments™globalwvoice.marchl.cifpspringenro
edited Ffile "C:“My Documentswglobalvoice.marchl.cifpspringenro

c
"IFIC Staff" edited file "““IFICHTPIDCSDATAMTerri~globalvoice™xglobalvoic

2. marchi.cif springenyrollment.doc™ )

Ry, #B._“IF C Stalf" edited file " IFICHT PIMC DA T A ™, _ EﬂHHUHIGHTIﬂHSNStaFFNTEPrlN

globalvoices~globalvoice.october2.B8B8.cifpfallenrollment. doc

ev., H9: "IFIC Staff" edited file "“IFICHTPOC-~DAT _ﬂﬂHHUHICﬂTIﬂHSMStaFfMTerr1M

hluhaluulneh luhaluulne october2.88.cifpfallenroll nt.do

fey, H18: "IFIC Staff"™ edited file "“NIFICHTPDC-DA M_EDHHUHICHTIﬂHSHStaFFHTerr

glubaluulceﬂgluhaluulce october2.88.cifpfallenrol ent.do

A™
me
Th
1m

TDDFF9882-ES92C-11D8-AD87-DBS 785531 E335F

Ho macros in this file

twDokumente und Einstellungen™~Maximillian Dornseif“Desktops~HD>
Ci:Dokumente und Einstellungen™Maximillian Dornseif™~Desktop™~HI>

RWTH



Conclusions

® You never know what properitary formats
carry

® Open formats are only part of a solution

® Spider the web and enjoy
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PDF Scrubbing

sample.pdf SEiEiiisiianaiaainaniaaas O -

| »

The Growing Threat to Information
Systems Security

Tndvrmahiom technodosy Costs for the Federal Crnvermmeent ex
ceeded 525 ballion i 1995, Within iis civilian agencies, the
Cionvernment gmploved T2ZO0MRY information technology workers,

and operated 23000 mediom and large mainframe computers and
meore: Lhan two million indisidual work stations.' The epartmenl
el Presferse s cver Poo il leon cormpueters, TUCER Tocal drea
networks, and WY long-distance nefworks, The civilian secior has
aeritical responsibility o maintain privacy and services forthe
public using automated data processing and relying on the MNatioal
[nformeition Infrastructure. Just as criticil w the Deganment of
Detense s s abaliny te carry out any roussion that s depemsdent on
information carmied on and supporied by the ML TF kew responsi
Bilities of both the civilian and military sectors of government an;
neayily dependent wpon an unsecored, potentially unavailable
[ternet, the Coowernment must address whether this relianoe on
e MWD Camd Colly is poceptabde and, o son looy to misnage the riskes

imviolved,

sotwithsianding considerable expenditures on information techol
vy, there exists a wideming Chasme betsween the secunty

regpuiremments of and the protectioa prosaded for nnclassihed

syvsiems governmeni-wide and those applied (o the classilicd

] [ PageZ3of20 | G 100% | O 85 =x11in [4] i | |

4]
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PDF Scrubbing

| | i ———77"—— Sample.pdf

1=
[* ]

TR Ryt (haES, (1 He Information
Systems Security

Infoarmuatiem technodogy costs Bor the Federal Crmcemument ex
ceeded 525 ballon i 1995, Within s civilian agencies, the

ek amment emploved 1200008 information lechnolosy workers,
and operated 23000 medium and large mainframse computers and
LG, L ||'|:_|'I (KA il licn iI'||_fi'. |_'|_|:_|' WOs '\|_i||_il'\ll'l'~ ! |'|'||_' | :|I_"'|'Ii|I'||'|'II.,"||

ol Phelense hues over fwo mllon cormpuders, UL Tocal area
networks, and W0 long-distance netwaorks, The civilian secior has
acritical responsibiliny womaimtain privacy and services Tor the
pubilic using automated data processing and relying on the Mational
Wocks 2 Lo Indrastructuce.] Just as criticil o the Depearment of
DPrefense vsoats abaliey e carry out any ussion that s depemsdent on
information carmied on and suppomed by the ML TE kev responsi
Filitics of both the civilian and military sectors of government are

neavily dependent upon an unsecured., potentially unavailable

[Eednes, cbacEd, cbacg, chonush address whether thes reliance on
e ML Cand Celly s poceptabde ancd, i o0 o goomarage the risks

imvolved,

This Iy a stiekng , ..

[ 3ba cSnstanding considerabld expenditures on information technol
vy, there exasts o widenmg Chasm between the secunty

Bepmnted wiith pernussion of e Les Angefes Times redpurrernents of angd the protecton prosaded for anclassibed

syaiems sovernmenl-wide and those applicd (o the classilicd

] [ Page3of20 | Q 100% | OO 85x11in [4] I ¢

SaEl

L
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ikl

(s, (b db s dh)

This Is asiskng ., ..

syvsiems sovernmeni-wide and those ap

(I2), (B)(3), (D)D), (K)(3)-mmmmmmrmmemn-

Indormmehio fechnoldosy Costs for the Federl Crnvemmeent ex
cecded 325 balhooom PSS Withemn ns crvilian agencres, the

el Eheterse s cover fovo il beon cormpeeters, TULOEC Toeal area
networks, and Y long-distance nefworks, The civilian secior has
aeritical responsiblity womaintain privacy and services for the
pubilic using automated data processing and relying on the Mol
(bar 2 o Just as critical o the Department of
Pheterse st abaliry ter corry oty roussaon that e depesddent on
nhormation carmied on and supporied by the NIL O TE key responsi
silities of both the civilian and military secters of government ang

neayily dependent wpon an unsecured, polentially unavailable

(5 expenditures on inlormation echnol
(b 2iEligh vy, there exists o widemimg Chasmm between the secuniy
Lepruted with pernnssion of Fie Los Anperes Times reduenremments of and the protecton prosadisd Tor unclassibed

Wied (o thae classilied

] [ Page3of20 | G 100% | O 85x11in [4]
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Dave Aitel’s umask

® Tries to compare characteristics of text to
® guess if authors match
® authors are of the same region etc.

® Minimal documentation
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