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Q.] v .,urJ @ [ : sesaweenglishforum.ne https://sesaweenglishforum.net/001 B v

[@) Terms of Use and Privacy Policy | gn v
Psiphon Terms of Use and Privacy Policy |*
You must agree to the following usage ferms before you browse with your Psiphon account:
Psiphon Inc. - Terms of Use and P tatement
Priv
Psiphon collects information that you submit as part of the unt« tion process: a username (this
should not b ur real name) a password, and optionally, an e-mail address (which should be from a
provider such as
Psiphon usage i ati s Psipho
Psiphon account or IP address with a findi al web site. Psiphon rec
Psiphon logs aggregate usa
domain names ed through the se . the number of visit per do
armonth/day. Psiphon maintains rlogs co d on the inproxy (which contain users' IP
addresses and obfuscated requested URLs) and se (whi ontain the inproxy IP addreses and
requested URLs) as well as sendmail logs that record the e-mail addresses of invitation recipients.
When ary in order to troubleshoot its services, Psiphon ma mporarily alter is standard practices in
order fr rd usane information in a way tha : e unt with the websites that he or she
'
| Agree || Don't Agree | y

REZERZRKE |, Psiphon REN FHE/RI— M QA XNEGARNER, KA MREI A
BREXNNHENEE | $E2EsBdREERRNE , &R OB R RN E O TS H
BHHIEE (FEPsiphonAIE B 3N Bluebar) [a]BIHIML,,

File Edit View History Bookmarks Tools

Q:] v %J @ ![@ B S e Re=d https://sesaweenglishforum.net/001/https://sesawe.net/forum/forumdis 5 v
[@) English support forum - Sesawe... En ] v
‘ URL: |hﬂps..-'-’sesawe.net-‘forum.-'furumdisplay.php‘?ﬁf.3 | Broken page | Bookmark | Profile | Logout py
PRTNPRN. '
YOUR
TO AN OPEN WER
- Sesawe Forums User Name ster Name Remember Me?
..y English support forum Password | || tooin |
Register FAQ Community Calendar Today's Posts Search

Threads In Forum : English support forum Forum Tools Search this Forum
‘ H Thread / Thread Starter Rating || Last Post |4 || Replies || Views ‘
Sticky: Welcome on Sesawe forum! (T 12) F 02132011 01:37 PM -
- rastapopoulos hh A b by harry gray 2 ==

Mzl ANhV O

REYREEAT— MBI T RIS E R CIAPE | KA RAE AE SRR
IRsL, flE—MKS , AFRERELRELF  BREAEKESHRAER., EXEAFEER—1
B FAPARAL , IXAF , ARRHOLIR | R AEHE R AR IR — AR R FBAMEA R | .
EHEIX—m , mdiBluebar LAG“BIEEIK P 5k,

WRENE|— A PsiphonFA AT REEE , SIEARAVIK 2 AT BB T E TR A E K.
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<.;T,| v @ @ |]@ VW H Gl Ritd hitps://sesaweenglishforum.net/anon_create.php v
(@] Welcome = x

Welcome to Psiphon!

Complete this form to create your Psiphon account.

IMPORTANT PRIVACY INFORMATION:

® Username: Your username is visible to Psiphon administrators and you may reveal it to other users.
Please pick a username that does not expose your personal identity.

¢ E-mail address: Your e-mail address is not visible to other Psiphon users. You do not need to provide an
e-mail address to create a Psiphon account. By providing an e-mail address, however, Psiphon can inform
you of new ways to connect if necessary. We recommend you create a GMail (https://mail.google.com/)
e-mail account for this purpose, since it is web-based and simple to use.

For more information, please visit our Resource Centre.

Username |psiphonusername |

E-mail address (optional) |optionalemail@gmail.com |

Password osecssee |
Verify password (osoc0e0e |
Security code |4533 |

HEEMRE | RO BEARER— D AREIBIT T HbAHARS, | AT ML Rh | SCE AU & 51K
AEXSMEKALNAFS., XRHEATROB 0, anROREFER—. RZBRIRIER
Hh A P TEEZIEH A P2 SRR T IMEIE | (BRC(IEMFMEERURET IR , MITAHE
REE AT AR, RIREFIEM—NETEMEBIIE | B INRERE — M REBILRET HTT PSR
ViR FHREFAIAR S . XFFHTT PR R BB FRBEFAR SR A

FEhttps://mail.google.com , https://www.hushmail.com#https://mail.riseup.net, 7T BilEEEhE
fedPsiphontk 7 , RIAIME TR NBER ERBRMSH , FERE—NTHBA. XAFTHE
BBk A7 ("Create account")

File Edit View History Bookmarks Tools Help

<« < £ [ el https://sesaweenglishfon v |

[6] Welcome ) v

Welcome to Psiphon!
Welcome to your Psiphon account!

Do not share this link or your Psiphon account login details on any public forum. This will help
protect Psiphon from being blocked in your region.

You may encounter an "invalid security certificate” warning when you activate or access your

Psiphon account. Please select "continue” or "add an exception” to enable your browser to

esfablish a secure connection to Psiphon.

You must use the following link to login to Psiphon:

https://sesaweenglishforum.net/001/

The Psiphon Team
REZBE—IHE | ATRIIK PR AT, WILFETTIE | 518 AR _E BIREIRIIEESREUR
BIPsiphonTi /R, HAEE , EAFE—NHTTPSHRIBM—NMa/B48k (FELEME v oo1”) . {RAJAE

ASFTENH XA WO W E B AERA MU I ABE (BRI, AETEFRRILREASINAH
%) . SR, RUFERELRSRPEFNA PR,
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FipsiphonHFEEREA]. BXRE , XGRS , (FANZHEEE], REER—
APsiphonfIEES , REFBEAN T EMBRRNES | REZEEMI]. MREILXFEDN , LTEEF
FE XN TS FNE: Rinfo@psiphon.cagii& english@sesawe.net iR G H AN,

File Edit View History Bookmarks Tools Help

< v & @ [ | https:/fbreakthecircle.info/a.php?token=a92ba4i b v |
A4 Untrusted Connection £ v

‘@ - ‘ This Connection is Untrusted

You have asked Firefox to connect securely to
breakthecircle.info, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will
present trusted identification to prove that you are going to
the right place. However, this site's identity can't be verified.

What Should | Do?
If you usually connect to this site without problems, this error

could mean that someone is trying to impersonate the site,
and you shouldn't continue.

L.Get me out of here!J

Technical Details

| Understand the Risks

psiphon_right2know_sslerror_ie
sEpdE L |

AARARAE IR R ERIKIPsiphonIE | RRASIRIGENEMARKAEN . AT HEAFI L5
R EEFTA TR SPUREE | [T ERA] IR RREE R E AR, B4 , RRAIER
—NIFRET R, AR AR Bt X AR R AR N . SR, BERRRRUE |, aNSRORFECRIE MR -HP
ARSI T THE , RATRERAIL , RK FEHEBEI— M RART R, RARZAbA
HEFAT R, (781 Psiphonp N E R BEHLE.

F)T_—EffFH&%@J—/I‘ﬁ%/l\iiﬁ% , R FEBluebar L BEI—NMEE , B7REE (R |, A FE
7Ne

‘URL:| | Bookmark | Profile | Invite (20 remaining) | Logout pvy

B E M AE ALK PsiphonfRIEEWF AR :

o RREENIAENEEEEEEEI— RS MUEA, BEBERREEPsphon , TIRR
MREE RIS, ‘ ‘
o BIEEE A R ES N | TR RS AR,

PRIR R dTBluebarfEfk , REMHEIAXEERm £, AT AIE— M ARFRARTFHMFRIXRE
EREE | (ROVE STRT R (“profile”) #EE , RARH QEEE".
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Send invitations

Browse

Profile Invite tokens 16

Create invitations
Send invitations
Bookmarks
Support

E-mall Addresses [recipient_smail@gmail.com
{One per line, |
max 16)

Logout

User: g -

| Invite |
R LBE—MUNSFE—FRELHNEECEHAHFHE , XEREERKRN LS HA
Psiphon& & /RAK BOE 18 I B, F MB R k2 1
B, R R B REERAERRRAT R.
B EE
i:‘._ﬁ “FRTRY” ( proflle WA “BIZEEE” ( "Create invitations") . EFRAIE IS FEHERIEKR

, SRR Invite") o
Browse Create invitations \
Profile 2 invitations created

Create invitations
Send invitations
Bookmarks

Invite tokens 17

Count (max 17) |2
Support

| Invite |

Logout

User: SRS | | itation links:

https:// /w.php ?p=169EBOER
|https 7 /w.php?p=57689298
BRI A AX L BOE R |, BT RV MERREMRE |, BR :

o HMBFRITUER—X
o AATFETRRNT REIEEE | DU S5 S ARt
o REHRABBRARKAEBRAT R,

R& A eV 8] 1 P 2y
{EFPsiphonT] BEAB

WRARIE IR (Description)
FRREH, YTRE , RE9EE (Submit)
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Create new ticket =

Browse

Profile

Create invitations
Send invitations
Bookmarks
Support

Logout
User: me— o

Create new ticket

Subject |Broken page

Description |http://www.Tacebook.com/?_fb_noscript=l

I can log 1n, but some features don't to work
properly. For example, I can't seem to send
friend requests. (The mobile site appears to
work, though!)

USGBMIE) cance
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—m{ER
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Supported operating system & ‘ ==
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MRFAE—ANMEENTE , HE BB SIREAZIRA D ZEHISabzProxy (IR | ES
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BRI TER ?
FEE—BIF , WITsabzProxy ERT IR,
1. ZEARIEAE(E PRI K255 A\ SabzP roxy (IBEIE

2. SabzProxy WA _EHIMITTHIAHAES |, M ACRAEE VIR R B MMt 5
N , http://www.bbc.co.uk/persian, {RA] AR B EARIETR,

B dGoglEnter,
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RISEFENSEZS B O 2R,
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ZRERINNYE | HRERFE

o RIMATREMEMEER. WIARER B RN,

o TETE TRBPAIIEAE R4 A FTHIRIILE .

SRIER
BE RO DME AZOAETUNEM T, BN PUEE AT LN SKIEM

o HEFATHTEBFAEIRURY ool o9
R AT — MBI ARIBFT PN TR AE LR — Mtk d , DU A SRt A AR E
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ANRAFAS AP TR BN SHABA | ARE] DA X, B | JavaScripta] UES SA A Z 7]
B, RNCWAIARRERAEL & , BERBRRESE. WIEERAME (A0MSERMERS , 2
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o R {RTFcookie/ v nSoS UI,S Jogrd
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HEFABEREAT , MRFXMERFEF ANIEREKFBETT B R Fcookie” (FERT) .

e BRRHE R/ lgause ginslos
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ARATIFX MR |, Sabzproxy MR B /RFEN ST 25 TRAPAR A I TTEAREL. XM EIIREH | b
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ZETS iRz cookie” 2N, FTFRZIEM G . —BARIBITIR L X 28 X ASabzproxy $tFe , NI{R
TZLERE MR i cookiethh & 4 MRS .
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SRR (Firefox)

BNEEFIHMRELME MR ETA , BUMEASPNRX—EF. KM, REREE , X5
A2 R PRSI AE M 33 [R) AR SE Pt PR X £

FEZRIN—FE | KOWER T LM E — N ERITTEIME | EREEE, —MatEIE W%

MR a5 —MShE R ERTT AL, aNRARABGE AR MBS SR B AKX LM, | (R —FIAiRA
BIRENKAE. EHBNERHAE.

| GET >
|

I

Firefox 2R THINE R > — | BE—2H MozillaE 422003 FEM AR %2 . FFERM TN
2. FirefoxaIZ{TT HIAMEEIRERLE (Windows, MacOs Fllinux) . EZEEENFEMR75FHE
5. XBEZENE  ETLR%E.

MIFE15F Firefox
ANRAAFAB L E Firefox , {RA] AEXTREIZEE S © https://www.mozilla.com/en-US/firefox/

LRI |, K< B INE S YRIEME RS (Windows/Mac/Linuw) &AM, MHMEL KT
TEX IR E R G K Firefox A TEH{E 2 |, W5 IEFLOSS Manuals Firefoxfg
/ : http://en.flossmanuals.net/firefox

1+ 42 Firefox ffi A4 (add-on) ?

TR Firefodd] , COLERANTIARRSES, MTREWMAL (addons) . BEM
§§Fgcejfoxﬁ57] BN, R AT RSN EAMAO M RES & B A FirefoxiiE . X BB JLFHHI INZE £
(add-ons) :

o AT ESNNEERTY R
o YA FirefoxFMILRE B
o FBNFirefoxfMEHIBE NEEMEMNEE (MNKBER , JavalkAREFESE) iaHt

o IR ANZEHF (add-ons) RIFPEEZ . RATUREARIESHFR |, IREREMERNKXSIENR |,
RREOMREEN RS RE N |, FF.

FirefoxfE L Mk (https://addons.mozilla.org/firefox) L BB KM MY (add-ons) HIER , KER
A PAfEhttps://addons.mozilla.org/firefox/browse_L3RFh&in W E (7.

TEICRALTHIINEA: (add-on) BT , YNCEREMRIINYERREER KRR , FTRAMN AT SERISRIRE
FEMMBME (add-ons) IFHEER. BAR , RIKNMMAH (add-on) FIREMMNZHRHNER
ICRARIRIT RIS, | EEGERITTEL.

BAHERFARIRA AFirefoxZ &M MALE (add-on) , BRAFE AT LAMFirefoxfIFAIZAFE (add-on) T
HRig., RMANIZIKFirefox , BRAFRREM AT SERISRIRRIG M. BRI A A METER
NE(E AFirefoxd@ N T IEERAESSM , X—RRER.

ETRO=F , T T SRR B EES A RNMMEL (add-ons) .
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Noscript #1 Adblock

BREHEALATUTTERIPR , BITEAA X ROMEIRRMR M , XZE A
KIFirefoxyl JRAERS B & B IMRBEIREE WA BED , EIIRRIFES AT REM .

AdBlock Plus

Adblock Plus(http://www.adblockplus.org 3R T , RIS EMEAXBIRRRGNE | SAJaBEHY
E1il. Adblock Plusik#iERBELFHRBLH , DMRIFSRHNBINELS.

Jr#41# F§ AdBlock Plus

BT RiEiFHIFirefox/F:

1. Mhttp://adblockplus.org/enfinstallation#release , FEkAdBlock Plus fIERHTARAS , SN INA
#HEIEZE (Add-ons Manager) ("Firefox" > "Add-ons"). 38 Z:X M.
2. AEHAERE” ("Install Now") , FEIAPYREZEAdBlock Plus,

[T e s

| 4 Add-ons Manager || aF |
] - AdblockPlus P
Name Last Updated Best match -
@) Search: My Add-ons (GYEIELIRRY[ B
=

;; Adblock Plus 1.3.3

[ Downloading =]

3. AdBlock Plus&23E4F /5 |, FirefoxESREFH B3N,
[T oo ==

| 4 Add-ons Manager || aF |
] - AdblockPlus P
Name Last Updated Best match -
@) Search: My Add-ons (GYEIELIRRY[ B
=

7 Adblock Plus will be installed after you restart
Firefox.

Adblock Plus 1.3.3

n‘ Ads were yesterday! More

Restart now  Undo
Wednesday, February 23, 2011
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http://www.adblockplus.org/
http://adblockplus.org/en/installation#release

iz Suy5

Adblock Plus BEAREEMITA. BRIABRIMECE MBS — RS =W N IR ERE UL
%*fa XIERAdblockiTIEHNIFTE /R, B SFirefox/g , {fpl%%&%'kﬁﬁa‘%—/\ TIERNET (%
) .

I " Add-ons Manager x h || Add Adblock Plus filter subscription |J + |
|| chrome://adblockplus/content/uifsubscriptionSe -1 -‘l ~ Google Pl n'
A — =
Adblock Plus will be most effective if you add a filter subscription. Filter subscriptions are provided by other
Adblock Plus users free of charge. The mest suitable subscription for your language is already selected.
Please choose a filter subscription from the list:
[E=syList (Engiish) <]
View filters Visit home page
Add a different subseription Add subscription l [ Cancel
x @.

PRNZGEF— NI IR T R ? Adblock Plus#E FHISEBIR LT —L& | {RIVFFE T fifE— 11
‘fjlle—“_\ EasyListift 2 — MFRERT RN IERNN],  (EhiEhttp //easyllst adblockplus.org/en_t

REFRKIREAN , BEAREICARREBRINTIEM AL TREARMN L, RABLTTREESE , NTSHE
ARERLER, Easylist (FEEITEMY) BESHEasyListy B—i#2 TE (20RuAdListEAFERX
i?éﬁ'ﬁ% EasyPrivacyFF#i¥3k) . {BRESFanboyfIFIk (H—NEELXIBECMILKIFIR) #
e

RATAFEE T (preferences) MG EXRIILISITIE(IR Ctrl+Shift+E), EH/F , REOK,
fIE AT AN

WNRARAE MBANE , AdBlock Plus RIF/RAYEE B C IR, R0 & MAdblock PlusEI%EIR
(preferences) FFiA (RCtrl+Shift+E) , RTEAZ T AR IERN” ("Add Filter") , M4E
%E‘]L/F%LAIJT\ ERRLETP TR L SN EasyList , (BN AR EISEREERNBIEE R
. 40, anSRARARRE LE Sk B EoAth R A0 Facebooklﬁﬁﬁﬁ)] RNAZARIN TR SRR -

| |facebook.*$domain=~facebook.com|~127.0.0.1

S%—Hb4r (]| FACEBOOK.*) B 5c/Filli—1Y)>k B Facebookiiak 4 iijilml, 55 —HB4>
($38=~facebook.com |[~127.0.0.1) E—HI4h , FPHE L VR IEHINIA T fFFacebookKIF LETEE
FhEHE | R 4¥R7EFacebook FELM127.0.01 (BT M) ViRIA A4 Facebook gk,

KT {43 B Adblock Plusid ERLNIATERS , ATRAZEttp://adblockplus.org/enffilters_E#K
2,

F4FE TR KM UG 5 22 A AdBlock Plus

PRETA R RN SEEs L ABP T A ENr (BEBREEFL) | G THEEME" ("Open
blockable items") , B3R Ctrl+Shift+V | E@JAdBlock PIusw,ﬁ'JE‘]%ﬂ‘IE% RN YT SRS E O w]
RALHRE— Jﬂﬁﬁ*ﬂ“‘ﬁﬁﬁ— MTR. j?.% R A HABP T B [E#F , ’71@ PUREI B
A” ("Disable on [domain name]") 3K F\XT NMTUZEF” ("Disable on this page only") , ZEEA
4 Fi 2 B M T2 A Adblock Plusg
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NoScript

NoScript2 X1k FTAK)avaScript, JavalffdFE h sk A\ FE/RFEN L
BRI L. HUFNoScriptZRg—LUtFE MLy | REEIEEAIMAB LS., XU kaT
BEZ K , {BEENOScriptfRIF MR i flA (EHH %%,%{ﬁﬁzﬁ%—/l\mﬁﬁﬁ)i%—lmﬁﬁ ) FR
T (RE—TRANITEERNREZRREEE , B AT HEETHRNERN) 2208
E181R4F. lalhttp://addons.mozilla.org B http://noscript.net/getit, 52N oScript.

NoScript

BRIPURINTT AL AT RER AT AF M TANSMIANTNRE. =122 |, #RATIATF SN oScriptSd &R I

LA IE A, BIRRIREIAENR L2 BSEN TSR,
Jria4E A NoScript
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. VilaINoScriptfl F#EB4> : http://noscript.net/getit., RIEREM“ETIE 7 ("INSTALL") I%
.
- REMERE” |, BARFENoScript,

e Elojes

J*Add-ons Manager =+ -

L] - noscript »p

Name Last Updated Best match ~

Search: My Add-ons (EAVENEl=NYelETytS

@ NoScript 2.0.9.8

| »

&)
iMacros for Fire... 7.1.1.2 ‘ednesday. February 09, 2011

Automate Firefox. Record and replay repetitio... More Install

Shareaholic - Share ... 2.2.0 Fridey. Decemberll, 2010

B i e O
£

=
Shareahalic is the easiest way to share interes.., More Install
R Beefiliaco)(largete Tt RNoacy ool
'/ Install
Sets permanent opt-out cookies to stop beha.., More nstal

E Integrated Gmail 2.6.11  Vednesday January 26, 2011

Gimail + Gannale Calendar + Groals Reader + More Install R

x

3. ESRE JBITE fGFirefox,

T ce L ==

2 | gt Add-ons Manager

# & noscript L

MName Last Updated Best match ~

Search: My Add-ons (AVEIEIERGELGES

W NoScript will be installed after you restart
Firefox.

NoScript 2.09.8 ‘Wednesday, February 23, 2011

Restart now  Undo

More

Extra protection for your Firefox: NoScript allows JavaScript, Jav...

. iMacros for Fire... 7.1.1.2 Wednesday. Februay 09. 2011 | §
of Y ;
o, Automate Firefox. Record and replay repetiti... More Install
= Shareaholic - Share ... 2.2.0 . Decemberl], 2010
s,
-~
Shareaholic is the easiest way to share interes., More Install
= BeefTaco (Targete... 1.3.3 Moo bebman07, 2011
‘/ Sets permanent opt-out cookies to stop beh.., More Install
Intearated Gmail 2.6.11 Wednesday, January 26, 2011+

MR PITAS |, o—


http://addons.mozilla.org/
http://www.noscript.net/
http://noscript.net/getit

NoScript 18 &1 F1 7 hn B s 21| 5 4 5

EBJa , NoScriptEIARE B IAERNERNE TA |, SRRKEREENLE | B/RLHTRIML,
TEAREER A _EBATRR ISR,

o O FTLREY : A UFTMuEFIE subframeffIA, BMEHLMARGE LA TNNTS
RIBEARLHHZT FEXHALHER) .

o ©TEDR  TEILAMARBEELL | BELIRS (AAER) WAK., XFMERT , ERALET
PUETT , RAFERAFHZEIL , XM REATREER 155,

o [ FHRAW : AFETEXHMEA , (BEMEMTERMTSARHARLE F. —I T

H_ LB L MMERRE SRR T SRR IER AR BT AL,

S RZEE: AFENRLENAIERE , BEBTBRARNBHEEZELL (AER) .

I EFRMERY - RAFEES P ERBIA |, Eahdric AREE.

S| i ATIEL T A,

S 2RAFHZE, , BIFRCARSERRBERSWERN.

AM—MREEREREIR L8 |, mENoScriptf RS :
o “AVFIE4” ("Allow [domain namel]") AF—MEEWA _ ERFFARA | s
o “AUARHETEXSR” ("Allow all this page") T2 AFMAIEIT , BIERkEH MM , BN
FEMIEBNRN B =T A,

({RLATDAE A “IRES R4 ( "Temporarily allow”) EHRA AW LRIRTERINBTRA. SRAER—
R MSE AR ABLEE 4 B AR K SE EAF AL, )

[T

| [E3 Welcome to Facebook - Log In, Sign Up... | 4

)% | B http://www facebook.comy?_fb_noscript=1
€)2 | P/ P

JavaScript is disabled on your browser

Please enable JavaScript or upgrade to a JavaSaript-capable browser to use Facebook. Alternatively, you can acce|

About NoScript..
< Options...
Facebook helps you connect and share with :
R N S! Allow Scripts Globally (dangerous)
the people in your life. 5| aiow aiiths page
Y Temporarily allow all this page
8 8 i & Untrusted
’l 8 ol 8
P S )q‘ A S) Allow focdn.net
9 - . % Sy Temporarily allow fhcdn.net
/\_1- 8 ey S) Allow facebook.com
o7 —— 1 Sy Temporarily allow facebook.com

: -~

HE , R AR EENoScriptiRfll , EHEERINRZEIE &8 |, EFIEM (Options) , RAfEmTEARZH
(Whitelist) &K,

NoScript Options (==3a]

General | Whitelist | Embeddings Appearancel NotificationslAdvanced

You can specify which web sites are allowed to execute scripts, Type the address or the
doemain (e.g. "http://www.site.com” or "site.com”) of the site you want to allow and then
click Allow.

Address of web site:

Allow

addons.mozilla.erg
flashgot.net

»

google.com

m

googleapis.com

googlesyndication.com m
gstatic.com

hotmail.com

informaction.com

jswlxrs.com

live.com

maone.net

mozilla.net

msn rom

Remove Selected Sites Revoke Temporary Permissions ’ Import ]’ Export ]

Donate ] [ Import H Export H Reset ] [ oK H e ]
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B ARTIEH

WNRARABIK A ER | A INE S — PO |, ARA] IAFICE AR TSR« diNoScriptEsR , FTH AR
{EEH)” ("Untrusted") ¥F, , EEDRC 848 ] ARTER”. NoScripteicERKEH | BlfE
B2 R/MFIZA" ("Allow Scripts Globally") .
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HTTPS (umx#xewzems) Everywhere

HTTPS Everywhere2 Tor I B (https://www torproject.org)fl EFF (Electronic Frontier
Foundation) (https://eff.org/)&{EFF4#) Firefox MMz (add-on) . EMEARSETEEMGZ EKER , 8
#&Google , Wikipedia , MiRfT+ 3 M & NFacebookdl Twitter,

ZMIARNIFBIHTTPSINE | EEARFE. Hia0 , BIARKRMELHTTP , BMEATAERHTTPS, KEE
EM T R AR B,

XHE, XL AEFNEINBIE (A FRFERD) DASTAMAREE , RERE=ZAEL.

HTTPS Everywhere B S ZsRIXEMELERHTTPS , SREEXLFEB, (REX MY RMEHTTPS
Everywhere" , ERBESUE N HIMEEERHTTPS |, /\ﬁ'éfﬁfﬁﬁblolﬁ%iﬁ E‘]MHEER@HWPS MRXNMEEIZHIR
HHTTPS | E©FFRREE R ST LXMW,

LR LMIEAERB R SIFHTTPS WH MM, EME R ERRERENE . —0E , RN IER S EAR
%?ﬁ‘g;‘;g}]’ﬁ?ﬁ_/\@u? KRATBEMABR SR —EHAEHIBERRENT. ER , EIRRNEERTRERANS

73 &,

AL (20Gmail) BFFERMHHTTPSHF |, B2 AHTTPS Everywhere {3 {R PR35S SL-strippingdE , 2R
MR ﬁt@mlﬂHTrPHJiZF B A REIER RS XA RIS I HT TPS FR AR,

ZVEFEVIR) ¢ https://www.eff.org/https-everywhere.

E7e

B, B AMuE FEHTTPS Everythere : https://www.eff.org/https-everywhere.

PR FIEA  (newest release) . £ FEIXAMIFF , FA1EMR THTTPS Everywhere 4 0.9.4
hRAs, (_/\E%E‘]Hﬁ$—fﬁua 7i7ﬁ?

[ Firerox | e

150 HTTPS Everywhere | Electronic Frontier ... |] + | =
\..(_-.ﬂ ;Lﬂ)@ https:/fwww.eff.org/https-everywhere |- Google | M| B
impleme o
. . x
Firefox prevented this site (www.eff.org) from I

HTTPS B .t asking you to install software on your NoScript, and to support cot
services|l computer. TPS without breaking anyth
hitps:// pf i

Allow

In an idef | 5l Unfortunately, there's now
from regllesss e e e e e o=t YOU get from requesting b
the only way to swnch every page to hitps is to fetch the page insecurely first. There is a Chic
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed to always use hitp before https, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To
development page.

Aftachment Size

https-evernywhere-0.9.2 xpi 55.82 KB E
hitps-evenywhere-0.9.9. development. 3.xpi  188.9 KB

hitps-everywhere-0.9.4.xpi 56.18 KB

Changelog.txt 5.66 KB

4 UL 3

AEAHET ("Allow") . REREEST“MAER” ( "Restart Now") IR4HE BFirefox, ILFEHTTPS
EverywhereE',%&jtas’EH
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https://www.torproject.org/
https://eff.org/
https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere

[ Firefox ~ e

JE‘? HTTPS Everywhere | Electronic Frontier ... |J + | =

) | *® @E https://www.eff.org/https-everywhere i Y- Googie P | 1 _n'_

&

NoScript, and to support cor
[ ITPS without breaking anyth

HTTP5-Everywhere will be installed after you
restart Firefom,

| Restart Mow

§ i Unfortunately, there's now
from requesting hifpsJwww domain.com/pade 1s the same as what you get from requesting hi
the only way to switch every page to https is to fetch the page insecurely first. There is a Chire
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed to always use hitp before https, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To
development page.

Attachment Size

hitps-everywhere-0.9.2.xpi 55.82 KB E
hitps-everywhere-0.9.9.development 3.xpi  188.9 KB

hitps-everywhere-0.9.4 xpi 56.18 KB N
Changelog.txt 5.66 KB

< | 1} | 3

fcE

A RENZL A FirefoxH | RSEEMNAHETES (Add-ons Manager) |, #£Firefox 4 (Linux) &3
AHTTPS EverywhereffiR Btk (settings panel) . (FEEARRIRAKIFire foxAIREHHRIERSE , MiMAHZIRS

[ Firefox e

J*Add-onsManager |J + | -

HTTPS-Everywhere 0.9.4

Encrypt the Web! ... More Options Disable Remowve

R (Options) R4
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HTTPS Everywhere Preferences

Which HTTPS redirection rules should apply?

[] Amazon (buggy) Armazon 53 bit.ly coT [ Cisco (testing)
Dropbox DuckDuckGo EFF Evernote Facebook

[] Facebook+ (may break apps) Gentoo GitHub GMX Google APIs
Google Search GoogleServices Hotmail / Live Identica equick
Mail.com Meebo Microsoft Mozilla ML Overheid
Moisebridge NYTimes PayPal Scroogle Torproject
Twitter WashingtonPost Wikipedia WordPress.com Zoho

You can learn how to write your own rulesets (to add support for other web sites) here .

Disable All

[ ok || Enablean | | Cancel |

HTTPSE € m ML IE A AT SR We bk S IZ RSk, anRRE— MEENEE mARAR |, RATRAFEXER

HE., EXFMERLT , HTTPS Everywhere REMSER-SARLLE B BRI A i,

Edic

JARMECELF/T , HTTPS EverywherefFFIEE BRMBIE . MA— N ARLMHTTPEE
(70 : http://www.google.com) ,

Mreio =

]e’ Mazilla Firefox Start Page

€2

| + | -
- C'_l |"‘l" Google /O| 1 E

http:/fwww.google.com/

Advanced Search

Search
Preferences

Gowglc|

It's easy to customize your Firefox exactly the way
you want it. Choose from thousands of add-ons.

Restore Previous Session

®

About Mogzilla

&A% (Enter)
ft4.

. R ENEEAEIRLMHTTPSINEMEL(20: https://encrypted.google.com), REEZEMAIK
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http://www.google.com/
https://encrypted.google.com/

EEEE. oo
J"'l Google + | -2
& .I _E‘ ps://encrypted.google.com/ adis) | Y- Googie P | 1 E

Sign in &

Google

beta

Go to classic Google.

Advanced sea
Language tools

Google Search | I'm Feeling Lucky

Learn more about searching on Google with SSL.

Advertising Programs ~ Business Solutions ~ About Google  Go to Google Deutschland

@ 2011 - Privacy

1 1 | 3

R M4 Bk HTTPS

{RIPLEEER IR RIENNAES , EFTRERMIE R EIRA, FEXFMEN T , HTTPS Everywherem[gg
BELLE R4 AR L6003 , (ROAESRGIARA0IN LSS REMIX MM T 2IRAE , RAARREMRAE, (Fa0 , FEMNrR—1
HUIREIWI-FIRER er ST HTTPIESRE , RAWVFHTTPSIESR, FIAEWI-FIgEERST A FRIT AN | 345, AP
fEAHTTPS Everywhere NagfE LML , BIFEAIGIEAHTTPS Everywhere, )

Eizf:'%ﬁt? , AT GFFRLE X R T 2RI , RO RS S A TRAR I Tora VPN{E FHTTPS
Everywhere,

FEHTTPS Everywhere gist b ko5

#RE]AFEHTTPS Everywhere [fiinZi¢ (add-on) AETC ERMMEGIEMET AFLN], /R ATEXTREIF
7% : https//www.eff.org/https-everywhere/rulesets, INFRIELFL R ENIBESVRHTTPS Everywhere dN{a R {RIRiFIR)XLE
MR REN, BFLE | BRIEMNEEZEDEEFLENMMEEERHTTPS , HTTPS Everywhere RgEiL R & RIMSE, 20
RMSEASIFHTTPS |, NERMALRIE B 4L .
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wmgan FOXyProxy

ARIEIR S 25 7T LU ARYE — A PSh S E R B B R, B 4 B 1Rl S AR B SR AR LB 0 AR SR (LR 8.

B EAREFLERARE B1F

o WIAHE , XRFTRARMEREMIEMAL, — A MITATERMALATEEE MR http://www.example com/cgi-

bin/nph-proxy.cgi,

o HTTPRIE , FEMRILERGBUARNNKEIRE., HTTPRIERITMERAMTAZS ., RATSEI—HTTPRIZEHN(S
B, XERIRERE : “proxy.example.com:3128"5%“192.168.0.1:8080",
® SOKSHIE, ZERTBIRMEBARAIN KR E . SOKSHIET] UEBIFL RN EHIMLE N FIFE R, A1EE T Hi AR A

B{ETA. SOCKSRIMEEEEIMBRHTTPRIEEE.

FERMTARIETHEMEE , ERMARIL. M, HTTPAISOCKSHIE | RN LEE.

BOAXMAIRECE

fEFirefox4 (Linux) b, fREfREFRZ LA RFirefoxkd  HFARERME , SA/FEEEM (Options) . FEHHEN
&, EERES% (Advanced) WIERR , AJFIEE ML ( Network) IR, RMXBEZIXAIEA :

Configure how Firefox connects to the Internet

Offline Storage
Your cache is currently using 7.6 MB of disk space
[7] Override automatic cache management

1024

Limit cache to MEB of space

The following websites have stored data for offline use:

Tell me when a website asks to store data for offline use

Opticns @
== —= B O e
J i W o G Q
General Tabs Content  Applications  Privacy  Security ~ Adwvanced Sync
General | Metwork UpdatelEncryption
Connection

Settings...

Exceptions...

Remove...

| oK

H Cancel H Help

WEHERE" ( Settings)
HILEARAR , WAERNANTFERBN. MRE—1ES
7. PREVFER _EFRRMRGXA

)

, FEEMATEER , EAIEBIEAGOS 2 BN

 BEFHRERIE" , HGAFEERRRIERSHEE. FLE , HTTPRIEMSOCKS IR
(:
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http://www.example.com/cgi-bin/nph-proxy.cgi

Connection Settings @

Configure Proxies to Access the Internet
) No proxy
1 Auto-detect proxy settings for this network
") Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy:  my-proxy.server.provider.org Port: 8080 |~
[] Use this proxy server for all protocols

SSL Prosxy: Port: =

ETP Proxy: Port: 0

SOCKS Host: Port: 0

=) SOCKSvd @ SOCKS 5

No Proxy for:  localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192168.1.0/24
1 Automatic proxy configuration URL:

Reload

| ok || Cancel | | Hep

BHOKE , RNECER R , RINERAKNTAERS BB AR, MREHE—MEREE , 1 RIER
%%%TE?EE—E?%”EJZ“iﬁ‘}ﬁﬁlﬁﬁﬁ@ﬂ[i%%ﬁ  ENEESHROAIERER X, EXFERAT , ERERSR , FERF—
B AR AR,

FoxyProxy

FoxyProxy@— R #kFirefoxiXYaa3piNAF , XFEFESTERFSARNNRIERS S  FEAYIH®. B
XFoxyProxyf i EEE | %i}‘il‘-ﬂhttp://getfoxyproxy org/,

Tk
feFirefox4 (Linux) B , fER&E LN LA nfiFirefox3s , REEEMMAL. EREFEOS , 724 LAKERIER
ARIB IR AIMHFLA N B FR (FEXFMEIL T2 “FoxyProxy”) , J#iiEnter, FEIRFLERT , R BEIFMARRRA

KIFoxyProxy : ARAEFIEA, éﬁﬂ‘]bti&fﬁ]"ﬁaﬁﬁﬁzk muﬁl:ﬂhttp //getfoxyproxyorg/downloads html#editions ,
ERAMCAAEBE EARSTEE, AEEEIEASR , Bt TR
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http://getfoxyproxy.org/downloads.html#editions

== = o=
EI ill Firefox Start Page d'*ndd—onsManager = @—'

€ > $8 - | |foxyproxy bl

Narme Last Updated Best match -

Search: My Add-ons (EAVYEIEL[=W e eR¥elatS

"Q FoxyProxy Standard 2.22.5

0

Thursday, January 20, 2011

FoxyProwy is an advanced proxy management to... Maore Install

ﬁ FoxyProxy Basic 1.8.5

iMacros for Firefox 7.1.1.2 \Vednesday. February 09, 2011

—==
@ Install

Automate Firefox. Record and replay repetitious ... More

B i L.

Lifg , FirefoxBXEEH S35 , FTFFFoxyProxyIFBENMEL, {REAZEEIEAR T A EEIFoxyProxyEIR.

| e
|@ Mozils FefoxSartPage. | #6 Add-ons Manager | 4 FoxsProsy ~ [l
| = l'ﬂ' http://getfoxyproxy.crg/basic/help.html - C'I l'::l' Google PJ 1 B-

FoxyProxy Basic Edition

Tip: Use Alt+F3 to create a new proxy based on the sele

home example, highlight this text:

download 114.127.246.36:8080

paid proxy services then press Alt+F3. If you prefer the mouse, you can righ

choose FoxyProxy Basic->Set 114.127.246.36:3080
screenshots

foxyproxy plus More help coming soon -- in the meantime, post questio

help

(=1

AfEFoxyProxyTERMH TIE , ERRMEFEAHARERE. mdFirefox@BONATHEN , ITHRERH. REFHE
HESRMBOXHE

67



] FoxyProxy Basic
Eile Help

Mode: l Completely disable FoxyProxy -

Bl Proxies

(&) Global Settings

Enabled Color Prowxy Mame

v N Dcfoult

Proxy Notes =} @l Move Up
@’ Move Down
B* Edit Selection
B Copy Selection

Bl Delete Selection

| @ Please Donate | | % Get FoxyProxy Plus | | (1) Buy Proxy Service | @)

mERIFAIE". ETENED , MFirefox fENARIBR BRI A MNRIBET

] FoxyProxy Basic - Proxy Settings

%{ General 2 Proxy Details

(") Direct internet connection (noe proxy)

@ Manual Proxy Configuration

Help! Where are settings for HTTP, 551, FTP, Gopher, and SOCKS?

Host or IP Address  my-proxy.server.provider.org
[7] SOCKS proxy? ) SOCKSwd/da @ SOCKSv3

Port 8080

(©) Automatic proxy configuration URL  hitpisk/s fipedd file//  relative/s
View Test @
Reload the PAC every |60 minutes
Matifications

MNatify me about proxy auto-configuration file loads

Notify me about proxy auto-configuration file errors

Ve FERRENRE" | FEANKE M AT RIPHAEA R AIENIEA . RERKE , RESOCKSHRIE?" , K7

BHOK, BER EWBIER | RATRINE S AR,

Edi

AifiFirefox&H KA T ARMURESS , ATRATHRIRAAE (SoEFAERRE)
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Use proxy "114.127.246.36" for all URLs
@ Use proxy "Default” for all URLs

Completely disable FoxyProxy

Options

Use Advanced Menus

BIEFE—MUERS S ABEGHREERKAIE.
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B

SRATE XM H B A A% R BT R BN IR S E S R XM N 55 = 5 IR 25 B BB
K, AENRT L8 ARFIRG 0T AEIE B BRG], SISMUET. SEEmfhaemFsRil
R B AR TR NARSERBIRIN A BN YR, ARA] A BRI A RS .

AT XA ERERAEL , ANFERT ARELEEBRMEG, SRMEisK TR, Mi1FhT :

o GTHE : (EREEPDETENENT . WRIBE , EBEESITILIE RX AMIN S NS4
P PSSR TAC.  PLaniEid Google R AFEkRSS Pk a8 (Al iIR) — M B

o FRIEBINT : RIFATMANALENE , AR RTABRSITEHRHABANES (182 , MBI AEME
RAEFRERTIR) . B TABESRITHEE , BTARLSNT , MBI | Hit
PASERFEREILAERITN. ke, BFERMERA , AIHTTPSESSH , RAAFR
AN NERER. SITERERZIAF A IEAA M RS 2hEE  BARE EERRE
BN BRETXZAZNTHE.

o RIFES : IRABBIEEEFRAFIATMNARBMRIZTRBEN -TE R IRER MR HIEE
R ML AR SRIRASRAA B TURIAL R, S AR RS S MAIE T AR MHTERMER
EAESR RS : AIEEERREgMERT T AIEKREUR AR XRIRR ; R IRREE
KERBWEZMRNGEE . RTor—HKT AW AT ELREIMETE—TT QAT ABIHX
TRPSHBGEEENMERRTEREWERXTAFNXXER.

o [EEUAFAES) : BIRMRRERRES  WLEIRTUEMERAESITHERIE . bhan , SR8
BA (steganography) AIPUENXAHEIBA—NEBEI A MR  MRABAHIRIEE AL
TR, ERAARFARER SRS E RS F R A RER KR AT AR E (RIEEMT 4.
LHAAERHERNARSIREFNORNER | XEE AT .

AT AAREE —FARRIPRNRES. than , REARIFATUSRIFFE |, EFTEHELLS
. FATREREZFTARGTHE , PAX—RRER.

EAREEL FEMRIPERSMARNARA R, SiRikFTASEMNEEEN , RV XICER
O REMART | URRITRAKNTARRTRGIFMERT. thin , R ARIFAESETHEER
JETELHE ? (REAHMIT R D RVIARNEREN B RERE T RMERES.

A, AT AR ENMEIGFEEMES R , ERMSRNSEEAHE, thin, Torkk
HHBE T ARSAEXFA B , BERTorB PR ORMERARR , EATorAANAR, HTE
ZBR , ERILT TorfIMERNIEHRER , BAC ERBECAR LT RARNESREH.

BRES

ZHRBEN , MEEESHERNMATNAIAS BT TR | B T A4 mn B Aas
SEHE, E— AT MEAB AR T AR NS T | R ATABE AT R ME AR
%, MBRBLEASTITE  EARAT , AHEMBIE DR ATHORA , SEKER
R—FBETIA, A AL E R B ERARAT NETURATESD « FEWR, WOURTE
LHAIEMT SRR %,

BANTEMBIN AT R AT BUIA T RR AR, 5MERAR , KigtA—# , AKX
O AERRTA . REXIAEBLXERBREZIRAMENNA LA BB HTFE.

_H}lﬂﬁfﬁfﬁﬁEﬂ%’fﬁ*‘é—:\iﬂﬁﬁﬁﬁmlﬁﬁﬂﬂﬁ , RNZEC RSN, FFE (IRTEE) At
KE

o REZEHEAT , ROUKFERBAE NRBMIRS. WEEE , (1R B X RAIE, {RIEVI(R]
FIREE Z= RARER MM AR ERSHEEAVIRAIR. BMERARBAREETRPAE
BVPNIIA |, b T AT R A R BOREIRAHRHIES.

o FICE , NREIRGHRH MESR M LA REF A HER, (REBRIAIESR. FFIRT AR AR
;;&Pﬂ%i&ﬂﬁﬂﬁ&ﬂ"ﬁio FIRTRATHRERATUKERERIFRER., THURAIRMEME—

o SUNEABRL THERFETLAEAR ST —EOR LR, ZIE LT
KB MRS LRIP. INNEIRE 2R LA —HIR RINE SRR, B , B
RIBETorf EriRAGEIE RABH. B AMERNE , SHRMTENTS | B ofefR A 750
RETHERNS A, \

o WES A (HBY) TALAREFMRL (honeypots) , EELEEMISLEEIEHES
SREAELYT , B3 FANRAER S PR,

o HE , EEEGEERAMIE R Policeware L8] AEA REUEIE N E BT R BIR S0t B
HLE | HAKISTN FFTAIAS | BVE7E AR B RME th—F¥ | T B SRR
A BTS2 456,

o EESFBABY. MBAATROSHROGRITENSET, , SHHAER 2 RM
IETHE N RAGE AR IIER AR B AE AT 2 MG ALER AT C B K P
IEH RIS BRI R E | ABHARR T IRIH RS AR
S LG A ?
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o MRIEEMEMRBISEELREEN NN TREREENENES) , —ER/IVOATRERAER

EES
ERTRELSHFRLMEEFLENR |, BRI

http://www.frontlinedefenders.org/manual/en/esecman/intro.html
http://security.ngoinabox.org/html/en/index.html
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HEIT (Freegate)

E(EEH,—%ﬁqundowsHﬂFﬁHﬂEﬁﬁi@Iﬂ , RYJEADIT- INCFF 4 , AT ALET + EFFERIHKI ML &

_ﬂﬁ'fn/u

Supported operating system ==

Localization English, Chinese, Persian, Spanish

Web site http://www.dit-inc.us/freegate

Support Forum: http://www.dit-inc.us/support
AR B I

#A] AfEhtep: /www softpedia.com/get/Network-Tools/Misc-Networking-Tools/Freegate.shtml L
BB XM

MRATBE— NS4 ZipSC |, RINRSEHRE. A TN , IR 2mE" , AeA
HemE" R, RS RLALS MB, ATHUTIEFZFROTE Etﬁéf% ARIF R
¥ (#n“fg707p.exe”) .
ik

YBIRE—RBITENN BT , (RUURERBE—IR2EE, BUMEINRLEE , BIBUHE
PRSI R R Rl | AHET.

Do you want to run this file?

Mame: Chlsersy ‘Desktop'\fg707 p.exe
Publisher: Dynamic Internet Technology Inc.
Type: Application
Fram: C\Usersy \Desktop\fg707 p.exe

£ Run [ Cancel

[ Always ask before opening this file

& = | While files from the Intemet can be useful, this file type can
F/ potentially ham your computer. Only nun software from publishers
you trust. What s the risk?

E1TEMAI]
H7E  WARFERS , HEMEREIRSE.
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https://simurghesabz.net
http://www.dit-inc.us/support
http://www.softpedia.com/get/Network-Tools/Misc-Networking-Tools/Freegate.shtml

r ™

4 Freegate 7.07 Professicnal Edition =

Curmrent Status

Freegate is running F4 Tunnel, Procy mode. |E prowy is set
to 127.0.0.1:85280. K you do not use |E, please set your
browser's proxy to 127.0.0.1:8580.

?%% Dynaweb Home
%} Support & Feedback

Free Edtion Company Home

Feedback | Bd | Hep |

ZLBESHNEIN , REBREHENPREED , BEBINTH— N FHfinternet Explorer , il
%Z‘.Miﬂ:ﬂqhttp://dongtaiwang com/loc/phome.php?v7.07&I=409ITRH , XEURTRAERAFNES.
XEMAREENEE —MNRBRIBEESEREHR.

fl- ore [FENFE )
* » OrETEEETEEGS E—

7.7 Favorites |_;3]‘J;§gi_| | | ™ = E) = [ @= v Pagew Safetyw Toolsv ®v

-

=) = ttp S www. dajivuan. comf
) BT [T we, wm anesasne E .

SHEE
T ARREE: PHEEESE SETHRBMM7.07h
C(EACRISRER “HBSRT EE B

=
B = MR A BO R SRR SR
T A PEEST A EE TSR BiihG
" REEERE: REIBMES R R TEE  EEE(LEF: 6115 TF: 3-15) Wik
R SRS ST A FEABRM: BE(140k) BEiE(500k)

P EENIBRDAFILTERERSE o nn o

4 1 | 3

€D Internet | Protected Mode: On dy v H10% v

- WMR—YNRF) , #R BT AFFA41E F B 3h$T FriInternet Explorer@ O IEE #biNISE |, SR B XM
MRS A BRI LETA— NN AR (AnFirefoxdI Kk PidginBIRIB{E% i) |, RIS
AE#TRECIERBBEI MEA— MUIERSE. 1PE127.0.0.1, ¥ 28580,

EBRITREERKT , RAT MM, Bhpsr, @R, ATSCMBEE SO s
=, ERAT , (RO RESRE T B ] & L2 TRITE, RS BEREFRM LA RS
B , HAPE— AT AT YRS,
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Simurgh

Simurgh (EHMEPEIERE) B—MREROMIIMAIERENRS. MERAFTEFARKMTA
HEMEXTEMAEEDIR. FRUURSICEHRKUSBINEES AN EER (an7EME) .
—MiEE

Supported operating system ==

Localization English

Web site https://simurghesabz.net

Support E-mail: info@simurghesabz.net
2K Simurgh

A{EASimurghfIfR% , Mhttps://simurghesabz.net/ % TEH T A,

AT AfEMicrosoft WindowsFIET B RRA L. S/ INTIMB |, BTRARDE 2 1 MR8 HIE L Th8E
EEAIBNEENTET.
{# R Simurgh

RS PR EshSimurgh, {#AMicrosoft Internet Explorer FE IS AR EZAERRE
@ , {#fMozilla Firefox FEHISCAFERIASRIZAE “FRINSAE "B "Downloads" & ,

R ARE—X(EMSImurgh , RATRERIBEIWindowsT & | )[RREAHLESimurgh,
ASimurghFZERKW |, AECREFER , SR RRELRSHE VAR (BURT{RMicrosoft
Windowsf{hR4A) REE,

HRATRENZEXANEERA

%= Windows Security Alert

-‘ﬁ To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking this program?

Mame: Simurghl 20beta. 20100406

Publisher: Unknown

Keep Blocking Unblock Ask e Later

Windows Firewall has blocked this program from accepting connections fram the
Intermet or a network. If wou recognize the progran or trust the publisher, you can
unblock it. when should | unblock a program?

XA
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https://simurghesabz.net
mailto:info@simurghesabz.net
https://simurghesabz.net/

g Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Simurgh 120beta, 20100406, exe on all public and

private networks.
\.; Name: Simurgh 120beta, 20100406, exe
L _?_ Publisher: Unknown
Path: Cilusersitest\downloads\simurgh 120beta, 20100405, exe

Allow Simurgh 120beta, 20100406,exe to communicate on these networks:
Private networks, such as my home or work network

[] Public netwarks, such as these in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

[ @ﬁllowaccess ] [ Cancel

BEhashsimurghfa, mEFFA (Start) B L£iEkk.

LFFaa (Start) FREAAERRLER (Stop) ¥R4HSE , Simurgh AREhIERE EH RS 25

[t d

-
Green

Simurah
2imMurgn

R R EE# L Simurghff) iR 55 25

IAE{RInternet Explorerf T8 ST H— MUK TEAMFHE D . MRFERIRIIEREE HALE

%é , BNRE , BUESRSimurgh 2 BENBUE RN IR E , RESMIEER2KSimurghiZEsk Eif
IRo
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,f_'.‘- http:/ /readip.info,/s100/ - Windows Internet Explorer - |EI|£|

Ig, hiktpe fireadip.info/=100/ j @ || % bBing Felbs

—

S o

J File Edit Mjew Favorites Tools Help

.7 Favarites (& http:/freadip.infoys100f | H & ~ & - éé ~ Page -

»

-l
Your IP address is:
72.52.96.188
U.S.A
L]
Pore [ [ [ [ [ | [ rkemet [%a - [R75% - 4

#RtAESE Fhttp://www.geoiptool.com XML EIRANERSK B AL.. ANRMEE BRIRIKE
FEFET (FEHMER , MEE) , RIEEERAyou TLMSimurghiEk,

EMotzilla Firefox (kIK) {FFHBSimurgh
SR B E AN Y 25 tNMozilla Firefox , IREEECETE , {FAHTTPAIE “localhost” , Uig[]42048.

feFirefoxf , fRATAFREIARIERE@EI TR (Tools ) > &M (Options) > 4% (Network) »>&E
(Settings) .

TN AREE T RESEERE” ( "Connection settings" ) & HEFR“FILAIFELE" "Manual proxy

configuration" , #i\ "localhost" (&B3|S) fERHTTP (KIE |, 35042048, iy OK , HEZHHIR

=

o

Connection Settings 5'

—Configure Proxies to Access the Internet

Mo proxy.
= Auto-detect prowy settings For this network
= Use svstem proxy settings

% Manual proxy configuration:

HTTP Proxy: Ilocalhost Port: I 2D4Bﬂ

[V Use this prosxy server For all protocols

S5L Bra: I lacalhost Part: I 2048::1
ETF Eroys I lacalhost Park: I 2048::1
Gopher Braxy: I lacalhost Part: I 2048::1
SOEKS Host: I lacalhost Part: I 2048::1

T SOCKS w8 SOCKS v5

Mo Prasy Far: I
Example: .mozilla.org, .net.nz, 192.168.1.0/24

Reload |
oK I Cancel | Help |

7~ Aukomnatic prosy configuration URL:
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Sy 1A
To 53 ¥,
TR BRI ME AT AN —HKARIET R |, SEEMTEMRSESMIINEE, B AAHAA
ExRMAFAIE.
— e

Supported operating system ==

Localization English
Web site http://www.ultrareach.com
Support FAQ: http://www.ultrareach.com/usercenter_en.htm

TERSRITT RIS
1RAT LA http:/fwww.ultrareach.com , http://www.ultrareach.net/gk#&http://www.wujie.net (JGH
KMTEFH , BEERMATSH TR, TEREEIH).

TARFE ATTR N
—BAREATRIF A4 20 w006 zip” (HIRRRAS) BOSCHF | BISARERERIAF | FkiF 2
RRIE" , KERRE. w006 EARSE B AR,

-

& UltraSurf 10.06

@& @ W

Home Fetry Option
Cannection
Preferred Speed
LilbraS ok v O ga.0%
‘Q T @ g
r @ o voe—

Port: - 96EE

Status:  Successfully connected to server Feedback

%

T RN BB iInternet ExplorersF B /R FTF ML R T
M http://www.ultrareach.comjsearch.htm, RELZEFLE] AE B ICRFTFFHInternet ExplorerFHiAi
W

Jo
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http://www.ultrareach.net/
http://www.wujie.net/

I = Ultrasurf - Windows

e |EH

ﬁFavorltes |‘4 Ultrasurf | | ﬁ - ~* [ @ v Page~ Safety~ .

Ultrasurf

Privacy, Security and Freedom

New: Please download the latest version UlraSurf 10.06
(md5: 0267c6854907f672706bd981dc38768d)

Terms | Privacy | Feedback
Copyright @ 2008 UltraReach Internet Corp. U8 A All Rights Reserved.

€D Internet | Protected Mode: On £ -

MBRFAAR T RN EER B — NN BFEF (FlanFirefoxit) %, %ﬁ‘JZPldngD RB(ER i), IREEXT
EANSTEE |, #RAITCRN A AR {’Ej\]{tiﬂﬂﬁ%ﬁs IPE127.0.0.1 ({REQFEEH | ﬂ?ﬂiﬂ’\
H“localhost”) , ¥x 29666,

TR R E T RN EETOAFR R |, FTIF TR R~ s,

R TC RN {5 B (wujie) : http://www.internetfreedom.org/UltraSurf :
A SRS http://www.wujie.net/userguide.htm

79


http://www.internetfreedom.org/UltraSurf

VPN %

VPN (EEUERML) MERSHATEYL [ ATA B MER I AR RE. St ELATRE
BT =AMt EUE RS RS . ROPTMMSHREERERRA.

FT REUE AW RS A PTA BB IR 8 |, i TR TR FaME. BIRHE. 15Z1PHE
VE (VoIP) R HA{EMARMEIMLEIN ST E XM AR S , Mg T A EB N REPD @ T 2%
ERIE—Y),

RAREEA AT M RBIXISE 2 50, ABAH AT A—FAEINSRIT A% , RO IRER RS

25 BB BA BRI A INEAFE LR IE SRR E . HbA — M ISR A B E RGN
EFPEAHEEX I E SRR B ERL .

E ,

E I

BT AL EEASEAVPNRAR AR TR AGURM SRS S KR BT IR EH
fEAEt RUIR AT KVHEALARSE , VPNBURELE R T5T B B RE R KT seEt 91,

BERME  BIEBRRAMBEZIRENRK , ReARMEEHEHRALBENBM. §120 , RAF
E—&EER— A EINE AR HET |, SA/FIEKKIThttp://news.bbe.co. ukBITAREE |, %X
HEMREITENE B —in BT MR ARKITEIENE  BENXLR , BB RNEZIBBCE
ITHRIRS = , MBIEE EEXMER—H, XEIRE , HW L AEIUET AMEIRHR. BBCHUH(TIE
BB RS 25 Z FIRG A BT AR BMRRETIER T (T2 200E.

i A EEAUE A AR 55

REINE MRS A —EEKRE Finil TR (FZ KT Windows,, Mac OSEXGNU/LinuxH &2,
BHEINE M , AR FERIMAIR Fimiker) .

1 AEINE NSRS ZRFEZRE TR E | FIRMET —Fh R ARSI BRI IS 7
%, B AR R BRI — MR 7EsEI0E T2 R AR , BASENEUATZRS . RBRRSEE
HERE EXF  WHEERHT ST AR E MR AR KIRE.

TATH SRR BT AME RS -

« W {RIFJE , https://hotspotshield.com

RIF— 20105 R B AR ET ORIRG | Bn RIPERATEE FRRITATIHEREIUE MRS
WMBRTIMTRBAE AR RIPERNESHAESR | FEREF RN RRRIFEE.
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« UltraVPN, http://www.ultravpn.fr

« FreeVPN, http://www.thefreevpn.com

« CyberGhost, http://cyberghostvpn.com

« Air VPN, https://airvpn.org

Air VPNIBE SR AE S R IR IR B e 8 IR BT ER R TR,
« Vpnod, http://www.vpnod.com

« VpnSteel, http://www.vpnsteel.com

« Loki Network Project, http://www.projectloki.com

« ItsHidden, http://itshidden.com

14382 KU T FARLE AR 35 (0618
$HAnonymizer, GhostSurf, XeroBank, HotSpotVPN., WiTopia, VPN Swiss, Steganos, Hamachi
LogMeln, Relakks, Skydur. iPig. iVPN.net, FindNot, Dold, UnblockVPN#FlSecurelX,

YR BAZENttp://en.cship.org/wikiVPNXEI— 4 S AT 2 BEiNE FAMSHEHATAFIR , LTI
BFRAHARIIAE,

BB AL F ML AR HERN INEE

ST L AMAKSEE , SRR  HPOEMANNRSE (IPSec) , REEHWN
BeHERS (SSUTLS) DIRIEHERS (PPTP)  XEANEES AR 2RSSR ,
EIE R EMERGAEA AR, M ERRDEEAK XA ARSI A A RA .

o BAEE SMAPNRENREERMUEFHET2AAL , FRERSNREMER RS —
%ﬁgmﬁﬂué%ﬂﬁﬂ%m%%ﬁi , AR Windows RIERGN Z BIRAHNEB (ERMELT LT
AR

%%&F?céﬁ?%ﬁ}iﬂﬁlfﬁiﬁﬁ?céEKJETE{%FH WLk RETRE LRSS, MEWRM T TRMRS

- MEEPNEZS (1Psec) REMBRE(TH , FENKMIENETE , EREBIRQNOES , THA
g%@ﬁggigggmoﬁﬁ%@%%ﬁféﬁﬁ%ﬁiﬁﬁ.H%Eﬂuﬁxﬁﬁﬁﬁgag
/) ], , 18 X Y .

WERBCHEIUT NSRS

PERRN AT 2R BRI T LS AR S5 A Rdn , P ANREAPEMBE R ZRKERBIRRA , HAL
IEXEER RN T ER IR AT 2R A RN T ML ARSI, X R B M PRI AR A
R, EEXFENETAMERE LR RTE. XRAALGRKEEINE MK IRAPL L (A BT FM
RARPLAEET BUTTREMESE /N, H—ANVE FSRIRRIG R RS L& ) S0 B TR IRAZ 7 300
F£0penVPN (http://openvpn.net/) , ZFEF AT PAFELinux , MacOS , WindowsAR HAhiF L RIER S F
T

ET MR E—1OpenVPN RS , S BAAFHA/EFH0penVPN"E,

TR
BT MG IR AR BRI EUREY , AKERSIFERMNFEENRT ARz —. —BicE
¥, ERERRAESE.

BT MBS BESBRARN A TREOBAER | LR P AMURESKAMS EZR e
RZATIRS | MBI AERE B DT RN E TR — LN | RJEIBIE B it E AR E
B, anRA A ATAMX W E B RS | 1 EA A E B MR E R IR RS
E;lf]ﬁ)& , MBAREME AR — M AERERE. BT RMNEE—ME LNEFNA , NRFTRER

191

TR AN

—LEHA KR BIUEAMS (FAIRIPLRIEN) TRECAEWITIRT . FEMIEMERIEXARTT
IETERAAIE M5 AT, BRIEE TUAERXLRS. BT ML KR AT REL AR T
ERRESEANTUEARTIR.

MLz ST A] UG INE BRI T FARAR IEAE A , T B L] AT B30T AR IR (KR 2 e, 1B
2 BFEENERMNGRERER  MEZERETTAERIBIT BINE AMS R XNEIK,
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BRARRAREIBINGE A —LEBRSMAMNE | LIRSS ILIERIKIHTTPS |, BT MMBIZER (E
HB—MIEZER) TUBREWREEMTA ; REIIMAME | (ROIREEINE AMEEREEER
ERASIAEAEUR.
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£ Ubuntu _E{#HVPN

WMRARE R UbuntufE AMRIRIERSE , KA AE AR ERKINetworkManage rfilfe#0penVPN & Sl VPN,

OpenVPNAVFR(E ML FIRIEF IREEVPNILE , 2ME1F , AT S ERAE AR 3RMVPNIRSAIrVPNIEEVPNAR
%38, NEREAWEVPNIRS , #EUbuntu E{FFAOpenVPNELE I 22 —HE/.

1 NetworkManager %3 OpenVPN

W& A T ANetworkManage ra] BULERIFITIFERE K AVPNIER | BUARIEIEUbUNtul

BWIREE , REBERGRED.

» PRAT AFE{R R AR X

T—# , \Ubuntuf#h.{» (Ubuntu Software Center) #ZE|a]PA5NetworkManager—i2 T{EKIOpenVPNT &,

1. ERBEAELEANPBREFFEHR (Applications menu) FTFUbuntufk#F+.{> (Ubuntu Software Center)

Applications

&~ Accessories s
Games >
A2 Graphics r
(&) Intemet >
ful Office >
) sound & video >
£ System Tools L
® Wine =

ﬁ Ubuntu Software Center

2. UbuntufkfE9(y (Ubuntu Software Center) BJRGHFIE A,

TTHIHRFRAE,

Lets you choose from thousands of
free applications available for Ubuntu

RRMEBRMSF, REEOAL

File Edit View Help
» f& Get Software
I Installed Software

a | Get Software

Featured Applications }

Departments
gJ

Accessories Education

B A

Games Graphics

Ubuntu Software Center

Internet

32616 items available
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3. 7E39 ZAEH \ "network-manager-openvpn-gnome" (A Lf250penVPNKINetworkManagerd™
&) . BFEAAETIREEMTNEILVPNIERN B , BFE0penVPNE Fi, Mtk

(Install) .

File Edit View Help

> f& Get Software
Installed Software

[« [ =] | eetsoftware " search Results | Q ~openvpn-gnome] 4

ﬂ network management framework (OpenVPN plugin, GNOME UI)
network-manager-openvpn-gnome

s

Help
Get Software
E Installed Software

1 matching item

4. Ubuntuf] BEHR R B E LRI FIMUR . 2NRIXFERNE | A MRH B R ERIE
(Authenticate) , FEFBEEFE , FRITRAKAUbuntud /(> (Ubuntu Software

Center) ,

‘ | > ‘ ‘Gel Software > Search Results

& network management framework (OpenVPN plugin, GNOME UI)
network-manager-openypn-gnome

Q,~openvpn-gnome 4

Authenticate

- Authentication is required to
.~ install software packages
An application is attempting to perform an action that

requires privileges. Authentication is required to perform this
action.

[> Details

1 matching item

5. K&EOpenVPN 2 BCIEMHLTE , midiNetworkManager ([EFRERGRTShIZE35)

% (VPN Connections ) > iXEVPN (Configure VPN)

Wired Networks
disconnected

Wireless Networks
 B—

Disconnect

g,

VPN Connection 1 VPN Connections

VPN Connection 2

Connect to Hidden Wireless Network...

.~ Configure VPN. Create New Wireless Network...
Disconnect VPN...

, VPN



6. fEVPNIE R QiR (Add) .

| wired |~m|| Wireless |1..|| Mobile Broadband | (& VPN | DsL
Name Last Used Add
VPN Connection 1 2 hours ago
VPN Connection 2 never

..

7. ARAREEFEIOpenVPNIEM , XEKERE ANFEUbuntu L &$OpenVPNEK i, REEUH
(cancel) , X[MINetworkManager,

@ Choose a VPN Connection Type

Select the type of VPN you wish to use for the new
connection. If the type of VPN connection you wish to create
does not appear in the list, you may not have the comrect VPN
plugin installed.

| OpenVPN v ‘

Compatible with the OpenVPN server.

| gancelg | Create... ‘

FE— 1 AIrVPNIK S
AirVPN(http://www airvpn.org) 2 —f %2 RS , BR2IRFEEEENIME AN , ARKVPNERETHACE S,
1. jialhttps://airvpn.org/?option=com_user&view=register , E— MRS, BRIRERT — BTG ,

EAEWRIKMERVPNRIERD,  (FhEAH" B EIEE X — RS FmA L. )
2. 7EAIrVPN sk SANsEE | 1%3%More > Access with... > Linux/Ubuntu,

FAQ - Frequently asked

Share & Social

Privacy Notice
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http://www.airvpn.org/
https://airvpn.org/?option=com_user&view=register

1. A#"Access without our client" , KA K \/RIENIHE R0 B F 4 T,

e — Loon

5
The air to breathe the real Internet

A native client will be released soon. Until then,

Using AirVPN with Linux é

1. Install OpenVPN package

2. Download your configuration file from the page Access without our cli%nl

3. Launch sudo openvpn air.ovpn with a terminal console.

2. EF{rAEfENetworkManage r‘“&EE‘].VPN*ﬁiQ (BREA1KR , FAVEA " "Free - TCP - 53") HAETUAZNA. HHiR
FRERBENAKPHRS ARER , AERTER (Generate) .

Description and Terms of Service

PLEASE READ CAREFULLY THE TERMS AND CONDITIONS OF THIS AGREEMENT. BY USING THE
SERVICE YOU ACKNOWLEDGE THAT YOU ARE ACCEPTING A BENEFIT BY USING THE SERVICE,
AND THAT YOU HAVE READ, UNDERSTOOD, AND AGREE TO BE BOUND BY ALL OF THE TERMS
AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND
CONDITIONS OF THIS AGREEMENT, YOU ARE NOT ALLOWED TO USE THE SERVICE.

DESCRIPTION OF SERVICE

a) AirVPN is operated by Iridium S.r.l. ("Iridium"). Please refer to Privacy Notice for contact details.

| have read and | accept the Terms of Service
| HEREBY EXPLICITLY ACCEPT POINTS 8, 10, 11

I

Member Access

~

3. =B EAERRairzipUHFE R T, EAEMRESHMIRIERVPNITRIES , REHOK,

You have chosen to open
airzip
which is a: Zip archive
from: https:/fairvpn.org

What should Firefox do with this file?

O Open with | Archive Manager (default) |w

® Save File

[J Do this automatically for files like this from now on.

‘@Cancel| | </ OK Ql

fENetworkManagerfit & AirVPN

MARERESHFFMES | KA AECE NetworkManage nE#EAIrVPNAR S,
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1. fRERTERASCHEHAE RN —3CHFE (#n"/home/[yourusernamel/vpn") . {RELERNIZE P94
. “airovpn"XHZIRFEF ANetworkManage ridFL & 14,

Eile Edit View Go Bookmarks Help

eBackv®Fomardv§@e\g|\leQ0\

Places ¥ x Location: [,’home,!genghis{.vpn 4

i genghis = = = =

DeSktO &2 Al MIIE
g File S ‘: g z m%

M==8E airovpn ca.crt user.crt userkey
izl Network
T Trash
il Documents
idli Music
im] Pictures
I[{ Videos
|iZi Downloads
[ MX Server
4 items, Free space: 397.6 GB A

2. #TFFNetworkManager , Bi{EVPN iE## (VPN Connections ) > BEVPN (Configure VPN) , S ABREXH

Thu Feb 24, 11:30 AM
Wired Networks
disconnected
Wireless Networks
B
Disconnect
Available

S,

VPN Connection 1 L VPN Connections
VPN Connection 2

T Connect to Hidden Wireless Network...
Configure VPN.,, | Create New Wireless Network...
Disconnect VPN...

3. EVPNIEW~ , mESA (Import) .

:

Name | Last Used
VPN Connection 1 3 hours ago
VPN Connection 2 never Edit

Delete

Export
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4. HEWRRIfREMairovpn , RETTHF ( Open) .

[ gergs iven)
Places. Name v[size  |Modified|
Q search | airovpn 484 bytes 09:35
@ Recently Used ||| ca.cit 15KB  09:35
|l genghis L] user.crt 5.0KB 09:35
@ Desktop || userkey 16KB  09:35
| File System
i Documents
i Music
/i@ Pictures
i@ Videos
/i3 Downloads.
[oen]
5. —MNFMEOKHITI., RFRIA , REXA (Apply) .
Connection name: [ air ]
Connect automatically
VPN |IPva4 Settinas_
General
Gateway: 194.23.211.188 ]
Authentication
Type: ‘ Certificates (TLS) |w |
User Certificate: | | ] user.crt | [ |
CA Certificate: | | ] ca.crt | [ﬁ|
Private Key: | | | userkey | [ﬁ|
Private Key Password: [ ]
[ Show passwords
+{ Advanced...

[] Available to all users cancel ﬂ!!

6. REMR ! ROVPNIERCAER | HIFEVPNIE RERSRT . BAEIRATRAKINetworkManager,

+7 Wired |wll Wireless |1l Mobile Broadband | (% VPN |/ DsL
Name | Last Used

VPN Connection 1 3 hours ago
VPN Connection 2 never Edit
air never

' Delete

Export

i



155 F R FT AR VPNIE 32

;%EVBEEENetworkManage rE AVPNE FImERVPNIRS | FRATRAEAATMVPNIERSE I MATRE ., KRR T HMSHRIT

1. fENetworkManagers&# , \VPN &3 G HinEE,

Wired Networks
disconnected

Wireless Networks
P—_

Disconnect

i
VPN Connection 1 ' VPN Connections

VPN Connection 2
air

Connect to Hidden Wireless Network...
{} Create New Wireless Network...
Configure VPN...
Disconnect VPN...

2. F{FVPNIESGRIL, WIEEN , — N MNEGINEIAR K & RIRTENe tworkManage rEIARN A , BIRRIEFERER—4
RemiEk. EXRBEERL , MIAVPNERDEL.

Wireless network connection 'Auto
. ' active: Wi (61%)

VPN connection 'air' active

3. {RLETRAVAE]http: //www .ipchicken.com. , SEIZEHEINK. XA RBMIPEE TAMIARELERairvpn.orgi
—MR% .

o,
3 p)
o ‘ @ @ma@m@m Served fresh daily.
3. 1 | CURRENT IP | SECURITY PORT SCAN | HELP
Current IP Address
94.23.211.188

Add to Favorites

Advanced
‘ Name Address

) Remote Port: 60880

‘ Browser: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.13)
Gecko/20101206 Ubuntu/10.04 (lucid) Firefox/3.6.13
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4. 1ENetworkManager38i%EEVPN i%E# (VPN Connections ) >KFFVPN (Disconnect VPN)
FIVPN, REIEXEFERRNIES & (WTR) .

Wired Networks
disconnected

Wireless Networks
b om——
Disconnect
Available

i

VPN Connection 1 L VPN Cnnnegtlons
VPN Connection 2

=4 air

Connect to Hidden Wireless Network...
Create New Wireless Network...
Configure VPN...

. Disconnect VPN...

, BFHR



RRARTE

PR E (Hotspot Shield) B—/1N %% ({ERAK) ERTHMZKXWindowsFIMac OSHEIRE
Jﬂ%%g (VPN) fRRAR , HoJgATES — /N ZeBE (ERNES HFEELKEMIEEZ F) i
[A) X128,

PRRIPEMERTARER , SRR EEE K SRR EREIRIEVIE T AR,

—RIERE
Supported operating 2 .-
system ‘ .-
Localization English
Web site https://www.hotspotshield.com
FAQ: https://www.anchorfree.com/support/hotspot-
Support shield.html

E-mail: support@anchorfree.com

MRS AR RSB

Mhttps://www.hotspotshield.com FERER M, XHFRINKAZR6IK , FILIEI S MR SEE TEE

RERBRA BN ES . WMRA FRAREHIAIRM AT HE D! | BASHRHLAhss-
sesawe@anchorfree.com , 3 BIERARTHMFOERITHEDBIENTFZ

F : “hss”, “sesawe”, “hotspot”&“shield”. RWIEIRIIMIFFEUE 1R AR FHBHBH R T RAE
o

AR : aRFMERRRE B ANoScripty RIFirefox , ABAMREINE AR RIT BN T RESIBE
;El‘rﬂﬂ o TBIHRBR R EERNTAURIEBEA AR | BE L IRERIRS RRE I RF 2R

91


https://www.hotspotshield.com/ 
https://www.anchorfree.com/support/hotspot-shield.html
mailto:

RERQRRTE
L TERE TG BRI TENE TR | HREERUTT SRR

%) User Account Centrol

Do you want to allow the following program to make
changes to this computer?

@ Program name:  H55-1.56-install-sesawe-216-conduit.exe
Verified publisher: AnchorFree Inc
File crigin: Downloaded from the Internet

(%) Show details vo | e

Change when these notifications appear

3. WM BPERRERMRKES.
Installer Language ‘ g

@ Flease select the language of the installer

|Engiish -

[ oK ] [ Cancel ]

4 EREFPESE , RERS— I RBRE. [ET—5.

[ Hotspot Shield 1.56 Setup.
Welcome to the Hotspot Shield 1.56
Setup

This wizard will guide you through the installation of Hotspot
Shield.

Next > | [ Cancel
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5. BEREKREE" (1agree) HRAAHNY,

Hotspot Shield 156

Please review the license terms before installing Hotspot Shield A
1.56.

Press Page Down to see the rest of the agreement.

AnchorFree Hots Shield Software License and Terms of Service

This program is distributed by Anchorfree in the hope that it wil be useful, but WITHOUT
ANY WARRANTY; without even the implied warranty
of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

THIS SOFTWARE 15 PROVIDED BY Anchorfree “AS 15" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Hotspot Shield 1.56.

[ < Back “ I Agree ][ Cancel ]

6. (RGBS B0 , BART MR RRMH R, AT —,

FREE Software Offers.
Flease support our partners A

After dicking "MNext” you will be offered additional useful, quality software
provided by our reputable partners. Your support of these software offers
allows us to provide you with FREE access to our services. All offers we
present are 100% optional.

[ < Back ]E Next = i[ Cancel ]

7. TR B RS B

Af.

Hotspot Shield Community Teolbar

The Hotspot Shield Community Toolbar allows you to start Hotspot Shield directly from the Hotspot
Shield Community Toolbar, search the Web, get the weather forecast, check your GMail, Hotmail,
Yahoo and POP3 mail accounts and much more.

File Edit ‘Wew Favorites Tools Help

eBack < -J @ @ \’_h pSearch "-‘;r\\?Favorites @

Address |@ http:f{search,conduit, com)?SearchSource=10&ckid=CT2565316

' v| v |u Search = 4 @) Privacy: ON

[iinclude the Hotspot Shield Community Toolbar i ded).:

L)

View software license agreement

If you choose to install this product, you agree to abide by the license agreement, enable auto
updates, enable search from address bar, and set the toolbar search as default.

< Back “ Next = |[ Cancel
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8. Mﬂ#iﬁgggg—’rﬁﬁﬂﬂmo XL =R A kN , BARFALFENFRET—NU

([0 Hotspot Shield 1.56 Set

Hotspot Shield Private Search Options
The Hotspot Shield Private Search allows you to search the web A
while remaining private and anonymous.

[ set the Hotspot Shield Private Search as my default.

["]set my home page to the Hotspot Shield Private Search page.

[T Enable me to get instant Hotspot Shield privacy and security alerts,

[ <Back | mewt> | [ cancel |

9. T:H ERLTERRREREME, EASEBELT RATMRERENARE | 4K RER

I8 Hotspot Shield 1.56 Setup

Chooze Install Location

Choose the folder in which to install Hotspot Shield 1.56. ‘ An Ch or Free

Setup will install Hotspot Shield 1.56 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\Hotspot Shield

Space required: 12, 1MB
Space available: 23.5GE

Install

10. \%/mdowsTﬁET NHIESRESMA I TR R RIP B EA S, 1REIX %B—Iuﬁﬂl'uimﬁli RiTR

[0 Hotspot Shield 1.56 Setup

Installing Py .
[57] Windows Security | P |

Would you like to install this device software?

D MName: Hotspot Shield Network Service
Publisher: AnchorFree Inc
| =

7] Ahways trust software from "AnchorFree Inc". Install ] I Don't Install

@ You should only install driver software from publishers you trust. How canl
decide which device software is safe to install?

< Back

MNext >
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0. BRKFTERE , Rl .

I) Hotspot Shield 1.56 Setup

Installation Complete

Y
Setup was completed successfully. @n Ch OT FrCC

Completed

11iEﬁWﬂuﬁﬁﬁﬁﬁwEﬂﬂﬁﬁﬁ%ﬂ&ﬁ%iﬁi@@-¢@ﬁaﬁ%ﬁgﬁm%m
TR

[CJ Hotspot Shield 1.56 Setup

Completing the Hotspot Shield 1.56 Setup

Hotspot Shield 1,56 has been installed on your computer,

Click Finish to dose Setup.

Launch Hotspot Shield

Create Desktop Icon

WIE , ARARECREEMRIER L,
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EEFRQRYT ER S
L RERKE LK BREFH B RFEER Hotspot Shield.

2 —BREHHRRRIPE  WESE BT — MRERE B REESXNR RN, A
UE" 0“5y BCIPHiL”

] ~ Firefox =

|| Hotspot Shield

&% | L witp://127.001:895/config/Zaction= connectllan 77 - & (28~ Google Pl f| B

O Hotspot Shield

poveered by AnchorFree

State: Assigning IP address

Disconnect

Details

3. Once connected, Hotspot Shield will redirect you to a welcome page. Click Start to begin
surfing.

WELCOME!
Login anonymously.
Browse all internet content.
Free & Private!

No smail addrass, no usar name required!

By clicking start button, you are agreeing with our Terms & Conditions

sponsored by:

Jump Start Your Child's Day!
Tips and trics to help make your days g0

4. Please note that after you click Start, Hotspot Shield may redirect you to an advertisement
page such as the one displayed below. You can close this tab and start surfing the Web as usual.
You can check that you are connected to the Hotspot Shield service by looking at the green
Hotspot Shield icon in your system tray (next to the clock).
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5. To check your connection status, simply right click on the Hotspot Shield system tray icon and
select Properties.

Connect/ON
Disconnect/OFF
Properties

Show on restart
Language

About

Wi R RIP AR S

L BRWIITARRIPERS , ARALAGHER R (WLER) FHsEur K.
2 BRI ERARRIARAGIE. [EWTIT.

] otspor Siid

- |28~ Googi £le B

' Hotspot Shield
Thank you for using HotspotShield!

Are you sure you want to disconnect your private browsing session?

It may stop access to a lot of web content and expose your IP address, cookies and
g history to observation by others

3. —REEOREIL , WARIERIFFAERER R (BIE) S LM bdR, ShiE
R LRERERAT
e
|| Hotspot Shield

K f'\ | [] http://127.0.0.1:895/config/action=confirm_disc =l | |"" Google P| #« B

e Hotspot Shield

powered by AnchorFree

State: Disconnected

_ comvect

Details
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Alkasir

Alkasir@ —H AR S 28/ F n TAEHM MILERE (IDIR) BHTIRER. TS T, AlkasirERAETRIXAE
A BEELIREATER,

BRI ERNERGREAERARERSS. BEFEIER , AFSIRAAHEKIREINTR TS , DR
FrR SRRy IR BRI, BRI,

— IR
| Ay

Supported operating system .-

Localization English and Arabic

Web site https://alkasir.com

Help https://alkasir.com/help

FAQ https://alkasir.com/faq

Contact https://alkasir.com/contact

Alkasir a0 T{EK)?
Alkasir2l SXHm AN TR EAMERFTIThEE. ERIRITE— MRARKTALEWHTTPARIEMAEIEEE (ETMozilla
Firefox) , F1—ANa] LB ORI JEA0 IS AO$RR FE

S MR EE
Alkasirg 813 UKSER B R MALBUR T | FFNE T RESRIRBFROMIE. IR H ML LR, TH

BEAE, ABYEAEFEMEFTRAOERBER , Favr SRt A g ReMReS (RAEERRKMRNE
EiR) |, AEAHTTPHREE,

PRI B 8 P 41 B3R B ST

FEAAT 3 24 R R RE AL iR , teRT VB - R EiRE. AlkasirflREEXMRE , ARBERZEMRE (—
A) HAERIBREIRE | BT HRE (RIFEUREOARXM | HPIERRABEMA , a)

— BRI AN (—MEE—AERBFREORSE) KBTS R, AIkasw&L‘JE%-AI%%&ﬁﬁ
BRI, ESRERM T ERATAREMILE , DMEMRI1EEthatgl. B, AIka5| MR, AR —5g
RICAT T IR SR B A N S R R

®fE , MRAkasirf FEEER (IRBIARE) MBE— I MILRK , FRmEERE—R , B9KE , BEREE
—MFE (SRTEBEREET) BRRIRIL , anREAE , RESRER.

¥R ELEhttps: //alkasir.com/map_t.

B2, Alkasirf# Gl ik BoE A RDI R AR IGEE. (B A TRZSB3IRE) | AlkasinfsEas&iix 4
o BTN E R m AR R IR SR ALK | ﬁ%{t%z’réﬁlﬂﬂ‘lﬁm

JEFE1SEI Alkasir?
/J\—f DB AW T 3ak 08 I mR ek

MMt T 2 Alkasir

RATAMNE M_E F&kAlkasir , https://alkasir.com,

BURTRINIRAE RGEAMRITEFF , ARAT AN T IURRAERE — 4

o WMRR{FEFAWindows Vista BiZFWindows 7 , FE &3 iFMozilla Firefox , {fRREE“AlkasirtEa” (FER
% 3MB)

° ﬁﬂ%zzﬁiﬁ%)ﬂ HFREE TR AkasireBTRka” (WFEREK , 41.04MB)

WRRTTI AT SRR _Ek K & dEAlkasir (bban/A R , MIE , siEEBIERSERm) |
ARAT LG T 22N USBRRARAlkasirH i—4 -

o REEMozillag) Alkasir USB 43 (TLHRE-(FHE--(BEZRHAIMITI ; X/ : 4MB)
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https://alkasir.com
https://alkasir.com/help
https://alkasir.com/faq
https://alkasir.com/contact
https://alkasir.com/map
https://alkasir.com/

o A&Mozilla X3S (AIK) Y Alkasir USB 4 (TR E-EH ; K/ @ 12MB)
EEEMFIRAEEELENet Framework , Z£Windows VistaFl Windows 74{ERZEETERE.
YRATRUEM— MRS |, BT AN MAKasinEEIE B HAFID. FHEHRD , FL , (REOZBES ERIMAE 77 M HREX
IR,
18 3 R 14 4 Uk Alkasir

INRAIKasirMEEERNIEZ M BRI , 7RI UBS R T s E R 3RIRE . REERE—HTHMMY
Fget@alkasir.comZRVEAMHFRIRE 4.

Send Save Now Discard

To: get@alkasir.com

Add Cc | Add Bee

Subject: (none)
4P Adtach a file

Rich farmatting »

(empty)

RN —TERE | REEFERHET | BB X T AR _E3ARAl kasirfh1ieeA .

MRILD U IREBE A | R RER R AR Nget@alkasir.comEMRIEXRAE £ 8 L | XH
HIVEBRF R S BIA R B BIRAR.

RE
FEBREAT | WA,

Organize « Include in library Share with

.{ Favorites

B Desktop

& Downloads %

= Recent Places

) alkasirl_2_0_full
= Libraries

FATRERBEIREEE, QiNET (Run) HEHER (Accept) .
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mailto:%E5%8F%AA%E9%9C%80%E8%A6%81%E5%8F%91%E9%80%81%E4%B8%80%E5%B0%81%E7%A9%BA%E7%99%BD%E9%82%AE%E4%BB%B6%E5%88%B0get@alkasir.com

14 alkasir 12.0 =

Welcome to the alkasir 1.2.0 Setup Wizard h'

S -

gl asir.com
I

alkasgir 1.2.0457 iz about to be inztalled. [f you are upgrading an older wersion of alkaszir. please
UMNINSTALL the old version first! Thiz installer will guide you through the steps required ta install
alkasir 1.2.0 on wour computer. I

WARMIMG: This computer program i protected by copyright law and international treaties.
Unautharized duplication ar distribution of this program, or any portion of it, mag result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law,

RRAkasirk&km S , mEi F—% (Next) R4
i
1 alkasir 120 [

Eeled Installation Folder h.'
ﬁ 1.2

alliasir.com
I

The installer will install alkazir 1.2.0 to the following falder.

Toinstall in this folder, click "Mext'". To install to & different folder, enter it below ar click "Browse".

Folder:

C:\Program Filezhalk azirtalk asic 1.2.04% Browse. ..

RATIAE R SR MR (EREVXHH) .
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-
1 alkasir 120 [ESSEE
I Confirm Installation h-'
E iz
alkasir.com
I
The installer is ready to install alkasir 1.2.0 on your computer
Click "Mest" to ztart the installation.
[l
L
Cancel ] [ < Back ] | Mest »
=]

AL, RET—% (Next) .

.
IH) User Account Control
Do you want to allow the following program from an

-
@ unknown publisher to make changes to this computer?
Program name:  ChUsers\ INTERN~1\AppData'Loca.. \alkasirl _2_0.msi
Publisher: Unknown
File origin: Hard drive on this computer
{:\:’:3 Show details Yes ] | Mo
Change when these notifications a
WiF EEFTRIREEE  RER (Yes)
) alkasir 1.2.0 [EEREE—
Installing alkasir 1.2.0 N\,
n 1.z
alkasir.com
I
alkazir 1.2.0 iz being installed.
Please wait...
Eancel ¢ Back Mest »
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rg!aucasirl.z.o uihihggj
Installation Complete h'é
A -

gl asir.com
I

alkasir 1.2.0 has been successfully installed,

Click "Close to exit.

Pleaze stay up to date by registering at https: //alk.asi.com

Cancel < Back

RRTRE , mEXA (Close) .

EREE R Alkasir?
FYUWindows gzl , AlkasirftZiAEs1, KEAlasirEREIERNRSESES | 05 (clock) BIMHE | #EIREX
HIELEIZTT.

AEHEREROEES A,

Launch Browser
Open alkasir interface
Report Blocked URLs

Disable Auto Updating
Options
About
Help

Restart
Exit

»

Customize...

o EEhiv¥2E (Launch Browser)
® ITFAlkasirRE (Open Alkasir interface)
o R BERKIMIE (Report blocked URLs)

AlkasirfEREmET T XMRAFHET DB, RAT :

o [33), RIMFEBRMGE
o EhAlkasiny iR
e fthttps://alkasircom_ i

o P TEAIKasIrkRASHIE 5.
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https://alkasir.com/

F = -— T emm— I
ﬁ alkasir ® [ =AY éj

Report Blocked URLs
List Blocked URLs

Options / Circumvention Settings

— ‘ Report Bugs / Send Feedback |
‘ About

Register

allkasir.com Help ||_shutDown |

. B . L
alkasir is a unique distributed
client/server implementation
developed to track, monitor,

Support alkasir by becoming a member
of the alkasir network at: https:/alkasir.com

=

and circumvent censorship of Invite Others to Use alkasir
URLs around the world.
Read more... Blocked URLs: 0 Proxy Status ON
Version: 1.2.0_build_457 your iP: |
i ISP:

City:
I Launch Internal Browser Country:

Enter a private proxy code
INITIALIZE BROWSERS Proxy type:  public nter a private proxy code

[Please close all browsers Internet:  connected
before clicking here] l Diagnose l ’ Scan for changes ” Minimize ‘

B, BahAlkasiniiegs,
14 List Censored URLs | alkasir - alka_;rh -~ y - - _ E

File Edit View History Bookmarks Circumvention  Browser Tools  Help ‘,ﬂ‘):’

@ Blocked URLs: - (= Mews/Opinion/Activism -~ %" Social/Interaction - &?”Anonymityfcircumvention ~ = Other content ~ Lo Links -

@ 0 i‘ l https Halkasir comilisting&list=1&country=GERMANY&country_code=DE&isp=HANSEMNI b b" ?ﬁ‘& all - [

i List Censored URLs a\kaslr*_'g‘ MonlP.org v1.0|
About Downloads Censorship Map Contact Documentation FAQ Sponsors
& 3k
asir for Mapping and Circumventing Cyber-Censorship
alkasir.com —
Home
Languages List Censored URLs
e URLs reported as blocked in Germany:
English
= ISPs below refer to the number of ISPs confirmed the blocked status of the
. respective URL
User login
Mode: PROXY
| |
Circumvention active Blocked URLs: !

RAZET FRMRARLEM |, RERNEE R A REMMozila FirefoxdFE M. EETIIETHANIIRE :

o —/ELMRMERER
IR FRNIERIRA | BIREEREAE— M ERAMEE R R, XMRABEIEE (address bar) R
L (status bar) .

* EEWEMAlasHE.,
PRAATIREIEABS R | BERKAKasIAN SERFAlkasingK-S,
ARUBRSEE IR, AIESIRM R M sh SR R B S E 3.

WRORBEI AT REREA— RIS — MR A (AELVIFIBGERBIER) |, RAT AR GRS H AR MR
R MALEIAlkasiriRE, #RATAGERS @’D‘}ﬂmﬁiimﬁﬂ%ﬁmmm)\?ﬂl?ﬁﬁéﬂ‘]lﬁ%ﬂ X—REETLTAKECR)
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- ™
rting Blocked URLs.. = E——
‘m Reporting Blocke

NOTE:
PLEASE READ OUR POLICY before reporting
URLs!

Enter URLs, one per line:

MNotification of moderators" decision:
() Matify me for the above URLs only.
Metify me for all URLs | submit.

@ Don't send me any notifications.

l Submit

BZER
VAlAlhttps://alkasir.com :

o XKML TECRY : https://alkasir.com/help
e bR BLIAIE : :https://alkasir.com/faq
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Tor : JFZAMAEZS

Tor (FFAKMER) B—MEFSRNAIERSRMLE,

—RIERE
Supported operating 2 .-
system ' --
Localization 13 languages
Web site https://[www.torproject.org
Mailinglist: https://lists.torproject.org/cgi-bin/mailman/listinfo/tor-talk
FAQ:
Support

https://trac.torproject.org/projects/tor/wiki/TheOnionRouter/T orFAQ
IRC: #tor on irc.oftc.net

(& Tor VsalPuhte , F PROIB(EANEE A A9, B BHOURA MM 4% . T Tor iR
3% (Shdkas) ZRIIBEARRATMNEY , RS NPUkS AAIEH AP BB LKE500 1P 3t
HE BT AT 2 AR SRk,

_— N
_ﬁ::lﬁE]_. ¥ gpxéf
A o ik
— K = o

=

i)

\ 4

" 4
=3

X B ARZ AR AT HERME. TorEA N ERIRMHFIE
o BEXP IR S5 SR R SR H A AR F PG B AR E R PR IE R
« BFRREEERE R PR (BB W P i)

o (AT TOR AR AR AR R 8 B AR B Pt B 35 38 I AN T LR I & X I e SR T AR S T 4R R
FREAE A PR B it

TorSHRLeiRF3E R ?
AE(F T orMBIEFET IR | ﬁ%ﬁ%ﬁﬁ%ﬁﬂﬂ%ﬁ%%\ fafFN5e4T , BPrEEEITEN LR
RTorg Pumiit, A AE AFE MR NIRRT F T BB AR.

Tora] LA Windows. Mac 0S XHIGUN/LinuxiE RS IR Z BUR A,

With what software is Tor compatible?

Tor{E ASOCKSARIBH A EHN ATERF , RILATAIFSOCKS (4, 4aflsiRA) MR FATEFFERR] ARE
S ATor , HpaiE -

o RZEEIPIER N SE25
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« FZBIRHERF IRC & i
« SSH & i
o BB i

IR 4R MVidalia Bundle. Tor Browser BundleE{Tor IM Browser Bundle&3ETor , HFEPE M Tor L
AR EANHTTPR BAIEIRE ATorMELMETE (frontend) . BITXFAR , TR IESOCKSH)
v AR ATMER Tor,

MR FREMBHEER Tor SRS TR TTNYEFIPX , ABAfEMATor Browser BundlezkTor IM
Browser Bundle & EHHKNERE , RABMEHTMARE |, FTAE#ER. Tor browser bundlesh
WA ETorbutton , {FRATorH TRTUNEES , T ATTRURMEIEFMR M., XA RANTorLA
T AN T EBI ML T2 : https://www.torproject.org/projects/torbrowser,

REERE

Y TAVRE SRR A SIER , TorB—NMEE SN LTA. AAREERNALETor TAKMEL
2, BN EERTUERBAREE , FEXMEE ] A B EN R AR A FEET
ftamul, PR AR | EMtERXF TR , B DEG E R KBS AL R,

B2 :

o XYTHY, TofRASZEIFN, KSBMTorT REAAKLBERPIIY , FTAMEEEREE
BASGHIFILIIER , KRBT SMIPHIERINE| B L Bch it T,  (B—FARAAGTF
XFhEE , {EATor bridges , ER AR ATFIIHANT A, EITHTEESL. )

o FUFATorFEFZAE— R , AREIEF TS, Tor Browser Bundlefii & %3
T TorbuttonflIFirefoxhRAS, TorbuttonZt F—LbffHR A /RIINIT IR |, [FHEEFRKB(E
A EAT orbuttonf 7, MNRIRRBRCERNNABETorE1T , TorTTARIAR, —Ledhft
MHALZRAMIERE | TS RIRRIPHE,

o MNRAAEHERESNMMESTBEHITR? , PAEBERNRETR (FRALOT
) @ exit node) & , AFREUERRERIEMEN. XEKE , T RETorT RKATAE UL X
T RSB ARMEE 2 (BB LR AR SR ARk, P EEE e L.

Tor FFRZE—HMRKXIEXNRFAMEM—LIBENNE , FHiRE=ZQES

L ARAAEERMERTor , ERREEAAAREMRYT. T TERGEE | FEHEPRES
{55 : https://www.torproject.org/download/download.html.en#warning , $A/FEF T HEK
R, A ERIR R ERY A P S 2T
& : https://www.torproject.org/documentation.html.en#RunningTor,

2. BB A AIER R EANER Tor , MARFIEEENI | BEBIZE Tor A P RIFAE
71 : https://trac.torproject.org/projects/tor/wiki/T heOnionRouter/T orFAQ#Whatattacksremain
againstonionrouting,,

3. Bl , KA ERA RRRTEITREN , Torth RIS | MRANTEIERAMEL R , AP
ARz RREELRTIT or LK.,

EATorN ST 2R &+

fEWindows, 0S XERGNU/Linw E{& A Tor WA ELE | AATEBIMIAEIITIE, Fhir
{ERE R REMRA , TN USe NFIREIR BT , WTEMITHNSRL , ArTRE
TR E BB AT LB e AR REF

TEToriMSEEREM

A ~a] A torproject.org Wt T TorifI U283 B , BRAAE , —FRBANM , —FEZ DU
{E:]F“ﬁj\%ﬂ”ﬁﬁo R P BB ER R EILBIE SR ERTRE , RIF PR BIRMAZE — MR
anRtorproject.org ML 7E A R BTAEMARIT U8 | RIAER AR TUE 25| Zepig A “tor mirrors” (B34
wtorfifg) : FERRERTE R R— LB, BT TRToridlERE M.

BT F AR RIS Tor « DL“F5Eh” lpF 3 iR gettor@torproject.org &k —HEL FRREF , /RKWE
KT WAL B B B ES AR IRGIRT orBRAF AL .

IR : T#TorBundle (BEMEABNENR) B , ARNZKREXHES , THEXN T AGGEMIT
B, IMRELSERTHRRGXHIBERENR. ARELHNEZEEURMAHTRE , &
&EH : https://www.torproject.org/docs/verifying-signatures,

A AT ERIMIE R E GnuPG i , BE X LI BE AR

14 : http://www.gnupg.org/download/index.en.html#auto-ref-2,

1EMicrosoft Windows R4t F &k Torfl¥Ess , B M T HMTRIER. MRAAERARKIRER
48, VEEFIT orMub A T B AN XFERS.
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MBI RRK
L FERERR AT  HATorMIE R I TN

3F : https://www.torproject.org/projects/torbrowser

Datei Bearbeiten Ansicht Cheonik Lesereichen Egras Hilfe
@ -c % (& ritpsiiwimtorproject org/projcetsitorbrowser 0 - LN <Y
' Messthesuchte Seiten Erste Schritte Altuslle - [2000+) [+] (Unbs ) & Tor Broject Anonymit... §) Google Ubersetzer

& Tor Browser Bundic + -

Home About Tor Documentation Projects Press Blog Store

I/" I

HOME » PRO.

TORERO

Tor Browser Bundle
¥ Software & Services

The Tor software protects you by bouncing your communications around a distributed network of relays run by volunieers
all around the world: it prevents somebody watching your Intemet cannection from leaming what sites y
the sites you wisit from leaming your physical location. and it lats you access sites which are blocked.

TarButton

The Tor Browser Bundle lets you use Tor on Windows. Mac OS X, or Linux without needing to install any software. It can

run off a USB flash drive, comes with a preconfigured web browser, and is self-contained. The Tor IM Browser Bundle

Am additionally allows instant messaging and chat over Tor. if you would prefer to use your existing web browser. install Tor
permanently, of if you don't use Windows, see the other ways to download Tor

TarBEL

Tarchee Freadom House has produced a wdeo on how fo find and use the Tor Brawser Bundle. If you donlt see a wdeo balow. view it

i Youtube . Knaw of a better videa or one translafed into your language? Let us knowl

GefTar

, Tor Tip

Tor is written for and supponad
by paople like you
loday!

nate

2. B MNEFPRRASH R, TR,

Dates  Bearbeiten Ansicht Chronik  Lesezeichen Extras  Hilfe
@ -c s % -] (28~ Gonge R

5 Messthesuchte Seiten || Erste Schritte 5, Aktuslle Nachrichten (Y Google Resder (1000~} [+] (Ui b Tor Project: & it... &) Google Dbersetzer

& Tor Browser Bundle -

Download Tor Browser Bundle and Tor IM Browser Bundle
To start using the Tor Browser Bundle or Tor IM Browser Bundle, download the file for your preferred language. This file can
be saved wherever is comenient, e.g. the Desktop or a USE flash drive

if you have an unrefiable Intemet connection, it may be easier for you to download the bundle edition which is split up into
smaller parts £

Tor Browser Bundle for Windows with Firefox (version 1.3.17, 16 MB)

English (en-LI5] (signature]
® &u AU (ar) (slanature)

glish (en-US) (

3. FESERZG , Wii.exeX 4, 3 “7-Zip self-extracting archive” (7-ZipXX#4EfRE) HO.
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. ar-

I-Zip self-extracting archive

Extract to:

C:ADocuments and SettingsiDesktoph

& Estract I Cancel

N

L OARESAREFE— AR |, RI58d Extract” (iR1E) .
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E  RAFERAERRKITEN (PLAnEMICKmEAN) EEMSIRG , TS S E &R
EZ USBIAFIKES .

fRETERZ A , TN HER , EEXHR TN RES TEMERE :

® Tor Browser (][50

Fle Edt wiew Fa 7 4F

) FirefoxPortable
é Start Tor Browser

WMRFIEHRE T, THRY) TR exeSHHBIR.



AZAN BRI RE

1 FEMLKRIERP , WATorN TR B BIRRAY T B ML

(https://www.torproject.org/projects/torbrowser-split.html.en)

W fTH— M Im ,
@
File Edit ¥iew History

@ -&

TEAZICRMR

, KRBT ANE S RAR

Index of /torbrow

Bookmarks Tools Help ai= Londeon: Fri 03:19 = Amsterdam: Fri 04:1

TE_:f | b | hteps:liwww torproject.orgitorbrowser/distitor-browser-1.1.4_e

Index of /torbrowser/dist/tor-bro

Name Last modified Size Description
3 Parent Directory -
signatures/ 13-0ct-2008 13:49 -
tor-browser-1.1.4 en-US_split.part®l.exe 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®2.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part@3.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®4.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part@5.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®6.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®7.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®8.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®9.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.partl@.rar 13-0ct-2008 13:49 1.4M

2. BRI T TR (— I XHRRRE AN exe” , KA Arar") | BETAX
FHEBRIFAE R PR AR — 3k,
3. Wli/aBg A exe’E—IXM. Rt —M R, BAREFNAA XA IR,

¥ WINRAR self-extracting archive

=1 3|

¢ Press Install button to start extraction.

¢ Use Browse button to select the destination folder
from the folders tree. It can be also entered manually.

« Ifthe destination folder does not exist, it will be
created automatically before exiraction.

Diestination folder

[CAUsers\Public\ Dawnloads

Installafion progress

Instal | Cancal

4. EFRIRAR , RIeBd install” (R3%) . FEPRERFEETAREE  ARE3X

.
5. RERMZIE , TFMEAXAKE  BRAE FONARES FEMR :
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File Edit View Fa

| oFirefoxPartable
5 Stark Tor Browser

6. MRABFHER FEM , TRENIERER.

{EATori 2%
EFFAZHY

o XiTor. RAFAHENERIKTor , EHR LM EIRAIEIT.
JBENTor¥Ess
Tor starting

fE“Tor Browser"X {4 , X dr“Start Tor Browser”3 {4, ToriZH|MEAR (Vidalia) FTFF , 3
BTorFHaIERT orLK

EFIE e | FirefoxB BT TorCheckiUH , AX/EHIAR PSR G AEEATor.
XATRERE — LA, BURT A R E X RERR L

|| Eils siEcit seiewan Histo v Bankenarksisoolsm Help
@ - L & 2 ' Gl le)[damsle] https://checktorproject.org/Tlang=en-1 77 =
2, Most Visited | | Learn more about Tor | | The TorElog

__| Are you using Tor? | i |

Congratulations. Your browser is configured to
use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the
Internet anonymously.

Addizional informacion:
¥ouz IF addzess appeass o be: #1.121.270.32
This =mall seripe iz pewered by sexzdmoel
¥ou may also be interested in the ITox Bulk Exit List Exposses

This sezver does not log any informatiom about wisitors.

Thi= page i= also available in the following languages:

[heabiva) Busmese Zesky damsh Deueseh Ehbsmu.sé (Ellimida) Emglish espafiel Esmenmian Fasssi suss:i frameads
Bk (Hihoneo) nozsk lbokmil) Mederlands polski Portugués Portugwes do Brasil romami Fycome: (Rasskij)
Thai Tiskge prpaimsssa |uk=aiins'ia) Viemsamese 3 (F)

&4 TorEnabled

WMREEEE] Tor M , I ENFERENA TANASIET ERZENFRRF

Fa &) 4 BE BT Ll 1708
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{F FAT oriXl 4,25 1 % kX 7T
WEEF—EWuh , REESTEEBITHANR., BATERT Tor, APKIEEREET L NPt T
&, FTAFTIF M AR B ok bbiscte .

WMRTorJoiAIES TE
BZR Vidalia ZHER T RFBEINLIB X AGE |, BFFirefoxB 53) , HER— “Sorry. Youare
not using Tor” (X , TorKIEEE1T) WILME , N TEFR , BRARRABFPIHLEERTor,

File Edt Wew Higtory Bockmarks Took  Hep

- i&;; f & hitps:lichedk.torpraiect.c & ¥ B |G-

& #bous Tor [ Tor hudden wii [ TorCheck at kenchite. ..

Sorry. You are not using Tor.

If you are attempting to use a Tor chent, please refer to the Tor website and specfically

the instructions for confimring your Tor clent

AdALEional IRDoEwaT Lom
Fouz IF address appeacs wo be: 76,16, Ié. 62
This EaTipe

¥ou may alme ba inberested in the Tor Bulk Exac Lisk Exportes

dosw nat log amy infozmatien absut visis

Done check.torproject.org @ Tor Disabled

MREFNXEE  EXAFirefoxFITorM8E2s , RAREE LRBIR. RATAMEEE T
[AJhttps://check.torproject.org/ 3T ZE IARARIREF T Tor,

DR Tor M YEER1EM — = B INANERIER | Torf] BEBIRIOEBX M AR SR (LRI FR A £ , RS
{EATorfbridgeTheE., & MLLLTF “1E] TIW?H%H%Tor BBy

{E£F Tor IM RSS2 EH

Tor IM RYESEMF Tor NIEREMZIN , (BFIBRTE , BT MER—A SRR BRE &~
U : Pidgin ; X% P a] AXTE R T BERE /FEQEIJH‘J‘JEVT'WN)@D ICQ, MSN Messenger, Yahoo!
Messengers{ QQI{TINRR,

BHXPidginEZ(EE , FEF : http://www.pidgin.im/

&K Tor IM HISE2REH
RATAEAEMTorg (https://www.torproject.org/torbrowser/) T Tor IM X' %28 E 4,
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https://check.torproject.org/

@

File Edit View History Bockmarks Tools Help le Londeon: Fri03:13 = Amsterdam: |

4; - a @ httpsi/iwww torproject.orgitorbrowser/

Tor IM Browser Bundle for Windows with Firefox
and Pidgin (version 1.1.4, 20 MB)

¢ English (en-US) (signature)

e 2w (ar) (signature)

s Deutsch (de) (signature)

¢ Espariol (es-ES) (signature)

s . Ji(fa-1R) (signature)

s Francais (fr) (signhature)

+ MNederlands (nl) (signature)

s Portugués (pt-PT) (sighature)
¢ Pycckui (ru) (signature)

« [B{EZE (zh-CN) (signature)

See our instructions on how to verify package signatures, which
allows you to make sure you've downloaded the file we intended you

NSRRI RLERSOR RS ABIRTE , TN torproject.org Mk
https://www.torproject.org/torbrowser/split.htm| TUE FENEIhR.

@ Index of /torbrows
File Edit View History Bookmarks Teols Help i@ London: Fri 03:18 = Amsterdam: Fri U4£I

Qi = G @ https/fwww torproject.orgitorbrowser/dist/tor-im-browser-1. 1.+

Index of /torbrowser/dist/tor-im-

Name Last modified Size Description

45 Parent Directory

signatures/ 13-0ct-2008 13:54
tor-im-browser-1.1.4_en-US_split.part@l.exe 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4 en-US_split.part02.rar 13-Oct-2008 13:54 1.4M

@ tor-im-browser-1.1.4_en-Us_split.part@3.rar 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4_en-US_split.part@4.rar 13-Oct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-Us_split.part@5.rar 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4_en-US_split.part06.rar 13-Oct-2008 13:54 1.4M

|?| tar-im-hrawser-1 1 4 an (1§ enlit nartA7 rar 13-0ct-20AR 1354 1 4M

B iR S0
B, WERINITEK EXE SCH,
AT ERMTEA -

I-Zip self-extracting archive

Extract to:

CADocuments and SettingshDesktoph,

o |
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o ARESHER AL, MRTHEREETL , JERAREARE. REH
dr“Extract” (figlE) R4,
i 3%%&%??&%&%@5‘]&%% (PbanFEMNERERRN ) RS | TERESUEMERE
USB (A%,

o MREFEMRZIE  ITITAOIRMMREX S , RAIRKRENE . TEA“PidginPortable” U TP
B

Y

- & Tor M Browser  [= |[E)[X]

Fle Edt Wiew Favor 7 G
Tor It [EBrowser

| )FirefoxPortable
=) PidginPortable
(5. Start Tar Browser

o fREZE , AT AR MBI T8I exe” TS EIRRKIBTA “.rar" M “.exe” 3+,

fEFA Tor IM NISESEAF

S TT HAL 245 .

o XM Firefox XIBERS . MRAAITEAE K Firefox , EHHR Y AKX ERIBIEIT.
o XM Tor, MRAAITENE LRI Tor , FHRUMEIREIET.

2B Tor IM #4528 :

o 7E“Tor Browser"3( {43 , W“Start Tor Browser3CfF., "Tor 35%IEAR (Vidalia) 3T ,
FH Tor FrahiEHE Tor ML,

& Vidalia Control Panel

~ Skatus

Connecting to the Tor netwark

- Vidalia Shortouts -

Stop Tor = Setup Relaying

Vigw the MNetwark ‘ Use a Mew Identity

! Bandwidth Graph g Help 6 Abaout

IEJ Message Log ){; Setkings m Exit
| Show this window on startup

LEILEEZE
o BATIF Firefox XISELRFF1[A) TorCheck Wl , ZNHBRNRERERENR , RNCLERED

Tor M4&,
o B Pidgin IKSEO (AMTEFTZR) , BEMFE Pidgin LiRE IM IKS,
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L At s msling, Toe? - Mhacrilla FieTon

e Et gew Hghwy ooweis Dk e
B R ey = | [iG-

i fbot Tor || Tor tckderisds G Torchack o Narchen. .

el b Pidkginl

o precs Aadd o
e e
Lint wircioss
= [ o= ]
e LT

1tlch7|~ , gg%ﬂﬁETﬁaEﬁ%éﬁT%EEP , FFERTAEE Tor BlAR (RBFRRCIEHEE Tor M%)
Pidgin T

£ Pidgin FIRE IM IKS

FAFRTAZE Pidgin AR IM #KS, Pidgin ATAFRA KL EH IM RS
(AIM, MSN. Yahoo!, Google Talk, Jabber. XMPP, QQ F11CQ %%) .

& Add Kcoount

B pidgin EAAENEZEE  BEN :

http://developer.pidgin.im/wiki/Using%20Pidgin# GSoCMentoring.Evaluations
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BN2R Tor JLIRIER T1E

I kre you using Tor? - Mozilla Firefox =
file Edi Vew Hgtory Beckmarks Took Hep

- @l /J} b hetps:fjcheck torproject &+ G- 4

& sbout Tor || Tor hidden wii [ TorCheck at kenchite. ..

Sorry. You are not using Tor.

Ifyou are attempting to use a Tor chent, please refer to the Tor website and specfically
the instructiens for confimring your Tor chent

AddiTienal Snfemmarisn
Tour TP addeess appeacs wo be: 76,16 2483
This Emall ECCIpT Le powsrsd By cordnssl

¥ou may alms ba tnterested in the Tor Bulk Ezse Lire Exposees

Thix wezvez dows net log amy information abeut wisitors,

L Je=jrm]==] § § B JO==]: J—]- ]

Done check.torproject.org @ Tor Disabled

2NR Vidalia #ZHIEAR P HFAEREBEASRE , 3 Firefox 2/330 , (BBR—
A“Sorry. You are not using Tor” (3#:,Tor R1IF%¥21T) W@ , AR, :

e IR vidalia #1 Pidgin (VEIEN T
o R EXEM TorIM iU"*E’%E#”*TEEE‘]*Eﬁ EHEE Tor IM 25,

2 JLRE=RZ G, Tor R NATTIAIERE1T , ATRERRA Tor A /K ISP £41. E5%
AFME BT Bridge (KIHF) BHER TorETT %Fﬁﬂi Tor 1 bridge ThEE , ﬁ/ﬁt#ﬁb_ﬁ Tor,

K] Tor IM X¥52s
FEZEXF Tor IM NSz , HPRE

o EAGHET , ARALIFARMS , ABFEHK) Vidalia EAFEEEExit” , M) Vidalia,

@ Stop Ter

B Bardwicth Graph
| =] message Log

@ nistwork Map
B tew Idertity

@ Cantrol Panel

# Settings
& Hap
& anou

o EAGHET , ARALIFARME , AR Vidalia e EEExit” , M) Pidgin,
p—

Shaw Buddy List

[ News [Message. .

& Join Chat..,
Changa Statis 3
ACCounts

{} Flugins

7¢ Proferences

Mute Sounds
Elirk: on Mew Message

RHEATHRGIETH Vidalia ¥R ERRN Pidgin BIFNHKZ G , HRXHT Tor IM XSS,
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[
™ Tor Br... ¥ e v, Fa R E B T 4 178
L

1&3d Bridge (M#F) {¥H Tor

ANRARAZET or LR A ET B , RA] LAE AT orfIRIARINRE, WIMFX—TNAREE [ 1A BAT orPILE 4 81
RPER Tor, EERMATBEZRT , AALAE TEFFIIRTorik i,

fH a2 M ?

RIAFRLE (Bridge relay , 5 A bridge) EIEAPLIRBEEI RN N HTor BRHPIILHTorpsk, X
B, BETIAT BhEX g8t BMER PR ISPRATA AT AT orp k9 igs , ©
AT REEBIRTH PIAT.

FEMP 2 AT TR P 2
AT &AM EEAE — AR | SRS SRMEIR PR B, — RN

KRBT AR ARl https://bridges.torproject.org/, ARXANREHILIE , KB RFTEE LKW
#, NGmailtkS &K% —H - H4ZE bridges@torproject.org , ZEMM4-E HhE “get bridges” (%A

3l5) .

L ]
‘ M II [ Search Mail ][ Search the Web

Compose Mail

[ Send ][ Save Mow ][ Discard ]
Inb o To:
Stared ¥ * bridges@torproject.org
Chats 67
Sent Mail Add Cc | Add Bec
M_ Subject:
All Mail
Spam £ Attach a file
Trash B 7 O F1T-Tyg T, v e i= i= &€ IE s = E =
Contacts )

get bridges

* Chat

Search, add, or invit
Rk, AP ASE—HEpeRE |, HP a7 —EHRhReEs.

CMNM.com Recently Published/Updated - 3 million bilked in pyramid schemes, Colamb

« Back to Search Results | Report Spam | | Delete | | More Actions ¥

Re: [no subject] imbox|x

7% bridges@torproject.org to me Feb 4
[This is an automated message; please do not reply.]
Here are your bridge relays:
bridge 124.21.104.134:443 dd54d2e1d00641433b5aaf58a77cde8574a73253

bridge 151.203.56.243:9001 f645794e85945e854a85e05d969c561a906ecdcf
bridge 89.136.148.225:443 45797f8aa4205b845061e676281ff7e5e666821

Bridge relays (or "bridges" for short) are Tor relays that aren't listed
in the main directory. Since there is no complete public list of them,
even if your ISP is filtering connections to all the known Tor relays,
they probably won't be able to block all the bridges.

To use the above lines, go to Vidalia's Network settings page. and click
"My ISP blocks connections to the Tor network". Then add each bridge
address one at a time.

Configuring more than one bridge address will make your Tor connection
BEIR:
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1. AFSRER Gmail IS AXIEK, 20R torproject.org HESZHMAMEKSHIER |, BbAKE

%‘IU«E@E@ Ekz%%ﬁﬁ#ﬂiﬁjk FREFGITAMTREE. WRAFIEH Gmail ik

, ABILG5pat RN AT AR — .

2 !IH%%FEQEH%MJ-ET%EJ#&& TUJEH%IWJJ: https://mail.google.com/mail/h/ , E#1/i

[A)Gmail AT BB HT MLAR AR,

JEENIAT I\ PSS
FA ARG — M (Ot 2 T, AR PR P ARG PR PIATABHERY Tor $HTRRE .

1. FTFF Tor ¥=H|EMR (Vidalia)

B Settings” (IRE) . i “Settings”&HA.

General Sharing Services  Appearance  Adwanced

|:| 1 use a proxy to access the Internet
||ty Firewall only lets me connect ta certain parts

|| My ISP blocks connections ko the Tor nebwork.

3. Bdi“Network” (RI4) .

4. 3% “My Firewall only lets me connect to certain ports” ([ k35X R ERELH)
F1“My ISP blocks Connections to the Tor network” (ISP £817T Tor P& HEREE)
7E“Add a Bridge” (ARINMIAT) FEES , MiAES BT AFBIHES. _

. BENTRFBRABNRE S, IR RINE T ERKSCAER | I TEFR

| My ISP blocks cornectons ko the Tor network
Bridgs Settigs

Bdd  Bridge:

[129,20.104. 134 983 S5 4de LADDEHL4 T RAS0aE 20T T0dm BT T4e7 3255 ]

[©) V]

|

1
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7. BEHEOKEMOKIRM , Bk E.

Add & Bridge: Hoe clo 1 fined & bridos?

| [F™

124, 21,1041 34:243 DDSA0E ID006E4 L 4 TECARESEAT TODESST4AT IS

X Carcel & “;\k

8. 7E Tor I=HIEMRF |, {FLEFFES Tor , MATLMERFHIZET .
Vol
ARIIRATBEZ ML, LRSS A, EEHETorfL , — MFER® , AT , 0
%ﬁggéﬁﬁﬁT—ﬁ\Wﬁ , MEHHYTFILIZITE , BPRTorfEERS SR , EEIR R

BEEMEZEETRINEZMNG , ARPREFESE FRLRE  ANEZNFEE , XS Er @k
B bridges@torproject.org IESFHRHEFRER .
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JonDo

JonDoFFIE T — M AR AjavalE £ IR (JAP) MIEERFIE , HERA—RBTorf3EKESR T
B, HATPUEE AR RIS AR 55 25 % W TURE.

SR, F A& Tor , JonDoMKEFLE T HERE SRR 4EFHRHMEMSITHRS 5. XFhcHHs
TRP—AEREER | R7RH30-50KBit/sIERYFE>600 kBit/s, MFEFMRILBINMIRIFER | 75

2[5 : https://anonymous-proxy-servers.net/en/payment.html,

—RIEE
g
Supported operating system & ' ==
Localization English, German, Czech, Dutch, French and Russian
Web site https://www.jondos.de

Forum: https://anonymous-proxy-servers.net/forum
Support Wiki: https://anonymous-proxy-servers.net/wiki
Contact form: https://anonymous-proxy-servers.net/bin/contact.pl?

S

E{FERBFR ) onDonymiK]JonDoM4E , REBZE Mhttps://www.jondos.de/en/download A f/REIRIER
éﬁTfﬂéjonDO§Fﬁﬁﬁo hRAER T Linux (K#499Jk) . Mac 0S X (K#17Jk) FMWindows (K
#355K) .

—Eﬁ*\—F%‘.TEF% , MG REEMRGRRNTEE —HEREE. Wﬂﬁﬁéﬁﬁl‘ﬂ%ﬁfﬁ%@@ﬁﬁ
KN AR ARG —MBBIRAR, EFRNNBIFH |, BIVBRERE L) onDoZ 4 AR,

Windows i PR A] BEHEE T4 JonDoFoxMILR A Y28 | IXWGAE FETTHA.

FCEAE A
LARE—REFN onDo , (RIS BIRIES .

Installation assistant x|

Welcome to JAPUonDol JAPLUonDo protects vou from being observed while surfiing the
Wiy, 2.0, apainst providers, web site operators and even the anommizer service itselfl

This assistant should help you o make your first steps with JAP/JonDo. You may control

the JAPiJonDo user interface while the assistant is shown. To do so, you may need to
move the assistant's window.

Language English

BTk, RO E AR S IR A RIKVEHRE B, IRAER A AR SRR,
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Installation assistant 5[

You may use JAPUonDo either in a simplified view that only contains the most
frequenthy used control elements, or in an extended view that gives you full control over
the program. The simplified view s recommended for unexperienced users.

® Simplified view
_ Extended view

| <Previous | Next> | cancel |

ET—PRE , RRMFAEHRIEFRIEREF)onDoRIE T AL INITES. RARIINIKERR A
PR, FREIRAIRIE.

Installation assistant ﬂ

Mow you have to register JAPRJonDo in EACH of your browsers as a so-called "proxy”
Hint: JAPLonDo does only suppart passive FTP, that means no uploads. We
recommend to even set proxy seftings on JAPLonDo that JAPJonDo does not support,
10 avoid an accidental deanonymisation,

P Internet Explorer HTTP(S) Hostname : HTTP(S) Port
P Mozilla Firefox (recommended) localhost 1 4001

P Sea Monkey

P Opera FTP Hostname : FTP Port

» Konqueror localhost : 4001

P Ssafari

P Other browsers

<previous | Next> || cancel |

—BXUESERL |, JonDoWFMFAGINIIRINACE . EEHEART , HiERRIXR , Ke=XARRIAC
EIFHIN SR TIT — A Wik,

i JAP / JonDo ] 4]
Jmﬂﬁa PRIVACY NEEDS /BUNIVINE 0
Services: | 7§ SpeedPartner-ULD |~ @ | Details |
Anonymity Anonymity Anonymity
Number of users: { goureenti |- 7 0n
Traffic: FEFEE a @ off
Remaining credit: CErErr
Encrypted data transferred: 0Byte Activity: [ | [ | [

@Visit our internet pages! (Click here)

‘ H H i H Help H Assistant H Config H Exit |

20RJonDoBIR T —NEE , BRIVIERE B UNEFBZMLL , BA—VIECIEMECE , /KA RIS
BFELEERR. RERUM LR, MREBIMEMEMER , EFE , TRBFRAREZ X
TR RARARIES.
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Installation assistant EI

Flease switch anonymity to “Of" in the JAPUonDo main window now and after that,
raquest aweb site with your browser. JAPLonDo should now display a waming and
prevent you from surfing until you have chosen "Remember answer and have
confirmed with *ves".

) JAP/JonDo shows no warning and surfing is not possible

) No warning from JAP/JonDo. Websites are being loaded normally

) JAP/JonDo shows the warning but websurfing is not possible

! The JAP/JonDo warning is shown in the browser window only (not in an info-box)
) The warning is shown. Websurfing is possible after confirmation

| < Previous I Next > ” Cancel |

%ﬁmgzﬂ%:&l&ﬁﬁlﬁﬁﬁﬂﬁ D EEHERPEIRE R R T , AREEENNESRTTHA—1
uk,

7 JAP / JonDo P ] |
Juﬂﬁﬂ PRIVACY NEEDS [RUTIYINE e
Services: |ﬂ@ SpeedPartner-ULD |V| @ ‘ Details ‘
Anemmiy oK ﬁﬁ;ﬁ? high Anonymity
Number of users: 1120 il P @ 0n
Traffic: ENEER p © or
Remaining credit: FrErrr
Encrypted data transferred: 102.8 KByte Activity: HE[ [ [
@Visit our internet pages! (Click here)
‘ H | ‘ i ‘ | Help | ‘ Assistant ‘ ‘ Config ‘ ‘ Exit ‘

WMRAMIEEN |, IBA—DERREF , RAT AR SRR , W_ERRIRIF". ARIRBERH A
R EEE , RMTFHFEERMR R,

X

Your browser is now configured properly for JAPUonDo usage,
MNext, switch anonymity in the JAPiJonDo main window to "On®. Surf a little bit on the web
to test the connection to the anonymizer sermvice.

) Connecting to anonymizer service not possible

() Connection established but wehsurfing is not possible
_) Connection established but websurfing is too slow

® Connection established, websurfing is fine

_ <Previous | Ned> || cancel |

BNEEAZTHT . REBSNECEIRINITETET JonDoMLgER. IAE , RICNACE /RIS
EHALESNEREMAEE. RERIIRNERNEFRUEEN TSR,
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Installation assistant x|

Your connection to the anonymizer service is ready. You should now configure your
hroveser in away it does not leave any "traces”, in particular that is does not execute
active content (Java, JavaScript, ActiveX, Flash,..). Otherwise it might be possihle to
revake your anonymity via "backdoors".

b Internet Explorer
» Mozilla Firefox
} Sea Monkey

} Opera

} Kongqueror

b Safari

p Other browsers

‘ < Previous I Next > || Cancel |

2R onDORIARAE AR 55 AR FEARIE R D AR | MR X R EEEHR, ERFERT Rd BE” , &
FEWERIET R, R EREH AP/ JonDofl FUFIAE A RS, FigEEIFEBE L 2 A,

nsetings X

Circurmmvention of internet censorship and filtering

Userinterface

o
Nz‘::];f [7] Connect to other JAP/JonDo users in order to reach the anonymisation service.
Vo |

Senices _I

Iz' *ou only need this function if your provider blocks R TR
access to our services, The connection through
antl-censorship Is very slow and parially unstable,
Moreover, itwill be more difficult to connect

ods).

‘Would you like to activate anti-censorship now?

(e ][ ves |

HOST:

ERARERRECE T ARANNEES | (RE] LK EF5E) http://what-is-my-ip-address.anonymous-proxy-
servers.net , EREVFRERH M.

JonDoFox
AT ERL , JonDoNymEIBAIR T — M EHRA)onDoFoxfFE LT I Firefox (AAR) PREEINIYERS .
EUTorMEREM , HIBEFRES TANMEZRNER.

YRATAFE https://anonymous-proxy-servers.net/en/jondofox.html FEZ T A,
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Your-Freedom

Your-FreedomZ —s M IARIET R , HUREARE (2ARE) KkRS.

2R ] BT Windows, LinuxfIMac OSIRIERST , FERRERE— M AR AABA10MNEZRHZ08 RE
A REIMILE . Your-Freedom 3R 241\ 0penVPNRISOCKS IS AR S |, {FH A A— XY R 2R
SHHBMNEERNTA,

—HEE

s
Supported
operating system ’

Localization 20 languages
Web site https://www.your-freedom.net

Forum: https://www.your-freedom.net/index.php?id=2
Support User guide: https://www.your-freedom.net/ems-
dist/Your%20Freedom%20User%20Guide.pdf

HE&{E A Your-Freedom

Bk, Mhttps://www.your—freedom.net/index.php?id=downIoads—FﬁQEHI,EQ MRMRELTE
Tlava , fRATUFEARUILK MEER, BRERZADRK)ava , &
xhttp://www.java.com/en/download/testjava.jsp., ZNRFALZ L ava , NI TFTH AL 12K TR E
B, B ScEREERT UM http://mediafire.com/yourfreedom#51&.

WRAREFRE— DB EEEEBEIX_XMIEE‘]E@,Your-FreedomTﬁ'éﬁiSesawefl*&F'jq *L{E (AP
% :sesawe , B @ sesawe) , WIRXANRIER , BBARBIUER—MKF. AT B3N, mT )
ihhttps://www.your-freedom.net/index.php?id=170&L=0E M — N G Z2itk /.,

Tl

LOGIN

ick hera to register.

REREFAE TR EXRVIE) ? REX Bk,
0

You need to create & user account to use the Your Freedorn client and to access sorme parts
of thiz web zite. The only iterns strictly required are: a username, a passwaord, and a valid
ernail address. Pleaze do not use sel'? destraying ermail addresses vou might not receive
iterns you've bought if you do. Also, we will treat vour details strlctll,l confidential and will
never pass your ernail address to anyone -- no SPAM, guarantead!

Username: Icship
Passwaord: |u.u
Repeat password: |u-u
Email address: |freerk@gmx.net
I have read the ﬁccep‘talg;ig?:a ¥
ET—, MABERNEE. REAFS. HIEMBEFHRFAMU R HaM. HEE20%EH.

0

“our account has now been created, but it has not been enabled yet. Please check your
ermail box for an ermail from us containing instructions how to enable it

Unfortunately, email delivery is rarely immediate in today's world, Mecessary anti-SPAM
measures delay or hinder email delivery; it may well take several hours until you receive
our email, especially if vou are with a big email provider sporting a capital ¥ and a bang
sign, If you encounter dUiFFiculties enabling your account, just send an email to
support@your-freedorm. net from the email address you have registered with and tell us the
username you have choszen, we'll enable vour account manually then,
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gﬁiﬁ@]—/ﬂ%ﬁdﬂﬂﬁﬁﬂﬂﬁﬂifr%Eﬁﬂ‘]fﬁ% , FREIWA , REERR RIS —HBT

Dear Your Freedom user,

soweone (likely you) has registered an saccount with us on
our weh page, wyw.your—freedom.net, using your email
address. If it wasn't you or this was in error, please
disregard this email, we will not contact you again.

Tour account "cship™ has not heen enabled yet.
To do this now, please copy the following link into your weh
hrowser (or click on it if you can):

http://vww. your—freedow. het/index. php?id=171fusername=cship fauth=hac5c89cz

RAETHEZNEE (FROABD) ABARRIER.

O ACCOUNT ACTIVATION

Thank you wery ruch! Your email address has been verified and your account has now been
enabled. You may now log in on the web page, and your newly activated account will be
ready for use with the Your Freedom client application in a few minutes. Fraom now on,
please use the password you've chosen when you created your accout, you don't need the
authorization code anymore.

LRBR) YR RIS | R SBIEIET .

Rk
%Ti%ﬂﬂ%ﬂéﬁ@ET:EWindows—F?ﬁ?IRHlﬂq , (BET R SRR B H AR RS R AR AR H A

7E , AR Your-Freedom,

. Favorites

PR Desktop
& Downloads
“Z| Recent Places

i freedom-2011022
= Libraries 3-01

@ Documents

R FERIFIISCAE. 304 AT RERARTAR A E & AR T A BT AR,

iﬁ Your Freedom 20110223-01 - Excelsior Installer =

Welcome to Excelsior Installer for Your Freedom
20110223-01

Excelsior Installer will guide you through installation of the
software on your computer. To proceed, dick Mext,

<Back || MNext> | [ Cancel

EF-—MREARET—5.
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-
Qﬁ Your Freedom 20110223-01 - Excelsior Installer

Installation type
Choose installation type

Install this application for:

(7) Current user only

@ Anyone who uses this computer

[ < Back “ Next = |[ Cancel l

gi—ﬁﬁﬁ%ﬂuﬁﬁﬁﬁﬁERHWMMFEEWWW§MMﬁﬁﬁF(ﬁﬁ)ﬁﬁaﬁﬁﬂ
V.

-
Q}f Your Freedom 20110223-01 - Excelsior Installer
—

|| Destination folder
Select destination folder

The installer will install Your Freedom 20110223-01 components to the following folder,
To install to this folder, dick Mext.

Toinstall to & different folder, dick Browse and choose another folder.

Destination folder

C:\Program Files\Your Freedom

Space required on C: 35556 K
Space available on C: 25418952 K

[ < Back ]| Mext = |[ Cancel ]

PEFRE Your-Freedom B3R, AS¥HAFANVESEIAERE, R T—5.
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;ﬁ Your Freedom 20110223-01 - Excelsior Installer
o

| Program folder
Select program folder

The installer will add program icons to the program folder listed below. You may type a new
folder name or select one from the list of existing folders. To continue, dick Next.

Your Freedom

7-Zip

Accessories

\ Administrative Tools
FileZila

Games

Gimp Pack Mode
IrfanView

| Maintenance

Mozilla Firefox

| »

m

(s ] (o)

T_g?%%%f?ﬂﬂ?—’rﬁﬁ , AR AR FERR U E RN E R, (RATARBIAEATIH AT
U,

-—
iﬁ Your Freedom 20110223-01 - Excelsior Installer
—

|| Shortcut icons
Select shortcuts you want to create

Create shortcut icons in the following locations:

Desktop

[ < Back ]| Next> | [ Cancel

ERRE AR LA EIAR. BXRE F—2.
EXBERITUBEEHRZATRENILES. WARRE F—%  REMRFRBH , /ERE.
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Your Freedom 20110223-01 - Excelsior hmller-blﬂu

e —
|| start installation
Wiew current settings

The installer is ready to install Your Freedom 20110223-01 on your computer. Click Next to
begin the installation or Back to change the current settings listed below.

Current settings:

Destination folder -
C:'Program Files\Your Freedom

Program folder
Your Freedom

Create shortcuts on the desktop

WAE , TEIHIAT . XTRERR L6 , BRI BUR TR fTERE.

T
E Your Freedom 20110223-01 - Excelsior Irmuer‘LE@u
e ——
I

Installing

The installer will copy components of Your Freedom 20110223-01 to your computer. Flease
wait while all components are copied...

Extracting file: C:\Program Files\Your Freedom\freedom.exe
—— 1

Qverall progress:

P— ——)

Erm T

Your Freedom 20110223-01 - Excelsior Installer _
T
U

Installation completed

Your Freedom 20110223-01 has been successfully
installed on your computer. Click Finish to complete setup.

Start Your Freedom

{ | Cancel

®E, R, RETTHRIRE TR,
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wE
Your-Freedom& B 31831, MRRUGEALEINE , AEfREmEKYour-FreedomEdr (4
i) .

LHRE— IR AshYour-Freedombt |, IREEACEE .

r|§| Please select your language I =]
| Bahasa Indonesia | ‘ Dansk ‘ ‘ Deutsch | ‘ English (UK) | ‘ English (US) ‘ ‘ Espaiiol |
| Frangais | ‘ Hrvatski ‘ ‘ Italiano | ‘ Magyar | ‘ Nederlands ‘ ‘ Portugués |
| Romani | ‘ Tiéng Viét ‘ ‘ Tiirkge | ‘ Pycckui | ‘ Aual ‘ ‘ “Iny |
| i | dxEm |

L =

BHREFRFNES. REHRERKES. RUGHAEREXLRE.

r T—
|%| Your Freedom - Configuration Wizard * '

Welcome!
This wizard will guide you through the basic configuration. We will gather information whether or not you need to use a
proxy server and whether or not you need a username and a password on this proxy server. Then we will find a Freedom

server in your vicinity that you can use and set up your account details.

Click on the Next button to continue.

Cancel | Next |

B RENRAE AR ARERS. SHT—5.

-

| £ Your Freedom - Configuration Wizard | =] —

Proxy Server

At first we need to figure out if you are using a web proxy to view WW\W pages. This information can be obtained from
the web browser's configuration.

# Internet Explorer: "Extras”, "Internet Options”. Choose the "Connections” tab. If you are using the LAN
connection, click on the " Settings" button on the bottom right, otherwise choose your dialup connection and
click on the " Settings" button next to it. Find the "Proxy Server” dialog box and click on the "Advanced” button.
A window will pop up, showing your current proxy settings.

# Mozilla: "Tools", "Options", "Advanced" tab, "Network" sub-tab, "Connection" panel, click on " Settings".

If you are not using a web proxy, or if you can't figure out how to use it, leave the fields empty.

Proxy Address |

Port |

Try to auto-detect ‘

Back Cancel | Next |

=

EARERS SHEET | AR E MR UERRAIERSSMER. R T—5.
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-
|%| Your Freedom - Configuration Wizard I =l =

Select protocols

Choose the protocols you would like to try. If you are unsure, try them all. This is useful if you would like to avoid a
protocol because you already know that it doesn't work.

3]

HTTPS

Try non-HTTPS ports (no proxy)

=

HTTP
FTP

X

uop

O

CGl relays

L i a W S S W = &
=l

Back | Cancel | Next ‘

e

TEEBEIES | (R B ESE T— 5,
] =

Looking for Freedom Servers

I will now try to locate Freedom servers near you. Please stand by...

108 searches scheduled, 18 still running
Found 85 ways to connect
Verifying FTP reachability

Back | Cancel | Again | Hext ‘

Tk, Your-FreedomBC & SR — LT ML T AT AR 25 | FPRE MRIERANL BRI
B, XAk E— R,

RATBEMRIEE KBS R — N ES (XEBIINKEWindows 76—V E&) . RAARIFIE Your-

Freedom,
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r =
|£| Your Freed @9 Windaows Security Alert

Lookit

I will now try

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Your Freedom dient software on all public and
private networks,

i . MName: our Freedom dient software
Publisher: resolution Reichert Network Solutions GmbH
Path: C:\program filesiyour freedomfreedom.exe

Allow Your Freedom dient software to communicate on these networks:
[] Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended

because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

I
— [ Allow access ] [ Cancel ]
-
%] Your Freedom - Configuration Wizard l =] = |
Found Freedom Servers
A search found the following servers. Please highlight one of them and click on the Next button.
Mame Address Country Pref HTTPS HTTPIC..| FTP UDP
ems 19 yourdreedom.de 83170 116.31 K 95 yes yes yes 53 -
ems30. yourfreedom.de 77.9292 156 UK 9.3 yes yes yes 500 ]
|| |[ems23.yourfreedom.de 77.9278.225 LUK 91 yes yes yes 123
ems20 yourfreedom.de 67.212 6775 CA 91 yes yes yes 10000
!l lems01.yourdfreedom.de 204.45135.154 s 9.1 yes yes yes 161
|| |lems26.your-reedom.de 76.73.94 195 Us 8.9 yes yes yes 10000
ems15.yourfreedom.de 91.194.91.38 DE a7 yes yes yes 10000
ems 17 yourfreedom.de 217 150.244 92 CH 8.6 yes yes yes 69
ems14d.your-freedom.de 94.231.80.100 CH 8.6 yes yes yes 520 P
ems27 yourfreedom.de 851722212 ML 8.6 yes yes yes 500
ems16.your-freedom.de 208.53.158.27 s a.6 yes yes yes 53 1
ems21 yourfreedom.de 202.160.120.226 =1 8.3 yes yes yes 10000 T
ems02.yourfreedom.de 193.164.133.72 DE 8.0 yes yes yes 520
ems22 your-freedom.de 123.108.109.9 HK 7.9 yes no yes 10000
1 ems31.your-freedom.de 187.45.202.179 BR 315 yes yes yes 520 -
Back | Cancel | Again | Next |

LA FTRAE  FREBRRANBBRRFFFE , AT UEE— M RESIHFBRRET T —5.

-
| £ Your Freedom - Configuration Wizard I

Configure Freedom Account

Please fill in your Freedom username and password in the form below. Click the Hext button when you are done.
To obtain a Freedom account go to http:hwww. your-freedom.net/ and register there.

Username [sesawe |

Password |"-"- |

Back | Cancel | Next |

BEMARERTOIENK A EE.
#7718 : english@sesawe.net,

R F—2.

WRRIEA , #RAT RUB I [ UF R fasti A X E KM k15 %
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-
|£| Your Freedom - Configuration Wizard l L= =

Congratulations!

All should be set up now and you are ready to free yourself from your chains. To open the door to Freedom click on the
"Start connection” button in the Status panel. To have your applications use the Freedom service configure them to use
the following SOCKS 4/5 server or web proxy server.

SOCES 4/5: localhost 1080
Web Proxy: localhost 8080

There is much more that you can configure; please check out the Configuration window and read the documentation to
learn how you can add fixed port forwards and turn your PC into a mirror image of your POP3/IMAP/SMTP mail server, or
even make your PC reachable from the Internet.

To save your new configuration now, click the "Save and Exit" button below.

Back | Cancel | Save and Exit |

LRERREREN , RUALERNSEATR. RERFFERE,
HUE , Your-Freedomiz{TAERINT RN L , FFEARATMERKHES A= EBE—EIFF.

Your way to Freedom

Customize...

AT BEREMMBIFHEIFITIE , YREAEYour-Freedom & O o ML E FHEF A T HES B7R
FIETRAMAEER. STR/E AT REFRE.

-
|£| Your Freedom - Configuration El;‘g

— -

Account Information | Proxy Settings | OpenVPHN Settings |
Server Connection Settings r Server Selection |

YF Server

Address|emsl33.\,r0ur—freedom.de |

Port[443 | | wizard
Connection mode 1

Tweaks ‘ None ‘ - ‘
Options
[] Automatically switch server Minimum buffer size[1500 |
[ ] Automatically connect on startup RTT measurements ’7
[ ] Reconnect after server shutdown Keepalive interval ’7
[] Avoid using DN S Reconnection delay’i
S0CKS4/5 DNS lookups on server Initial POSTsize| |

Enable encryption Minimum POST size
Enable re-keying FTP mode
[] Use true SSL with HTTPS $SL protocol version TLSv1 ﬂ

Use Wizard | Save and Exit | Cancel |

b

HLE |, Your-FreedomB 285 #:2 T fRSS28 , FFEIR T — MRATAERERAIZE RInternet Explorer
iFirefoxdi P& AR, REE M HHATACE , mdiYour-FreedomE&E O+ KN 72
FARE | SRR I S EHAE. Your-Freedom¥$ BNECENRENM , DMERIBT B M Your-
Freedom#E %2 B XM,
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| £| Your Freedom - Configuration = | =

Account Information r Proxy Settings rOpenUPH Settings |
Server Connection |T' Settings r Server Selection |

Settings

[ Start minimised Bandwidth unit bits/sec | v |

["] Do not show pop-up windows
[] Hide system tray icon

Use Wizard | Save and Exit | Cancel ‘

INRABFIARIERS{E A T Your-Freedom , #/RATA[a] sk https://www.your-freedom.net , HHEE A
MRRERERZE . NFEEUEIRR2RMEREZR |, IPARBAYRERIE BN ER Your-
Freedom4E &5 [a) BLEX R,
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ADVANCED TECHNIQUES
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I M fERT RS (DNS)

IRFRIA . PRI SRR L E R ERARET DNSI MY , IREXE BIXLRR,

i FH AR 55 2R EE 4

fAT A , DNSARS 2 AMELEIMIE I dNgoogle.com&H AIPHIIL |, 4072.14.207.19 , E#HAS
IBAKRIKNME LS ERRF . X —IREIE T BT RN ARSI AR 4P I DN S AR 5 252
1T, FRIEAMIDN SEPIBITERMSK T I DN SESRRSNE , Bl A SR EUB I FT R ARAR S 25
STEEX—FRRXNFIERB SR , FTAET AR, iCE@EEhSEaEAAEaER , i
ADN SEH AT BEA 2 ME— A a8,

{FRXPFFIL , FRETRESUT X E8 : FRREMMKIDNSIRE | FHAEMAIDNSIRS 28 , 2F
YtE IR hosts 3L,

18 AL DNS AR 5525

RATLME RSB =TT IR 25 |, SEITRASHBA ELHXP AR 5542 (XA A DN SR 55 =5 LEARECFR B TR B ek 4 3t
Ik, BATTREHE XM ARSI AR AIDNS RS 235491, AAEMN AT, EfTENT ARXIDNSHRS
#5A[{E£ . OpenDNS (https://www.opendns.com) f2t—NXHEEMIAR S , I 4047 58 BU/REE A {5 B
FIDN SR %25 FERa (https://www.opendns.com/smbjstart/computer), XEiEH—NEFHHLEKT]
{FFMIDNSARE-#5513K : http://www.dnsserverlist.org,

KR —HATHRAKDSNIRS 27758 , B AMBEELR (Internet Censorship Wiki) , 3
3t : https//en.cship.org/wikiDNS,  (FBr RS B 5 ATREEIBIATRIENIML, | &R AR ML
—H T RENRBUR)

Publicly-available DNS servers

Address Provider
8.8.8.8 Google
8.8.4.4 Google

208.67.222.222 OpenDNS
208.67.220.220 OpenDNS
216.146.35.35 DynDNS
216.146.36.36  DynDNS
74.50.55.161 Visizone
74.50.55.162 Visizone
198.153.192.1 NortonDNS
198.153.194.1  NortonDNS
156.154.70.1 DNS Advantage
156.154.71.1 DNS Advantage
205.210.42.205 DNSResolvers
64.68.200.200 DNSResolvers
4.2.2.2 Level 3

141.1.1.1 Cable & Wireless

WEHFIFONSIRSF 2SR | IR REMRIIRIERSTHIDN SR E B A RAESE.
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FZEWindows® M R DNSIX B

1. fEJFIA3EE (Start menu) FTIFAREEFIEAR (control panel)

":??fﬁ Paint

IL-" Getting Started
!' Connect te a Projector

Calculater

% Snipping Tool

Sticky Notes

-QA KPS Viewer
g Windows Fax and Scan

% Remote Desktop Connection

""_] Notepad

» Al Programs

| |Search programs and files

(53 » Control Panel »

Documents

Pictures

Music

mputer

ntrol Panel

Devices and Printers

Default Programs

Help and Support

Adjust your computer’s settings

Systemn and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options

Hardware and Sound

View devices and printers

Add a device

Connect to a projector

Adjust commonly used mobility settings

Programs

Uninstall a program

Viewby: Category *

User Accounts and Family Safety
&) Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods

Ease of Access
Let Windows suggest settings
Optimize visual display
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3. B ARNANRERITTE M .

%% » Control Panel » Network and Internet + Network and Sharing Center ~ | 43 || Search Control Panet £
Control Panel Home . . . . . ®
View your basic network information and set up connections
Manage wireless networks 1A = 0 See full map
Ch dapter setti
ange acapler setings BOOKSPRINT booksprint Internet
Change advanced sharing (This computer)
settings :
View your active networks Connect or disconnect
boaksprint Accesstype:
Public netwerk Connecticn.
Change your netwarking settings
ik Set up a new connection or network
™ et up awireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.
"5. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
@@ Chooss homegroup snd sharing options
Access files and printers located on other network computers, or change sharing settings.
. [=] Troubleshoot problems
Diagnose and repair network problems, or get troubleshosting information.
HomeGroup
Internet Options
Windows Firewall

4. TLEMEKIERE (Wireless Network Connection ) ‘REHAKSHITH.. adiEH

(Properties) .

F ™
1 Wireless Network Connection Status g
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled i
S5ID: —— |
Duration: 00:07:19
Speed: 54.0 Mbps

Signal Quality: !!!!!

Details. .. ][ Wireless Properties ]

Activity |
Sent —— % ——  Received

Bytes: 3,208,355 | il 236,275 |

[ properties | [ % Disable ] [ Diagnose ] |

'l
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5. ETLEMLRIERE (Wireless Network Connection ) J&M (Properties) & i%E#¥ Internet

Protocol kA4 (TCP/IPv4) , B R T /B (Properties) .

F ™
[ Wireless Metwork Connection Properties ﬂ

Networking | Sharing

Connect using:
L¥ Atheros ARS285 Wireless Network Adapter

This connection uses the following tems:

9% Client for Microsoft Networks

g Hotspat Shield Helper Driver

QOOS Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks

& |ntemet Protocol Version & (TCP/IPvE)
it Protocol Version 4 (TCP/1Pv4) |

i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| oK || Cancel

b

BRI DNSHIE (5120 , Google Public DNS),

-
Internet Protocel Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

for the appropriate IF settings.

(@ CObtain an IP address automatically
() Use the following IP address:

IF address:
Subnet masks

Default gateway:

@ Obtain DMS server address automatically:

() Use the following DNS server addresses:
Preferred DMS server:

Alkernake DMS server:

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator

Validate settings upon exit

[ 0K ] [ Cancel

)

6. VRELFENZ A EInternet Protocol ARAS 4 (TCP/IPv4) M (Properties ) B , XIS E IR

7. EEORNKE , Ao E A T EKDNSARS 3t ( "Use the following DNS server addresses"

), RFEEEIDNSIRS 25 IPMEEHEMAIE, TH/E, , REOK. BAMERT , BEAS—

" DNSHRS25. #IEDNSIRFRATLLKE F—AF.

(@ Use the following DNS server addresses:

Preferred DNS server: a8 .8 .8 .8

Alternate DMS server: a .8 .4 .4
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fEUbuntu® MR DNSIX B
1. ERGFHAZIEEIR (Preferences) > M#Ki%E3E (Network Connections)

0 System | A |

Preferences >

Administration > Eﬂ Appearance
@) Assistive Technologies

o About Me

Help and Support it
@ Bluetooth
About GNOME
\a/ . Broadcast Preferences
About Ubuntu

(1] 1Bus Preferences

B Keyboard Shortcuts

=# Main Menu

@¥ Messaging and VolP Accounts
™ Monitors

[*] Mouse
W

2. WEREE |, RABAEELEGoogle Public DNS , ZNR{/RAEE Y Ethernet iE#E (L) HIRE ,
EFERL (Wired) TR , AFESRPIEFFRPINERE, RGN TTEEZTRR
B EBEIE (wireless) IR , REEFEESERTTLMLE.

& wired ‘1:|I| Wireless ‘;,.|| Mobile Broadband ||j VPN |57 DSL
Name |Last Used
Auto Ethemnet 1 year ago
Auto etho never

Close
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3. REdwiE (Edit)

, ERHNELOE | &FIPva REEA K.

Connection name: [Auto Ethermnet

Connect automatically

|

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |
by
MAC address: I| I
MTU: Iautomatic j bytes
[ Available to all users | Cancel ‘ ‘ Apply |

Connection name: [Auto Ethemet

Connect automatically

Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: | Automatic (DHCP)

Automatic (DHCP) addresses only
Address h-
Manual

Adares

| Link-Local Only

Shared to other computers

Search domains: [

\
|
]

DHCP client ID: |
[ Available to all users | Cancel H Apply |

fNGoogle DNS , %\ 8.8.8.8 8.8.4.4

DNSservers: | 8.8.8.8 8.8.4.4) N

Search domains: [ ]

DHCP client ID: [ }

5. ZEDNSHRFZHINAE , MARKERDNS IPEE , I—NTHEERIT. 620 , aRFAR

4. INERIEFRMFTiEEAutomatic (DHCP) , ¥THF FF3E8 (dropdown menu) , 3%E#¥"Automatic
(DHCP) addresses only"&#t., REHMATE , FHEEEH.

|
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6. RN (Apply) REEX. MRIBTRMAERLSHIA , A ERDSHA RS,

Connection name: | Auto Ethermnet |

Connect automatically

Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: ‘Automatic (DHCP) addresses only 4 ‘

DNS servers: 8.8.8.8 8.8.4.4|

Search domains: | |

DHCP client ID: | |

[J Available to all users ‘ Cancel | ‘ Apply

[N

7. SHRAEE R MR IERE |, ERDIR 16,

YmiE hosts3CfF

BN RARENE WARHI LR AR SR AR FIDN S PRS- 23 TS A P Bl P £8& AR -0 1 PHE | 4R AT AIE XN M
SERINEHRB Hosts SR |, B2 — AN AHifiname-to-IPHE3EF3E |, 7E{E FBSMNEIIIDNSARE-2281T , 1R
KBRS FERTE. HostsHEANH , IXAEE R A , SHRREZM:

208.80.152.134 secure.wikimedia.org

F—1TFE— M PHILE, SE— /25K B— NG, (RATDURIE TR B MPSEEIRM hosts I 5
({ETEITEARARE FBERMMIE | C AL ABRHRBIT AR A Mty |, BEHMBIET ,
HET MBI .

INRARE P RAIPILE ARSI (LRI AIDN ST | FRAEIRISARIPHIAE , BRI Z Z AR SS o] AFEB R
T RAZHEERIDNSEIM, #Ia0 , /ROTAfE Ahttp://www.dnsstuff.com/tools_EHH{EE —5x T
A,

1Rt A DA R Al http://www.traceroute.org LI T B , B R AEHIMLE R IZEFIREN SR ME

S TR, RARASSETESMIMKTRIMAZLENFE , (BEREHIURRSHIHRE, X&T
A BB PHILTIRE.

FEWindows Vista | 74w %8 hosts 3 {4

RBEE— N RIBRNAYRERS, AN otepad, FASKIRiE/REhosts L F, FEWindows Vista F1Windows 7,
1REhostsSCHFIEE 2T C:\Windows\system32\drivers\etc\hosts.
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1 |REFFA (Start) R4

,:@ Paint
=
IC"’ Getting Started 3

| ] Documents
Connect to a Projector

Pictures
Calculator

Music
% Snipping Tool

Computer

Sticky Motes

1‘ KPS Viewer
@ Windows Fax and Scan
Default Programs

% Remnote Desktop Connection
Help and Support

‘;‘ Drophbox

Control Panel

Devices and Printers

» Al Programs

| |Sec.'r':h programs and files

2. FEHZAE (search box) i\ "notepad" .

|notepad ® | | Shut down | 3 | I

3. FREIXMERFfE , AEEHER AEERSFHMEIT ("Run as administrator")

Programs (1)
| j| MNotepas

Open

Retoucher avec Gimp
Open file location
Run as administrator
1-Zip

Pin to Taskbar

Pin to Start Menu

1-Zip
Open with...

Share with

Restore previous versions
Send to

Cut

Copy

p See more
Delete

notepad Properties
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4. Windows S{ER{FRBERIKLS A, A,
==

;-J Do you want to allow the following program to make
¥/ changes to this computer?

7; Program name:  Motepad
Verified publisher: Microsoft Windows

i:\:f;:' Show details

Change when these notifications appear

5. fE3CfF (File) 3%8 | %HFTIF (Open) .

Eile] Edit Format View Help

New CtrtN -
Open. Ciri-0

Save Ctil=S

Save As

Page Setup..

Bint, Ctil=P

Ext

XY C:\Windows\System32\Drivers\etc\., {RA]BEIFEZEIHRFEIMUAT ETH.

r —
o ==
@Uv‘ e« Windows » System32 » drivers » etc - ‘J,ll Search etc Pl

QOrganize New folder ==~ [ @
. =
o) Music *  MName Date modified Type
|E=] Pictures
B videos No items match your search.

18 Computer
& wrc)
| Hotspot Shield
. Intel -
| PerfLogs 1
J Program Files
| Pythan2?

| Users

J Windows
a XP (D:)

-4 1 ] r

File name: v | Text Documents (*.txt) -

Encoding: [ANSI =/ [ open |v] [ concel |

7. #EFTITSPELE (open dialog) AT , WHEETAM (Al Files) .

[ Text Documents () -

Text Documents ()
| All Files I
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8. 1EHELL "hosts"dp RIS , mii¥THF (Open) .

E Videos

18 Computer
& wic)

. Intel

. Users

a XP (D3

. Hotspot Shield

[ | Open =5
&5 () <[ <« Windows » system32 » drvers » exc [ 4| [ Search etc 2]
Organize New folder =~ O @

J’ Music 0 Mame ’ Date modified Type
et [ hosts 6/10/2009 1139 PM _ File

| Imhosts.sam
| networks
| protocel

[ services

[

. PerfLegs
Pragram Files
Python27

. Windows

6/10/200911:39 PM  SAM File
6/10/2009 11:39 PM  File
00911:39 PM  File
/2009 11:39 PM  File

6,
6,

ey i

| r

File name: hosts

= | AllFiles -

Encoding: [ANSI

VI [ Open |V] [ Cancel ]

9. 2| , FESCHERBEIRIN—1T "69.63.181.12 www.facebook.com" , RCtrl+S BIEIESCHE ( File
> {#7% (Save from the menu.) 1#77E.

hosts - Notepad.
[ File | Edit Format View Help

# Copyright () 1993-2009 Microsoft corp.
=
# This is a sample HosTs file used by Microsoft Tcp/1p for windows.

# This file contains the mappings of Ip addresses to host names. Each
# entrX should be kept on an individual Tine. The TP address should
a

Tocalhost name resolution {5 handled within oNs frself.
127.0.0.1 calhos

To
Tocathest

# be placed 1n the First column follaned by The corresponding host nane.
# The 1> address and the host nane should be Separated by at least one
# 5

# mdmun.ﬂw comments (such as these) may be inserted on individual
# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino. acme. com # source server

# 38.25.63.10 x. acme. com # x client host

#

#

#

&

9.63.181.12 waw. Facebook. com

#E UbuntuZi 5 /R hosts 3L 4

FEUbuntu, {REKhosts 34z Flocated in /etc/hostso YRIEE
AHGSITX—EF , EAXANTHEER R AN

’l:'o

RBRT W STHEIR. F5%

[

=2
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http://www.facebook.com/

1. RN FRFEFSEE (Applications menu) B (Accessories) > &% (Terminal )

Vg (terminal) ,

Applications
% Accessories E Adobe AIR Application Installer
Games > g Calculator
‘.ﬁ Graphics = m CD/DVD Creator
O Internet > | [8] Character Map
m Office > | @D Disk Usage Analyzer
% Sound & Video | & gedit Text Editor
107 System Tools > ,39 GNU Privacy Assistant
® Wine > 2)@ KeePassX
@ Ubuntu Software Center ':;‘.l Manage Print jobs

‘\J-b Passwords and Encryption Keys
Q_ search for Files...
[i&] Take Screenshot

| Terminal

[ Tomboy Notes

N Use the command line

Ed TrueCrypt
~ TweetDeck
{&) virtualBox OSE

2. R TENGSTERM—ITEHRMhosts L

echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts

IMEWSHE |, IRT] BERIR RN EERD, —EARE, ¥R 0"69.63.181.12
www.facebook.com" Ellhosts X4 F—1T.

File Edit View Terminal Help

genghis@ubuntu-laptop:~$ echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts A

[sudo] password for genghis:
69.63.181.12 www. facebook.com
genghis@ubuntu-laptop:~$%

4. AER : ARFEBAEEREEL R , FTHLE (Terminal )

144

YRiEZS : sudo gedit Jetc/hosts

, ITIFA

WS{TRENA


http://www.facebook.com
http://www.facebook.com/

5. AMEMICHE |, RAREHR R, FOITIE , (NBARMN—1T "69.63.181.12
www.facebook.com" ZISTHRITR/GERS , 3R Ctrl+S Bk (File) > {R7E (Save from the
menu) {R7EE.

E\Iekﬁdit View Search Tools Documents Help

127.9.6.1 localhost
127.0.1.1 ubuntu-laptop

# The following lines are desirable for IPv6 capable hosts
| localhest ip6-localhost ip6-leopback

fe®0::0 ip6-localnet

ffee::0 ip6-mcastprefix

ip6-allnodes

::2 ip6-allrouters
ffe2::3 ip6-allhosts
69.63.181.12 www.facebook.com

PlainText v Tab Width: 8 v Ln1, Col1 INS ‘
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HTTP {IHE

PR FRAIR AR AT (E B X R i) — 1T BALAIE Sk B AT BEANIESR, &% AN BARIE
BHTTPARIEFSOCKSHIE , BIELIEMILER , FHELIERE ZFHYERRFHMER. EEAETF ,
BN HTTP IR TR,

(SN SEERIN
P E ET A {8 PV AR AU TR MU TR B s Wi A O ITHERT . (B2 | ARG H A
FRTHABREE LR H MRS,

BR #1773 [7) A A 2

MKz E R Al REESK A P B XA RIER RN (BMR) . M SR mERT  FIRX
MARIFCEAFVIRIMAZE |, I EEAT IR R LRSS AR a5 (1P #49iEdnH £
B . EXMERT , MEEER ] AME R JOERF PR BT R AIEREE. XMECER
PROEHIMERIE | AR FRERWIERE.

PR AL B KR

17 FRRIR[R) AR o] AKR BN A AL B £ 90A0BR ). 2R AT A S T ARIRBIDORA R AT AL
BALERE | ABARA] AR A AR AR B SR SRR . B |, SR AT, K
%’A%ﬁiﬁa EEBRMZRMOEZR , MEHPEEA RIIRFTXLENHAE | FLHPixer

TR R TR R

WEZ M AN AAIES IR, XEMILRLRES IR EE T

% : http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/
Proxy_Lists,

HEE , WE LN ARIBMUEEILANG | FTMIESIRAES R EH 2 RERN.

HTTP I RE

ATERNBRE , Aot AP RERE RS SRR BREFT |, XA E st
g%g@%gﬁﬁiFTEJEFFJ%%I’%’E‘]REEHEEEPJ@%K@ZE , XA FFE PR BT R ELBX IR R
ERHEO MG ERTES , ERE, MR ER AR T AIAAR | ERTHK
HERERFILET. STEMER , RRREHITEER , MEAVIARE.

X$F Mac 0S X MIFELE Linux REE , AJFEIRMERG P TRIERE |, JFEshN AT BRE Fran M iy
YA BRI E AR . ST Windows FIFLL Linux REE , IR EHIFLF A AHTRIERE |, FEH
MY RREFHTEMEE. AR ENRERTHORE , HAREN BRRFIFXLE
WE , At , SIFEN N BREFHTEMES.,

BE RAMIUN LS AR LR HTTP AUE,
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http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists

PUT 5384 T #EMicrosoft IE, Mozilla Firefox, Google Chrome#I 4 Z& RN BB IR E i Pidgin
PR E , DMEFERAIE, 2R P E fFirefox3t TMITTN Y , {# I FoxyProxy3K {4 MR ; {F
AETDLERUTRANLSER. MRABAEM Tor TR, ABASMEH TorButton #F (Tor Bundle T
HAEFR—ESY) SHER Tor KNER{HFITREERTENAN.

BIRE TR i | tNMicrosoft OutlookFIMozilla Thunderbirdth T PR B F{EFAHTTPARIE | UL

KHBEFRT , SREREIHRMFIBAS(E AR ATNYANPOP3, IMAPFISMTP ; 3 B X iR A8
THTTPAIE,

Mozilla Firefox

XF Firefox {E 8 HTTP IR TIRE :
L TR Zsach | B km”

¥) Mozilla Firefox Start Page - Mozilla Firefox 4.0 Beta 11

File Edit ‘iew History Bookmarks BEEES Help
| @ rczila Firefox Start Page web Search ek {
. @, abouk:home Downloads Ckrl+
S Add-ons Ckrl+3hift+a
|_£ Most Visited Getting Started |5 Lal Feedback 3 [
Set Up Sync...
Error Console Chrl+3hift+1
Adblock Plus Preferences...  Ctrl+Shift+E
Web Console Ckrl+Shift+E
Page Info
Start Private Browsing Ckrl+Shift+P
Clear Recent History .. Chrl+5hift+Del

008

147



2. EMEOHI

Options |

[ i '] » T
® 4 # Q

U ad @ @ & & €

General Tabs Content  Applications  Privacy  Security  Advanced SYnc

Startup

“When Firefox starts: |Show iy harme page v|

Harne Page: | |

[Use Current Page] [Use B_ookrnark] [ﬂestore [ {a] DeFauIt]
Downloads

Show the Downloads window when downloading a file

[ Close it when all downloads are Finished

(*) savefilesto |[E:| Downloads | [ Browse... ]

() Always ask me where ta save files

Add-ons

hange options for your add-ons Manage Add-ans...

[ (0] 4 l [ Cancel ] ’ Help

3. ERATLIARY , ad 5k :

Y IE

stions  Privacy  Security .D.dvancedr\ SYnc

4. BT
d 5 =

G Tabs Content

|General | Network | Lipdate | En

- Conneckion -
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5. B RE”, Firefox BB/ REERE"EO :

Connection Settings

Configure Proxies ko Access the Inkernet

@ Mo proxsy.
() Auto-detect proxy settings for this netwark

() Manual prawey configuration:

A ————

: it i

|

|

| port: :
| For

———

O Aukomatic praxy configuration URL:

I [a]4 ] [ Cancel ] [ Help

X)

6. WE FHRENRIE", TERTRTFBRHE.

(%) Manual proccy configuration:

LTTR P | | St

7. WIAHTTP IR Y5 A "R S , AASE R “HE”.

Connection Settings

Configure Proxies ko Access the Inkernet
() Mo prascy.
() Auto-detect proxy settings for this netwark

(%) Manual prawey configuration:

HTTP Praocey: | example, com

[¥]: Use this procey server For all prokocols:

| Bort: @
| port: | eoen { |

Mo Proxy For: ! localhost, 12?.5-.0.1

Example: .mozilla.org, .net.nz, 192, 168.1.0/24
Q Automatic proxy configuration URL:

I oK ] [ Cancel ] [ Help

]

3

AR A s R UE R IR S 2R, FirefoxB B AIRREHTTPS (W HTTP)
FFTPIE(S. WRAAERNELLNANRIE , TR RENE/ER , BAMR
FFHTTPSFIFTPIE(S. B —7ME , fIRMA FEIHTT PSHI/ERFTPIBITHE B , Al AMERST

23

IR

FEHTTPSHY/ERFTPAIATER AR |, FFAEFirefoxmp i “ A AT A WM FX AR & 232,

I7E , FirefoxB 2R ENTAMERHTTPRIET
Microsoft IE jyl % 2%
STIERYE23E FAHTTPARIESH TR E -
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L FECT A RES | ST

2.

}' B (=] Eé;‘ Page ~ SaFetv-| |®v =

= Pop-up Blocker 4
[EE| Manage Add-ons

e Work Offline

B
Compatibilicy Yiew Settings
Full Screen Fi1
Toolbars 4
]

Explorer Bars

<ler Developer Tools Fi2

Suggested Sites

Windows Messenger
Diagnose Connection Problems. ..

Send to OneMoke

IE X3E28 BIR“Internet W& A -

Internet Options

General |Securit_l,l || Privacy | Content | Connections || Pragrams || Advanced |

Home page
% Y'ou can change which page to uze for pour home page.

Address: G&ar=mznhome |

[_ Use Curratt ] [ Usze Default ] [ Iz Blank ]

Tempoarary [ntermet files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

’Delete Cookies...] ’ Delete Files. . ] ’ Settings...

History

The Histar folder containg links to pages you've wisited, for
quick access bo recently viewed pages.

Days to keep pages in histony: |2D pid Clear History

[ Calors... ] [_ Fants... ] [ Languages... ] [Accessibility...]

I ak. _][ Cancel ] Apply

3. B SRR

150

Internet Options

| General | Security | Privacy | Content| Connections | Pra

- Toset up an Internet connection, click E
Setup.

Dial-up and Yirtual Private Mebwork settings




4. BECRBMERE". BHAREMN (LAN) RE"FOWNTFEFTR

Local Area Network (LAN) Settings

Aukomatic configuration

Autoratic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration,

[ automatically detect settings

|:| IUse automatic configuration scripk

Procy server

Use a prowy server For wour LAK (These settings will not apply to
dial-up o YPN connections),

Bypass proxy server for local addresses

[ oK ]’ Cancel l

5. 3P ALANE AR S 257
6. AT SR, MHKRERFSHEE" TN TEFR

Proxy Settings E|
Servers
-5:% Type Praxy address to use Part
HTTR: | L
Secure: | | 8 | |
ew | [ |
Sacks: | | : | |

[JUse the same proxy server Far all protocols

Exceptions

W& Donotuse proxy server for addresses beginning with:

E|

* local

Ise semicolons { ; ) to separate entries,

I Ok, l [ Cancel ]

7. EEATXAAEF RN FIEIR S 2" A S H RS
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8. MR R AR TMEAARARS2FIE” | Internet Exploreri¥ B RIE &
HEHTTPS (=X HTTP) MFTPIE(E. MRAFEANE AN ARIE , M AT RERHE/E
A, BAEE AR IIFHTTPSHIFTPE(S. BB —AE , 21 SHMHTTPSFI/EKFT P&
THED , BT AE R IFHTTPSHI/ERFT PRI LR AR |, FF4EInternet Explorerdiif
R FEIE RS AR,

Proxy Settings gl

SErvers

& Type Prowxy address ko use Part

W =

i HTTP: | proxy , exanmple.com | | 5050 |
Secure! | | ' | |
ETP: | | : 00|
Socks: | | : | |

Use the same proxy server For all protocols

Exceptions

B Donotuse proxy server for addresses beginning with:

W=

* local

Use semicalons { ;) to separate entries,

OF | ’ Caneel

WAL, IENYEREEREATTAER HTTP AT,

Google Chrome

Google ChromeM Windows £ RZefF A FIEEMAIBERE, HEXER

B mGoogle Chrome, Internet ExplorerflIHE fbWindowsi2 F. ZNR{xil

%Internet ExplorerBL B HTTPIE , MBAREELFTEXIU T HRE
Chrome,

BRI T SRECE/RAHTTPARIE
1 R EHIFNIEHIGoogle Chrome” B3R (URLIIEAZZ MK MEF) -

il

[Custamize and control Google Chrome |
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2. R

Mew tab
Mew window

Mew incognito windaw

- @ | x
w3
Chrl+T
Chrl+1

Ckrl+3hift+r

Edit Cuk Copy  Paste
Zoom -+ [
Save page as... Chrl+S
Find... Ctr+F
Print... CtrP
Toals 2
Bookmark manager

History Chrl4+H
Downloads Chrl+3

Cptions

About Google Chrame
Help

Fl

Exit

3. #EGoogle ChromelEME AF , EHFSLKIETAFE

.Google Chrome Dptions x|

Basics |Personal Stuff || Urder the Hoon;u

On startup: ® Open the home page
(@] Reopen the pages that wers open last
O Open the Following pages:
Add. .
Remove
Use Current
Home page: (&) Use the New Tab page
O Open this page: |http:,|’,|’www‘gnogle.com,i
[ show Home button on the toolbar
Search:

| Google w | [ Manage

[ Enable Instant for Faster searching and browsing
Omnibox input may be logged  Learn mare

Default browser:

Google Chrome is not currently wour defaulk browser,

[ Make Google Chrome my default browser
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4. FEMEERS R A IR E 1R -

Basics || Personal Stuff | Under thBHDOd|

¥ U5E & [redicrion ServICE T0 Melf COMpIETE SEarcnes and UHLS TyDed I e
address bar

|

Use DNS pre-fetching to improve page load performance
Enable phishing and malware protection
[ Help make Google Chrome better by automatically sending usage statistics
and crash reports to Google
Network

Set up a provey ta connect bo the network.

Change proxy sett\ngs

Translate

Offer ko kranslate pages that aren't in a language I read

Downloads

Dovenload location:

|D | [ EBrowse...

[ ask where to save each File before downloading

Clear auto-opening settings 2

Reset to defauls

5. BERMEIE RFTHF , ARIE (A L) “anfiffEInternet Explorer FECEHTTPARIF K55 2-8:5
FTERHTTPRIERE.

Internet Options

General |Securit_l,l Privacy | Comtent | Connections | Programs | Advanced |

Home page
% *Y'ou can change which page to uze for your home page.

Address: | fizapifredir. dI?prd=iefpver=6&ar=msnhome |

l Use Currest ] l Use Default ] ’ Iz Blank. ]

Termpoarary [nternat files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files. . ] [ Seftings...

Hiztomny

The Hiztom folder containg links to pages you've wisited, for
quick accessz bo recently viewed pages.

Daps to keep pages in histony: i2IJ i Clear Histary

[ Colars... ] ’_ Fonts... ] l Languages... ] ’Accessibility...]

I Ok J[ Cancel ]

IAE , ChromeE SR EANTAER HTTP RIET,

Pidgin BJ B 18 il & /i
PR Y28 2 SN FELE T XDy FRFS Pt AT FRHT T PARIBHTELRX M |, ITTATIAGEFF 941,
TEARD @R Pidgin ) , SIEEFAHTTPRIZSHTECE.

1. f£“ITHE (Tools) "8 L , BH“TNE (Preferences) ” :
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B Buddy List

Buddies Accounts BEEEEN Help
= Yenner | Buddy Pounces

Certificates
@ reem

Plugins Chrl+U

=l services | i
@ jaiku E Privacy
1 -
| &) smiley Chrl+y
@ ping.fm i
onling =

g Flle Transfers  Chrl+T

@ suiDjabber.o| Raam List
System Log
= Buddies

| Muke Sounds
@ e o 1 R —
L heep iy

() Awailabls - l

2. BPILE (Network) "AR&E , SRHINTEIFT/REN :

@ Preferences E|

iInterface |Conversations | Sriley Themes | sounds , Mekwork ', Logging ' Status | Idle

System Tray Icon

Show swstem tray icon: | Always W |

Conversation Window Hiding

Hide new IM conversations: | Mewver w

Tabs
Show IMs and chats in tabbed windows

Show close button on tabs

Placement: Top w
New conversations; | Last created window w
Keyboard Shortcuts

[] cClase conversations with the Escape key

Close

3. B WL (Network) "AR% , WH AT EIFT/REH
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& Preferences @

| Interface || Conversations | Smiley Themes | SoundsiNetwork i Logging | status I Idle

1P Address

STUN server: |

Exampla: sfunsarver. org
Autodetect IP address

Ports

Enable automatic rouker port Forwarding

[ Manually specify range of parts ko lisken an

Proxy Server

Procey bype: | Mo proxy b

Close

4. FERIFLETY (Proxy type) THIFIRAFEFHTTP”, FEZEM T K B KAINE.
5. I HTTP RIBAG A AR 960 RS,
6. B KM,

WFE , PidginBEWE AT MERHTTPHIET ,

ERAREZE
EERREZE , AEXSTRABTEN , AR SR ERE AVIAE, BN, XL B

RS AAIE, RAFATAEEMAMEBCERAT AHEE T RNBRSESRITRF RN AHA
HIAR—EHIET , MREVIAET RERE R — AL,
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3

447

EREAPR TR BT, THRGHTEXHTAHERNEERN. MREAREGSIT , THHMRN
A AR RREIRAGEAFNIR,

Fa

BARAM_ENE AN RUAETFREARIE | §— kAt ETRE AR MNGS
Xt RN, FRGSITERFENSE |, (BE Edeliberate , K N—1 454 , #&XReturnzk
Enterfl, a0 , FEEKMKs , KA -

date
RNEE :
Fri Feb 25 14:28:09 CET 2011

XMREM. FELUSHET BIA TR A—FE @R 0E R BRI 8], (IR
AR RMER TN AARKIES RAIRAERL K. IEREERER T —XESN,

1T MBIS 47

HHR (date) 4 , MIEFRNME, FEEF— T HRaENMF, FERBGFAEIEARBRESE
SN, FKiERe Kk , MENREERMAMBENENAESE. Fi20 , MRKEEKBH , ATHE
Tﬁ}\{;ﬁf{éf&gﬂﬁiﬁﬁﬁﬁmm%EI%E%%J:E%J?—/P‘}E%J] , KR SAEFWMA. 17T
XNMPIFELF.

MRIREE R ARG S — LT B OB RTIE | (R ABIREIE R TRy & ke ik
B HAbd < , BERETES) , MRESSHURERRAIE.

NI RmSTETA?
EABRFXRNARLE RS SR | SRR SRERM T AREEITE, EREXABIEH
B, S BIFRHENE L, TRBM NI  TUBPIT | SEELE A T ERS
Eshel F2IFROIESN. 18T NEMGSZ S , BB HREIEHE FRXHRPITIAN X HETEN
B4, YENAEERN , RIEEFMFES AT,

WGBS HAIE

PR EXAP | REEEREEMITF— 1M S1TH#R2% (command-line interpreter) SXEM41T

A ME (command-line interface) (FEGNU/LinuxIYshellai&E#3% (terminal) , RE—FF% , FEEFE
RNFENEME RS, IE/LEERART MRS SR MMEARERE , REX

WEFRSRAEARRIERERMNAETRSTMRIE. FTABRITEEVRIRINTRE.

P
R AR EFT TR R , (BFERARVNA ARG REER S, EMEX—m , [#/<ctrl +
alt + FLL@AER, FITHA—NILFSEMREREBEHRER. MARNRFHES, RaTUEREAK
KunfFF<alt + F2>AE46 , BIESE , FEFRETRAAMES , AELEERAR (SEMEE) M
AP, EEMR  TRMERalt + F O TR —MIREFERK S —4, HP , TTaERF7EL
EF8  LREIZBIRE, AR , RA]MERRIRAR (ARIRHIRSGpm (I8 F AT A2
)quf:igjéﬁ) EFE— s, HSITMZITaS . RART RS SCAZIEX MR ipak H & imi 7
Fo
GNU/LinuxEATIR B E A RIKEE R AR IR R RREBRINE Xfak, ILsiTEIRIERS EH
FRAEEIGE (desktop environments) , GNOME, KDE fiXfcef@ lifzS 2., EX L , §— P E@EH
3% (desktop environments) IR{E—AMEF|IBREEXE F FRERBRAE XA LIGHTERF . ERRE
L, AEENRREFEARE|— UL (Terminal) RFEFF. B ©EHIUMHE
Tﬁﬁ;ffjiories) FHEE L, EHARRBY , BA—BREREXAP , (REXEHTTASHE
28 o
Z’:EGNﬁgM E_b B4R FBFEF (Applications ) > ffiff4F (Accessories) > #&if (Terminal) .
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% Applications | Places System ﬁol—@:—

.| Games 3 @ Character Map
‘.{i Graphics » | LA Dictionary
@ Internet * | &) Disk Usage Analyzer

@ office
% Other
m Sound & Video

-

Emacs 22 (client)

Emacs 22 (GTK)

& Manage Print Jobs

‘-\:E Passwords and Encryption Keys

-

i8] Take Screenshot

Use the command line

g 2 Text Editor
TEKDE_E,1%4% K Menu-> System -> Terminal,

feXfce_E, 3%3%F Xfce Menu -> System -> Terminal,

RECHEMMIE , RILTF D EREREILIRTEFF.

YBIRSTRIRTIERF , REITHF—ATERED ; IRARNL DHE)., REZMEEAM , FRITEBIR.
TEIR/REGNOMEREFTFFHRYE (Terminal) &H.

’Appllcatmns Places System 60@:_ fsfmember @ Q USA &l Thu Apr 9, 2:51 PM

sShmember@agnewsense:.

Install

-

fsfmember@gnewsense:~% l

__
(<[l

TR GRS

WZEERER M NISHERE , MUE 31764 ( "Run command”) %. EEBR—A/NKIC
AHE , FRAT ARG5S | 3REIZESE (Return or Enter key)
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Run Application

& | -

[J Run in terminal Run with file...
[> Show list of known applications

AR« alt « F2 RS0, SRBT N BREFRAEER  FRXNIERN, RATMERXAEOEA
RRBENRIRTEFREE | ABARAIE ORAREN ERRIGREFRET. MRIEEA—AARPE
BRI , RAIEBUARLIBRRFNET |, A\ xternBEI— TEANLRZF CREAITFLRIENEE
BRAARITEEAIRE ) o MRIRRE IR B LIRS,

o 7EGNOMEEAMRIGFEFVZ Egnome-terminal
o TEKDER/Z:Z konsole

o 7 XfcelX T Terminal S EARASIRARIE L T |, tNXfce 4 , {RRAXFX xfced-terminal,
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iR E FMZE (OpenVPN)

FFUEINE AL (OpenVPN) B—F RIFFHN R FBTFREIERAMLE (VPN) fBRAER, IR
BB Windows (B S HF Windows Vista)ifEZRSE , Mac 0S XPAK LinuxZ&55, OpenVPNE—
%%FSSLE‘]?F'M&F , AR , B AN AIR R A https kT £ MG FrE BB AR 2 —+F

—miER
s
Supported operating system & ' ==
Localization English, German, Italian, French and Spanish
Web site https://openvpn.net/index.php/open-source.html
Support Forum: https://forums.openvpn.net

OpenVPNARESFEMIE , FHEAZITEN LIGKER , FARTTIERIRAERAT.
AN T AEVPNAFERS AT VPN RS | PiEATERT I “VPNIRS "X —&.

—MOpenVPNRGBE —ARUMES (ERFROBX) KITENL , MRS E Pin. %l
S5 AT LUBIE BRI, ANEEIN JOR B , FFRBA— NI DAATTERRIPHIsE  (FERLEM
71, BERSSNAPGm NSRS RHEBAHERE ) . ST nEREIRS S  SFEaR
—/NVPNRRIE” , XHR FinMG R ER AT BT .

BlopenVPNIR B HEIRE |, LbANWIiTopia (http://witopia.net /personalmore.html) , & B 3 {}5-
103ETTHIBRA |, RAET A [AItE 1 A0penVPN R 528 . X LR ERTE AT ENMRTEIT BN E=RK&
EOpenVPN, MIXEA]PUKEIZERET L OpenVP NIRRT  http://en.cship.org/wiki/VPN ,

OpenVPN ] A — MNMERT BIX R ATSEMER R AR , 0 —a& & Pl fffopenVPN RS
5% BB FMRRERBRBCKITEN L , ARBRBIIN L. BEEHRIKOpenvVPNERER

Ko

23 OpenVPN X
YRA] AR BB OpenVPNIZ A3 A T3k B C FOpenVPN AR 5528 M1 % Fiin, ANSRARAEIEIT OpenVPNi[A]
RS, AT ERAFIES EE ¢

& i

Windows i PRI AfE F—MNEE A A RE (GUI) |, IRIEFEEsh#AI{F1E0penVPN |, 3B A/RATUE
FECEOpenVPN{EAHTTPALIE_ M, GUITFEHL : http://openvpn.se,

AMRARLELinuxEkMac 0S X T IEIT R E OpenVPNE AMARIEMRS 2 , ATRARRZLATARXA
7 : (http://openvpn.net/index.php/documentation/howto.html#http).

B 55 2%

o TERFERMKE (routing) MEREME (bridging) B , 2NRARME i ARSI AR S5 235277
e, FLE RS T ARBNEL , SR FiAT. \

o FERTHLMANEA T MITMRIAE SinEHEL RS S  FEFINEE. BHARE |
ARG TCIFEF BRI R4 e P
., (http://openvpn.net/index.php/documentation/howto.html#redirect)

o MMRE FET BN TIER BARIFI A2 /T, FFEZKIAOpenVPNIL[ EAH ST , fRATRER
EYAOpenVPNIR[, $EFF 2 —RE(EM 44380 | KinHEE BT IRREME;

(HTTPS) , IEH A AHERAEXINY (UDP) BRAUEHIHTHIBINN (TCP) . LRI XAFAIR

B, BAOERMEX S 0penVPNREFEBERLMERET , At , R FIHHRSHLE
XAFOSEIT 74k | 4B proto udp Ak “proto tep” , FE“1194¥5 "B “4438m 0 ”.
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https://openvpn.net/index.php/open-source.html
https://forums.openvpn.net
http://openvpn.se/
http://openvpn.net/index.php/documentation/howto.html#http
http://openvpn.net/index.php/documentation/howto.html#redirect

MBEEKE

—AEHTEARLE | OpenVPN I LUES BHCHET MAITIER. M I REHEAEE S
W5 B2 AT | SFENA—ROEY | R SHERSMIBMREXA T , teanvila)
R ST RS M. _

OpenVPNEIFIF Fra ML , RPOEMIURE , TAME  BIRDER , DR IPE SRR,
BRI OpenVPN RS IR | 3 EARIEOpenVPN RN IIE TR FAE TR

#, OpenVPNIET LUt — A2 IR RS, 124E , T XLEEOpenVPN i SiX B
B LAY SR RERAER B SRR LT .

OpenVPNERMBR UM E LKA ELR R Z , A FTEVIRIARFHIBXIRS . 1
4, OpenVPNTTIEIR (AT SERIEE £ RIRARSS
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SSHX & N Z&H A

SSH , Bl%c@4h7% (Secure Shell) , B —FARAENNY , AISHREIVTEAARS 25 2 R IB{ERE ot
TIEE, ZMESRAT UGB ENSREMRZEREEREY, SSHA ZNATRLBENA
‘H?ﬁ RHMBRLERMES , URREXMHRYE (RERHIWNN , SCPRREIHHEH)

W, SFTP) .

SSHAUHER TRIFMKEHE , FAT A URHINERE |, o —NERARIEE Fih, FEE LT
LFRSSH , RAENMULARSEFIFMAETE ; than REEHE At E ASSHIB T MK ETH RS 5.

ERSSHFEE— /M RSHRLAMK S, BEFERAUnELnwRS . ATHRTFEE  ZREFRFTE
BEBEBVIRIML | FFRRHERFEEFINA. FLARNMHERTRWKS, , FERS ML EU
EHARS TR BESSHIIE, AR AEX BIRE—MSheik IR ORI 4

B http://www.google.com/Top/Computers/Internet/Access_Providers/Unix_Shell_Providers/ , &
NIk AR 2-105TT.

K#B5rUnix , Linux , MMac OSIHHEAL LELTE T — M MHMOpenSSHIKISSHAZFF |, YEA— e 44T

;ﬁ%ﬁ : %égﬁﬁwﬁmﬂﬁ)\"ssh"%ﬂtﬁma‘gﬁo Windows F Pt R] I FI— AU PuUT T Vi &
SSHLE,

IR FARSSHERSTIF QI BT R R BN (SOCKS) IR , AVFMTUNESIMRES et

BT NS SHEERE AR L BERIIMLE . 4G | FRIMUHSSSHRXFY ., THHREETE
LA 10805 0 _HI& B — N SOCKS{RIE,

Linux/Unix A& MacOS 45417 (L OpenSSH A4i))
{RAT LM http://www.openssh.com/4§ZjOpenSSH , {B—#&Linux/UnixfIMac OSiTEH|, &% %7E
Fr

ﬂﬁi%ié?‘"rﬂ*]ssh_ﬁ/%’ﬂ?ﬁ—/l\zlﬁmﬁﬁﬁﬂ% (HARR1080) , — M REB[BEHRMN—TBL (Ko
&) . WK

ssh -D localportnumber accountname@servername

Filgn -

ila ueerizmymachine: =
fle Edit \iew Terminal Tabs Help
user@mymachine:~$% =
user@mymachine:~% ssh -D 1080 accountname@example.com
Password:

Welcome to example.com!

accountname@example:~$ [}

RESTRAFHNED | FERMAT LS REIMRS 25, B EM-DIEMW , (KA DR — A
HISOCKSHIR |, RBRRHIITHALERAR ST £ GRIEMALHER. EE : WAERTURIEEN
BB ERNREFT , BRREABEERIREIRKEZE !

WindowsEIFER AHRE (BAPUTTYA4)

RO LM http://www.chiark.greenend.org.uk/~sgtatham/putty/download.htmI FZE|PuTTY, KA
PUEputty exef2 FFRFEMRIOER L , DIERSR(ER , BB R AT LB MM BE TSR F (&
w RO ATER AER A ST B ESEN , PhanEBIEsE MIEE AT EAL) .

BEIPUTTY)E , RATABREI—MECEXEE, 85 , REMATTHERHSSHIRS SN ENE (3t
k) (XEPkinexample.com) . ANRRAGNE PHIE , BFEDNSEROLIRTTIAERENL , FRATLL
FIPHIEAEE ., MNRIRFERETE SATIHIRIE | (RTARZ —NPuTTYASS | SXAERUA] MR AR IX LT
B RS BUAER SRAE .
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PulTY Configuration

Categorny:
| = Session
Logaing
(= Terminal
Fevboard
Eell
Features
(= Window
Appearance
Behaviour
Translation
Selection
Calours
(= Connection
Drats
Prowsy
Telnet
Rilogin
[+ 55H
Serial

B azic optionz for your PuT TY seszion
Specify the destination you want to connect to
el
| example.com |22

Host Name (or IP address)

Connection type:

(3 Raw () Telnet ) Rlogn & 55H () Serial

Load, save or delete a stored session

Saved Sessions

Difault Setings

Delete

Cloge window ar exit:

(O 8lways O Never (3 Only on clean exit
I Open l [ Cancel

]

Tk, £BR (Category) FFRiE#FEHE (Connection) --> SSH , ZA/FIEHER%E (Tunnels) .

7EJE¥E (Source port)

Jaii 1080 , SR/F1EF “5hZA (Dynamic) "F1“Ipv4”IEIRAE,

PulTY Configuration

Categarny:
| = Teminal
Keyboard
Bell
Features
(= Window
Appearance
Biehaviour
Tranzlation
Selection
Colourz
= Connection
[rats
Prosy
Telnet
Filogin
= 55H
Kex
Auth
TV
=11
Tunnels
Bugs

W

Optionz controling S5H port fonwarding
Fort forwarding

[ Local ports accept connections from other hosts
[] Remate ports do the same [S5H-2 only]
Forwarded ports:

Add new forwarded port:

Source port ._'I DSD Add
Destination i
) Local () Remote (=) Diynamic
) Ao (%) |Pvd () IPvE

l Open ] [ Cancel

|

WMAEREN (Add) 375 , B RETHITIH (Open) “IRMll. ZREBRI— M RIRFHNIEE , K7
LBE—AEO , RRNFMAFR 2 (username) FZEHD (password) .

WAL B R R AT USSR EIR S 25

, RIERREI— 5B RS /NG SITIR. XHMERL

TSOCKSIE, 18 : BRI IARIEENBAFBERNEFT , BRURKEABEE B IREIRIE

i !

163



FHLEEARAIE

LIRE—IOEEEIR S 230, SIRREIAZIRS 2SN TS (host key fingerprint) . FE#
RS R — KB AT UARSIRAFE RS RO T RN T (Hdth)) |, b -
57:ff:9:60:10:17:67:bc:5¢:00:85:37:20:95:36:dd, KEFHELFELUE — MR LI , "TAMHRIRETE
FMRAAIRIERM RS 223 TIE(E | FFEMERRNERTTAEE.

SSHIF MR EHBIETTE, AT ZRATLIHFHERFLE |, REZMIRS 2318 (tF —R X E
BTG, SEL—MERENAERR—ARSS , AHETIARFHFITELL.

MRIRAERHIRLLSSHRIPRIIBIEN B A ANT , BAEEANBPIELSUMRA LR ; BRIRABLRIT
HE , MAEFMBzERHET UABEHRNEREANE , WA HERIETELL.

BcERRfr , (ERAHE

REFERRASSHAZRF , BT L LSBT RAES—HHW. EMRIRKMEERKTHT |, (R
RER FHMSR , EFMIEARE.

B TRIEZ B, REERERGMERANRIE. BIU LR | KSEINE— Mo TAHEMN
(localhost) FRISOCKS{RIE | u[]:A1080 (t180127.0.0.1, ¥5[11080) . VRN AZAA{RERAFEE 7] DARR
LEDNS/HE , BRISSHRIBEFLRIF ISR B S TR R AT EE TR,

Sl

FIERTALLE , FIAXLGSEEREERITE L |, S5 R UNZOER T BV TH R A R
Efa<. BRETRERARTEIL ERARIT— o< , BERERKAIT R LR <
17. XA UBIE R REEFRTE PTG S AR5 S+ RI.

$ ssh remoteusername@othermachine.domain.org ’'mkdir /home/myname/newdir’

B, AERADIBTE ERITHRE G S |, BRREEMRARYATHKsshaE A R BHESE, NRMF
i SPITTTRATRPDERRER | BAZG SR, ATEIERIMESEX , R UEE ssh/z
H—MEREOSE , REMHE |, FERENEMHEREEE, BN TREEOSE , RE
KIsshiEZBNa] : WiIFFE O &R s T Tzt L.

sshigfft 7 V& HAGEM, Rt A AR BARRE RN ARG AR RS N A RIS A OB R E0E

THd., ZREEEZHN , BT A RBRESHMALIE ; =33 “ssh-keygen”, “ssh-
add”Fl“authorized_keys”f{{—LEM4R 1L Z.

scp: file copying

SSHUMMEBH T EAsshin &, —FhETSSHINXRAFAIBRANG S Escp , BIRLRHIHS. TEH
BT NRAMIT B AL L2878 RE B — DX HRITF2 T B LR E % /home/me/stuff.

$ scp myprog.py me@othermachine.domain.org:/home/me/stuff

WIS | K SWEmOAFET name [home/me/stuff/myprog. pyBUEI ¢, (& X CHRABIR
R BARTRMETEH , REFEI—MERER. ) WR/home/meRIFMERSR , BABIRER
ATAHAEES.

$ scp myprog.py me@Qothermachine.domain.org:stuff

EF AR, RO E SR E S - MTFET B EHRI AT B,

$ scp me@Rothermachine.domain.org:docs/interview.txt yesterday-interview.txt

TATEH ER 2 RE B R docsF B R Winterview.txt, X NEBHE HIEHRA RS £
B+ Myesterday-interview.txt,
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scpAl AT A—MEF T ELA 5 — et BAVE B¢,
$ scp useri@host1:filel user2@host2:otherdir
RIEAEH— P BERTPRHTAXHNTBR , TRERA-nEm.
$ scp -r useri@hostl1:dir1 user2@host2:dir2

BHscpFMITAIRITE LT,

rsync: Bt E(EH R4

rsyncE— N FEFRANGS  HATUEITE B RMAM B RRIFFEDS . RIMEMIREIE ERARA
ssh—HER BHTMETERNNE MG SITER |, RMEASSHENX R ArsyncKREEH . AT
E—EAMAEBRNGITF. EMRKZA/ home/myname/docs B 3k[A]system quantum.example.edu
LREFEE R4 Abackup/IB R RIS, KFRLE | rsyncigi T BT EFEREE IR

o

il

$ rsync -e ssh -a /home/myname/docs me@quantum.example.edu:backup/

FEm sshid-e SEUE RBHEGFRRREBMSSHINY, -alfil (AR FA”) SHFEE R RNN—IIR
. MRIFAEAEAMARS LR ES R EBR  BARBE—--BFRER.

EEERSSHERNATRER S

MRARERSSHEBREIF S TRKME R | REFLHINRGA A ARERZZENE MR (A8
FEBUSE N TR P2 ENMAE) . EBKENE | SSHIRET —FE 2 ETTRkBY—
MEETAEELEREE.

ZBCEREHRIAE sshE R (SEEIRIZ AT RES home/jsmithy .sshyconfig-BNRAIAEARFFEE |, FRATRL
AEE) TMRNEERF. FREREZNRESNTIXANNHE | FRXEEEEEN

Host dev
HostName example.com
User fc

(IR NRESAFRRES NN | GRIFAR | BT
hyedev A,

$ ssh dev

o, REFERXEGSES | (RTERENMES.
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SOCKS I

SOCKSZ—FHEEXMIINY , B©BRT —FSIRMARIER S 7. SOCKSHIERENIAIR A Z1080 , {EE
AT REFE AR £, SEBMHTT PAIRRISCIRX AR | SOCKSAIEA AT AR R 5 Webix]
W (B R AEAY FRRERER , ASIRRK. SCEHESEDETIR(SE Fim. FIVPNZELL , BA1E
HA—NTEHPEE.

HBHISOCKSIRAEIES | 4AKS. 4Hﬁﬁ‘]5¥—/|fi§?§ BEFEIPHIE , FTLADNSHEATNIRIER Fin
3T, IERETEBRERSFITER. NRBZERINSL. BSRAESHK

JE. UDPHIIPVEEHFTA , (BEBE AP , AILEMATRERRTRERMMRAATR., BAAZR
ER“DNSHttF"EE4Y . .
BFRERAE AT AFI FISOCKS IR SRS I B2 s = ARSI , A{UNENIET | BEFERIFIB{SFIER T
HWFEE%EF?%ﬁ@EHﬂWEA#

DE

REMHSIEE N FLSOCKSRIE | 1B KERS SOCKSHRIFIZITEMRIAM I T B L | #HEE-*F’X#ET??;EE'

i, FASOCKSREEAEH RiE , —LB BT A MERENIT B LRI — A$¢1ﬂﬁf§ (EE ]

PUBIS K 4 localhostak & lPi’@,th127 0.0.137A])) . X/NAHEAIE AT DALY TN Y5 28 S F {8 FRSeT
i, XET EAFETor , Your-Freedom l),L&jEijuTTYi‘%%Eﬁssh[%an

AHAIEZAFETI (B9 T ?)

There's no place
Tike 127.0.0.1

Zé?ﬁﬁ%f\iﬁﬁﬁfié“ﬁ?ﬁﬁ , FEAHE MK IBEN |, RO ITEA EAERGmME B AR
BLMBIRGIEEASHFRIE | FARE TR E G IREAIESEF, BRERATUET “SOCKSth
(socksifier) "EX{FSTHFSOCKSHIR | XLLER K —LEA5FBAE
¢ tsocks (http://tsocks.sourceforge.net/)Z $FUnix/Linux

e WideCap (http://www.widecap.com/)3FWindows
e ProxyCap (http://www.proxycap.com/)3z3FWindows
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http://tsocks.sourceforge.net/%29%E6%94%AF%E6%8C%81Unix/Linux
http://www.widecap.com/%29%E6%94%AF%E6%8C%81Windows
http://www.proxycap.com/%29%E6%94%AF%E6%8C%81Windows

Ao B N AR

ERZUIBENT , BILRERHERASOCKSHRIBRAEMERHTT PRIBMAIEELR £ . AR
FSOCKSIRIR |, 78 R BB E RS ER R EHTTPAIRM T8 % 28 — IR BN HRIR
EHSOCKSIRIE, BLEHREEAHAEFESOCKS 4TESOCKS SHRIFRE , —RR%EIRSOCKS sEIF , (BH
BISOCKSHLIE R 7 35SOCKS 4.

BLeixtE , kK (Firefox) St FRIBHREHTTPHISOCKSIRIR, XFMERT , #RAMATIAELES
RO ER(EFRHTTPAIE | LRl i A i FISOCKSHRIE,

Mozilla Firefox

Bt E Mozilla Firefox{# FHSOCKS{IE :

1. W&#E“T A (Tools) "3g8 , Sd“%I (Options
<} Mozilla Firefox Start Page - Mozilla Firefox

File Edit \iew History  Bookmarks BRIEEES Help
7 1 ‘\Web Search Chrl+k
> € X & [ &] px-a
- Downloads Chrl+
8] Most visited P Getting Started [50 Ll add-ons Hati
Web Images Maps MNews Sho Error Console Chrl+Shift+3
Page Info

Clear Private Data... CkrHShift+Del

Options. .

Gox JS{'L’

2. 2 INEIR (Options) "&HO :
Options E|

Tain Tabs Content  Applications P;'.i.vlau:v Security Adva-nced
Skartup
‘Wwhen Firefox starts: E_Show my home page VJ

Home Page: | hktps fien-US, starkz  mozilla, comFirefoxrclient=Ffirefox-atrls=arg.moz |

[Use Current Page ] [Use Bookmark. ] [&estore to Default l

Dowenloads

Show the Downloads window when downloading a file

[] close it when all downloads are finished

(%) Save files ka |@ Desktop | [ Erowse...

() Always ask me where to save files

Add-ons

Change options for your add-ons Manage Add-ons.

(o4 ] [ Cancel ] [ Help l
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3. R ORGP LA ER S% iAdvanced) "
N

1 & o

i
ioms  Privacy  Security  Adwanced

g

direct or reload the page

4. MEPIL (Network) "IEHHF :
O =39 =

Tlain Tabs Conkent

[General | Network |Update | En

-~ Conneckion -

5. miT“®RE (Settings) 7, KIMaEH “EHRE (Connection Settings) "&HM :

Connection Settings

- Configure Proxies to Access the Internet

(%) Mo proxy
() Auto-detect proxy settings For this network

(") Manual proxy configuration:

s progy server fo

Belnad
| | FEIDaT

[ Ok J [ Cancel ] [ Help J

6. W FHRXEMRIE (Manual proxy configuration) ” , #RAJFH FAOEIMATIAER T .

(%) Manual prowy configuration:

LT P | L
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7. B\ “SOCKSTRIR (SOCKS proxy) "#utitAl“¥w[d (Port) "= , 1%&3F“SOCKS v5”"#Rfa R “OK”,
Connection Settings [X|

- Configure Proxies to Access the Inkernet —
() Mo prasy.
() Auto-deteck proxy settings For this netwark

(%) Manual proxy configuration:

HTTP Proxy: | | Part:

[] Use this proxy server For all protocals

() SOCKS w4 (3) SOCKS S

.

Mo Proxy For: | localhost, 127.0.0.1

551 Prowy: | | Part: E
ETR Proxy: | | Part: E‘
Gopher Proxy: | | Port: E
SOCKS Hast: | 127.0.0.1 | Port: @
|

Example; .mozila.org, .net.nz, 192, 168.1.0/24
(:) Aukomatic proxy configuration LIRL:

IAE KA A] PAfE FASOCKSAIE T

AR IE X)W 3%
BT SRR Y25 {# FISOCKSRIE :

1. f£“T B (Tools) "B 1EF “InternetysM (Internet Options) ” :

<3 FLOSS Manuals {en) - Microsoft Internet Explorer

File Edit View Favorites BSGW=S Help

: f | Mail and Mews
@ Back ~ \_) \ﬂ Pop-up Blocker
Manage Add-ons...

Synchronize. .,
Windows Update

Address i@ http:/ien. flossmanu

Windows Messenger
Diagnose Connection Prablems. ..
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2. IEBH “Interneti®IR (Internet Options) & :

Internet Options

General |Securit_l,l Privacy | Content | Connections | Pragrams | Advanced |

Home page
% *Y'ou can change which page to uze for your home page.
Address: | fizapifredir. dI?prd=icépwe

l Use Currest ] l Use Default ] ’ Iz Blank. ]

Termpoarary [nternat files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files. . ] [ Seftings...

Hiztomny

The Hiztom folder containg links to pages you've wisited, for
quick accessz bo recently viewed pages.

Daps to keep pages in histony: i2IJ i Clear Histary

[ Colars... ] ’_ Fonts... ] l Languages... ] ’Accessibility...]

I Ok J[ Cancel ]

3. Bi“%E3E (Connections) "3%EMF :

Internet Options

.General 1l Security. I-:'rivau:y Il Content| Connections -F'rc-

: - Toset up an Internet connection, click E
\  Setup,

Dial-up and Virtual Private Mebwork settings

‘[
4. BFH“ANEE (LAN Settings) 7, IESIRE “FIgMi%E (Local Area Network (LAN)

Settings) "& [ :
Local Area Network

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings

|:| IJse automatic configuration script

Proxy server

IUse a proxy server for your LAN {These settings will nat apply ko
dial-up or ¥PM connections),

Bivpass proxy server For local addresses

[ oK ][ Cancel ]
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5. EFRMIANFERARIZRSEZS (Use a proxy server for your LAN) "R B =2k
Advanced) 7. |E3EH “ftIBRE (Proxy Settings) ”

wA :

Proxy Settings

Servers

(o Tvpe Prosy address ko use Part

=

¥ HTTP: | example.com | 2 | 8080 |
Secure | | g | |
FTP: | [+ |
Gopher | | B | |
Socks: | | ! | |

[Juse the same proxy server for all protocols

Exceptions

Do nak Use proxy server For addresses beginning with:
e

IUse semicolons § ; ) ko separate entries,

[ QK ]l Cancel ]

6. WyRIZAER A TNUEAR—RIEARSE 2SS (Use the same proxy server for all

(o Tvpe Prosy address ko use Part

=

¥ HTTP: | example.com | 2 | 8080 |
Secure | | q | 08 |
FTP: | | [s0a0 |
Gopher | | B | 2030 |
Socks: | | ! | |
[¥]ilse the same proxy server For all protocals:

Exceptions

Do nak Use proxy server For addresses beginning with:
e

IUse semicolons § ; ) ko separate entries,

[ QK ] ’ Cancel
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7. FESOCKSTTHi N\ “{F FIf{RIEME (Proxy address to use) "#1“imH (Port) "5 , R/EM
T__'__T“OK" :

Proxy Settings

Servers

ol Type Proxy address to use Part

=

= HTTPR: I 5] |
Secure: | | g | |
FTP: | [+ |
Gopher: | | ; | |
Sacks: [ 127.0.0.1 || 1080 |

[Juse the same proxy server For all prokocols

Exceptions

Do niot Use prosey server For addresses beginning with:
S|

Use semicalons () to separate entries,

[ O l [ Cancel

IAEIESL AT AfE FISOCKSRIE T,

FMHEHFRF®E SOCKS {1

BRIN TR 2 SR 2 PR FE PRt AT DU IS SOCKSARIFIEIREIMLE | LRI MLR S, AT S (KBS
B Pidginl 2 — MABGIT | BERERHCRAHEMRSOCKSRIBMAK LSRR B RE.

1. 7£7“T A (Tools
B Buddy List
Buddies

Accounts

= ¥enner Buddy Pounces
Certificates
@ rte
c‘l':} Plugins Chrl+U
=l services | v I
@ jaiku | Privacy
&) smiley el

@ ping.fm
online

@ womjabber.o| Room List
System Log

&P File Transfers  CerT

= Buddies
Mute Sounds

@ * el
= »httpafie..

| () awailable ~ l 2]
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2. Pidgin& 3Bt B & O :

?Interfacﬁ | Conversations | Smiley Themes | Soundsii Networkii Loggingii Stakus [ Idle

System Tray Icon

Show system tray ican; | Always w |

Conversation Window Hiding

Hide new IM conversations: | Mewver b

Tabs
Shiow IMs and chats in tabbed windows

Show close button on tabs

Placement: | Top v

Mew conversations: | Last created window

Keyhoard Shortcuts

[] Close conversations with the Escape key

3. i PRI,

Preferences

| Interface !| Conversations || Smiley Themes | Sounds|§N8tWU

| Logging || Status I Idle

]

IP Address

STUM server: |

Exampha; sfunserver.org
Autodetect IP address

Ports

Enable auktomatic router port Forwarding

[] Manually specify range of ports ta listen on

ProHy Server

Proxy type: | Mo prosey v

Close

4. TE“RIEZERY (Proxy type) "EBi%EIF“SOCKS 5”7 , SAFALHIE L IEM,

Proxy Server

Prosy type: |

V]

SOCKS 4

SOCKSS

HTTP

IJse Environmental Settings
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5. BN VRAB(EFESOCKSARIBM“EAL (Host) "F“¥sH (Port) "5,

Proxy Server

Proxy type: | SOCKS 5 bt
Hosk: ;12?.0.0.1 Port: leBD
User: | :Pagsword: |

6. mii“xi (Close) 7,
X#EPidgingt v A{FEFASOCKSHRIRT ,

A ZE

EFRTAREZE , AHREAZTEN L, —EREEREHRERZFIBIANRS. FR |, XL
RFPRREAERAE, MRERAELAAMERAERE | SERHAARENSITRFRE
RIEHETT | XRW SRR,

DNS s

{EASOCKSHRIBLHFL—NTERN R , BFLZFIFSOCKSRIEHFEFAS—HIB T RIEHI T B

=, =E AR SE AL (DNS) EKIJRER B RIEAY . XFDNSHRSE mEFAR® , 3

S BURAEFI B ARIRST DN SH Bk, K2 BFEDN SRS MBRARRMAR.

gﬂozillqéirﬁgggfiﬁﬁﬂﬁ%ﬁkﬁﬁﬁﬁw SittRIAIER |, {EEARAT AR K AR E T fEIE DN SR |,
DNSHtRHIALE :

L ﬁﬁ)\Wli¢~¢$?£k3}&i@¢$§$ﬁ)\“about:conﬁg" (R RES BRI — PR TR A SRR ENE

[=] -
B aoos Oep ElE LONUWN, U 1003 ey MITISLETUAN. | U 1705 [ MUCKIANG, T W 3% e NEwW 3

@I about:config

.= [ & FLOSS Manuals (n) £ | [@] about:config %] 1

i This might void your warranty!

r L]
~ Changing these advanced settings can be harmful to the stability, security, and performance
of this application. You should only centinue if you are sure of what you are doing.

[ Show this warning next time

I'll be careful, | promise!

2 WMANE , REFKRE/IVD, IRERE ! (1] be careful, | promisel) "SRAIARABISHURN SEEF1R
B, NEREBR— I IEREFEIIR.

3. fE“iTERS (Filter) "—#A2#i \ “network.proxy.socks_remote_dns”, X2 R4HIX—MEE
prini
@

File Edit View History Bookmarks Teols Help 25 London: Thi

6 @ [ |§| about:config

I & write - Circu... & [ & write :: Circu... & [@I about:config X rl

Filter: [ network.proxy.socks_remote_dns

Preference Name ~ | Status Type Value

network. proxy.socks_remote_dns  default boolean false

4. MPZRENEANE (false) , WHBZEHXE (true) 7,
BAEJOMFR ] ARRIEDNSHR T . —BEZEEBRAR (true) , KIS BENKABREIRE.
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NRAEFRSMEFRFF , B ATETTIARE LEGSARIEN W25 A DN SHER E)8 .
EAGEER |, {£ASOCKS SHRIBMPidginR #1884 1D DN St IRHIE L.
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HELPING OTHERS
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IR Ae R EE

EFZER , FEBNHELEMNAZME. FERTEMAEDHKICT , XLH : Access
Denied: The Practice and Policy of Global Internet Filtering lAccess Controlled: The Shaping of Power,
Rights, and Rule in Cyberspace , ZFF#Ronald Delbert, John Palfrey, Rafal Rohozinskifl Jonathan
ZittraingE (ML : http://opennet.net/accessdenied Flhttp://www.access-controlled.net),

B—NIATRMEE IS, X—ERSTWAXNERF 2 THR. A, BLER (8
FEHYERNFEER) BADNGAEFE , BENKEMIMBARER. WRFREREE |, /RA]
DRREEREBMEA (BERREENERAENENREAK) THRESHFTEARE.

LR, FRBREID | DAL EERERNER T REFH A RE RS SR MINIES.

WS E E AARIE

—EEABIRERLLEFERATT. EATALENBN (crowdsourced) , BE{IEBHHX
%@ﬁﬁﬁm%ﬁ%iﬁo EARET R ARIH S SR B PS03 IR R T REHERS. B MR Mt an

e Herdict Web: https://www.herdict.org
Alkasir Map: https://www.alkasir.com/map

E—NEKAHIESEE , OpenNet Initiative #1 Reporters without Borders EHASTENMER A
MRS IR .

e OpenNet Initiative (5T HR 25 : http://opennet.net/research
* Reporters Without Borders (FT/FFi02) MEHA: http://www.rsf.org/ennemis.html

i A Herdict# 5 #E BIRLL

Herdict (https://www.herdict.org)E—NR & ToiRFH NKIMSERERKREY, B HEERB#ER
ZBekman XM LA R OHMARATIZE |, AR LKW E N HFEK.

Herdict fBHRFFARTERE |, BIANVFS A IR REX 23— W3k R A AR S M sttt R v] A A
MAEMFEE , EREEHRTTENREFZEERN.

Site Report : www.facebook.com All time

This site has been reported inaccessible 2,577 times around the world.
This site has been reported accessible 3,523 times around the world.
This site ranks 2 out of 5,046 reported sites.

Some pages on this site appear to be down

E bl 5 B c o™

COUNTRY * IMACCESSIBLE REPORTS ™ ACCESSIBLE REPORTS }
All Countries 2577 3523
China 837 441
United States 354 836
Vietnam 271 110
Egypt 148 59
Iran 102 104
Syria 93 40
L& EFacebook #R & HIHEE.

YRR LB IS b TP X1 E D 7R ErdaHerdic |, EILEHITTA R, EEGHH , BEERA , 1
BENFZTM. AT LOEML RGPl R 21 BB HIH B &
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http://opennet.net/accessdenied/
http://www.access-controlled.net/
https://www.herdict.org/
https://www.alkasir.com/map
http://opennet.net/research
http://www.rsf.org/ennemis.html
https://www.herdict.org/

Sign up to receive e-mail updates on the countries and/or sites that interest you.

ALERT SETTINGS

Select criteria below to describe the alerts you are interested in receiving. You can leave other fields
blank to receive all reports for a particular setting (e.g. leave the "site” and "type” settings blank to
receive all reports for a particular country).

Country: [ Choose a country j|

site: | |

Type: [éinaccessible " -
all "

ALERT 1 accessible
inaccessible

Tell us how many reports Herdlict should recelve before It triggers an alert and sends you an e-mail.

C© send me an alert when Herdict receives IC’ report(s) per | day LJ
Q send me an alert when Herdict receives D percent more reports per

E-MAIL NOTIFICATION

E-mall address: |

| previewalert || Addalert |

Herdictt 3 {#tFirefox Finternet ExplorerifI Y2 AIMIANZE L | {E1FFRAVRIN VTR PRk B B P17
B,

18 FAAl kasi rR S # £ Pk

AlkasinE—FERELST LR , A FRE QGRS PRI "Report Blocked URLs" #2411
MEBEBEAME,  AlkasiE —MEXKFMERFEEYMEIIR |, TUEEEHARAIH ]
M. BT ERIREThEE , RO UMY X —BF SO Tk,

PR ATE“fE Al kasir X —F T i £ X TAAERX AN TAKKEA.

AVt N ZFETIIF]

RETLUBES AT A SUZARIRMRIERIN | EAE S THIE DR , HEIRENR. RRH
FEARSERT FEA RARER AR A TRV BREOTE I T A XA, BT RASE 2425
B, STORAEER M AR S5 SR LR ANBUR SIS | Al ) FE/RFE Al _E AT RS SRR PRI — 4.

STGNU/LinuIRIERLE , — A shellik S E=4FHGEEFE |, 1RA] PAZEhttp://ubuntuforums.org RIE At Rug
HHREVREH.

XWindowsi®IERS: , NEKNEFEEM (remote desktop ) THEENZHAEA. RATIA
fEhttp://www.howtogeek.com/howto/windows-vista/turn-on-remote-desktop-in-windows-vista_t$%
R, PRATRE RRAEIRIERE XM AN ES SRR AR (port forwarding) RE , XHH#
# : http://portforward.com,

TR B —MRR TR R Rk ETeamViewer (http://www.teamviewer.com) , FTEIRIERS
FATAEAE.

XFEEicx

ICRMEHERBEARA R ZAIRIAERMEERIR , an—KB@IE , AARREBSHTTTR |, RExt
PREGR . BBFLMfE— Lt NE R MM AR AR ? XLERZFLMMALSH ?
WRAFA AT EMGATEALVPN |, (REC AT AT 30 |, A5 T TAMIZALSI T LAMS
EEF, Bl , EREE AFICR IR AR S 1R St R AP BT Qxd RS F R AT

%K.

XYEE AT AR B shiRERAR A TF Tt 7.
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http://ubuntuforums.org/
http://www.howtogeek.com/howto/windows-vista/turn-on-remote-desktop-in-windows-vista
http://portforward.com/
http://www.teamviewer.com/en/index.aspx

BIEBRER

MREBEE IR IR R TR T |, BUREIRIR TR a0 Wireshark
(http://www.wireshark.com/) B] RLLEARICSRARER X B B{E N HES ML $E .
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http://www.wireshark.com/

Ry X v [ 5431
ML BT KA URSRE BiFEm —ME A (port) LHIFTERIES.

XA ARRBE L A — M IR O BREF MR IR, ST IX—MERERS) , FEXR AR SR A A
ATRURARARHERSR IR AR SS . IX SRR SR IT (A B Ko O 1481,

WS AT U IME RIEAR AR S, MRS —MSAAER AL | AEMIE R 3T,
a0, Mikhttp://www. example. com: 8000/ Foo,/ B NS VRN YT 25 #E4% M 8000 example.comitfT—
A HTTPIESK , MAEEIARhttp 350 80, %K , X R BEWwWwW.example.com_ERuE R %2342
2RO 8000_EAIESR A AT A,

Wit 1 A

RATAFIA Telnet SRIMNA/REREP LI O #E 9. RBITH® ST , B “telnet login.icq.com
5555”3k “telnet login.oscar.aol.com 5555” , SR/E#R T Enter (EZE4) . HPMHFR2EENHNLG
H. RREl—SEERNFR , WBEERRD.

File Edit View Terminal Tabs Help

user@example:~% telnet login.icg.com 5535 (4]
Trying 64.12.161.153...

Connected to login.messaging.aol.com.
Escape character is '*]".

L |

MR, WRTEAAIREERA R, B, MASEE , B2 RATAES Kt
B, (FEE , FEROTERERN THELE 1P bR, )
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e et

MR — DA EELEXRIRNE R A VIR IR 2R AUR | RAT AR — N WAIE | H2
PAPHP. Perl, Pythonal ASPREFFE S WS (/N ., ETMRKSHATRAHNIIKFTE - LLWRA
FRAMBIR (— M HRENMEENMEBTHIT) .

MRFERRKMFRECTHNEAIE , FEEUATZ—:

« —NEPHPSIIFRIMLE 28] (FLATRAEZR M
{Blhttps://www.dreamhost.comahttp://www.hostgator.comfAIEH AT MK , EREERRIFALEL KR
Fhefit)

o —MEER (VPS) RERMMMSE S (XEHRAERERERSR)
s —REREITTERN O ARBR (BN AHKIEHPHE)

ANHFRNAMTAIE

NEMTAIESTF ML THEMAZ T A |, FIIAEGER—AFRIRRLN L L, AHNRAIEMES
BR%5 ATRER AR FPAABLESCIE BN L AATL , Rt , IERZRIINEL S,

AAMTAEKGERFBRRAME. B, AAMTARERES T RIEEMBERS TS K
BESEEN. B EBHBARREN S AW R EMA M TREBENKAAERT B R KA
P RARRAIEREGZIAE G LR T AL A HGRITIRS . HALE (N MR A BR RS
g TR, B AHMITAEEARZWATME S , A2 L e MSSLNER.

IR ThBE

M IARIE AT DARIBA R PR E AR SEMHITARREENES. BE CHRNSEEERRS BT
AR EFASSLINE, AT LR AahomiE—uinE BAIERERRN T , FTUBE %A
ZRIAURL, WAL FHZE A ARETHR | ol DR EARIERS % BRI ZEM RS, B ERR
P4 FP2R5 2 A .htaccess AT F{R TP P TTAIRIRI1E .,

LAFFASSLNEET |, Al IALERR 23R BSR T@ I — M A , A5 AL R 4B FEM T
RIBHIBIE k., BANEETURIRERKRS S | BARLRINATERZ , BAT LS NE
B, Bign , anR—1 A FPEEREE https://example.com/secretproxy/ , &S AL FFTHH
sexample.com , {BAINLANE MhSChR LITIHE M AR, inRMIAIEIZEH Eexample.com. b
T —MMARITE , BPABIE NI MG LA KT RER XA MR, — MNMEBRITRIME
YRR S ERB BHSSLET A F4Ehttps://www.startcom.org/ S 4k EL..

HEEM EHRZ RBERIFEMIAE, MIIEEZRNARETERERNEFRES , BAFAESD
P& IR 5 2n B SCIF BFFEFE S . A—NERAKAREZEABAAX (GmailakFacebook(E i)
B FlashTR (#YouT ubefE ) HIARRELAMSEHA MR M.

w RN TAIERRFEAE

« CGIProxy ( http://www.jmarshall.com/tools/cgiproxy) : —/NPAPerlF2 FEE SRS W] AR
HEHTTPFIFT PARIEAMICCIAR,

« Peacefire's Circumventor (http://www.peacefire.org/circumventor/simple-circumventor-
instructions.html) : —MNENTRHAFERF , FJUHEEEARETRMA FEWiIndows & _ LA {#EthERi
FER CGIProxy.

« SabzProxy (http://sabzproxy.com) : —ANHTTPFIFTPIE, EHIETFLAPHPLREHIPHProxyHIFET
B, A—LRNThRE , PLanEHgREDURL , fFHEEMEETL,

« Glype Proxy (http://www.glype.com) : F— N RBE{ER, ETMERNRIERA , BEUPHPRE.
XL TIPSR (G A R TR, BEA L | XBFETEMA, E4ME S

BT FTPESCP_LAEMAZIRIIMEK IR S5, WEBIRICMEA, TR SabzProxy i+ , &
X E AR AR P TR AU,

Installing SabzProxy

CalhaPunc .Mk HLXF AL B F T A 10~ 0SB4 AR BIRAR

XLLRBRIA T B E WAIED « {EFFT P{EHiSabzProxy R — B X FFPHPRIMILE = RIMK 7. X
BA |, (REEEE—/M&Filezilla (http://filezilla-project.org) FKIFT P i,
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Glossary

Much of this content is based on http://en.cship.org/wiki/Special:Allpages

aggregator

An aggregator is a service that gathers syndicated information from one or many sites and makes it
available at a different address. Sometimes called an RSS aggregator, a feed aggregator, a feed
reader, or a news reader. (Not to be confused with a Usenet News reader.)

anonymity
(Not be confused with privacy, pseudonymity, security, or confidentiality.)

Anonymity on the Internet is the ability to use services without leaving clues to one's identity. The
level of protection depends on the anonymity techniques used and the extent of monitoring. The
strongest techniques in use to protect anonymity involve creating a chain of communication using a
random process to select some of the links, in which each link has access to only partial information
about the process. The first knows the user's IP address but not the content, destination, or purpose
of the communication, because the message contents and destination information are encrypted.
The last knows the identity of the site being contacted, but not the source of the session. One or
more steps in between prevents the first and last links from sharing their partial knowledge in order
to connect the user and the target site.

anonymous remailer

An anonymous remailer is a service that accepts e-mail messages containing instructions for
delivery, and sends them out without revealing their sources. Since the remailer has access to the
user's address, the content of the message, and the destination of the message, remailers should be
used as part of a chain of multiple remailers so that no one remailer knows all this information.

ASP (application service provider)

An ASP is an organization that offers software services over the Internet, allowing the software to be
upgraded and maintained centrally.

backbone

A backbone is one of the high-bandwidth communications links that tie together networks in
different countries and organizations around the world to form the Internet.

badware
See malware.

bandwidth

The bandwidth of a connection is the maximum rate of data transfer on that connection, limited by
its capacity and the capabilities of the computers at both ends of the connection.

bash (Bourne-again shell)

The bash shell is a command-line interface for Linux/Unix operating systems, based on the Bourne
shell.

BitTorrent

BitTorrent is a peer-to-peer file-sharing protocol invented by Bram Cohen in 2001. It allows
individuals to cheaply and effectively distribute large files, such as CD images, video, or music files.
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blacklist

A blacklist is a list of forbidden persons or things. In Internet censorship, lists of forbidden Web sites
may be used as blacklists; censorware may allow access to all sites except for those specifically
listed on its blacklist. An alternative to a blacklist is a whitelist, or a list of permitted things. A
whitelist system blocks access to all sites except for those specifically listed on the whitelist. This is
a less common approach to Internet censorship. It is possible to combine both approaches, using
string matching or other conditional techniques on URLs that do not match either list.

bluebar

The blue URL bar (called the Bluebar in Psiphon lingo) is the form at the top of your Psiphon node
browser window, which allows you to access blocked site by typing its URL inside.

See also Psiphon node

block

To block is to prevent access to an Internet resource, using any number of methods.

bookmark

A bookmark is a placeholder within software that contains a reference to an external resource. In a
browser, a bookmark is a reference to a Web page - by choosing the bookmark you can quickly load
the Web site without needing to type in the full URL.

bridge
See Tor bridge.

brute-force attack

A brute force attack consists of trying every possible code, combination, or password until you find
the right one. These are some of the most trivial hacking attacks.

cache

A cache is a part of an information-processing system used to store recently used or frequently used
data to speed up repeated access to it. A Web cache holds copies of Web page files.

censor

To censor is to prevent publication or retrieval of information, or take action, legal or otherwise,
against publishers and readers.

censorware

Censorware is software used to filter or block access to the Internet. This term is most often used
to refer to Internet filtering or blocking software installed on the client machine (the PC which is
used to access the Internet). Most such client-side censorware is used for parental control purposes.

Sometimes the term censorware is also used to refer to software used for the same purpose
installed on a network server or router.

CGI (Common Gateway Interface)

CGl is a common standard used to let programs on a Web server run as Web applications. Many
Web-based proxies use CGl and thus are also called "CGI proxies". (One popular CGI proxy application
written by James Marshall using the Perl programming language is called CGIProxy.)

chat

Chat, also called instant messaging, is a common method of communication among two or more
people in which each line typed by a participant in a session is echoed to all of the others. There are
numerous chat protocols, including those created by specific companies (AOL, Yahoo!, Microsoft,
Google, and others) and publicly defined protocols. Some chat client software uses only one of these
protocols, while others use a range of popular protocols.
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circumvention
Circumvention is publishing or accessing content in spite of attempts at censorship.

Common Gateway Interface
See CGl.

command-line interface

A method of controlling the execution of software using commands entered on a keyboard, such as a
Unix shell or the Windows command line.

cookie

A cookie is a text string sent by a Web server to the user's browser to store on the user's computer,
containing information needed to maintain continuity in sessions across multiple Web pages, or
across multiple sessions. Some Web sites cannot be used without accepting and storing a cookie.
Some people consider this an invasion of privacy or a security risk.

country code top-level domain (ccTLD)

Each country has a two-letter country code, and a TLD (top-level domain) based on it, such as .ca
for Canada; this domain is called a country code top-level domain. Each such ccTLD has a DNS server
that lists all second-level domains within the TLD. The Internet root servers point to all TLDs, and
cache frequently-used information on lower-level domains.

DARPA (Defense Advanced Projects Research Agency)
DARPA is the successor to ARPA, which funded the Internet and its predecessor, the ARPAnet.

decryption
Decryption is recovering plain text or other messages from encrypted data with the use of a key.

See also encryption.

domain
A domain can be a Top-Level Domain (TLD) or secondary domain on the Internet.

See also Top-Level Domain, country code Top-Level Domain and secondary domain.

DNS (Domain Name System)

The Domain Name System (DNS) converts domain names, made up of easy-to-remember
combinations of letters, to IP addresses, which are hard-to-remember strings of numbers. Every
computer on the Internet has a unique address (a little bit like an area code+telephone number).

DNS leak

A DNS leak occurs when a computer configured to use a proxy for its Internet connection
nonetheless makes DNS queries without using the proxy, thus exposing the user's attempts to
connect with blocked sites. Some Web browsers have configuration options to force the use of the
proxy.

DNS server

A DNS server, or name server, is a server that provides the look-up function of the Domain Name
System. It does this either by accessing an existing cached record of the IP address of a specific
domain, or by sending a request for information to another name server.

DNS tunnel

A DNS tunnel is a way to tunnel almost everything over DNS/Nameservers.
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Because you "abuse" the DNS system for an unintended purpose, it only allows a very slow
connection of about 3 kb/s which is even less than the speed of an analog modem. That is not
enough for YouT ube or file sharing, but should be sufficient for instant messengers like ICQ or MSN
Messenger and also for plain text e-mail.

On the connection youwant to use a DNS tunnel, you only need port 53 to be open; therefore it
even works on many commercial Wi-Fi providers without the need to pay.

The main problem is that there are no public modified nameservers that you can use. You have to set
up your own. You need a server with a permanent connection to the Internet running Linux. There
you can install the free software OzymanDNS and in combination with SSH and a proxy like Squid you
can use the tunnel. More Information on this on http://www.dnstunnel.de.

eavesdropping

Eavesdropping is listening to voice traffic or reading or filtering data traffic on a telephone line or
digital data connection, usually to detect or prevent illegal or unwanted activities or to control or
monitor what people are talking about.

e-mail

E-mail, short for electronic mail, is a method to send and receive messages over the Internet. It is
possible to use a Web mail service or to send e-mails with the SMTP protocol and receive them with
the POP3 protocol by using an e-mail client such as Outlook Express or Thunderbird. It is
comparatively rare for a government to block e-mail, but e-mail surveillance is common. If e-mail is
not encrypted, it could be read easily by a network operator or government.

embedded script
An embedded script is a piece of software code.

encryption

Encryption is any method for recoding and scrambling data or transforming it mathematically to
make it unreadable to a third party who doesn't know the secret key to decrypt it. It is possible to
encrypt data on your local hard drive using software like TrueCrypt (http://www.truecrypt.org) or to
encrypt Internet traffic with SSL or SSH.

See also decryption.

exit node
An exit node is a Tor node that forwards data outside the Tor network.

See also middleman node.

file sharing

File sharing refers to any computer system where multiple people can use the same information, but
often refers to making music, films or other materials available to others free of charge over the
Internet.

file spreading engine
A file spreading engine is a Web site a publisher can use to get around censorship. A user only has to

upload a file to publish once and the file spreading engine uploads that file to some set of
sharehosting services (like Rapidshare or Megaupload).

filter
To filter is to search in various ways for specific data patterns to block or permit communications.

Firefox
Firefox is the most popular free and open source Web browser, developed by the Mozilla Foundation.
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forum

On a Web site, a forum is a place for discussion, where users can post messages and comment on
previously posted messages. It is distinguished from a mailing list or a Usenet newsgroup by the
persistence of the pages containing the message threads. Newsgroup and mailing list archives, in
contrast, typically display messages one per page, with navigation pages listing only the headers of
the messages in a thread.

frame

A frame is a portion of a Web page with its own separate URL. For example, frames are frequently
used to place a static menu next to a scrolling text window.

FTP (File Transfer Protocol)

The FTP protocol is used for file transfers. Many people use it mostly for downloads; it can also be
used to upload Web pages and scripts to some Web servers. It normally uses ports 20 and 21, which
are sometimes blocked. Some FTP servers listen to an uncommon port, which can evade port-based
blocking.

A popular free and open source FTP client for Windows and Mac OS is FileZilla. There are also some
Web-based FTP clients that you can use with a normal Web browser like Firefox.

gateway

A gateway is a node connecting two networks on the Internet. An important example is a national
gateway that requires all incoming or outgoing traffic to go through it.

honeypot

A honeypot is a site that pretends to offer a service in order to entice potential users to use it, and to
capture information about them or their activities.

hop

A hop is a link in a chain of packet transfers from one computer to another, or any computer along
the route. The number of hops between computers can give a rough measure of the delay (latency)
in communications between them. Each individual hop is also an entity that has the ability to
eavesdrop on, block, or tamper with communications.

HTTP (Hypertext Transfer Protocol)

HTTP is the fundamental protocol of the World Wide Web, providing methods for requesting and
serving Web pages, querying and generating answers to queries, and accessing a wide range of
services.

HTTPS (Secure HTTP)

Secure HTTP is a protocol for secure communication using encrypted HTTP messages. Messages
between client and server are encrypted in both directions, using keys generated when the
connection is requested and exchanged securely. Source and destination IP addresses are in the
headers of every packet, so HTTPS cannot hide the fact of the communication, just the contents of
the data transmitted and received.

IANA (Internet Assigned Numbers Authority)

IANA is the organization responsible for technical work in managing the infrastructure of the
Internet, including assigning blocks of IP addresses for top-level domains and licensing domain
registrars for ccTLDs and for the generic TLDs, running the root name servers of the Internet, and
other duties.

ICANN (Internet Corporation for Assigned Names and Numbers)

ICANN is a corporation created by the US Department of Commerce to manage the highest levels
of the Internet. Its technical work is performed by IANA.
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Instant Messaging (IM)

Instant messaging is either certain proprietary forms of chat using proprietary protocols, or chat in
general. Common instant messaging clients include MSN Messenger, ICQ, AIM or Yahoo!
Messenger.

intermediary
See man in the middle.

Internet

The Internet is a network of networks interconnected using TCP/IP and other communication
protocols.

IP (Internet Protocol) Address

An IP address is a number identifying a particular computer on the Internet. In the previous version 4
of the Internet Protocol an IP address consisted of four bytes (32 bits), often represented as four
integers in the range 0-255 separated by dots, such as 74.54.30.85. In IPv6, which the Net is currently
switching to, an IP address is four times longer, and consists of 16 bytes (128 bits). It can be written as
8 groups of 4 hex digits separated by colons, such as 2001:0db8:85a3:0000:0000: 8a2e:0370:7334.

IRC (Internet relay chat)

IRC is a more than 20-year-old Internet protocol used for real-time text conversations (chat or
instant messaging). There exist several IRC networks -- the largest have more than 50 000 users.

ISP (Internet Service Provider)

An ISP (Internet service provider) is a business or organization that provides access to the Internet for
its customers.

JavaScript
JavaScript is a scripting language, commonly used in Web pages to provide interactive functions.

keyword filter

A keyword filter scans all Internet traffic going through a server for forbidden words or terms to
block.

latency

Latency is a measure of time delay experienced in a system, here in a computer network. It is
measured by the time between the start of packet transmission to the start of packet reception,
between one network end (e.g. you) to the other end (e.g. the Web server). One very powerful way
of Web filtering is maintaining a very high latency, which makes lots of circumvention tools very
difficult to use.

log file

A log file is a file that records a sequence of messages from a software process, which can be an
application or a component of the operating system. For example, Web servers or proxies may keep
log files containing records about which IP addresses used these services when and what pages were
accessed.

low-bandwidth filter

A low-bandwidth filter is a Web service that removes extraneous elements such as advertising and
images from a Web page and otherwise compresses it, making page download much quicker.

malware

Malware is a general term for malicious software, including viruses, that may be installed or
executed without your knowledge. Malware may take control of your computer for purposes such
as sending spam. (Malware is also sometimes called badware.)
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man in the middle

A man in the middle or man-in-the-middle is a person or computer capturing traffic on a
communication channel, especially to selectively change or block content in a way that undermines
cryptographic security. Generally the man-in-the-middle attack involves impersonating a Web site,
service, or individual in order to record or alter communications. Governments can run man-in-the-
middle attacks at country gateways where all traffic entering or leaving the country must pass.

middleman node

A middleman node is a Tor node that is not an exit node. Running a middleman node can be safer
than running an exit node because a middleman node will not show up in third parties' log files. (A
middleman node is sometimes called a non-exit node.)

monitor
To monitor is to check a data stream continuously for unwanted activity.

network address translation (NAT)

NAT is a router function for hiding an address space by remapping. All traffic going out from the
router then uses the router's IP address, and the router knows how to route incoming traffic to the
requestor. NAT is frequently implemented by firewalls. Because incoming connections are normally
forbidden by NAT, NAT makes it difficult to offer a service to the general public, such as a Web site or
public proxy. On a network where NAT is in use, offering such a service requires some kind of firewall
configuration or NAT traversal method.

network operator

A network operator is a person or organization who runs or controls a network and thus is in a
position to monitor, block, or alter communications passing through that network.

node

A node is an active device on a network. A router is an example of a node. In the Psiphon and Tor
networks, a server is referred to as a node.

non-exit node
See middleman node.

obfuscation

Obfuscation means obscuring text using easily-understood and easily-reversed transformation
techniques that will withstand casual inspection but not cryptanalysis, or making minor changes in
text strings to prevent simple matches. Web proxies often use obfuscation to hide certain names
and addresses from simple text filters that might be fooled by the obfuscation. As another example,
any domain name can optionally contain a final dot, as in "somewhere.com.", but some filters might
search only for "somewhere.com" (without the final dot).

open node

An open node is a specific Psiphon node which can be used without logging in. It automatically
loads a particular homepage, and presents itself in a particular language, but can then be used to
browse elsewhere.

See also Psiphon node.

packet

A packet is a data structure defined by a communication protocol to contain specific information in
specific forms, together with arbitrary data to be communicated from one point to another.
Messages are broken into pieces that will fit in a packet for transmission, and reassembled at the
other end of the link.
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peer-to-peer

A peer-to-peer (or P2P) network is a computer network between equal peers. Unlike client-server
networks there is no central server and so the traffic is distributed only among the clients.T his
technology is mostly applied to file sharing programs like BitTorrent, eMule and Gnutella. But also
the very old Usenet technology or the VolP program Skype can be categorized as peer-to-peer
systems.

See also file sharing.

PHP

PHP is a scripting language designed to create dynamic Web sites and web applications. It is installed
on a Web server. For example, the popular Web proxy PHProxy uses this technology.

plain text

Plain text is unformatted text consisting of a sequence of character codes, as in ASCII plain text or
Unicode plain text.

plaintext
Plaintext is unencrypted text, or decrypted text.

See also encryption, SSL, SSH.

privacy

Protection of personal privacy means preventing disclosure of personal information without the
permission of the person concerned. In the context of circumvention, it means preventing observers
from finding out that a person has sought or received information that has been blocked or is illegal
in the country where that person is at the time.

POP3

Post Office Protocol version 3 is used to receive mail from a server, by default on port 110 with an e-
mail program such as Outlook Express or Thunderbird.

port

A hardware port on a computer is a physical connector for a specific purpose, using a particular
hardware protocol. Examples are a VGA display port or a USB connector.

Software ports also connect computers and other devices over networks using various protocols,
but they exist in software only as numbers. Ports are somewhat like numbered doors into different
rooms, each for a special service on a server or PC. They are identified by numbers from 0 to 65535.

protocol

A formal definition of a method of communication, and the form of data to be transmitted to
accomplish it. Also, the purpose of such a method of communication. For example, Internet Protocol
(IP) for transmitting data packets on the Internet, or Hypertext Transfer Protocol for interactions
on the World Wide Web.

proxy server

A proxy server is a server, a computer system or an application program which acts as a gateway
between a client and a Web server. A client connects to the proxy server to request a Web page from
a different server. Then the proxy server accesses the resource by connecting to the specified server,
and returns the information to the requesting site. Proxy servers can serve many different purposes,
including restricting Web access or helping users route around obstacles.

Psiphon node

A Psiphon node is a secured web proxy designed to evade Internet censorship. It is developed by
Psiphon inc. Psiphon nodes can be open or private.
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private node

A private node is a Psiphon node working with authentication, which means that you have to
register before you can use it. Once registered, you will be able to send invitations to your friends and
relatives to use this specific node.

See also Psiphon node.

publicly routable IP address

Publicly routable IP addresses (sometimes called public IP addresses) are those reachable in the
normal way on the Internet, through a chain of routers. Some IP addresses are private, such as the
192.168.x.x block, and many are unassigned.

regular expression

A regular expression (also called a regexp or RE) is a text pattern that specifies a set of text strings in
a particular regular expression implementation such as the UNIX grep utility. A text string "matches”
a regular expression if the string conforms to the pattern, as defined by the regular expression
syntax. In each RE syntax, some characters have special meanings, to allow one pattern to match
multiple other strings. For example, the regular expression lo+se matches lose, loose, and
looose.

remailer

An anonymous remailer is a service which allows users to send e-mails anonymously. The remailer
receives messages via e-mail and forwards them to their intended recipient after removing
information that would identify the original sender. Some also provide an anonymous return address
that can be used to reply to the original sender without disclosing her identity. Well-known Remailer
services include Cypherpunk, Mixmaster and Nym.

router

A router is a computer that determines the route for forwarding packets. It uses address information
in the packet header and cached information on the server to match address numbers with hardware
connections.

root name server

A root name server or root server is any of thirteen server clusters run by 1ANA to direct traffic to all
of the TLDs, as the core of the DNS system.

RSS (Real Simple Syndication)

RSS is a method and protocol for allowing Internet users to subscribe to content from a Web page,
and receive updates as soon as they are posted.

scheme

On the Web, a scheme is a mapping from a name to a protocol. Thus the HTTP scheme maps URLs
that begin with HTTP: to the Hypertext Transfer Protocol. The protocol determines the
interpretation of the rest of the URL, so that http://www.example.com/dir/content.html identifies a
Web site and a specific file in a specific directory, and mailto:user@somewhere.com is an e-mail
address of a specific person or group at a specific domain.

shell

A UNIX shell is the traditional command line user interface for the UNIX/Linux operating systems.
The most common shells are sh and bash.

SOCKS

A SOCKS proxy is a special kind of proxy server. In the ISO/OSI model it operates between the
application layer and the transport layer. The standard port for SOCKS proxies is 1080, but they can
also run on different ports. Many programs support a connection through a SOCKS proxy. If not you
can install a SOCKS client like FreeCap, ProxyCap or SocksCap which can force programs to run
through the Socks proxy using dynamic port forwarding. It is also possible to use SSH tools such as
OpenSSH as a SOCKS proxy server.
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screenlogger

A screenlogger is software able to record everything your computer displays on the screen. The
main feature of a screenlogger is to capture the screen and log it into files to view at any time in the
future. Screen loggers can be used as powerful monitoring tool. You should be aware of any screen
logger running on any computer you are using, anytime.

script

Ascript is a program, usually written in an interpreted, non-compiled language such as JavaScript,
Java, or a command interpreter language such as bash. Many Web pages include scripts to manage
user interaction with a Web page, so that the server does not have to send a new page for each
change.

smartphone

A smartphone is a mobile phone that offers more advanced computing ability and connectivity than a
contemporary feature phone, such as Web access, ability to run elaborated operating systems and
run built-in applications.

spam
Spam is messages that overwhelm a communications channel used by people, most notably
commercial advertising sent to large numbers of individuals or discussion groups. Most spam
advertises products or services that are illegal in one or more ways, almost always including fraud.
Content filtering of e-mail to block spam, with the permission of the recipient, is almost universally
approved of.
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SSH (Secure Shell)

SSH or Secure Shell is a network protocol that allows encrypted communication between
computers. It was invented as a successor of the unencrypted Telnet protocol and is also used to
access a shell on a remote server.

The standard SSH port is 22. It can be used to bypass Internet censorship with port forwarding or it
can be used to tunnel other programs like VNC.

SSL (Secure Sockets Layer)

SSL (or Secure Sockets Layer), is one of several cryptographic standards used to make Internet
transactions secure. It is was used as the basis for the creation of the related Transport Layer
Security (TLS). You can easily see if you are using SSL/TLS by looking at the URL in your Browser (like
Firefox or Internet Explorer): If it starts with https instead of http, your connection is encrypted.

steganography

Steganography, from the Greek for hidden writing, refers to a variety of methods of sending hidden
messages where not only the content of the message is hidden but the very fact that something
covert is being sent is also concealed. Usually this is done by concealing something within
something else, like a picture or a text about something innocent or completely unrelated. Unlike
cryptography, where it is clear that a secret message is being transmitted, steganography does not
attract attention to the fact that someone is trying to conceal or encrypt a message.

subdomain

A subdomain is part of a larger domain. If for example "wikipedia.org" is the domain for the
Wikipedia, "en.wikipedia.org" is the subdomain for the English version of the Wikipedia.

threat analysis

A security threat analysis is properly a detailed, formal study of all known ways of attacking the
security of servers or protocols, or of methods for using them for a particular purpose such as
circumvention. Threats can be technical, such as code-breaking or exploiting software bugs, or
social, such as stealing passwords or bribing someone who has special knowledge. Few companies
or individuals have the knowledge and skill to do a comprehensive threat analysis, but everybody
involved in circumvention has to make some estimate of the issues.

Top-Level Domain (TLD)

In Internet names, the TLD is the last component of the domain name. There are several generic
TLDs, most notably .com, .org, .edu, .net, .gov, .mil, .int, and one two-letter country code (ccTLD)
for each country in the system, such as .ca for Canada. The European Union also has the two-letter
code .eu.

TLS (Transport Layer Security)

TLS or Transport Layer Security is a cryptographic standard based on SSL, used to make Internet
transactions secure.

TCP/IP (Transmission Control Protocol over Internet Protocol)

TCP and IP are the fundamental protocols of the Internet, handling packet transmission and
routing. There are a few alternative protocols that are used at this level of Internet structure, such
as UDP.

Tor bridge

A bridge is a middleman Tor node that is not listed in the main public Tor directory, and so is possibly
useful in countries where the public relays are blocked. Unlike the case of exit nodes, IP addresses
of bridge nodes never appear in server log files and never pass through monitoring nodes in a way
that can be connected with circumvention.

traffic analysis

Traffic analysis is statistical analysis of encrypted communications. In some circumstances traffic
analysis can reveal information about the people communicating and the information being
communicated.
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tunnel

A tunnel is an alternate route from one computer to another, usually including a protocol that
specifies encryption of messages.

UDP (User Datagram Packet)

UDP is an alternate protocol used with IP. Most Internet services can be accessed using either TCP
or UDP, but there are some that are defined to use only one of these alternatives. UDP is especially
useful for real-time multimedia applications like Internet phone calls (VolP).

URL (Uniform Resource Locator)

The URL (Uniform Resource Locator) is the address of a Web site. For example, the URL for the World
News section of the NY Times is http://www.nytimes.com/pages/world/index.html. Many censoring
systems can block a single URL. Sometimes an easy way to bypass the block is to obscure the URL. It
is for example possible to add a dot after the site name, so the URL http://en.cship.org/wiki/URL
becomes http://en.cship.org./wiki/URL. If you are lucky with this little trick you can access blocked
Web sites.

Usenet

Usenet is a more than 20-year-old discussion forum system accessed using the NNTP protocol. The
messages are not stored on one server but on many servers which distribute their content
constantly. Because of that it is impossible to censor Usenet as a whole, however access to Usenet
can and is often blocked, and any particular server is likely to carry only a subset of locally-
acceptable Usenet newsgroups. Google archives the entire available history of Usenet messages for
searching.

VolIP (Voice over Internet Protocol)

VolIP refers to any of several protocols for real-time two-way voice communication on the Internet,
which is usually much less expensive than calling over telephone company voice networks. It is not
subject to the kinds of wiretapping practiced on telephone networks, but can be monitored using
digital technology. Many companies produce software and equipment to eavesdrop on VolP calls;
securely encrypted VolP technologies have only recently begun to emerge.

VPN (virtual private network)

A VPN (virtual private network) is a private communication network used by many companies and
organizations to connect securely over a public network. Usually on the Internet it is encrypted and
so nobody except the endpoints of the communication can look at the data traffic. There are various
standards like IPSec, SSL, TLS or PPTP. The use of a VPN provider is a very fast secure and
convenient method to bypass Internet censorship with little risks but it generally costs money every
month.

whitelist

A whitelist is a list of sites specifically authorized for a particular form of communication. Filtering
traffic can be done either by a whitelist (block everything but the sites on the list), a blacklist (allow
everything but the sites on the list), a combination of the two, or by other policies based on specific
rules and conditions.

World Wide Web (WWW)

The World Wide Web is the network of hyperlinked domains and content pages accessible using the
Hypertext Transfer Protocol and its numerous extensions. The World Wide Web is the most famous
part of the Internet.

Webmail

Webmail is e-mail service through a Web site. The service sends and receives mail messages for users
in the usual way, but provides a Web interface for reading and managing messages, as an alternative

to running a mail client such as Outlook Express or Thunderbird on the user's computer. For example
a popular and free webmail service is https://mail.google.com/
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Web proxy

A Web proxy is a script running on a Web server which acts as a proxy/gateway. Users can access
such a Web proxy with their normal Web browser (like Firefox) and enter any URL in the form
located on that Web site. Then the Web proxy program on the server receives that Web content and
displays it to the user. This way the ISP only sees a connection to the server with the Web proxy
since there is no direct connection.

WHOIS

WHOIS (who is) is the aptly named Internet function that allows one to query remote WHOIS
databases for domain registration information. By performing a simple WHOIS search you can
discover when and by whom a domain was registered, contact information, and more.

A WHOIS search can also reveal the name or network mapped to a numerical IP address
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Roger Dingledine is project leader for The Tor Project, a US non-profit working on anonymity
research and development for such diverse organizations as the US Navy, the Electronic Frontier
Foundation, and Voice of America. In addition to all the hats he wears for Tor, Roger organizes
academic conferences on anonymity, speaks at a wide variety of industry and hacker conferences,
and also does tutorials on anonymity for national and foreign law enforcement.

This article is licensed under the Creative Commons Attribution 3.0 United States

License. Originally prepared for the March 2010 "Index on Censorship”, then adapted for
the July 2010 "China Rights Forum” (Chinese translation). Last updated 25 May 2010.
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e Reporters Without Borders, Handbook for Bloggers and Cyber-Dissidents,
http://www.rsf.org/article.php3?id_article=26187
e The Internet Censorship Wiki, http://en.cship.org/wiki/

BENRAOTENREE N

e NGO-in-a-Box, a collection of free portable applications, https://security.ngoinabox.org

e Digital Security and Privacy for Human Rights Defenders,
https://www.frontlinedefenders.org/esecman

e Surveillance Self-Defense International, https://www.eff.org/wp/surveillance-self-defense-
international

XF 4% B B KR

e Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Denied: The Practice and
Policy of Global Internet Filtering (Cambridge, MA: MIT Press, 2008), ISBN 0-262-54196-3
http://www.opennet.net/accessdenied/

e Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Controlled: The Shaping
of Power, Rights, and Rule in Cyberspace (Cambridge, MA: MIT Press, 2010), ISBN 0-262-51435-4
http://www.access-controlled.net

e Hal Roberts, Ethan Zuckerman, Jillian York, Rob Faris, John Palfrey, 2010 Circumvention Tool
Usage Report (Berkman Center for Internet & Society)
http://cyber.law.harvard.edu/publications/2010/Circumvention_T ool_Usage

® More resources on Internet censorship:
http://bailiwick.lib.uiowa.edu/journalism/mediaLaw/cyber_censors.html

MFEICF |, PG TR RHIZELR

Citizen Lab (http://www.citizenlab.org)

Committee to Protect Bloggers (http://www.committeetoprotectbloggers.org)
Committee to Project Journalists (https://www.cpj.org)

Berkman Center for Internet and Society (http://cyber.law.harvard.edu)
Electronic Frontier Foundation (https://www.eff.org)

FrontLine (https://www.frontlinedefenders.org)

Global Internet Freedom Consortium (http://www.internetfreedom.org)
The Herdict (https://www.herdict.org/web)

OpenNet Initiative (http://opennet.net)

Peacefire (http://www.peacefire.org)

Reporters Sans Frontieres/Reporters Without Borders (http://www.rsf.org)
Sesawe (https://sesawe.net)

Tactical Tech Collective (https://www.tacticaltech.org)

NTFRIR AR F 72 Fr A

e Proxy.org, a list of thousands of open Web Proxies: http://www.proxy.org
e Peacefire, a mailing list which sends out new web proxies:
http://www.peacefire.org/circumventor/,
e Application proxies:
o http://www.dmoz.org/Computers/Internet/
Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
o http://www.publicproxyservers.com
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Access Flickr!: https://addons.mozilla.org/en-US/firefox/addon/4286
Alkasir: https://www.alkasir.com/

CECID: http://cecid.labyrinthdata.net.au/

Circumventor CGIProxy: http://peacefire.org/circumventor/
Codeen: http://codeen.cs.princeton.edy/

Coral: http://www.coralcdn.org/

CProxy: http://www.cproxy.com/

Dynaweb FreeGate: http://www.dit-inc.us/freegate
FirePhoenix: http://firephoenix.edoors.com/

FoxyProxy: http://foxyproxy.mozdev.org/

Glype: http://www.glype.com/

GPass: http://gpassl.com/gpass/

GProxy: http://gpassl.com/gproxy.php

Gtunnel: http://gardennetworks.org/products

Guardster: http://www.guardster.com/

Hamachi LogMeln: https://secure.logmein.com/products/hamachi/vpn.asp
hopster: http://www.hopster.com/

HotSpotVPN: http://hotspotvpn.com/

HTTPS Everywhere: https://www.eff.org/https-everywhere
httpTunnel: http://www.http-tunnel.com/

JAP / JonDo: http://www.jondos.de/en

Megaproxy: http://www.megaproxy.com/

OpenVPN: http://www.openvpn.net/

PHProxy: http://sourceforge.net/projects/poxy/

Picidae: http://www.picidae.net/

Proxify: http://proxify.com/

psiphon: http://www.psiphon.ca/

PublicVPN: http://www.publicvpn.com/

SabzProxy: http://www.sabzproxy.com/

Simurgh: https://simurghesabz.net/

SmartHide: http://www.smarthide.com/

Tor: https://www.torproject.org/

TrafficCompressor: http://www.tcompressor.ru/
UltraReach UltraSurf: http://www.ultrareach.com/
Your-Freedom: http://www.your-freedom.net/

=y
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http://en.cship.org/wiki/VPN

Socksification X (LLIECIR IR 4 {F FH SOCKS{KIE)

tsocks: http://tsocks.sourceforge.net/

WideCap: http://www.widecap.com/

ProxyCap: http://www.proxycap.com/

FreeCap: http://www.freecap.ru/eng/

Proxifier: http://www.proxifier.com/

SocksCap: http://soft.softoogle.com/ap/sockscap-download-5157.shtml
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All chapters copyright of the authors (see below). Unless otherwise stated all chapters in this
manual licensed with GNU General Public License version 2.

This documentation is free documentation; you can redistribute it and/or modify it under the terms of
the GNU General Public License as published by the Free Software Foundation; either version 2 of the
License, or (at your option) any later version.

This documentation is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the imp|ied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this documentation; if
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CIRCUMVENTION AND SAFETY
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gravy - A RaviOli 2011
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213



Modifications:
booki- adam or aco 2010

SABZPROXY
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General Public License
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems
introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
"Program”, below, refers to any such program or work, and a "work based on the Program" means
either the Program or any derivative work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification".) Each
licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the
program under these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
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machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source along
with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and
will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based on
it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent license would not permit royalty-free redistribution of
the Program by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS |IS*
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITYAND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH
YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILLANY
COPYRIGHT HOLDER, OR ANYOTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GEN ERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITYTO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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