HOW THIS BOOK CAN
MAKE YOU INVISIBLE

Governments keep a lot of secrets from their people . . .
Why aren't the people in return allowed to keep secrets
from the government?

—PHILIP ZIMMERMAN, DER SPIEGEL

Sometimes life has a way of appearing as nothing more than a
string of minor and major disssters, a series of challenges that,
when considered in their totality, can overwhelm even the most
levelheaded of individuals. In fact, it's only prudent to prepare
for the worst that life has to offer: thus, life insurance, home
insurance, extra batteries, security systems, dead bolts, a little
fire extinguisher in the kitchen, and on and on. However, there's
one glaring omission in most peopl€e's planning, one gap in their
vigilance which is potentially more devastating than if they went
through life smoking in bed, shampooing with gasoline, and tak-
ing out-of-date aspirin. And this omission is their persona and
financia privacy.

So think of this book as flood insurance. If the river near you
has not yet started to rise, | can show you how to move to higher



ground. If the river is aready rising, | hope at least to show you
how to build a raft. And just because the river has never flooded
before does not mean it will never flood in the future. Unex-
pected torrential downpours can come in many forms.

PHYSICAL HARM

In Europe, rapes and murders are just a fraction of the number
committed in the United States. No nation on earth has more
guns per capita, and few if any have a larger percentage of the
population in prison. Besdes the muggers, the robbers, and the
serid Killers, you may suddenly be confronted by:

« An irate neighbor, a fellow worker, or a disgruntled
client.

* An ex-spouse, an ex-lover, or an ex-employee.

* In-laws, outlaws, or someone mentally deranged.

* A kidnapper, aburglar, or a con man.

MENTAL HARM

The mental damage from worry and fear can be even more dev-
astating than a physical attack. This may come from:

» Stalkers, investigators, or anonymous phone cals in the
night.

e Tdephone conversations secretly taped, then passed
around. . .

« "Confidential" medica records released to your em-
ployer, your clients, or your insurance company. These
records might divulge mental problems, impotence, abor-
tion, acohol/drug abuse, a sexud disease, or [fill in the
blanks].



FINANCIAL HARM

Make arandom list of twenty people you know. On the average,
sx of them have dready been sued, or will be in the future.
Lawsuits are not filed only because of accidents, negligence, sep-
arations, divorces, or contract disputes. In the United States, any-
one can sue anyone ese.

One of Wiley Miller's Non Sequitur cartoon gtrips is entitled
LEGAL MUGGING. It shows a businessman on the sidewalk of
a dark dregt with his hands in the air. A sign on a post reads
"CAUTION: Watch for trial attorneys." Stepping from a narrow
dley isalawyer wearing a stocking cap, dark glasses, and holding
out a lega document.

"This is a frivolous lawsuit," says the attorney to his victim.
"You can either spend years and thousands of dollars defending
yourself, or we can settle out of court right now."

Although this was in a comic strip, what it portrays is not
comica. More than one million lawsuits are filed each year in
this country. How many of those do you think are frivolous, but
are nevertheless settled out of court? Thousands of private in-
vestigators would be out of work tomorrow if lawyers stopped
employing them to find out who has "deegp pockets," that is—
who has enough money to make a lawsuit worthwhile.

By putting into practice what you will learn in the pages to
follow, you may well be able to shied yoursdlf from lawsuits and
the resulting financial harm.

TOTALLY UNFORESEEN TIDAL WAVES

You peek out your window. Look! Reporters, photographers,
and trucks with big satellite dished If you think this cannot hap-
pen to you, then kindly alow me to give you a homework as-
sgnment. From this day forward, when you read your newspaper
or watch the news on TV, sart searching for cases where an
unknown person is suddenly thrust into the national spotlight.
Then ask yoursdlf, Could this possibly happen to me?



Here are just a few of the many things that could bring the
media, or worse, to your home address:

* A bomb goes off, you were in the area, the FBI thinks
you fit the profile . . .

* You win the lottery. (More tears have been shed over
winning a lottery than not winning one.)

* An ldent-a-Sketch of a the person who robbed the con-
venience store a 11:45 last night is flashed on TV, and
it looksjust like you! And you don't have a plausible al-
ibi for that time that anyon€e's going to believe.

* Y our were innocently involved with the wrong people
and the 60 Minutes crew hasjust tracked you down.

» Someone faked your e-mail address when searching for
"young virgins' on the Internet and the posta inspectors
(yes, the Net is now in their jurisdiction) are about to
confiscate your computer.

Do not for a moment think that the information to follow is
of mere academic interess—it may useful beyond your wildest
imagination. A recent article in Newsweek, titled "Getting the
Wrong Man," gives a chilling example of something that occurs
more often than we care to think abouit.

"Tom Kennedy found the body of his wife, Irene, who had
been strangled and stabbed 29 times while on her daily sroll
through a park in the Boston suburb of Walpole. Then, a few
hours later, the police cdled at a nearby dilapidated bungalow
where Eddie Burke, a 48-year-old handyman, lived with his
mother . . . He was practically a textbook match for police pro-
filers: aloner who knew the victim and was clearly eccentric.”

[What on earth does "eccentric’ mean? My best friends—with
a smile—call me eccentric. Do |, therefore, fit a certain profile?]

"Burke was vighly nervous and gave contradictory answers
when questioned by investigators.”

[Wouldn't you be nervous, too7?]



"There was blood on his clothes and hands. And forensic den-
tigs would soon match his teeth with bite marks left on Mrs.
Kennedy's breast.”

Burke was arrested for murder. Within twenty-four hours, the
police learned that the DNA from the sdiva on Mrs. Kennedy's
chest could not have come from Burke. Did they then release
him?

"Incredibly, they ran more tests, which again exonerated him.
In addition, blood found on Burke turned out to be feine; he
had been tending to injured cats. A palm print left on Mrs. Ken-
nedy's thigh didn't match Burke's hand, while the bite-mark ev-
idence proved inconclusive . . . Yet for Sx weeks, police kept
ingsting they had the right man injail... While he was locked
away, Burke's life was put under a microscope. He was demon-
ized in newspapers and on TV, each story accompanied by a
menacing courtroom image of Burke. The sociopathic profiles
were fueled by details of his home's contents—X-rated video-
tapes, kitchen knives, the book Men Who Hate Women and the
Women Who Love Them. "They didn't mention the three Bibles
in my room," Burke says. "They could just as easly said | was a
rligiousfanatic.'"

The police claim they followed a logicd course and "had the
backing of reputed scientific experts” Let us assume that is cor-
rect. The point is that even though Burke was the wrong man,
the contents of his house were published by the media.

Suppose you are suddenly arrested, even though innocent,
and the contents of your home are made public? Would anything
on the following lis—if found in your house—give you cause
for concern?

* Excess cash.

* Guns and ammunition.

» Telephone records of dl long-distance cals.

* Books, magazines, brochures, correspondence.

» Empty whiskey bottles or evidence of substance abuse.



» Statements from your bank, your broker, your credit-
card company.

* The contents on your computer's hard drive, including
so-cdled deeted files, dong with alist of Stes you once
entered on the World Wide Web.

If the police are after you, whether you are guilty or not, what
isyour first priority? Isit not time?

You need time to think, time to get certain items out of the
house, time to locate your attorney, or—heaven forbid—timeto
pick up some cash, arrange transportation, and flee. Thisbook is
designed to give you that time, and to help you keep your private
information private.

Before we continue, let me say that if someone with unlimited
funds is after you, you will eventualy be found. If you doubt
this, contact a competent [repeat: competent) private investi-
gator and say, "l wish to disappear so completely that even you
couldn't find me. Can you help me?' The sx-word answer will
be, "No, because | can find anyone!"

And | agree. Repeatedly, private investigators (Pls) make this
point in their books, articles, and personad interviews. And if the
police are truly after you, their record isn't bad either. Captain
Robert L. Snow, apolice officer for morethan twenty-fiveyears,
says in his book Protecting Your Life, Home, and Property that the
Indianapolis Police Department finds 98 or 99 percent of dl per-
sons reported to them as missing.

But in the private investigator section of my home library, |
find no Pls anywhere who will admit defeat under any circum-
gances, as long as payment isforthcoming. The closest | can come
to afailureis acertain Pl who says he successfully tracked down
298 of the 299 targets he was given over hislifetime. Asfor the
one he missed, he eventually concluded that he was given false
information, that no such person ever existed.

The fuel that runs a private investigator's engine is M-O-N-
E-Y. In your present Stuation, a Pl may discover your home



address with a single phone cdl, and come up with alist of your
assts the next day. The purpose of this book, then, is to:

1. Plug the immediate loopholes in your security.

2. Put you on guard, before you ever again give out your
Socid Security number, home address, or correct date of
birth, to anyone other than a government agency.

3. Make it so expensive to trace you and/or your assets that
the bad guys or gds will give up before achieving their
gods.

The direct correlation between money and results cannot be
overemphasized. In the sectionsto come, I'll be referring to var-
ious levels of security, with a general outline as follows. How-
ever, there may be no clear-cut divisons between one level and
the next—it depends on who is after you, why, and the price he
or she iswilling to pay.

Levd One Very basic, economical moves that will give you
more privacy than 98 percent of the general population. Y our
telephone will be unlisted and your mailing address will not be
connected in any way to where you actually live. The opposition
might have to pay a private investigator severd hundred dollars
to track you down.

Levd Two: At thispoint your utilities and your telephone will be
in aternate names. The license plates on your vehicleswill notre-
veal your name or true address. Y our trash will be shredded. The
Pl may now charge severd thousand dallars to track you down.

Levd Three Welcome to my Leve! You and your family have
now taken some serious privacy measures. Y our home (or rental
property) will be in the name of atrust. Each vehicle will be in
the name of a limited-liability company. No bank account nor
business activity can be traced back to you. When you travd,
you will register a motels using an aternate name. The black-
hat boys and/or the law firms may have pay a Pl some truly



serious money to track you down. Are you worth that much to
them? If not, deep well.

Leve Four: Atthisleve you are duplicating the federal Witness
Security Program (incorrectly cdled the Witness "Protection”
Program in the media) for criminals protected by the U.S. gov-
ernment. When the Feds do it for a felon, it's legal. When you
do it for yoursdf, it'sillegal. Y our bridges are now ashes, your
friends and rdlatives just a distant memory. Y ou've canceled all
magazine and newdetter subscriptions, cut dl ties with clubs,
hobbies, and rdigion, no longer file tax returns, and will never
again work for an employer. You may fed this is necessary if
there's a bounty on your head or a contract on your life, but at
this point, is life ill worth living?

If 30, keep running, because you can still be found. The P,
however, must now have unlimited funds at his disposal, and
will cdl for help. Just as pinned-down soldiers on a bettlefield
cdl in air grikes, Piscdl in investigative reporters. These arethe
men who dig up celebrity skeletons for tabloids such as the Na-
tional Enquirer, the Globe, and the Star. Don't underestimate
them. These guys are good—the best in the business.

I recommend you start working on Level One even before
you finish reading this book. In the weeks and months to come,
rase yoursalf to Level Two. After that, decide whether or not
you wish to ease up to Leve Three. It may look difficult at first,
but countless others have done it, and so can you. Not only isit
easier than you think, but it is fun as well, and leads to a more
stress-free life.

However, you must first ask yourself the following question:

WHO SHALL | TRUST?

In 1978, a short, balding man named Stanley Mark Rifkin
worked at the Security Pacific National Bank in Los Angeles.



Security Pacific thought of him as a computer programmer but
Rifkin thought of himsdf as a consummate thief.

On October 25 he entered the bank, crossed the lobby, and
took the eevator up to the wire transfer room. From this
room, hundreds of millions of dollars passed every day from
Security Pacific through the Federal Reserve sysem and on to
international banks. Rifkin, identifying himsdf as the bank's
computer consultant, was not chalenged as he waked into the
heavily guarded room. By interviewing one of the workers, he
learned the routing ingructions, transfer routines, and the day's
security code. Before he left, he memorized an employee ac-
cess code from an information board on the wall. Later that
day, posing as a branch manager, he cdled the wire room.

"This is Mike Hansen on Internationd.”

"Okay, and the office number?' asked afriendly femalevoice.

"It's 286."

"And the code?'

"Code is 4739."

"Okay."

Now came the moment Rifkin had been living for.

"The bank," he said, speaking in acalm voice, "is Irving Trust
in New York City. Payment isto Wozchod Bank, Zurich, Swit-
zerland. The amount is ten million two hundred thousand even.”

"Okay, and what's the interoffice settlement number?"

"Let me check. I'll cdl you right back." He phoned another
number at the bank. Pretending to be caling from the wire
room, he asked for the settlement number. They gave it to him,
and he cdled the wire room again. The clerk then typed his order
into the system. Rifkin had just pulled off one of the largest bank
thefts in history. Before the day was out, he was high above the
Atlantic, bound for Europe.

In Switzerland, he purchased 250,000 raw diamonds, weigh-
ing nearly four pounds. (Raw diamonds are easy to sdl and can-
not be traced.) At this point it appeared that Rifkin had pulled
off the perfect crime. No one at Security Pacific even knew the



money was gonel However there are conflicting stories as to
what happened next.

Some say he had an ego problem, and couldn't help showing
the diamonds to his friends. Others say he bragged about the
heist to his lawyer and "trusted friend,” assuming he was pro-
tected by the attorney-client privilege. Whatever the case, some-
onetold the FBI. They chased him, they caught him, and he went
to prison.

My origina choice for a quote at the beginning of this section
was from Poor Richard's Almanac. There, Benjamin Franklin
wrote, "Three may keep a secret, if two of them are dead.” Stan-
ley should have followed Ben's advice.

However, you and | have not golen any money, nor are we
on the run for murder, so therewill be few if any instanceswhere
if three know our secret, two must be dead. | cite the Rifkin case
not out of admiration for his cunning but as an example of stu-
pidity.

Francis Beaumont, one of England's most popular playwrights
in the age of Shakespeare, had this to say about secrets: "All
confidence which is not absolute and entire is dangerous. There
are few occasons but where a man ought either to say dl, or
conced dl, for, how little ever you have reveaed of your secret
to a friend, you have already said too much if you think it not
safe to make him privy to al particulars.”

Allow me to rephrase his comment, boiled down to plain lan-
guage of the 2000s. Do not trust your attorney, CPA, private detec-
tive, banker, doctor, dentist, school authorities, relatives, family,
friends, or anyone else unlessyou would trust them with your life.

Here is my own short ligt of who | do and do not trust:

» Family: | trust my wife. | dways trusted my parents, but
they are dead. | see no reason to confide confidential
matters in our grown children, or in their spouses, nor in
our grandchildren. | love my millionaire kid sster in
Hollywood but do not tell her my secrets. (Sorry, Sd)



« Attorneys: | did trust one in the Canary Idands, but he
died before this book went to press. (Another one in said
idands took money from my enemies to give me incor-
rect advice!) | ill trust an attorney in San Francisco that
| have had on retainer for the past ten years. He has
been tested and was not found wanting. Ancther one in
Oakland looks OK as of this writing.

» CPAs, bankers, doctors, dentists. One CPA in Texas.
None of the others.

* Privateinvestigators: Some of my clientsare Plsand look
to me for advice. There are a few good Pls, a number of
mediocre Pls, and a sizable number that are badly bent.
To date, | have never had to trust a Pl. Should the need
come up in the future, | would probably choose one of
the Pl/authors listed on pages 248-249 because they
have reputations too valuable to risk with a betrayal.

PRIVACY

This book has a single theme: How to keep your private lifeprivate.
It is not about avoiding taxes nor specifically about protecting
your assgts, athough the latter is an added benefit. Nor is it a
cdl to disobey the law. | condder mysdf a law-abiding, tax-
paying citizen of the world. Okay, perhaps the way | travel by
air is alittle odd, and | do confess that | am dlergic to certain
kinds of permits. However, if | mention any procedure which |
suspect might be construed as illegal in some states or provinces,
I will warn you of that fact beforehand and let you make your
own decison. (Although I've made privacy my business for de-
cades, I'm not a lawyer. So, to repest, don't take action without
the advice and counsdl of a trained lega professional.)

For example, you may wish to operate a legitimate but anon-
ymous business from your home. This means you may ignorethe
requirements for a business license and aso the resale tax permit



(assuming you live in asdestax state). The city will lose asmall
fee when you don't pay for a license. On the other hand, the
gtate will gain when you pay sdes taxes for supplies that might
otherwise be exempt. Other small pluses and minuses will enter
in. Depending upon the community, there may or may not be
any penalty if you are caught, other than catching up on some
payment you failed to make. So then, please note:

« My job isto explain the options.
e Your job is to make the decisons.

WHAT MAKES THIS BOOK UNIQUE?

« Author'squalifications. My only businessisprivacy. | live,
eat, deep, and breathe privacy. | have been living a pri-
vate life since 1959.

« Anti-offshore: | do not suggest you leave the country, nor
do | recommend foreign corporations, trusts, or bank ac-
counts. You can accomplish your goals right here—
cheaper, better, and safer.

« Lukewarmon cor porations. With few exceptions, | will
save you the expense and trouble of forming a corpora-
tion, and | will steer you away from Delaware and Ne-
vada.

« New alternative: | will recommend alegal entity in a cer-
tain state—one that | have never seen discussed in print—
that, formed correctly, can never be traced back to you.
No managers, no directors, no annual report. Nada.

< No ranting or raving: Wel, maybe a little ranting but def-
initely no raving about Big Brother, jack-booted govern-
ment thugs, or the Internal Revenue Service. Thisis a
book about Life in the Rea World, not a treatise about
the congtitution or the Bill of Rights and common law.



* Up-to-date advicefor theyear 2000 and beyond: Any book
copyrighted 1999 or earlier will be out-of-date when it
comes to court decisons about warrantless searches, arti-
ces about the Internet, recommending mail-receiving
sarvices such as PostNet and Mail Boxes Etc., and the in-
creasing danger in giving your correct date of birth. Al-
though no book can be completely up-to-the-minute,
with laws and procedures frequently changing, | devote
much of my time to staying on top of anything that af-
fects privacy issues

HOW TO USE THIS BOOK

Each chapter dedls with basic, step-by-step information. Al-
though | explain new terms when they are first introduced, if
you run across a word or initials you do not understand, please
consult the glossary on page 245. Many of the chapters have a
section for questions and answers at the end so if you want more
information, do review them. But otherwise, feel free to jump
ahead to the next chapter. Y ou may decide to skip some chapters
that you feel do not apply to you. However:

Do not skip the next chapter. Y our journey to invisibility must
begin with the way in which your receive your mail.

QUESTIONS & ANSWERS

Why are you against offshore trusts, when this is
recommended by attorneys and promoters at so many
seminars?

Degpite dl the books, Internet advertisng, and idand-based
seminars, | cannot recommend them. (Those that do are, of
course, often sdling a product.) Many seem to overlook the
Small Business Protection Act of 1996. The code provision (IRC



Section 6048-C) says a taxpayer who receives a digtribution from
aforeign trust shdl "make areturn” which includes the name of
the trust, the amount of the distribution, and "such other
information as the Secretary [of the Treasury] may prescribe.”
When this information is supplied, dl hope of secrecy is lost.

What about offshore corporations?

Same answer, even though | once used them mysdlf. Every
year the risk of trouble increeses, as reporting requirements are
amplified and tax-haven governments are subjected to increasing
pressure from the United States government. If you fill out the
required reports, you compromise your privacy. If you don't fill
them out and are caught, you can go to jail.

How about offshore banks?

You mean, to maintain secrecy? If there is one common de-
nominator in dl the reports | receive about tax havens, it is about
the increasing likelihood of offshore banks being forced by U.S.
authorities into revealing confidential information.

I buy al the latest books on privacy and security and | pay
out thousands of dollars for magazines and newdetters in this
field. Not a month goes by without reading a warning that in
such-and-such a tax haven, privacy and secrecy are being whit-
tled away. Why go offshore when you can accomplish smilar
goals right in the United States?

Are there any hidden dangers in offshore communications?

Yes, and the name of this danger is ECHEL ON, whichisrun
by the supersecret National Security Agency. The NSA, with its
forty thousand employees—including more mathematicians than
any other organization in the world!—is the mother of al snoop-
ing operations. It monitors al eectronic communications that
cross national borders, including e-mail, phone cdls, faxes, and
shortwave radio sgnds on the arline and maritime frequencies.
German author Rudolph Kippenhahn, in his new book Code
Breaking, says, "There is some evidence that the NSA dso has
access to the data flow between world banks."



An articlein the May 31, 1999, Business Week had thisto say
about the NSA's Echelon: "Americans should know that every
time they place an internationa cdl, the NSA is listening,” says
John E. Pike, a military analyst a the Federation of American
Scientigs in Washington. "Just get used to the fact—Big Brother
is listening.”

What Big Brother listens or watches for are key words, in-
cluding dl known dang wordsfor drugs, cash, smuggling, bombs,
etc. Therefore, avoid all such words.

Example: One of my American clients is arranging for
untraceable hawala exchanges (see Chapter 14] between Cdli-
fornia and Madrid. He first mailed a lig of substitute words to
his contact in Madrid, so that they can continue to use e-mail.
However, it will appear they are discussing another subject,
wherewordslike "dallars," "pesatas,” "exchangerate,” and "bank™
will NOT be used.



US. MAIL-SENDING IT,
RECEIVING IT

Do not, as long asyou live, ever again allow your real
name to be coupled with your home address.

—J. J. LUNA

Washington date resdent Elizabeth Reed, 28, dated Anthony
Nitsch, Jr., 32, for about two months in the fall of 1996. Then,
concerned about his drinking, Elizabeth told Anthony the rela
tionship was over. When she stopped taking his cdls, he became
angry and began stalking and harassing her.

She continued to live at the same address.

Anonymous packages arrived at her home, one with a dead
skunk, another with a sex toy and an obscene message. Strange
items began to appear in her yard. Someone disconnected her
heat-pump fuse box and defecated on it. Her fiance came to vist
her, and when he returned to his car he discovered the tires had
been dashed.

Two years passed. Elizabeth Reed continued to live at the
same address. She went to ajudge and sought arestraining order
againgt Anthony Nitsch, Jr. Thejudge refused to grant it because



Elizabeth could not prove Anthony was the person who was
harassing her.

On a warm Monday night in early June, Anthony cut the
telephone line that led into her home. Then he broke in, threat-
ened her, and fired one shot a her from a .40 handgun.

The ending of this story is not as sad as might normally be
the case. | have before me the Tacoma News Tribune dated June
5, 1998. The headline on page three reads, "Intruder who was
shot held for $500,000 bail." Although Elizabeth Reed had failed
to move away, she was armed and ready. Nitsch missed. She did
not. "Nitsch remained in serious condition Wednesday," says the
aticle, "a Harborview Medica Center with five gunshot wounds
to his chest."

TO MOVE OR NOT TO MOVE

Mexican journalist Fernando Balderas and his wife Y olanda Fi-
gueroa wrote a book caled The Boss of the Gulf; The Life and
Capture of Juan Garcia Abrego, which was published in August
1996. The book was dedicated to Mexico's federal attorney gen-
era, Antonio Lozano Gracia. At that time Fernando and Y olanda
lived, with their children Patricia, Paul, and Fernando, in an a-
tractive home in an upscale neighborhood in Mexico City. Al-
though nothing in the book appeared to warrant retribution, it
did discuss Mexico's drug lords and reveded bribery in high cir-
cles What follows is from the December 9, 1996, edition of
USA Today:

MEXICO CITY—Policefoundjournalist Fernando Bald-
eras, his author wife, Yolanda Figueroa, and their three
children, ages 18, 13, and 8, bludgeoned to death in their
beds last week... a brutal murder that shocked even
hardened residents. Adding to the intrigue: Police say the
family was probably murdered Tuesday night, a day after
President Ernesto Zedillo fired Mexico's federal attorney



general Antonio Lozano Gracia, to whom the Figuerods
book was dedicated.

When Presdent Zedillo fired the guy their book was dedicated
to, they should have fled their home that very day. (Reason:
Guilt by association—especialy applicable among drug lords and
crooked politicians.) Some say that if the bad guys are out to get
you, there's nothing you can do, but | disagree. Y ou can be seen
in public but ill keep your home address private.

| suspect that the Balderas family did indeed think about mov-
ing, but then decided it would be too much trouble. Trust me
on this one: Trouble or not, moving is better. However, even if
all is quiet and you are unable or unwilling to move at thistime,
| urge you to take the recommended steps in this and succeeding
chapters. Asyou will see, there are legitimate ways to disconnect
your name from your property, your telephone, your utilities,
your licenses and yes—even on your tax returns and your
driver's license. The place to gart is with home deliveries, be
that by mail, by UPS, by FedEx or by your locd pizza parlor.

If you plan to move within the year, perhaps you will sl on
some of the other suggestions. Do not, however, delay on this
one. If there is only one lesson you carry away from this book,
let it be the one listed at the beginning of this chapter:

Do not, as long asyou live, ever again allow your real name to
be coupled with your home address.

If you are ill not convinced, consider the case of George
Joseph Cvek, as presented in the book Diary ofaD.A. by Martin
M. Frank, formerly an assstant digtrict attorney in the Bronx. |
guote from page 168:

Included is number 1314 Virginia Avenue, where, at about 2:45
on the afternoon of January 13th, the doorbell of an apartment
rang. That ring st off one of the greatest manhunts in the history
of the New York Police Department. Although it was like the
sound of countless other doorbdls, in the succeeding months it
was to echo and re-echo from Maine to Louisiana and beyond



the Mississppi to Nebraska. It was the signal for a chase where
the quarry was an unknown, unnamed individua whose descrip-
tion might fit millions of men in that vast area.

When the doorbell rang on that January afternoon, a young
housewife opened her apartment door to find a dim, ordinary
looking man of about twenty-eight standing at the threshold. He
was a stranger to her.

"Are you Mrs. Allen?' he asked.

"Yes | am.”

"Is your husband home?’

"No," shereplied, "heisn't here now."

"Gee, I'm sorry,” he said. "1 know him from Norwalk, Con-
necticut. 1 thought this was his early day. Maybe I'll come back
tonight." He seemed rather well acquainted with her husband, a
route salesman in Connecticut for a bakery company.

The caller half turned to go, then stopped and apologeticaly
asked, "Could | have a drink of water?'

"Sure" she said, "wait here a second." Leaving him at the
door, Mrs. Allen went into the kitchen. When she returned, she
found that he had walked through the foyer into the living room
and was seeted on the sofa. . . .

The caler continued to deceive Mrs. Allen, then suddenly
struck her down and prepared to rape her. At that moment, the
telephone rang. He jumped up and ran from the apartment,
damming the door behind him. But in the years to come, more
than two hundred women were not so fortunate. Their tele-
phones did not ring. In virtualy every case, the cdler gained
entrance by telling the wife he knew her husband, and after gain-
ing entrance through subterfuge, he raped and killed her, then
burglarized the home. In each case it was the husband himsdlf
who had unwittingly given thevillain—who was eventually iden-
tified as George Joseph Cvek—information about himsalf and,
when asked for an address so Cvek could mail him a small gift,
gave him his home address. At that instant he sealed his wife's
death warrant.



This is but one of many chilling examples of alowing mail to
come to your home address. In fact, there are dangers not only
in receiving mail but in sending it out, as we shall see.

MAIL THEFT

Every day more than one hundred thousand residentid mail-
boxes in the United States are burglarized. This applies to mail
being recelved both in the city and in the country, both in private
homes and in apartment complexes. In Hammond, Indiana, be-
fore they werefinally arrested, two men and awoman went from
door to door but did not knock or ring any bells. The neighbors
saw nothing more suspicious than each person depositing an ad-
vertising brochure in each mailbox. What they didn't see was
the deight of hand when the person traded the brochure for
whatever mail was in the box.

The SeattlePost-1ntelligencer recently rananarticlewarning of
mail theft not only from home mailboxes but from mail collec-
tion boxes on the dreet, plus the boxes used at thousands of
apartments, condominiums, and commercia buildings in the
Northwest. It seems that for months, thieves had been using
counterfeit "arrow keys" Each arrow key provides access to
about 2,500 mail collection boxes, more than 10,000 apartments
and condominiums, andvirtually al office and commercial build-
ings in the region. (The keys give postal workers easy access to
the mailboxes, making it easier for them to pick up and ddiver
messages and packages.)

Readers were urged to stop using outside mailboxesto deposit
mail, including their own home mailboxes. Instead, they were to
deposit mail only inside a post office.

In addition to professional thieves, it was sad that many oth-
ers have been stedling mail: drug addicts, to support their habit;
teenagers, looking for cash; petty thieves, looking for any number
of things.



Inthe article, headlined "THEFT OF MAIL A PROBLEM
AT OUR DOORSTEP," U.S. Pogd Inspector Jm Bor-
denet voiced mail security concerns.

"Thieves rifle outgoing mail for checks written to pay
bills. They then alter the checks so they can cash them
for large amounts. He suggests.people not put outgoing
mail into their own boxes, and especidly advises against
using the red flag, which is a signa to thieves.

Thieves sometimes follow carriers around and stedl in-
coming mail, he said. They're typicaly looking for boxes
of checks and credit-card offers.”

I will spare you the flurry of follow-up articles and letters to
the editor that followed publication of the article just quoted.
Some of the questions raised were:

* Why didn't the Postal Service warn the public about
such thefts years ago?

* Why was nothing said until the thefts were exposed by
the local newspapers?

* Why—even now—is the problem not being solved?

Another article, this one from the McClatchy Newspapers, is
datelined Sacramento, March 5, and titled "Post Office Fights
Mailbox Theft."

It reports that hundreds of pieces of mail are stolen daily
in the Sacramento area. Inrural areasthe criminalswatch
for raised red flags, the signal that outgoing mail isinside.
Others pry open "cluster boxes' at apartment complexes
or housing developments and steal everybody's mail at the
same time. In some cases they even pry open the standard
blue U.S. mail collection boxes. The article quotes Tom
Hall, a postal inspector who investigates mail theft from
Sacramento to the Oregon border: "Today, thanks to



chemicals and computers, thieves can use dmost any kind
of financia information to commit a variety of financia
crimes. If you write a check to a utility and abad guy gets
it, he can ‘'wash' the utility's name off and make the check
out to himsdlf in a higher amount. With that one check,
he can dso make himsdf a whole new st of checks under
your name" Even worse continues the aticle, "some
criminas 'assume the victim's identity and apply for
credit cards in the victim's name.”

So then, deposit dl outgoing mail inside a building. Usually
this will be a U.S. post office but in some cases there are mail
pickup stations inside other businesses, such asin a strip mall or
in a supermarket.

By putting these suggestions into practice, what have you ac-
complished? Firg of dl, you have protected both your incoming
and your outgoing mail from random theft. Second, if you have
been targeted for any reason, an investigator might be illegdly
"borrowing” the mail from your home mailbox, reading it, and
returning it the next day, apparently unopened. But if no mail
comes to your home, he will have nothing to read.

RECEIVING MAIL AT YOUR PRESENT HOME ADDRESS

If you are presently receiving mail at home, you can stop this
immediately by turning in a forwarding address. But where
should this mail go? Not to any address you will use in the fu-
ture—once you have sent out the changes of address, the mail
will trickle down and then you will close the new temporary
address. Here are some options:

1. If you presently have a PO box that can be traced back to
you, choose that address. When the forwarding comes to
a dose, cdose the PO box.



2. If you dill receive mail a a commercid mail-receiving
agency ("mail drop"), forward the mail there temporarily.
Asyou will see, the mail drop should be closed down fairly
soon.

3. Have it sent on to your place of business if you have one,
or perhaps to afriend who is in business.

4. Forwardto afriend or relative, preferably across the coun-
try. Tel him or her to keep the magazines, toss out the
junk mail, and to remail the rest back to you at your new
address. (You haven't got one yet but be patient. It's com-
ing, it'scoming. . . .)

How to forward your mail: With the exception listed below, |
suggest you not check the little box marked "Permanent.” If you
do, your name will go into the Postal Service's National Change
of Address lig and this ligt of persons that have moved is sold to
the commercia mail-list folks and thus your name and new ad-
dress will go into countless computers.

Instead, check the "Temporary" box and give a date when this
is to end. At the same time, notify the post office that you are
moving away and do not wish to have any mail forwarded. Mail
will then be returned to sender.

Exception: If you wish to throw others far off the trail, then do
file a Permanent Change of Address. | suggest the actud Street
address of amail drop in northern Alaska or—if you already live
up there—amail drop in Florida or Hawaii. Here is an easy way
todoit:

1. If you have access to the Internet, go to www.mbe.com,
the home page of Mail Boxes Etc., or to www.postnet.net,
the home page of PostNet. Look up the location you want.
Or, look up one of their locations in the phone book, call
them, and ask them to give you the address at such-and-
such a location.



2. On your forwarding address card, fill out your name, the
dreet address, an apartment number, city, state, and ZIP.
Example: Your name is Jane Winner and you want your
ex to think you moved to Florida

If the address you pull up on the Internet is

MBE #0955
9970 E Osceola Pkwy
Kissmmee, FL 34743

Forward your mail to:

Jane Winner
9970 E Osceola Pkwy, Apt. 201
Kissmmee, FL 34743

Here, then, iswhat will happen. Y our mail will be forwarded
to the address shown, but because this is a commercial mail-
receiving agency (CMRA), and because the new statutes prohibit
the delivery of mail to a CMRA unless it reads PMB rather than
"gpt." or "suite" the envelope will be stamped with a message
gmilar to the one that follows and will then be returned to the
sender.

UNDELIVERABLE, COMMERCIAL
MAIL RECEIVINGAGENCY, NO
AUTHORIZATION TO RECEIVE
MAIL FORTHISADDRESSEE

Will your locd post office, the one forwarding the mail to
Florida, know what is happening? No, because the mail does not
come back to them.

Will the person you are trying to avoid redize you didn't go
there after al? Not necessarily. The stamp on the envelope does
not say "No Such Person." It merely says the CMRA not cur-
rently accepting mail for you.

Does this make a little extra work for the United States Postal
Service? Yes but so what? They are the ones that attacked the



CMRASs in 1999 without warning and drove the marginal op-
erators out of business.

RECEIVING MAIL AT YOUR FUTURE HOME ADDRESS

Although we ourselves never receive mail a a home address, two
of my clients currently receive nonpersonal mail at home for spe-
cific reasons:

Holland moved to a rural area in the summer of 1999. His
new address for receiving persona mail is a the home of a
widow in the nearest smal town, seventeen miles away from
where he actuadly lives. She rents severad rooms in her large
home. Holland, however, is a voracious reader and subscribes to
more than thirty weekly and monthly magazines. Rather than
burden the widow with this volume, he orders each new sub-
scription in what appears to be abusiness name, R & R Services,
and has them come to his rural mailbox at his actual address.
He never uses "R & R" for any other purpose whatsoever.
Therefore, if hisname is run through anational database of mag-
azine subscribers, there will be no trace back to him.

Janet is a single mother with a six-month-old baby. She re-
cently fled from Washington, D.C., to a southern state to escape
an ex-lover who was threatening to kill her. She is establishing
hersdf at the new location under another name. She has a new
(adlternative) address at which she receives mail from her mother
and dgter, as well as bank statements, telephone bills, and other
personal mail. However, she wants to make her new name
known so she receives Family Circle and Reader's Digest, aswell
as small shipments of mail-order vitamins, a her home. The or-
ders and the subscriptions have automatically put her new name
into various databases, and she receives Swveepstakes offers and
other junk mail in the new name.

"If someone wishes to look at this mail," she says, "or even
sed it, be my guest!"



IT IS NO LONGER SAFE TO USE A PO BOX

Even in the past, post office boxes were insecure. Private inves-
tigators seldom failed in obtaining the information you gave
when you rented the box. U.S. Marshals and government agents
didn't fail at al. Nevertheless, | used them from time to time by
having someone dse rent the box. Usudly, this was a person
about to move, such as atransient who would not be listing any
forwarding address. At that time the post office did not ask for
ID checks for the extra (secondary) names. Therefore, my redl
name would be connected only with the transient's former ad-
dress, which was, of course, no longer vaid.

Now, however, with the advent of the draconian measures
taken by the United States Postd Service (USPS) in 1999, that
privilege has ended. The reason given by the USPS for the recent
crackdown—to stop mail scams—is not the real reason. (The
crooks will aways find a way.) The red reason is surveillance,
just as in the case of requiring picture ID for al air travelers.
Little by little, the government is attempting to keep track of
every citizen. There is no point in screaming, ranting, or writing
letters to your loca newspaper. Just take it as a fact of life and
work around it.

YOUR GHOST ADDRESS

| have been referring to your "new" or "aternate’ address but
from this point forward it will be caled your ghost address. A
ghost address is one that has no connection with your actua
place of resdence. How this address is obtained will be explained
in the following chapter.

Because the secure sending and receiving of mail has become
so complicated, the question-and-answer section that follows is
the largest in this book. If you are in a hurry, however, jump to
the next chapter. You can aways come back here later.



QUESTIONS & ANSWERS

What is a "mail cover?"

This is a system used by a number of governments to check
your mail without a court order. Your mailman, or the clerk that
"boxes' your mail will be instructed to note the return addresses
and country of origin of your incoming mail. If you live a
squeaky-clean life, you may say to yoursdf, imitating Mad
Magazine's Alfred E. Neuman, "What? Me worry?' Read on:

Suppose you send mail to a person or company that is the
subject of a mail cover? If you list your name and return address,
you yourself could end up on a suspect list. There are at least
two obvious solutions:

1. Copy the British—eliminate a return address. Or,
2. Use some other return address, far, far away.

Recently, the postal authorities have been getting more cau-
tious. For any parcel that weighs sixteen ounces or more, the
sender must show up in person, and the item must bear a return
address. The day may not be far off when a return address will
be required for all outgoing mail.

/ send out large volumes of mail so | use a postage meter.
Any danger there?

I don't know how large a volume you refer to, but my wife
and | used to mail up to two thousand letters aweek on aregular
basis. We had a regular system, using thirty-three-cent self-
adhesive stamps. First, we stuck one stamp on each finger, then
we put them on four envelopes, one, two, three, four, and re-
peat.

Why didn't we use a postage meter? Because each postage
meter has an identification number that ties it to a renter and to
a specific location, that's why.



Does it matter if-—unsure of the exact postage—I put on
morethan enough stamps?

Judge for yourself: | know of acase in Missouri where aman
put $38 postage on a smal package that weighed less than two
pounds. Dedtination, Los Angdes, but it didn't arrive. In view
of the excess postage, the Drug Enforcement Administration
(DEA) weas cdled in and the package turned out to contain
$10,000 in cash. Although | do not know if the source of the
money was legal, privacy newdetters clam that the DEA "ar-
reds’ and keeps most confiscated cash, even though the owner
may never be convicted of anything. Actualy, cash can be mailed
most anywhere using many envelopes and smal sums per en-
velope. With $38 the Missourian could have bought 118 first-
class stamps. Had he then put just three one-hundred-dollar bills
in each envelope, wrapping the money with a page or two from
a magazine, he could have mailed out, not $10,000, but
$35,000. And if mailed on different days from various post of -
fices, and with avariety of fictitiousreturn addresses, would any-
one even have a clue?

This was not the first time | heard of incorrect postage aerting
the authorities. One of the teltale signs posta inspectors ook
for, in the case of letter bombs, is "excess postage.” | use an
dectronic scae that measures in both pounds and grams and |
double-check al outgoing mail.

At present, | receive a daily newspaper in my own name.
It goes into its own box alongside my rural mailbox. Isthere
some way to at least continue to receive my daily paper, both
at my present home, and at the new one when | move?

At one time we had a Canadian newspaper delivered directly
to a holiday home under another name. No longer. Too many
cases like the one cited in Carson City's Nevada Appeal, headed,
"Minden teen appearsin court, may face 15 charges." Thecharges
were that three teenagers burglarized houses in the Carson Valley
whiletheoccupantswereaway. And how did they know the occu-
pants were away? From "information alegedly obtained through



his job as a newspaper carrier.” Neverthdess, if you cannot live
without your daily newspaper(s), then at least heed this advice:

» Cancd the newspaper that you now receive. A month
later, order a new subscription under another name.
Avoid paying the newspaper carrier in person.

* When you leave on a trip, do not have the newspapers
held. Get afriend or neighbor to pick them up. (Never-
theless, the best way is Hill to have the newspaper ddiv-
ered to your ghost address.)

How secure is my incoming mail?

That depends on where it's corning from, what it looks like,
and who your enemies are. Under normal circumstances | have
far more confidence in regular mail (often referred to as snall
mail) than in eectronic mail, because there is no possible way
to scan the interiors of all the millions of letters in the U.S. postal
system at any one time. Contrast this with eectronic mail, which
can be computer-searched at every junction along the way, red-
flagging messages with any of hundreds or thousands of key
words such as bomb, gas, gun, rifle, money, cash, or with any
specific name including yours.

Note, however, that certain government officials do monitor
mail from tax-haven countries, especially those on the following
list:

Andorra, Antigua, Aruba, Austria, the Bahamas, Belize, Ber-

muda, British Virgin Idands, Cayman Idands, Channel Idands,

Colohibia, Cook Idands, Gibraltar, Guernsey, Ide of Man, Li-

beria, Liechtengtein, Luxembourg, Marshall Idands, Nauru,
Nevis, Panama, Turks and Caicos Idands, and VVanuatu.

Also, what do your incoming letters look like? If you are in
my age bracket, you may remember when your mother dripped
hot red wax on the flap of an envelope, then pressed a sed into
the wax before it cooled. The more modern method is to sedl
the flaps with dear tape. Neither is secure, and both methods



(especidly the red wax sed!) draw unwanted attention to the
envelope, saying "Something valuable in here."

Further, anyonewith aspray can of freon gas—sold under var-
ious trade names in spy shops—can read what's insgde without
opening the envelope at dl. When hit with the spray, the enve-
lope becomes transparent. Thirty seconds later, asthe gas evapo-
rates, it returns to its normal condition, with no evidence of this
intrusion. (The defense againgt thisisto ask the sender to address
the envelope by hand with afelt-tip pen, or with afountain pen
that usesregular ink. Theink will runwhen thefreonissprayedon
the envelope, thus at least tipping you off that the mail was read.)

Methods once confined to the CIA are now common knowl-
edge, thanks (?) to Paladin Press. They publishthe CIA Flapsand
SealsManual that carefully details " surreptitious entries of highly
protected items of mail." Using carbon tetrachloride to remove
trangparent tape from an envelope is at the dementary levd.
What worries the CIA and other surreptitious readers of secret
mail is not the sealed or taped envel ope but the normal one.

"The most innocuous-looking envelope,”" says the CIA man-
ua, "may be the one that will get the operator in the most trou-
ble" Right! So let's talk about innocuous-looking envelopes next.

Protecting letter syou mail out. Remember, the envelope should
appear normal. A junk-mail appearance is best (make sure the
one receiving it knows that!) and for that reason | prefer a stan-
dard #10 envelope with a laser-printed label. If a seded, taped,
or otherwise obvioudy protected envelopeis desired, enclose and
protect everything in a #9 envelope and insert that one in the
#10 envelope. If you are not familiar with envelope numbers,
note these measurements:

#10 envelope:  4'5 X 9% inches
#9 enveope 33 X 8/ inches

To counteract the envel ope's transparency when sprayed with
freon, wrap the contents of the #9 envelope with carbon paper,
if you can ill find it in this modern age.



Remailing lettersfrom other cities in the United States: From time
to time, you may wish to have it appear that you are in a certain
area. | do not say "city," since huge areas are now included in a
postmark from such cities as Denver, Ddlas, and Detroit. Here
is the eesest way:

Prepare your letter, sed it in an addressed #9 envelope (aval-
able at any office-supply store), and put on the correct postage.
Encloseyour letter in a#10 envelope, add a cover letter as shown
beow, and a $5 hill. Note that you don't use a last name, so
there is no way to prove you were not a gued.

Sheraton ElI Conquistador

Attention: Concierge

| was a recent guest at your hotel, and most impressed
with your fine service. | do, however, have a small problem,
and | must ask you a favor.

During my Arizona stay, | promised to write to an asso-
ciate while in Tucson. | forgot to do this, so wouldyou kindly
help me cover my derriere by mailing the enclosed letter?

| include $5 for your trouble, and hope to thank you in
person when | return to the Sheraton El Conquistador |ater
thisyear.

Yours sincerely,

Jim

Mail your letter to "Concierge" at one of the very best hotels
in the city of your choice. (You can get the name and address
from AAA, or off the Internet.) Here is a sample of how to
address the envelope:

For the CONCIERGE:
Sheraton ElI Conquistador
10000 North Oracle Road
Tucson, Arizona 85737

Note If there is some doubt that the hotd has a concierge,



just address the letter to "Reception.” (If there isn't a reception
desk, you've chosen too smal a hotel.)

From now on, when you travel, pick up sample envelopes
and letterheads from luxury hotds. Staying at them is best, but
you can often drift up to the desk when they're busy with check-
ins and kindly ask for "a sheet of paper and an envelope.” One
of each is enough, as you'll never use a specific hotel for re-
mailing more than once.

Remailing letters from anywhere in Europe: The procedure is sm-
ilar to remailing from the U.S. but with two exceptions.

Fird, you must ask the concierge to put on correct postage
for overseas airmail, so | suggest you enclose at least $7 or $8,
preferably $10. The ideal way to do this is to enclose the local
currency, but if not available, then U.S. bills will serve.

Tip: When you hear of afriend who's going to Europe, have him
or her bring you postage stamps for overseas airmail, and loca
currency equivalents of $5 to $10 from as many countries as
possble And if this is a really good friend, ask for letterheads
and envelopes from various hotels, picture postcards, a pad of
typing paper, and a pack of sze DL envelopes from an office-
supply store. You never know when this foresight might prove
to be most opportune!

Second, European envelopes and dtationery are not the same
sze as in the United States and Canada, so using 82 X 11 inch
paper and a#10 envelope may be a giveaway. Here are the Eur-

opean Szes.
A4 paper 210 X 297 mm (about 8Y, X 12 inches)

DL envelopes 110 X 220 mm (about 4% X 8%, inches)
Persond envelopes 120 X 176 mm (4%, X 7 inches)

You can fake the sze A4 paper. Just buy lega size 11 %2 X
14 inch paper and cut it with a paper cutter (not by hand) to
8%2 X 12 inches. Or, if you're into European remailing big-time,
have a print shop cut sheets to these specifications. The enve-
lopes you'll have to order.



If you write to alaw firm, trust company, or bank—especialy
overseas—it might be better not to identify the office or ingti-
tution in the address. Instead, use an individual name, someone
that works there. If you don't know any of the names, address
the letter to "Office Manager" or "Secretary,” avoiding any men-
tion of a bank, law office, or trust company.



YOUR "GHOST"
ADDRESS

. . . averbal phantom, a shadow of a shade.
—Z0OUCH:. LIFE OF WALTON

More than half the people who come to me for help, wishing to
keep various assets invisble to others, see no problem in having
their home address known. Yes, some may be able to get by, but
for others with this kind of atitude, it can be a matter of life
and degth.

An extreme viewpoint? Mike Ketcher of Burnsville, Minne-
sota, editor of The Financial Privacy Report, certainly doesn't
think so. He hired Yon Soon Yoon, a divorced woman, to
work in his office. Yon Soon's ex-husband, Jae Choe, had been
harassing her for years. When Mike hired Yon Soon, Choe was
furious. Eventualy he went on a rampage, shooting Yon Soon,
their fourteen-year-old son, Joohn, and two policemen, after
which he killed himsdf. The publisher of the newdetter, Daniel
Rosenthd, sums up the two important lessons learned, as follows:

FIRST, if you think the police are there to protect you, let
me tell you differently. Y on Soon had arestraining order against



Choe. So did we, at our home and our office. But the police
ignored our repeated requests to enforce these restraining orders,
despite Choe's continual violations and threats. On severd oc-
casions they literdly laughed at our requests for enforcement.

SECOND, when the police don't work, privacy DOES work.
The only person in our company that was truly safe was Mike
Ketcher. He was safe because he kept his personal affairs so pri-
vate that Mr. Choe couldn't find him.

Let me repeat that lagt part once more: Mike Ketcher was
saf e because he kept his personal affairs so private that Mr. Choe
couldn't find him.

In the context of this book, a ghost address refers to a future
address you will use that has no connection to where you redlly
live. Although | will usually speak of this address in the singular,
you may wish to have multiple ghost addresses. In my own case,
| use one address for my clients, a second address for bank state-
ments, utilities, and telephone bills, and a third address for my
tax returns. For my driver's license in a faraway sate | use a
fourth address. | have afifth address for the companies that own
my cars and my boat, and my sixth address is a CMRA address
in Canada, where commercid mail-receiving agencies are ill
private. These are in addition to my two permanent addresses
on Spain's Fuerteventura Idand. (If you ever happen to vacation
in the Canary Idands, don't bother trying to track me down in
"Morro Jable, LP de GC." You could grow old and die before
you succeed. . . )



A PARTIAL LIST WHERE YOUR GHOST ADDRESS(ES)

1

F B

16.
17.

19.
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WILL BE USED

All incoming mail, including from your mother or your
children.

. The Internal Revenue Service.

. Your driver's license.

Any real edtate you own.

. Any loans you have made to others,
. All licenses for your pets. (A Plsfavorite!)

. Hunting and fishing licenses.

Your library card.
Your voter's registration. (Some prefer not to vote.)
All insurance policies.

All utilities: garbage pickup, dectric, gas, water.

. Any membership records, as with your church.
13.
14.

Your doctor, dentist, and chiropractor.

Your attorney and your accountant.

Y our pilot's license and airplane registration.

All LLCs (see Chapter 12) useto title your vehicles, etc-
All purchases, expecidly where a guarantee is involved.
Socid Security and Medicare.

Rental: home, storage unit, car, tools or whatever.

Cable TV. (Another PI favoritel) Be sure the sarvice is
not in your name, and that monthly bills go to your ghost
address.



Until recently, one smdl step toward privacy was to rent an
address at a commercial mail-receiving agency such as PakMail,
PostNet, or Mail Boxes Etc. However, that has now changed.

COMMERCIAL MAIL-RECEIVING AGENCIES (CMRAs),
d.k.a. MAIL DROPS

In the spring of 1999, a small news item from the Associated
Press was printed on the insde pages of newspapers from coast
to coast and sent chills into the hearts of more than a million
readers. Under new postd regulations intended to stamp out
mail fraud, anonymity was about to disappear for anyone who
was renting—or would rent in the future—a private mailbox
from a places like PostNet and Mail Boxes Etc. From this time
onward, not only would government-issued picture ID be re-
quired (kept on file) but a specia identifier, caled a PMB num-
ber, would have to be included in the address. This, of course,
would tip off stalkers, ex-partners, and freaks and geeks of dl
persuasions that the addressee was using an aternate address.

I quickly obtained and read the official thirteen-page govern-
ment edict. For al practical purposes, it was no longer possible
to use these private mailbox services to protect your privacy.
Therefore, | sent the following letter to more than one hundred
of my dients that were usng a certain address. [Names have
been changed.]

As you know, my mail-receiving address until now has been
Martin & Martin, 500 N. Columbia Road, Suite 20, Grand
Forks, ND 58201. The "Martin" refers to my attorney in an-
other state and the mail was of course sent on to an undis-
closed location. The N. Columbia Road address was a
telephone answering service run from the same location for the
past eighteen years by a tough old lady named Maggy. As a
sideline, she had 30 mailboxes, mostly for illegal aliens that
work onfarms in the area. She thought that since she was so



small, she would dip through the cracks, but no such luck.
Rather than cooperate with what she calls the Postal Service's
"Gestapo tactics," she is closing down her mail service. All
mail received on or after August 23 will be returned to
sender—not by Maggy but by the Grand Forks Post Office.

When | heard this news, | flew to Winnipeg, rented a car,
and made a quick trip to down to Grand Forks to wind up
my affairs with Maggy and to arrange for a new mail drop.
| am going to describe what | did in the hope that this may
give you some ideas as well. The first step was to make a
mental list of small businesses that receive mail for at least
several different persons. This included but was not limited to
accountants, attorneys, clinics (medical, chiropractic, etc.),
real-estate offices, used-car dealers, barbershops, bookstores,
coffee shops, bars, contractors, martial-arts studios, tax con-
sultants, RV parks, day-care centers, and mom-and-pop mo-
tels.

The next step was to start driving around to look for such
businesses. In less than halfa mile | came across a real-estate
office with three little cabins in the rear. Two of them appeared
to be lived in, but the third one was obviously usedfor storage.

Bingo!.

| introduced myself to Jim, the owner. | explained my cir-
cumstances and referred him to Maggy at the mail drop. |
also offered to have him call my attorney in California if he
needed a further reference. (He did not check with either per-
son.)

"I have the perfect setup,” he said with a smile. "Cabin
340 back there isjust for storage, but it has its own mailbox.
C'mon back, I'll show you." Unseen from the main street was
a row of rural mailboxes lined up on a wooden crossbar. Ail
were small, old, bent, and dirty. "l get mail here," he said,
pointing to one of the boxes, "for all seventeen of my sales-
men" | said he probably needed a larger box, and he said he
certainly did. . . .



Bottom line: | said | would put up new, larger mailboxes
for both us, and what could | do for him besides that? Jim
was fascinated about my work as a privacy consultant and
expressed concern about all the things that he owned in his
own name. | am now his consultant and will help him make
some needed changes. | hope the above account has given you
some ideas ofyour own. My new business address is as shown
below, and all mail should be addressed exactly that way.
Do not use my name when you address the envelope.

R, M&S

[street address, no suite number]

Grand Forks, ND 58201

In the months that followed, address changes came pouring
in. No one had any questions about how to find a new address.
Apparently the foregoing example was sufficient.

There is a reason for the use of three letters on the top line
of the new (ghost) address. |f—heaven forbid!—someone should
send me a letter by registered mail, the person chosen to show
up at the post office will be one of three persons | know in Grand
Forks. Their last names start with R, M, or S. If they have to
show ID, they will identify themselves as one of the three as-
sociates in the address. The three-initid address has been work-
ing well ever since, with no problems. | highly recommend this
system for at least one of your ghost addresses.

MORE IDEAS FOR OBTAINING GHOST ADDRESSES

Check the yellow pages for small officesthat offer business serv-
ices. Some of the categories might be Accountants, Advertising,
Bookkeeping, Consulting, Insurance, Delivery Services, Office &
Desk Space Rental, and Ddlivery Services. Don't cal them, go
in person. Discuss whatever services they offer, and then, as
you're leaving, imitate Peter Fak in the old Columbo shows:



"Oh, by the way, do you happen to accept mail here for any
of your clients?' If they do not, move on. If, however, they say,
"Widl, only for three or four . . ." seeif they will take you on. If
they agree, you can dmog certainly be added to their ligt with-
out showing ID. These smdl sarvices sort mail by name aone,
without a box number added. The ideal addressis one on a street
that aso has private residences—the type of street address you
will need for such things as alibrary card or a driver's license.

An out-of-state addressis Level Three privacy at its best. For
this, you will need the help of someone you trust. When your
friend receives mail for you at his home or business address, he
will mail it on to you in a plain envelope. Such an address will
be a necessity if you obtain an out-of-state driver's license be-
cause you will need an address in that same date.

Even if you are not yet prepared to use an out-of-state ad-
dress, keep it in mind for the future. It works best if you know
a certain area well in another state—perhaps because you used
to live there, or vist relatives there. (More will be said about
thisin Chapters 12 and 13)

SHOULD YOU ALLOW ANYONE AT YOUR GHOST
ADDRESS TO KNOW WHERE YOU LIVE?

Only you yourself can answer. Hopefully, when you made the
arrangements, you gave an address other than your own, and no
telephone number. However, have they gotten to know you? Do
they recognize your car? If so, might they have seen it in front
of your home? What follows is a chilling example of what un-
fortunately goes on every day, not only at commercial mail drops
but even a some of the ghost addresses.

Let's cal her Sdly Overdregt. She is a newspaper reporter
who has twice moved to avoid an ex-lover who has been stalking
her for years. Unknown to Sdly, her gaker is now working with
a private investigator, ak.a. a gumshoe or private eye.

The PI shows up at her ghost address. He is wearing a UPS



uniform and carries a box addressed to Sally Overstreet. The
return address is that of amajor New Y ork publisher. The "UPS'
man says he must pick up a certified check for $200 before leav-
ing the box. The next day is a Saturday—or a holiday—and the
UPS man inggts the box is something Ms. Overstreet has to have
TODAY. Could the folks at the ghost address kindly tell him
where Ms. Overstreet can be reached? How about a telephone
number? Where does she work, maybe the box can be ddivered
there? This ruse often works, which iswhy it remains so popular.

The Pl in the uniform need not appear to be from the UPS.
Perhaps it is from FedEx, Brink's Security, or Flowers R Us. The
return address and the story that comes with it can be anything.
The object is the same, to find anyone at your mailing address
that knows how to locate you.

There are two ways to protect yoursdf from this deception.
One is to make sure that no one at your ghost address knows
anything about you. The other is to use persons who, athough
they know you, will postively protect you. If the latter, then
make sure they know about the various scams that may be used
in an attempt to deceive them.

NOW FOR THE HARD PART

The hardest part of keeping your actua home address a secret is
to educate your family to never, ever give out your home address
to other than relatives and close friends. And even then . . . not
aways, for they may innocently pass on your address to others.
Even private investigators and policemen may have problems
within the family.

Gerddine Adams, a private invegtigator in a southern sate,
specializes in tracking down corporate burglaries. (A stolen note-
book computer with corporate files can fetch up to $50,000.)
She had recently been responsible for a police raid and two ar-
rests and as a reault, threats had been made on her life: Both she
and her husband Tom, a sdf-employed accountant, took these



threats serioudy, sold their home in the suburbs, and moved to
a new and supposedly secret apartment in the city. They dso
changed banks and used a telephone answering service for re-
ceiving mail. One day Gerddine returned home and was stunned
to find in the mail a box of new checks that her husband had
ordered from the loca bank. Imprinted on every check was the
Adams's new residence addressl (She dedtroyed the checks, said
some unkind words to her husband, and ordered new checks
hersdf from Checks in the Mail.)

Mateo, a police detective in Miami, was hated by innumera-
ble bad guys he'd helped put away. For that reason, he was ob-
sessve about keeping his home address secret. One day, while
he was at work, his pregnant wife started to hemorrhage. When
she could not locate her hushand, she cdled 9-1-1. An ambu-
lance took her to Emergency and when asked, rather than give
their alternate address, she gave her actual home address. (For
what she should have done, see the section Callsto 9-1-1 later
in this chapter.)

A month later, as aresult of thisindiscretion, Mateo sold their
home and moved.

YOUR HOUSE NUMBER

With one exception, there is no number or mailbox at any of
our homes on ether sde of the Atlantic. There may be some
local laws about displaying house numbers, but if so, | have never
known it to be enforced. The reason we do not give anyone our
house number isthat eventually someonewill writeit down. Then
they may use the address to send a thank-you note and the mail
person will discover (1) who lives at that address and (2) that
there is no mailbox.

Some friends of ours did let the number remain, on a house
they purchased. They neglected to warn a visting aunt that they
never receved mail a home. At Chrisgsmastime, she sent them



a gift subscription to Robb Report. Guess what address she
used. . ..

If you ddete the number on your house but Hill need to have
others find it, here's a little trick. If guests are coming, tell them
that once they pass a certain landmark or cross street, "Watch
for a house on the right with a pink flamingo on the lawn."
(Don't forget to go out and plant the bird before they arrive.
Extract it after they leave. They may never find the place again.)

A FINAL SOLUTION

| have a cartoon tacked on my office wall that shows a middle-
aged couple in their living room, dressed to go out. The front
door is open, and four large suitcases are ditting in the entrance.
The husband is pouring gasoline on the carpet. The wife, who
holds a can of gasoline in her left hand, is standing aong one
wall, taking to their daughter on the telephone. She says, "Oh,
that sounds lovely, dear, but I'm afraid your father and | have
dready made plans.” Although arson is not recommended, the
following solution is.

| learned this one from a FEMA (Federd Emergency Man-
agement Agency) agent | met while staying in a mote that was
near a flooded area. Two years ago he bought a $98,995 motor
home under another name, and did not license it. This was be-
cause he didn't purchase the RV for travel purposes but for his
personal residence that would only occasonaly be moved. (He
thus saved not only the license fees and road tax, but an
$8,513.57 sdes tax as well.) For $12 he got afifteen-day permit
to move it to arural location in another state. Once or twice a
year he moves it, each time getting a temporary permit. Try to
find out where this agent actudly lived



QUESTIONS & ANSWERS

What should | do if someone sends me a registered letter?

Although some paranoid types refuse al registered mail, |
am usualy curious enough to accept it. However, | never sign
the name that was used in the address. If there is no return
receipt requested, | just scribble some meaningless lines (see
Chapter 7). If a return receipt is requested, then | write Not
Here. | have practiced the "Not-Here" signature enough times so
that at first glance it just looks like a normal signature. Not once
has a pogtd employee even bothered to look at how | signed the
card. When the sender receives his card back and discovers the
sgnature reads "Not Here" he will assume someone dse had
to sgn because | was away. . . and perhaps | have not yet
received it.

We do use our home address on our tax returns, butisn't
that information confidential?

Louis R. Mizdl, Jr., aformer specid agent and intelligence
officer with the U.S. Department of State and a prolific author,
tells the story of Lee Willis, alowly clerk with the Internal Rev-
enue Service. Willis had been staking his ex-girlfriend for sixteen
months. She thought she was saf e because her home address was
kept secret, her telephone number was kept secret, and she made
sure her friends and neighbors kept a lookout for the stalker.

Although fifty-six thousand IRS employees have access to
taxpayer files, Willis was not one of them. He did, however,
persuade a coworker to run a search for him illegally. The ex-
girlfriend wasfiling her tax returns under her true addressl Willis
raced to her gpartment building. The lobby was locked, but he
pressed dAl the buzzers and one of the neighbors let him in. At
the last moment, the girl discovered he was in the building,
cdled the police, and they arested him. When they then
searched Williss car, they found a stun gun, rope, latex gloves,
duct tape, and a knife.

Does that answer your question? Let's say each of the fifty-



sx thousand IRS employees with access to the records has five
close friends, and each of these friends has five close friends of
his own. Are you willing to bet your life that not one of these
1.4 million would ever commit an illega act, or coerce another
into doing s0?

Is it OK to put my true home address on the bags | check
when making a trip by air?

Am | not getting through here? "Do not, as long as you live,
ever again dlow your real name to be coupled with your home
address.” Thisincludesthe address on baggage tags. Baggage han-
diers are just as tempted by money as anyone dse, and some
burglars pay well for the name and address of someone who has
just left on atrip. Better yet, do not check any bags at dl. (See
Chapter 16.)

Why would | want an out-of-state driver's license?

As a result of the stalking and murder of an actress a few
years ago (the murderer got her address from the Department
of Motor Vehicles), California passed alaw designed to keep the
information on one's drivers license private. But is it? Not ac-
cording to a news broadcast on Fox TV. "The gate of California,”
said the commentator, "earns $62 million a year sdling the in-
formation on drivers licenses to attorneys, investigators, em-
ployers, and financial ingtitutions." As for the other forty-nine
dates, the general public has access to the records.

If, therefore, a private investigator wants some fast infor-
mation about you, he may first try the Internet Department
of Motor Vehicles. (See the Web dte a www.ameri.com/dmv/
dmv.htm.) For $20, he can search any one date, to bring up
your address and date of birth. If he assumes you are licensed in
the state where you live, his search will come up blank. He may
then search the bordering dtates at the same price of $20 per
gate. If you are not there either, he may assume you do not have
a license and therefore not continue with that particular search.

If you have a choice, use a distant state for your driver's li-



cense. As for whether or not to have matching out-of-state li-
cense plates, see Chapter 13.

Do | need a passport even though | have no plans to
travel overseas?

Absolutely! If you do not have a passport, apply for one as
soon as you have an acceptable ghost address. Use it for ID in-
stead of your driver's license when cashing checks, identifying
yoursdlf at the airport, etc. Remember, a passport does not show
your address or your Social Security number.



HOME DELIVERIES,
HOUSE CALLS, BOUNTY
HUNTERS, FEDEX, UPS

Shy and unready men are great betrayers of secrets; for
there arefew wants more urgent for the moment than the
want of something to say.

—sIR HENRY TAYLOR (1800-1886), AUTHOR
OF THE STATESMAN

George Joseph Phillips, who lives in the 600 block of South D
Street in Tacoma, Washington, is aphotographer. Hisnightmare
began when he called Washington Energy Services Co. to get a
new furnace and water heater instdled. When work began, an
employee spotted some darkroom chemicals and, apparently un-
familiar with darkroom supplies, told his boss he saw chemicals
in the home that he felt might be used to manufacture drugs. A
company officia then notified the police. Please pay more than
the usud attention to what followed, according to an article
about Phillipsslawsuitinthe SeattlePost-I ntelligencer titled " Util-
ity's house cdl became a nightmare":



". . . Phillips claims that after the company reported its sus-
picions to police, a member of the Police Department asked the
company to gather information from Phillips home so police
could obtain a search warrant."

The article goes on to report Phillipss claim that the em-
ployees—yes, the ones Phillips was paying to ingdl the furnace
and water heater—then tried to take "pictures of the home's
interior, searched through Phillipss persona effects and opened
dozens of boxes of light-senditive paper.” Further, he suspects
they also searched his computer files because his computer was
broken and beyond repair after the search. Whether or not this
was an illegal and uncongtitutional search—and | think it was—
let's benefit from this shall we? The next time a worker enters
your home, think beforehand about what could possibly give him
a false impression. Then, when you let him in, stick with him.

OBTAINING CONSENT TO ENTER BY DECEPTION

The following is based on information from the January 1994
FBI Law Enforcement Bulletin, now in the public domain. This
applies to any home that federal agents would like to search, but
for lack of evidence are unable to obtain a warrant. Here is how
it works:

A van that appears to be from a well-known courier service
pulls into your driveway and the driver, with a package in hand,
rings your bell. He asks for a certain person and when you say
no such person lives at this address, he asksto use your telephone
"to cal the company." If you dlow him to do it, and if—while
in your home—he observes anything that might beillegd, he may
return within a few hours. This time he'll be with police officers
who might have a warrant to search your home, based on what
the "ddliveryman" observed earlier.

You and | are law-abiding persons, with nothing to hide. Nev-
ertheless, why invite strangers into your home? Just say no, and



give the location of the nearest pay phone. Or, if you need an
excuse, here are severd:

* "My husband," says the wife, "told me never to alow
strangers into the house when he's not here.”

« "The phone's not working right now."
« "Our only phone line is tied into the Internet."

Sometimes, of course, no warrant is needed, as the following
section explains.

FEDEX, UPS, DHL, AIRBORNE EXPRESS

The only sure way to avoid having someone send you an enve-
lope or a package by courier is to never, ever, let anyone other
than your cosest friends know where you redly live. The result
is that, should a uniformed courier show up on your doorstep—
or even a clown with balloons—you automatically know that he
or she doesn't belong there.

In fact, if you see someone coming up the walk—or observe
them through the peephole | hope you have in your door—and
do not know them, why open at al? When | was younger, cars
were golen, not hijacked, but improvements in car darms have
brought about a change. The same is starting to be true with
house burglaries, now that locks and burglar alarms have im-
proved. Thugs may just ring your doorbdll. When you open, they
dam their way in. Housgjacking startled in New Y ork some years
ago, and it will soon be coming to a city near you.

Now then, just in case you consider some of my advice to be
extreme—and | confess that many do—I am willing to discuss
some options. | don't recommend them, but better half an ounce
of prevention than none at all.

Home delivery: Remember the cardinal rule? "Do not, as long as
you live, ever again dlow your real name to be coupled with



your home address.” If then, you are going to have a ddivery
made to where you redly live, it must not be in your name. All
courier companies keep a nationa database of names and ad-
dresses and countless thousands of their employees can run a
search of your name. Pls know this, and many have contacts
ingde these companies.

If, in fact, you have ever received a letter or package at your
present address and under your real name, the only way to pro-
tect your privacy is to move. Once this move has been made,
and if you are determined to have delivery made at your home,
then it must be in another name. When you sign for the courier,
you sgn the other name.

You may get by with no problems doing this, as long as you
do not order expensive items from out of state. If you do, how-
ever, keep in mind that in states with a saes tax, it is not un-
common for irate neighbors to call the tax department and report
that the people next door are buying such-and-such to avoid the
date's sales tax. (You do know, do you not, that you are obli-
gated to "voluntarily" pay the local sales tax on merchandise pur-
chased from out of Sate?)

The logica solution to anonymity with courier services would
seem to be to have your parcels come into one of their nearby
offices and just pick them up there. Unfortunately, these com-
panies do not employ logic. Wheresas they never ask for ID at a
private home, they absolutely demand it if you stop by one of
their offices to pick anything up. | have argued this point in vain
with the various home offices, pointing out that if | send a pack-
age in a certain name, | will sgn a waiver to the effect that they
may ddiver to any person asking for it in that name. After all,
this is Smilar to item number eight on al FedEx labes, which
reads RELEASE SGNATURE. Sgn to authorize delivery without ob-
taining signature. In fact, if you really wish to remain incognito,
have the sender sign on the line for this redlease and when you
see the FedEXx truck arrive, do not answer the door.

But do not pick up at their office. | sent an e-mail to the
FedEx main office, pleading for permission to send a letter to



one of my dlients who would not present ID when he picked it
up at an office in Memphis. | received this reply, short but not
Swest:

Thank you for your inquiry, FedEx requires a valid consignee
name and phone number for shipments that are heldfor pick-
up. More hold for pick-up information can be found on our
website at:

http://fedex. com/us/services/conditions/domestic/hold. html
Thank you for your interest in FedEx.

Susan Carr

FedEx Webmaster

Mail-Drop Pickup: Although USPS regulationsrequiretwo forms
of ID in order to receive mail a a commercial mail-receiving
agency, FedEx, UPS, and other couriers services are not bound
by these regulations. So then, you can receive a shipment in your
name or in a business name without showing ID. Here's how it
works:

Assume | live in Piano, Texas. | wish to have a friend from
New York City send me a small box that will not be identified
with me in any way. Not by my name, and not by my address.
I look up Mail Boxes Etc. in the yelow pages, choose one of the
six offices liged, and have my wife make the cdl. The conver-
sation goes like this:

"Hdlo, this is Mary Johnson with TripleR Services in New
York. | wish to send a smal box to your address, for pickup by
one of our salesman traveling through. Will that be satisfactory?"

"No problem—in whose name will it be?'

"WEell just send it to your address in the name of Triple-R
Services. Anyone that asks for a package in that name can pick
it up."

"There is a smdl pickup fee, of course . . ."

"No problem.”

I then cal my friend, who ships the package. The following
week | stop by and pick up the box. (I had my wife make the call



so that when | ask for the box, the manager does not recognize my
rather odd accent and connect it with the "New York™" cdler.) Or,
| can send anyone dse around on my behalf, anyoneat all.

ROBBERS MAY IMPERSONATE THE POLICE

If no one knows where you live, it is extremely unlikely that
police will ever show up at your door. If, therefore, you see what
appear to be policemen coming up your walk (or seen through
your peephole), do not open the door. Cal the police depart-
ment, or even 9-1-1 on your cdl phone, to check them out.

Several years ago, two men who identified themselves as police
officers entered a home in a Los Angeles suburb and tied up the
couple who lived there. Both wore dark clothing and caps with
the word "POLICE" on the brow. They then stole a thousand
dollars in cash and a laptop computer.

"Unfortunately, this happens too often,” said LAPD spokes-
man Lt. Anthony Alba, "but generdly on the eastsde or the
southside of town, where recent immigrants might not be familiar
with our law-enforcement officials. Thisone'sabit different.” He
referred to the fact that the victims were from a raively quiet
street in a predominantly middle-class neighborhood.

Later, two Los Angeles men suspected of committing more
than eighty home-invasion robberies were arrested and a press
conference was held. Among the more than one hundred items
confiscated from the men's home were night-vison goggles, of-
ficid Los Angeles police badges, handcuffs, five handguns, a
sawed-off shotgun, an assault rifle, and hundreds of rounds of
ammunition.

In summary, a ghost address will give you not only protection
but peace of mind as well. No longer will you have to wonder
about who is coming to your door. If it is not someone you
recognize, then—since no one dse has this address—they have



no business there. The postman? Ignore him! Woman dressed in
a FedeEx uniform? Ignore her! Two or three guys with leather
jackets? Don't even think of answering the door! (See how easy
it is, once you diminate al traces of your home address?)

QUESTIONS & ANSWERS

Can a bounty hunter legally break into my home?

If you ever post bail via a bondsman, and fail to show up in
court, then the answer is YES, INDEED. There have been a
number of articles and programs about this fact. As reported on
the CBS program 60 Minutes, a bounty hunter—unlike the
police—can search whatever he likes without a warrant. He can
break down doors, read mail, boot up computers, copy keys,
whatever. The justification for al this is that anyone arranging
bail through a bondsman dgns a contract, and the bounty hunter
is merdy fulfilling the fine print in said contract. So if any of you
readers ever forfeit bail, you'd better make sure your home
addressisreally private.

A more likely danger is that, knowingly or unknowingly, you
invite someone into your homethat has forfeited bail. This might
be ardative, a dose friend, maybe even your brother, or grown
son or daughter. Y ou might wish to give this some thought, the
next time a certain someone "gops by." In some cases, there is
a danger even in knowing the persons the bounty hunters are
after. One person interviewed on the 60 Minutes program told
of a couple being held and grilled for even hours by bounty
hunters intent on getting enough information to track down
someone this couple knew.

If someone pounds on your door and ydls "Specid Agent!”
you are about to meet one or more bounty hunters in person.
Do not be fooled by the fact they may wear uniforms, carry
badges, and at first glance appear to be with the FBI or the ATF.
Or, they may get you to open the door by dressng as an
employee of UPS, FedEX, or the U.S. Podd Service. In one case,



the hunters determined that one particular tough quarry—who
was wise to dl norma ruses—had a young daughter whose
birthday was coming up. They waited until that day, then sent
in a clown with baloons. He passed muster with the closed-
circuit video, the door was opened, and you can guess the rest.

We are about to move to another state. s it safe to use a
mover such as Allied, Bekins, or Mayflower?

Not if you value your privacy. Mos—if not all—interstate
moving services keep computer records and Pls know and use
this. Kegp in mind that even though you give the movers a dif-
ferent name, the computers can be searched by address as well.
If, therefore, an investigator tracks down your present address
and discovers you have moved, he will have an accomplice check
the records to see what name you used, and the destination street
address.

When we move—which is more often than my wife would
like—I pay a driver to rent the largest size Ryder truck in his
name. | then look under "Movers' in the yelow pages. There is
usually a subsection cdled "Student Movers," sdf-employed
husky young men that load and unload trucks for an hourly
wage. They load the truck, the driver drives it, and a the des
tination another st of student movers unloads it. My driver then
either drops off the truck in a nearby city, or drives it back to
the city of origin. Ryder puts everything into their computers,
but what do they have? Certainly not my name, and neither the
previous dreet address nor the new one. Incidentaly, you will
often save a bundle of money with this method.

An dternative solution is to arrange for the Mother of All
Moving Sdes. Then buy a oneton pickup and a fifth-whee
travel trailer. License each in a separate company, as discussed
in Chapter 12, and be on your way in tota privacy.

What about the cleaning lady or the carpet cleaner?

At the very least, use someone that your friends have used
for years and will recommend without reservations. However, if



you have secrets to protect, this precaution may not be enough.
PIs have been known to offer serious money to obtain trash from
a home office before it has been shredded.

My next suggestion may be worth far more to you than the
price you paid for this book. Use someone who is an unusualy
active member of the Seventh-day Adventigs, Jehovah's Wit-
nesses, or the Church of Jesus Christ of Latter-day Saints (Mor-
mons). Unlike those from mainstream religions, you will seldom
if ever find a longtime member of these three rdigions in jail
unless—as in some countries—they are there for their faith.
These people believe their Creator is watching them and most
would rather die than steal. The only problem is, will they want
to clean your home or your carpet?

Of the three groups, | am least familiar with the Adventigts.
| suggest you contact the pastor of anearby SDA church, explain
what you are looking for, and ask if any members do cleaning
work. If they do, tactfully ask how long they have been Ad-
ventists and how active they are in the church.

If you contact the Mormons, note that they refer to one an-
other as"LDS," or Latter-day Saints. Howard Hughes used Mor-
mons for bodyguards and trusted them completely. | would aso
trust certain ones infinancial matters, such asfor hawalabanking
(see Chapter 14). By "certain ones," | mean those that have dem-
onstrated their faith by being missonaries in a foreign land for
two years. The only problem here isthat not many LDS areinto
cleaning. They lean more toward commercia enterprises.

A little-known fact about Jehovah's Witnesses is that in many
cities they do 80 percent of the nightly cleaning in office build-
ings and an even higher percentage in clinics. They aso do much
of the cleaning in upscale homes where security is especidly im-
portant. There are three reasons for this:

1. They prefer to work late at night or very early in the morn-
ing so they are free to attend three meetings a week and
three conventions ayear. They usually clean for aflat rate,
work fast, and earn from $20 to $40 an hour.



2. A number of them have carpet-cleaning businesses and
many will accept any honorable work, however humble.

3. They are so well-known for honesty that word of mouth
keeps them in constant demand in the janitorial field.

Although we would be happy to employ LDS or Mormons
in any of our homes, in actua practice we usualy end up with
Witnesses. Although they cdl their church buildings Kingdom
Halls, we look them up in the yellow pages under "Churches."
Over the years, we have learned that the best time to cal a
Kingdom Hall is between 6:45 and 7:10 on a Tuesday, Wednes-
day, or Thursday. Thisisjust before they have one of their meet-
ings. Ask to speak to one of the elders. If they are busy, leave
your number and have them cal back. When an eder comes on
the line, do not use atitle such as pastor or Reverend—they do
not use titles. Just explain what you need.

There is no need to be embarrassed about calling. Non-
Witness persons often call Kingdom Halls to ask who is looking
for work. (Beddes janitoria, they are in demand where large
sums of money are being handled.) If you are unusually con-
cerned about privacy, say that you prefer a worker who is a
"pioneer.” This is the term Witnesses use for those who put most
of their time in the Bible-teaching work. They cannot be pio-
neers unless they have an excdlent reputation both within and
without their congregation. And not to worry—they won't
preach to you while on the job!

If any of you readers know of another religious group that is
aso widdy known for honesty and integrity and often do cleaning
work, please let me know. Perhaps | can include them in the
next edition.

What about letting a baby-sitter into our home?

If the baby-gtter is Grandma, there should be no problem.
Other than that, tune your radio into the Dr. Laura Schlessinger
Show. Better yet, cdl Dr. Laura. Ask her what she thinks about



abandoning your little trolls to a sitter. (Best to be sitting down
for the answer.)

Even if you survive the phone cal and are determined to call
in adtter, do you ill harbor vague fears? Then spend about $60
for a voice-activated tape recorder with multiple pickup micro-
phones. You may hear phone cdls, boyfriends coming to visit,
or sounds of child abuse. A better solution isto ingtal a nanny-
cam and seewhat goes onin living color. Perhaps she is checking
out your computer or going through your drawers!

Actudly, however, if you suspect the sitter may need dec-
tronic surveillance, your fears are probably justified. Find some-
one e or bring in Grandma.



UNTRACEABLE TRASH,
ANONYMOUS UTILITIES

Satisfaction Guaranteed or Double Your Garbage Back
—GARBAGE TRUCK, CAMBRIDGE, MASSACHUSETTS

This is a short but vital chapter, absolutely essentid in order to
achieve your god. Let's start out with an opportunity for you to
play detective. See if you can solve the mystery.

A bilingud private investigator in San Jose, California, takes
acdl from alaw firmin San Diego. They wish to locate a certain
Victor R—in order to serve a subpoena in a civil lawsuit. They
have only three pieces of information:

1. Victor, who was born in Ameca, Jdisco, is staying with
friends from his home town. They live "somewhere' near
Lake Tahoe, on the California-Nevada border.

2. Victor has a younger brother named Fernando who rents
a one-bedroom unit in a sixty-four-unit apartment com-
plex in San Jose. However, the Pl is not to contact Fer-
nando because if he does, Fernando will tip off hisbrother.



Worse, the lawyers want fast results and yet they put a limit
on what the Pl may spend. If he needs any helpers, he will have
to use dave labor. The intrepid Pl takes the job, despite the
followingdrawbacks:

« If Victor is with friends, there is no way to track him
down via rental agreement, telephone, or utilities.

* There are more than ten thousand Latinos in the Lake
Tahoe area and nearly 80 percent of them come from
the same place: Ameca, Jdisco (Mexico).

* A quick check shows that there is no telephone at Fer-
nando's apartment.

Our intrepid PI is on the job that very evening, prepared for
action. What he wants is every bit of the garbage and trash that
leaves Fernando's apartment for the next thirty days. He observes
that there are two large Dumpsters near the entrance of the
parking lot, and learns that they are dumped between 3 and 4
A.M. every day. There is no uniformity in the bags the residents
are using. Some are paper, some are white plastic bags from the
supermarkets, and some are large black trash bags. The Pl knows
of a Guatemalan family where three teenagers are desperate for
work, any kind of work, even diving into Dumpsters.

Here is where you get to play detective.

How will his Guatemalan friends know which garbage be-
longsto Fernando?

[Takefive, see if you can guess the answer. Thisis not rocket
science)]

Okay, check your answer with what happened next. Late that
evening, the PI went from door to door, caling a each of the
gxteen apartments that were on Fernando's floor. He wore a
uniform with a name tag and presented each renter with a free
supply of thirty trash bags, speaking Spanish or English as the
occasion warranted.



"This is part of an experiment by our company,”" he said with
a disarming smile. "The idea is to see if these extra-strong bags
will cause less spillage when our trucks unload at the processing
plant. If you and your neighbors use these bags for the next thirty
days, we may continue to furnish them at no charge."

A young, pregnant woman answered the door at Fernando's
apartment. He gave her the pitch and handed her the bags.

"Muchas gracias," she said. "Muy amable."

"No hay de que. Quetenga un buen dia." Have anice day.

Then the three Guatemalans got their assignment. They were
to take turns drifting past the Dumpsters both morning and eve-
ning, checking to see if there was a bag from Fernando's apart-
ment. For every bag they brought in, the Pl would pay them $20
cash. If he found what he was looking for, there would be a $100
bonus.

In the next two weeks, they brought in nine bags and were
paid $180. Two days later they brought in the bag that paid a
$50 bonus—Fernando had a cdl phone, and he had tossed the
statement in the trash after tearing it up. Pieced together with
tape, it showed six long-distance cdls to the same number at
Zephyr Cove on the Nevada side of Lake Tahoe. That was dl it
would take to track down Victor, at a cost of $230 to the kids
and $96 for the bags.

Have you have aready guessed how the kids knew which bags
to pick up?

Yes it wasjust as you thought. At fifteen doors, the Pl gave
away dark green bags. At Fernando's door, he handed over dark
blue bags.

That was the windup. Here comes the pitch.

To paraphrase Johnnie Cochran:

If it can be read
Then you must shred.



WHAT YOUR TRASH REVEALS ABOUT YOU

Trash is not the remains of food. That is garbage. Trash is every-
thing dse. Unfortunately, the two may be mixed unlessit is com-
ing from an office building. Trash is to a detective what a gold
nugget is to a prospector. Just imagine—if you dare—what in-
vestigators would have learned about you and your family if they
had secretly gone through your trash for the last ninety days. We
shall assume they gstarted with a blank sheet, having no idea as
to the occupants of your home. To put a picture together, they
would have watched for any of the items in the following list. If
anything were torn up, it would have been pieced back together.

« Bank statements with your name, address, account num-
ber, etc.

« Telephone hills with your number, and the long-distance
cdls you made.

« Utility and other hills, showing the name and address
you use for those.

« Credit-card statements and receipts, invoices, automatic
teller receipts.

« Paycheck and/or money order stubs.

e Empty bottles from prescription medicine, with your
doctor's name.

* Personal and business letters. All address labels.

« Scraps of paper that might reveal a name or phone num-
ber.

» Matchbooks. Inside covers checked for phone numbers.

« Anything to indicate drug use, including triangular scraps
of paper.

« Itemized grocery and pharmacy dips, for evidence of d-
cohal, illness, condoms, birth-control pills, or anything to
indicate homosexual activity.

« Classified ads from newspapers, to see if anything is cir-
cled.



» Magazines, travel brochures, or anything that would indi-
cate interest in wegpons, strange practices, or overseas
connections.

What dse can you think of, in your particular case? Or that
of your friends, relatives, or even your children?

Do you have a weekly arrangement for a woman to come in
and clean? Does she have access to the trash?

If youwork in an office, who handlesthe trash? Did you know
that in some cases, janitors are bribed to turn trash from a spe-
cific office over to private investigators? Or—worsel—govern-
ment agents?

Mog likely, if you do everything ese right, no one will be
able to sift through your trash because they cannot find you in
the first place. But if they do (perhaps by following you home),
then make sure dl papers have been shredded and that there is
nothing further to be revealed from your trash.

UTILITIES

By utilities | mean the companies that furnish eectricity, garbage
pickup, water and sewer connections, and natural or propane gas.
(Telephones will be discussed in Chapter 8) Never give your
true name—much less your SSN or date of birth!—to a utility
company, nor to any other private company that will furnish a
sarvice at your actua residence.

Rather, if you own your home in the name of a trust, give
each company the name of the trust and indst that the name in
the company database is in the name of the trust only. In fact,
do not give them your own name under any condition. Try a
fictitious one, or use the wife's maiden name. Even then, this
should just be her middle initid plus last name. Do not furnish
her Socia Security number or date of birth.

A quick and dirty method of setting up the utility accounts
on short notice is to use a nominee, someone that will act on
your behalf. (See Chapter 9.) Usudly, the utility company will



demand a cash deposit in lieu of being able to check your credit
by using your Socid Security number. Fine, give them a money
order or a bank check for the depost. It will be returned to you
after one year of on-time payments. Make sure that the hills
never come to your home address. Give them your ghost address,
explaining that (a) you do not have a mailbox at the street ad-
dress and (b) al bills are paid from your "business’ (ghost) ad-
dress.

What has been accomplished? Just this If a private investi-
gator—acting on behdf of a stalker or working with alaw firm
or insurance company—starts searching for you, one of the first
places he will check (after cable TV) will be the utility compa
nies. If your name is in any database, the PI will obtain the ad-
dress. But as long as your name never shows up, the search will
be in vain.

QUESTIONS & ANSWERS

How can | get rid of trash other than by shredding it?

If you have afireplace or a wood-burning stove, perhapsyou
can burn it. Otherwise, toss your statements, hills, etc. into a
box that is reserved for this purpose. Be sure to include al
envelopes that indicate your name and ghost address. (Don't
forget the junk-mail offers.) Then cut through the addresses and
put one half of each address in one pile, the other half in a second
pile. Bundle them up and toss the piles in separate public trash
bins.



YOUR SOCIAL SECURITY
NUMBER AND DATE OF
BIRTH

My Social Security number? If you insist. . . 078-05-
1120.

—FUTURE QUOTE FROM YOU, THE READER

In 1973, George Norman left Denver, Colorado, in a borrowed
car. He was skipping out on an impending two-year prison
sentence for embezzling some $500,000 from the now-defunct
Rocky Mountain Bank. Over the years heran this" starter money™
into $50 million by lega means, dabbling in oil in Houston and
starting software companies in Oregon and Utah.

Although he knew that U.S. marshals were after him, rather
than move to Mexico or Canada he stayed in the United States,
relying on alternate names to protect him. Some of the names
he used were George Larson, Max Morris, George Irving, Frick
Jensen, Gunner 1s0z, J. Blankman, and Dr. James Hill.

Had private parties been employing detectives to pursue him,
the money would have run out before many years had passed.



However, with government agents, money does not run out.
Twenty-three years passed before Norman, for whatever reason,
felt compdled to give out a Socid Security number. Rather than
use his own, or invent one, he used the number of a person he
knew was dead. This Socid Security number came up on a gov-
ernment computer as that of Tom Dangdis, red-flagged as
George Norman's wife's Donna's deceased grandfather! The re-
sult was this headline in the Sunday, December 1, 1996 Los
Angeles Times. "FUGITIVE MILLIONAIRE NABBED AFTER
23 YEARS ON THE LAM."

Yes, Norman needed catching, and they caught him. But the
point is, privacy isn't only for criminds, it's also desirable for
white-hat folks like you and me, and this story certainly illus-
trates the point about not using someone ese's SSN. It dso tdls
us, as| say in chapter 1, that when the chips go down for what-
ever reason, your first priority may be to gain time to sort things
out.

However, a Socid Security number is not the only way to
quickly track you down—your date of birth is another:

DATE OF BIRTH

No matter how common your name, you can be quickly iden-
tified in a database by coupling either your name or your birth
date with your address. Keeping your true home address a secret
has already been discussed. Asfor abirth date, | seldom give out
any date whatsoever.

For instance, just a few days ago | stopped in a a shopping
mall to have my eyes tested. The doctor's assistant handed me a
long form tofill out, asking among other things my address, tele-
phone number, Socid Security number, and date of birth. | ex-
plained that | did hot live in the area, did not give out my SSN,
and my age was in the "early seventies." No objection was raised.
During the exam, the doctor asked me what | did for a living.

"I'm awriter."



"Oh? What do you write?"

"Articles and books about keeping your private life private.
Which is why | didn't give you a Socid Security number or a
date of birth."

"Oh wdll," replied the doctor, "except for insurance cases, |
don't need that stuff on the form anyway!" (But they don't tell
you that when they hand you the form, right?)

My next siop was nearby, at one of those nationa chains that
have optical shops in mdls. | picked out the two frames | wanted
and the young sdesclerk started to fill in the form.

"Address?' she said.

"No local address, | live in Spain." After a puzzled look, she
wrote down the address of the store itsdlf.

"Telephone number?'

"Sorry, no telephone” She wrote down the number of the
gore.

"Date of birth?"

"Why on earth,” | sad, "would the purchase of two pairs of
glasses require a date of birth?”

"The date of birth is how we identify our customers."

"I do not wish to be identified.” Long pause. Then she left it
blank. The next question of the form was for a Socia Security
number but at that point the girl just shrugged and didn't even
ask me.

Personadly, | enjoy these chalenges, but some of my clients
do not. In fact, they hate confrontations of any kind. Often, if
filling in aform yoursalf, you can just write "legal age." Another
aternative is to give afictitious month and day, and ayear a bit
before or after the rea one. If you fedl obligated to give a date
of birth, choose one that is easy to remember, such as a nationd
holiday. Make yoursdlf a few years younger at the same time.



YOUR SOCIAL SECURITY NUMBER (SSN)

The Privacy Act of 1974 (Pub. L. 93-579, | section 7) requires
that any federa, dtate, or loca government agency that requests
your Socia Security number must tell you four things:

1. Whether disclosure of your SSN is required or optional.
2. What statute or other authority requires this number.
3. How they will use your SSN, once they have it.

4. What will happen if you do not provide them with your
SSN.

So then, if you are asked for your SSN by any federa, date,
or locd government agency (including any state university that
accepts federa funds), look for the Privacy Act Statement. If it
isn't there, ask to see it before you give your number. (Failure
to provide a SSN will not prevent you from getting a passport,
for example.) Since the subject of this book is privacy, not tax
evason, | see no problem in furnishing your SSN to the Internal
Revenue Service.

YOUR DRIVER'S LICENSE

Public Law 104-208, passed in 1996, imposes an unprece-
dented threat regarding driver's licenses. Section 656 provides
that after October 1, 2000, federal agencies may not accept for
any identification-related purpose a driver's license issued by a
date unless the license contains a Socid Security account num-
ber that can be read visudly or by eectronic means. (Because of
strong public objections, Congress has just placed a one-year
moratorium on implementation of this provison, pushing it
ahead to October 1, 2001)

It appearsthat afew states—for now—will continueto alow
an "aternate number" based on your SSN. The state has a for-
mula for converting that number back into the SSN. Thus the



SSN is at least hidden from most nongovernmental agencies that
will ask to see, or even photocopy, your driver's license. Check
with your loca Department of Motor Vehicles (in some Sates
cdled the Department of Safety or something smilar] for addi-
tional information.

Actudly, apart from the date agency that issues driver's li-
censes, there's not much of a problem when deding with gov-
ernment agencies. It's the private organizations that can give you
industrial-strength depression. The low-level clerk behind the
counter expects you to fill out that form completely. After al,
"everyone dse does" and it's "the company policy." So let's con-
sder some of these private agencies or organizations:

YOUR EMPLOYER

If you work for wages, the IRS requires the employer to get your
SSN. Sometimes they will ask for it before you're hired, so they
can check your credit and crimina (if any) record. Tdl them
you'll give your SSN if and when actually hired for the job. if
this is not acceptable, ask yoursdlf, "How badly do | want this
job?"

If you do take the job, know that your name, address, and
Socid Security number must by law go into the database for the
National Directory of New Hires within twenty calendar days.
This applies to virtually every person who is hired in the United
States. The only wiggle room here is with the address. Remem-
ber the rule? "Do not, aslong as you live, ever again alow your
real name to be coupled with your home address" Therefore,
you will give your employer only your ghost address.

In some cases, you may be able to work as an independent
contractor and thus avoid giving out your Socid Security
number. This is easer than it used to be because in 1998, the
IRS burden-of-proof rules were changed in the independent con-
tractor's favor. If you think you might qualify as an independent
contractor, consult a CPA.



HOSPITALS AND DOCTORS

If you qualify for Medicare and wish to use it, you'll need to
furnish your true SSN. Other than that, | know of no law that
requires your SSN to be an ID number. Insurance companies can
often be persuaded to use another number in lieu of the SSN.
True, the insurance companies do send information to the Med-
icd Information Bureau (MIB), but I've been told the MIB does
not use SNNs as identifiers, nor do they report SSNs when mak-
ing reports.

Remember, when a private investigator has an associate
search for your records in the Medica Information Bureau, many
identical names may come up. His first choice for picking you
out will be your date of birth, and his second choice will be
whatever address he may have for you (if any). The very last
thing you want on your record is a consultation that indicates a
nervous disorder, apsychiatric problem, or asexualy transmitted
disease. For these, pay cash and use afalse name. Better yet, pop
over into Canada or Mexico. If you can afford it, skip Medicare
dtogether and just pay dl bills in cash. No persona information
needed for that.

BANKS

If you must have aU.S. bank account, open it in abusiness name
or in that of another person. When cashing checks, do not use
your driver's license for identification. Rather, use your passport
because:

* It does not show your Socia Security number.

* It does not show any address for you, not even the date
or country in which you live.

* Unlike the Department of Motor Vehicles (or whatever
name it has in your gate), you cannot eesily be traced
with your passport number.



Occasiondly, after presenting my passport, | have been asked
for my driver's license. | reply that | do not use my driver's
license for ID. In one small town, the bank teller confessed that
she had never seen a passport before! | had to point out where
the number was, so she could write it on the third-party check
| was cashing.

LANDLORDS

The emphasis on the last five letters is intentional, because some
of them do indeed act aslords. A false SSN will not usually work
here, as landlords like to check credit records and in some cases
there is a datewide database that is in effect a blacklist of un-
desirable tenants. How badly do you want to live in the Bel-Air
penthouse apartment, or (as the case may be) in that 1958
Rick-A-Tee mobile home?

You may be tempted to threaten the landlord with lega ac-
tion such as discrimination, but in this case remember: Sun besats
wind. Ask him or her to kindly call your previous landlord (if
you dare). Or offer an extra-large deposit, interest-free, which is
to be returned after one year if you prove to be the model tenant

you say you are.

REAL ESTATE PURCHASES AND SALES

A Social Security number is normally required for the IRS re-
porting forms. One way around this is never actualy to buy real
estate. Rent, lease, or take options. Another is to purchase and
sl in the name of an LLC. Your accountant may suggest you
get a tax identification number (TIN) for the LLC. This is a
number that is obtained from the IRS by filling out and submit-
ting Form SS-4. It isused ingtead of a Socid Security number so
if you have a TIN, use that. A better solution, however, is to
have a minority member of the LLC furnish his or her SSN. (If
ataxable gain may result when the property is sold, discusswith
your accountant how best to handle this))



FALSE SOCIAL SECURITY NUMBERS

A federal court of appedls has ruled that using a false SSN to
obtain a driver's license is illegd. Other than that, there appears
to be no legd penalty for giving awrong number as long as there
iS no intent to:

(a) deceive a government agency,
(b) commit fraud, or
(c) obtain a specific benefit.

If, then, you are someday asked for your SSN in an innocuous
circumstance where you know this number will not be checked,
you may be tempted to transpose two digits in the last four.
(Never transpose any digits in the first three because.these are
gate ID numbers.)) "If they ever ask," you might tell yoursdf,
"I'll just say it was an accident.”

However, | do not recommend this. You have no way of
knowing who the real number belongs to. What if it identifies a
drug dedler, a child pornographer, or someonewho diedin 1975?

What | do recommend is that you either give your true num-
ber when absolutely required, or ese no number at dl. Never-
theless, knowing that you may someday be tempted to give a
false number, here are three ways to come up with a Socia
Security number which, although fase, will not identify you with
anyone ese.

1. Invent a number that ligts the gstate of your choice in the
firg fied, followed by 00 in the second fidd, as there are
no legitimate SSNs with al zeroesin any field.

2. Start the number with 987-65- and then pick a number
for the lagt four digits between 4320 and 4329. These are
the numbers allowed for use in advertisements.

3. Fifty years ago, new wallets with a cdluloid window insert
came with a sample Socid Security card included, and this
number was dways 078-05-1120. You might, therefore,



jot this number down and keep it your wallet or purse for
emergency use.

There is aweb dte a www.informus.com/ssnlkup.htmlwhere
you can check to see if a Socid Security number has ever been
issued. Those ligted for items one and two, above, show them to
be invaid. However, when | ran the third number at this Ste,
this was the response:

SSN 078-05-1120 was VALIDLY ISSUED between 1934 and
1951 in NY.

So then, if you give that number as your own but fear it might
be checked, "remember" that you were in New Y ork at the time.
It would also be helpful to look at least sixty-four years old, as
SSNs were seldom issued to children in those years.

Very important: Never use any of the above numbers with a
government agency. Even lowly clerks will recognize them.

TIP

Who knows when you will:

(@ lose your purse or wallet,
(b) have it solen, or
(©) have the contents searched, following a traffic stop?

Therefore, do not carry your Social Security card with you,
nor any document that ligs your SSN. (Since you will never
again use your driver's license for identification, leave it in your
car.) If you carry a health-insurance card or are under Medicare,
| suggest you photocopy the card and block out the SSN. You
can give your SSN to the health-care provider ordly, if and when
required.

OBTAINING CREDIT

In some cases it may be extremely difficult to obtain credit with-
out revealing your number, so you'll have to ask yoursdf a ques-
tion: "How desperately do | need this credit?" The correct answer



should be, "Not that desperatdy!" Inthe Computer Privacy Hand-
book, author Andre Bacard quotes his grandfather's opinion of
credit:

"I'm 80 years old and free because | never owed a dime.
Young people are addicted to credit. Mark my words, Andre.
Credit will lead to a police state in America. | hope | die be-
fore then."

My Scottish father and my Norwegian mother ran their lives
the same way, quoting Proverbs 22:7 to my sister and me: "The
borrower is servant to the lender.” The advice was sound. | pass
it on to you.

RUN YOUR LIFE ON A CASH BASIS

If you truly wish to become invisible, never apply for personal
credit. (There is occasionaly a business exception, but credit in
this case should be extended only to your corporation or limited-
liability company.) We raised our children to pay cash or go
without, we recommend the same to al our friends, and we
stand by our own example even when discussing the Interna-
tiona Dream: "Owning Y our Own Home."

Incidentally, home ownershipisoverrated. Itisusually cheaper
to rent or lease your living quarters. Further, should disaster
gtrike from whatever direction, as a renter you can move before
the sun rises tomorrow morning. The homeowner, on the other
hand, will dawdle and procrastinate, and in some cases thisdelay
can be fatal.

Until my wife and | were in our fifties, we rented, period.
When we findly did build our first home on Lanzarote Idand,
perched on a cliff fifteen hundred feet above the Atlantic, we
followed the Spanish custom and paid cash for every brick and
rock and block. Unlike the Spanish way of thinking, however,
we were mentaly prepared to walk away and leave it if we had
to. Since then we've built homes both there and in North Amer-



ica, dways for cash, and only because we can afford this totally
unnecessary luxury.

When the day comes that we can't afford to walk (or run)
away and leave a house behind, well =l it, sash the cash, and
go back to renting. In, as aways, another name.

QUESTIONS & ANSWERS

Isn't giving out a false SSN a federal offense according to
U.S. Code: Title 42, Section 408?

Before preparing this chapter | read 42 U.S.C 408 and dso
Case 94-5721 in the United States Court of Appedls for the
Fourth Circuit: United Statesof Americav. EuniceArnettaHarris
Sparks. | am not an attorney, so thisisjust alayman's opinion:

There does not seem to be any basis for a court case if there
isno intent to deceive, and if no benefit is obtained. (Inthe above
court case, the defendant purchased a car on credit, gave afalse
SSN, and then failed to make the payments.)

Can | get by without a passport, and still maintain my pri-
vacy?

Yes of course ... if you never travel by air, never pay in a
gtore by check, never cash a check at a bank, never receive a
registered letter, and are never otherwise cdled upon to prove
your age or identity. Since this may not be practical for you, let's
discuss another aspect of drivers licenses.

A recent news program on national televison discussed the
sde of pictures that go with Sate drivers licenses. The buyer is
a company cdled Image Data. What had previoudy been kept
secret was now made public (i.e., that the source of Image Data's
financing came from the United States Secret Service). Image
Data says the only use for these pictures will be for businesses
that accept checks. They will scan your driver's license and check
the picture on the screen to be sure it is redly you. Two ques-
tions arise:



(1) What use does the U.S. Secret Service have in mind for
these pictures?

(2) Why was Image Data attempting to hide the U.S. Secret
Service connection?

I cannot answer these questions. What | can do, however, is
to continue to urge you not to use your driver's license for any-
thing other than showing it to a policeman if you are stopped
for a violation. (And do dl within your power never to be
Sopped!)

Remember, for the past twenty years, most states have been
sdling the data from driver's licenses. This includes your height,
weight, and "home address," none of which shows up on a pass-
port. Also, as| have said before, if aninvestigator wishesto check
you out, one of the first places he will check isthe DMV in the
gtate in which you live. | therefore say—once again—one of the
very best ways to maintain your privacy is to obtain a passport
and use it for identification.

What if a Social Security number is requiredfor a hunting
or fishing license?

Many states do require a Socid Security number for register-
ing a boat or buying a hunting or fishing license. The boat, of
course, can be regigtered in the name of a limited-liability com-
pany (see Chapter 12). You may wish to hunt or fish in another
state—one that does not require an SSN. The nonresident license
will cogt you more, but if saving money is important, meat and
fish are available at the supermarket.

Can | just apply for a new Social Security number?

Many books have been published with advice about how to
illegally obtain a new Socid Security number. Some authors
recommend you tell some wild story about how you were living
in the jungles of New Guinea and just got back. More often, it
is suggested you comb old newspapers for children who died
young, and obtain—or fake—their birth certificate. These books



are out-of-date because, as of January 1, 2000, the Socid Secu-
rity Administration—with only three exceptions—will no longer
issue Socid Security cards to anyone other than newborn infants.
The exceptions are;

1. Those relocated with new identities under the Federa
Witness Security program.

2. Individuas who can prove they were victims of "identity
theft" when criminals used their number repeatedly to get
credit cards, make loans, and engage in other financial
transactions.

3. Abused women who are hiding from husbands, ex-
husbands, or former lovers. Until the latter part of 1999,
only about 150 new numbers were granted each year.
However, as of the year 2000, the Socid Security Admin-
istration expects to grant new numbers much more freely.
In addition to origina documents establishing your age,
identity, and U.S. citizenship or lawful dien status, you
will be asked for both your old and new names if you have
changed your name. You must also present evidence
showing you have custody of children for whom you are
requesting new numbers and evidence you may have doc-
umenting the harassment or abuse. The best evidence of
abuse will come from third parties such as police, medica
facilities, or doctors. Other evidence may include court re-
graining orders, letters from shdters, family members,
friends, counsdors, or others who have knowledge of the
domestic violence or abuse. (For additiona information
about new numbers for abused women, go to the agency's
Websdte, http: //mww.ssa.gov/pubs/10093.html ]

Can | avoid giving my Social Security number on the basis
of Revelation, Chapter 13?

| assume you are referring to the belief, held sincerely by
some, that a Socid Security number is the "mark of the beast.”



Is it true that in the past, severad persons have won court cases
objecting on religious grounds to state requirements for an SSN
as a condition to receiving adriver'slicense. In Leahy v. District
of Columbia, the circuit court upheld John C. Leahy's rdigious
objection to providing his Socid Security number in order to get
a driver's license.

Later, five plaintiffs sued the City of Los Angeles on religious
objection grounds, objecting to the sat€'s requirement that
driver's license applicants must provide a socid security number
as a condition of getting a license. They won the case in the state
superior court, but | have snce heard the state appealed that
decision.

An October 25, 1997, headlinein the Los Angeles Times said,
"Religious Objectionsto DMV Upheld." The subtitle was, "Judge
says five men do not need Sociad Security numbers to get li-
censes. They contend that the identification is the satanic ‘'mark
of the beast.' " The article, written by staff writer John Dart,
reads in part:

In the first court decison to declare that a driver's license
applicant can refuse to give the Department of Motor Ve-
hiclesaSocid Security number for religiousreasons, aL os
Angeles Superior Court has ruled that the DMV must
accommodatefivemen who contend that the numbers are
the "mark of the beast” in the Bible's Book of Revelation.
In handing down the decision, Superior Court Judge Di-
ane Wayne said lagt week that the state agency could use
another method of identification in light of the men's "sin-
cerely held religious convictions . . . that anyonewho uses
his or her Socid Security number is in danger of not re-
celving eternal life."

If you redlly, truly believe that the use of a Socid Security
number violates your religious beliefs, then take your stand. If
you go to jail—and some have—you will be suffering for what
you fed is arighteous cause. But if you are thinking of challeng-
ing the authorities and just using rdigion as an excuse, then |



urge you to back off. Join the rest of us who do furnish the
number when absolutely necessary . . . but never otherwise.

How can we maintain our privacy when we start having
children, and especially when they start in school?

You are required to obtain a Social Security number for each
child that you claim as a dependent on your tax return. The ob-
vious solution is not to claim them as dependents.

In the public school system, the authorities demand an SSN
from every student. The solution here is either home schooling
or a private school. At at no time do | ever say privacy is cheap,
a least to begin with. (If a lawsuit—or worse—is someday
avoided by the measures you have taken, then it will have been
economical after all.)

Friendly tip: Raise your children to be self-employed when they
leave home, so that their names will never, ever, go into the
National Directory for New Hires. And just think of al the
money you'll save by not sending them to collegel (I am a uni-
versity dropout, just like Bill Gates. | don't know about Gates,
but I mysaf have never regretted dropping out back in the
1940s. Not for a day, an hour, or a minute.)



YOUR ALTERNATIVE
NAMES AND
SIGNATURES

Why be difficult, when with a bit of effort, you can be
impossible?

—ANONYMOUS

Anyonecansignyour name. If your attorney, CPA, or anyoneese
warns you that you cannot legaly sign another person’'s name,
ask them to prove it. (They will be unable to do o)) The only
cavedat is that the person’'s name you are about to sgn must au-
thorize this by telephone at the time of signature.

Example: You have the tax return for your Wyoming corpo-
ration, Oliver's Oddities, ready to mail on the due date. Problem:
you forgot that your cousin Oliver, who is substituting for you
as the sole director, will have to sign. Although Oliver is cur-
rently on an Arctic fishing trip, you reach him by telephone at
the Frontier Lodge on Great Save Lake.

"Oliver, we need to mail the tax return to the IRS today. OK
if 1 Sgn your name as president?’



"Sure, why not?"

That's it. Go ahead and sgn his name. All the IRS wants to
see is a sgnature. My only suggestion here is that, when Oliver
returns, have him sgn an acknowledgment affirming for the pri-
vate corporate records that permission was given via a telephone
cal the same day. Clip this to your copy of the return.

IF YOU SAY IT'S YOUR SIGNATURE, THEN IT'S YOUR
SIGNATURE

Example: Your husband John is off hunting ek in the Rocky
Mountains when an unforeseen emergency leaves you short of
cash for Saturday night bingo. In the morning's mail comes his
Socid Security check. You cannot reach John because he is
camping out and doesn't have a cdl phone. Question: Can you
sgn his name and deposit his check in your joint account?

Yes, because you know that, if any question comes up later,
he will acknowledge your signature as his own. Naturally, you
sgn the check before you go to the bank. (Note: Many husbands
and wives practice signing each other's signatures for just such
purposes as this, and some are skilled enough to fool any banker
in the land.)

Warning: If, instead of going hunting, John ran off with that
cute little secretary from the office, he will not want you to sign
his name, in which case, repeat after me:

"DO...NOT. .. dGN!"

You can use any number of different signatures, including illegible
ones. In fact, among European businessmen, illegible isthe order
of the day. | used to work with a banker in Santa Cruz de Ten-
erife. His name was Hector Adelfonso de la Torre Romero y
Ortega. This was his signature:

—



"But why," I'm often asked, "would anyone want an illegible sg-
nature?' Wel, for signing letters to your friends, you do not want
one, but why not have an dternative, illegible signature you can
reproduce at will? Here are severd reasons why such signatures
are used so widely in Europe:

« If a copy of a secret letter comes to light, the identity of
the signer will not be evident.

« For faxes, the signature is recognized only by those with
the right to know.

« Bank accounts can be in the name of another person or
in the name of alega entity, and the one receiving such
a check will have no clue as to the signer. (Note: There
should be no problem, in any event, with the bank itsdf.
Only the amdlest of banks actualy check signatures.)

ANALTERNATENAME

Why would you, a modd citizen and taxpayer, ever temporarily
need another name? The reasons given in many books include
overwhelming debts, threatened vengeance by wrathful in-laws,
amarriage gone bad, or getting on a Mafia hit list. But circum-
stances and situations can change in a heartbeat, and thousands
of persons living a tranquil life one day have resorted to flight
the next. The fact that you are right and the charges are wrong
may be meaningless—just ask any lawyer if he can get you jus-
tice. The gock answer is, "How much justice can you afford?"
By the way, let's not cdl your second name an "dias’; that's
only for the crimina types. What you want is a perfectly re-
spectable aternate name, an assumed name, a nom de plume,
nom de guerre, dso cdled a pseudonym. (These can be used
dmost anywhere, as long as there is no intent to defraud.) Have
you ever thought about being in the movies, even as an "extra'?
Then you'll want a stage name. Or perhaps you'd like to be a
writer, like Samud Clemens, ak.a. Mark Twain? If o, your jour-



ney will begin with the first sep, choosng apen name. (Women
often use their maiden names in busness and ether men or
women can adapt the British custom of usng a hyphenated
name. If Hillary Clinton did this, she would write her name Hil-
lary Rodham-Clinton and in an aphabeticd liging such a name
would be under "R.") However, a pen name can be any name
you like.

For privacy, nothing beats a common name because it is so
hard to identify which one belongs to you. (Just ask any PI.) If
your name is, for example, Meinhard Leuchtenmueller, you will
want to use a much more common name where possble. Sup-
pose you will be working out of an address in Minneapolis. Why
not use something like M. Anderson for your mail-order bus-
ness? (There are more than ten thousand M. Andersons in the
United States, most of them in the upper Midwest.) Or, if you
work out of Miami or Los Angdes, you might try M. Hernandez.
Check the local telephone directories for the most common
names in your area.

TITLES

A surprising number of people—even in America—have adesire
for some sort of title that will make them fedl important. If they
wish, they can call themselves a doctor, a lawyer, a CPA, or a
captain with Northwest Airlines. That is in the United States.
(Do not try this in Europe!) In the Land of the Free, it is not
what you cal yoursdf but what you practice. If you are a"CPA,"
do not advise anyone on taxes. If you pose as a lawyer, do not
give any opinions on the law.

For many, the title of choice will be "doctor." Here are some
guiddines for wanna-be doctors:

Do not give advice. Explain that you are not "that kind" of a
doctor. Maybe you dedl only with viruses from Chad. Also, you
will certainly be truthful when—if caled upon for some emer-



gency—you say you are not in "practice’ and do not therefore
carry malpractice insurance. Frank Abagnale, J., in hisintriguing
book Catch Me If You Can, says that when passng himsdf off
as a doctor in the state of Georgia, he had a standard answer for
anyone who asked what kind of doctor he was.

"I'm not practicing right now," he said, identifying himsalf as
apediatrician. "My practiceisin Cdiforniaand I've taken aleave
of absence for one year to audit some research projects at Emory
University and to make some investments.”

However, Abagnae did not dways gick to his standard an-
swer. On one occasion, an atractive brunette mentioned an
"odd, tight feding" in her chest. He did examine her privately.
His diagnosis was that her brassiere was too small.

Do not do as he did unless you are willing to risk both civil
and crimina charges of assaullt.

Itispermissibleto act thepart. Subscribeto acouple of medical
magazines and carry one around. Wear a smock with a stetho-
scope in the pocket.

"You can even join the county medical society” says Jack Lu-
ger, in his book Counterfeit I.D. Made Easy. He says you can
gmply explain that you are not licensed in the state because
you're doing research rather than holding a practice and that the
most that can happen is they'll refuse to accept you.

A CORPORATE NAME

As this book goes to press, the state of Wyoming 4ill alows you
to incorporate in the name of a person, with no corporate iden-
tifier such as Inc. or Ltd. at the end of the name. If you choose
to go this route, however, | suggest you act quickly. The Wyo-
ming legidature has a nasty habit of changing the rules with no
advance notice, and making them retroactive. (For further de-
talls, see Chapter 10)



MEDICAL RECORDS

From along article in the Los Angeles Times, February 8, 1999,
under the subtitle "Some Fear Seeking Care':

It's 10 p.m. Do you know where your medica records
are? . . . Your medical records can turn up in placesyou'd
never imagine, read by people you've never met. . . . It's
hard to believe that in a country where video renta rec-
ords are protected by law, medica records are not.. ..

A survey commissioned by the California HealthCare
Foundation ... found that one in Sx Americans engages
in "privacy protected behaviors," such as paying out of
pocket for care otherwise covered by insurance, lying to
their doctor about their medical history or being afraid to
oet care.. . .

LaTanya Sweeney, an assistant professor of public pol-
icy a Médlon University in Pittsburgh, demonstrated how
exsy it is to pierce the privacy in so-cdled anonymous
medical records. Even when names have been stripped off
records that contain date of birth, sex, race and diagnos-
tics, she can readily re-identify the individua by cross-
referencing with a $20 voter regidtration lig. ...

In one instance, she looked at data from the city of
Cambridge, Mass., population 54,000, and was able to
identify former Gov. William Weld because only five peo-
ple in the city—and only one in his ZIP Code—had his
date of birth.

The conclusions that some people may draw from articles like
this are;

« Do not give the doctor a complete medica history.

« Change the birth date. Use afalse Socid Security num-
ber.

» Get off voter rolls and never return.



WEB SITES ADVERTISING FAKE ID

lIfyou have an email account, you are most likely getting offers
to purchase either fake driver's licenses or computer programs
that will generate fake ID. Or, if you search the Internet for
"Fake ID," you will come up with an endless supply of offers.
Because my dlients kept asking me about these Web dtes, |
started sending in money orders to check them out. Sometimes
| received a grosdy inferior product. Other times | received noth-
ing a al. Eventually | stopped losing time and money this way.
Lee Lapin, author of How to Get Anything on Anybody—The
Newsletter, came to the same conclusion. In his September 1999
issue, referring to fake ID offers he wrote, in capita letters, "AS
OF THIS WRITING | KNOW OF NO, ZERO, SITES THAT
SELL ANYTHING EVEN VAGUELY WORTH BUYING!"

QUESTIONS & ANSWERS

How can | change my name legally?

This is seldom recommended. After dl, you may use one or
more additional names and il retain your legd name. However,
to answer the question: When you legally change your name,
you abandon your present name and choose a new one of your
liking. 1 suggest you choose a common name, one that will be
shared with thousands of others. In the USA, 25 percent of men
of retirement age have one of the following names. John,
William, James, Charles, or George. Asfor alast name, why not
pick a family name from the Mayflower? Here are some of the
more common names, culled from a complete lig kept by
Christopher Jones, Master, A.D. 1620:

Alden, Browne, Carter, Clarke, Cooke, Fuller, Martin, Priest,
Rogers, Thompson, Turner, Warren, White, and Williams.

The usua rules apply (i.e, the new name may not be the
same as that of a famous person, nor can there be intent to
defraud). There are two methods to do this.



The use method: You smply begin using your new name
everywhere. This may involve changing your driver's license,
your bank accounts, and al other areas where your present name
appears. Be prepared to spend some serious time with this. The
biggest stumbling block may be at the DMV. At the very least,
you will need to fill out aform for this purpose before receiving
your new driver's license. Often you will be asked for an original
document such as abirth or marriage certificate. Remember, this
use method requires no lawyer, no trip to the courthouse, and is
not legally registered anywhere.

The court method: State satutes regarding legal name changes
vary, S0 if you didike the requirements in one state, check those
in another. A lawyer is not necessary, so do not use one; they
keep records in their files. Various books on name changes are
available and you may find one or more of these at your local
library. A date will be set for a court appearance, and the judge
will question you to make sure you are not changing your name
for a deceitful purpose. If no such reason emerges, you can
expect approva of your new name, and this name change will
be vaid in dl fifty dates and the Didrict of Columbia.
Remember, you have left a paper trail. There is afilein some
file cabinet that contains the name you were born with.

Warning: Some name-changers have been known to bribe an
employee to take their old file and accidentaly "misfile" it inside
another, thicker file—some old,case that's long since been
settled. Although that does solve the "paper trail” problem, do
not do it. It is a crimina action. Some doing this have been
caught. Further, it is not necessary. | have adready outlined ways
to use aternate names in a hundred percent lega way. Reread
this chapter again.

What do you think about fake passports?

In 1992 | was offered a passport from the "Dominion of M-
chizedek." | turned it down. (As you know, Melchizedek wasthe
King of Sdem, mentioned in Geness. No country was ever



named for him.) Less than a year later, | read about one of the
promoters being arrested at Incline Village, on the Nevada side
of Lake Tahoe. What surprised me wasn't that he was arrested—
| expected that—but that before being caught he'd sold
thousands of the fake Mechizedek passports at inflated prices.
Another "country" currently being touted is Sealand.

Remember the murder of Gianni Versace? An article in the
Seattle Post-Intelligencer headlined "Cunanan shaved his head,
grew a beard," discussed Miami Beach houseboat owner Torsten
Franz Reineck. | quote from paragraph eight:

Reineck, 49, clams to be from an unrecognized nation
calledthePrincipality of Sealand, accordingtolaw enforce-
ment authorities. The Miami Herald reported yesterday
that Reineck claims to be a diplomat from Sealand, which
issues its own passports. He drives a car bearing diplo-
matic plates from the make-believe principality, the paper
said.

I never recommend false passports, not even from former
nations such as British Honduras [now Bdlize]. Nor fake license
plates. All this does is draw attention to yoursdlf, which you do
not need.

What if someone like Sears demands my name before they
will sell me a large item?

Firg, dlow me to describe my own experience with Sears. Less
than ayear ago, my wife and | went to a Sears store to buy an up-
right vacuum. The first hint of incompetence came when | asked
the sdesperson if | could spesk to someone who thoroughly un-
derstood the differences between the models. Puffing out a more
than ample breast, she assured me that she was that person.

"OK, fine. How many motors does this Whispertone upright
have?'

"Hey, Annal" she ydled, a a woman three aides over. "How
many motors in this red one?' Annatold her there were two, as



| suspected. So much for this clerk's expertise. But the "red one"
looked good s0 | sad I'd take it, and would she kindly take the
cash and ring it up as we were in a hurry? Here is the conver-
sation that followed:

"Name, address, and telephone number?' she sad, chubby
fingers poised over the computer keyboard at the cash register.

"We live in the Canary Idands and have no local address.
Besdes, thisis cash, remember?”’

"Doesn't matter, the computer won't accept the sale without
a name, address, and telephone number.”

"You mean to tel me you refuse to sdl me avacuum cleaner
unless| identify myself?'

"That's right, | can't sl it without putting a name, address,
and telephone number into the computer.”

"Cdl your supervisor."

The supervisor appeared out of nowhere, got the picture a a
glance, and whispered to the clerk, "Type in Sears and pick any
name whatever." So shetypedin "Sears" choose the name "Den-
nis Searson” and as far as Sears is concerned, Dennis bought a
vacuum that day. | went back to the shipping department,
handed in the dip, and three minutes later the vacuum came out
on a hand truck.

"Dennis Searson?' sad the young man, looking around.

"Herd" | said. And that was how we got our vacuum cleaner.

And now to answer your question: Don't make waves, as |
did. (For me, making afussisjust a hobby, but my wife is ill
embarrassed when | say, "Call your supervisor.") Just memorize
a fake name, address, and telephone number that you can rattle
off with ease. Or go through an old file of business cards, pick a
name you like, and carry the card. When you asked for your
name, address, and phone number, just have the clerk copy off
the information on the card.



| don't have any old business cards. Where can | quickly
find some?

Go to arestaurant where they have abox or bowl for business
for business cards. (You drop your card in, with the object of
winning a free meal for two if the card is picked in a drawing.)
I know of no law that prohibits you from reaching in there and
grabbing a handful. Be discreet, of course. ...



TELEPHONES,
ANSWERING MACHINES,
FAXES, RADIOS,
BEEPERS

Question: What do the police call an illegal wiretap?
Answer: A "confidential informant."

In 1977, Cdliforniamillionaire Gary Allen Bandy purchased land
near the rural community of Gardiner on Washington state's
Olympic Peninsula. He then proceeded to build a castle and
other medieva buildings, bringing in artists to carve intricate
Norwegian trolls on wooden posts. He was subsequently featured
in the National Enquirer as an eccentric millionaire surrounded
by his medieval buildings and trolls.

In 1991, a son was born to Gary and his wife Eva. Later, they
separated, and in 1995, divorce proceedings were begun. Eva
hired attorney Natalie De Maar. Gary hired attorney Steven
Fieds. Bitter chargesflew back and forth as Gary and Eva battled
for custody of son Geoff, then four.



Eva Bandy rented a home in the upscae community of Gig
Harbor, at the northern end of the Tacoma Narrows bridge. The
owner lived just across the dtreet. His name was James Wilburn
and he was a private investigator. What followed next was the
subject of an aticle in the Peninsula Daily News:

Bandy's attorney, Steven Felds, was leaving a voice mail
message for Eva Bandy's attorney, Natalie De Maar. He
was using the speakerphone. Sitting in his office was
Bandy and another attorney. Fdds thought he discon-
nected the speakerphone and proceeded to have a con-
versation with Bandy.

What FHdds failed to redize was that the speakerphone was
not disconnected. Therefore, when Bandy admitted that he had
hired an investigator to put a wiretap on his wife's phone, his
words were being recorded on attorney Natalie De Maar's an-
swering machine tape. The tape eventually wound up in the
hands of the FBI, who then raided Bandy's home at Gardiner
Beach and his 50-foot yacht at a nearby marina. A week later,
Bandy was arrested while on a trip through Idaho.

What have we learned so far?

1. Some Piswill bug cars and residences if the pay is right.

2. Some lawyers cannot be trusted with confidentia infor-
mation.

3. When it comes to speakerphones and answering machines,
(to paraphrase Murphy's law), any mistake that can be
made will be made, and at the worst possible moment.

We can learn more. Gary Allen Bandy was sentenced to two
months in prison and five years of probation. He was dso fined
$21,138. He will be subject to drug and acohol testing, and as a
convicted felon, will be prohibited from possessing any firearms.

Attorney Steven Fields did not go to jail. There are no laws
agang supidity.



The private investigator did not go to jail. The article did not
say if heturned state's evidence, so | can only state agenera truth:
No matter how much you trust an attorney, adoctor, a CPA or a
private investigator, when a prosecutor sarts talking jail time,
these and other professionalsmay giveyou up in aheartbeat. (The

G. Gordon Liddy types are adisappearing Species.)

TELEPHONE SECURITY

"Telephone security” is an oxymoron because a telephone con-
versation is never secure. It goes over hard lines, may be beamed
up and down from satellites, or travel viadigita or analog radio
waves, and it can be intercepted. There are other ways to com-
municate, and thousands of privacy seekersin Europe and North
America have come to the same conclusion. So here is my very
best adviceto you, right from the start: Get rid of your tel ephones.

If, however, you cannot imagine life without a telephone,
then let us proceed to Plan B. Here are some of the questions
you will have to answer, sooner or later:

* In what name will your telephone be (un)listed?
» Hard-line, cordless, cdlular, and/or satellite?

* Incoming cdls forwarded from an 800 number, or from
another location? Or via an aphanumeric pager?

* Will you use an answering machine and if so, with what
message?

* Should you condder VHF-FM radio? Voice mail?

* What if—horror of horrors—you must cal 9-1-1?

UNLISTED NUMBERS

An unlisted number is no longer the protection it used to be.
Many unlisted telephone numbers now appear on the Internet



as wdl as on the ubiquitous CD-ROM directories, and these
alow for reverse searches.

Example: Your wife gets the telephone in her maiden name,
Harriet Helpless. It is unlisted and has cal-blocking. Neverthe-
less from time to times she cdls toll-free numbers. All toll free
numbers have Automatic Number Identification (ANI) and these
numbers are captured. Eventudly this number will be in various
databases. Then, if this number is given out to the wrong person,
he or she will type the number into a ProPhone or PhoneDisc
program, or check on the Internet, and come up with both her
name and street address.

It may boggle your mind to know how many CD-ROM di-
rectories are out there, with thousands more being sold in the
time it takes to read this section. In fact, if you have a CD-ROM
drive on your computer, you, too, should purchase a phone di-
rectory from your favorite discount price club, if you haven't
dready done s0. The two best CD-ROM phonebooks are
PhoneDisc PowerFinder (800-284-8353 or 301-657-8548) and
SdectPhone Dduxe from ProPhone (800-992-3766). Sdect-
Phone is the most user-friendly, but a recent survey showed that
amajority of private detectives use PhoneDisc. Either isfine, and
| use both. Be sure to get the latest edition, as they are updated
quarterly.

Alternatively, if you are on the Net, similar information is
available at www.searchgateway.com.

The concluson, then, about unlisted numbers, is that they
are not secure. Always remember that if you give out atelephone
number that is on aland line, a reverse search may revea what-
ever name you used to obtain the service, plus the street address.
Therefore, never give out such a number to those not entitled
to have it.

If you ligt your tdephonein an alternate name. . .

Use a common name that is the same as that of many other
people, so that you cannot be singled out. | like first names like
John, Robert, Mary, and Elizabeth, with surnames like Johnson,



Cohen, McDonald, Anderson, and Brown. Never use a middle
name or initiad. To see why, pick any combinaion of the
foregoing (Mary Johnson, John McDonald, et a.) and do asearch
on your CD-ROM phonebook. Watch the hundreds if not
thousands of duplicate names scroll by, which means your tele-
phone name has a better chance of being logt in the clutter.

Note: How not to answer thetelephone: Until the present moment,
you or members of your family may have been answering the
telephone with phrases such as:

"Buddy Barrington here."

"This is the Barrington resdence.”

"Hi, thisis Betty!"

"Barrington’s Invisble Inc."

However, what if the telephone company is cdling, or a pri-
vate detective is on the line, or a process server with a subpoena
that has your name on that document in his insde sport coat
pocket? A smple "Hdlo" or "Good morning” will suffice, or a
repetition of the last four digits of the telephone number. If that
dtifles your spirit, try

"Hdlo from the Garden City, how may | help you?," or

"Hi there, it's a great day here in Butte, Montana, let's talk]"

Let the caller be the one to mention a name, and when nec-
essary, answer with aquestion. Let's say you're Buddy Barrington
but the phone is in the name of John Johnson, the car's in the
name of Ole Olson, and the house and tilities are in the name
of The Tin Man Trust.

Caller A: "Good morning! How are you today, sr?'

You say: "What are you sdling?" (When "How-are-you?'
rather than your name, follows "Hdlo," you know it's a sdes
person.)

Caller B: "May | speak to Mrs. Johnson, please?’

You say: "What is this in reference to, please?'

Caller B: "Thisis Corawith the Crystal County Sheriff's De-
partment.” Don't panic. Don't spesk; wait for more information.



Caler B: "Were sponsoring the Crysta County Crusade
Againgt Crime, and for a small donation you can—"

You say: "Mrs. Johnsonwon't be herefor at least two months,
but thank you for caling, good-bye."

Practice beforehand and in time you'll stop getting sweaty
hands and an accelerated heartbeat.

ANSWERING MACHINE MESSAGES

Weve dl heard ingructions like "Please leave a message for
Buddy, Betty, or Little Boseefus." Not cool. A smple "Please
leave your name, number and message at the sound of the beep"
will do fine.

Some of our antisocial friends do not want messages left by
anyone other than friends who know them. If we call Betty and
Buddy, this is the message we get:

"Hédllo, glad you caled the home of B, B, and Little B. We
never answer in person. Please leave your first, middle, and last
name, Socid Security number, date of birth, street address, and
telephone number. Sorry, but if you fail to leave complete in-
formation, your cal will not be returned—beeeeep!"

If we call Nick and Amy, we get another message:

"Congratulations, you've just reached the Niccolo Machiavelli
Misinformation Centre. Since we never answer in person, be sure
to leave your name and number. After we've doctored the tape,
your message will implicate you in a KKK plot to assassinate
Supreme Court Justice Clarence Thomas and this will be
brought to the attention of the FBI—beeeeep!”

Friends of these two couples know they can go ahead and

leave a message anyway.



CHANGING YOUR LISTING

If you are not yet willing or able to move to a new location, you
may dill contact the telephone company to say you are moving
away. (If asked, tel them you are moving to Mexico City or to
London.) Set a date for the service to be discontinued.

A few days or weeks later, order a new telephone, which will
of course have different numbers. If you are usng a nominee—
an alternative person—have him or her make the cal. This per-
son will not admit to having had service before.

Since no credit history is available, the telephone company
will ask for a cash deposit to ensure payment. Stop by their of-
fices or mail in amoney order for the requested amount—usually
a few hundred dollars. Assuming you pay your bills on time,
expect your depost to be returned to you at the end of one year.

BLOCK ALL UNWANTED CALLS FOREVER

Various companies sdl units that filter out unwanted cals. One
of the origina ones was a unit cdled LineMinder, sold by LM
Communications, 997 Senate Drive, Centerville, Ohio 45459.
Before your telephone rings, the LineMinder intercepts the call
and replies in a recorded voice:

"Hdlo, this is LineMinder, please enter your security code.”

Y our friends, of course, will know the code because you have
given it to them, but strangers will not. If the caler enters a
wrong number or no number at dl, the recorded voice says "Se-
curity violation" and terminates the call.

When the correct code is entered, LineMinder responds,
"Thank you, now ringing,” and then, for thefirst time, you hear
your phone ring.

I recently tested a dmilar unit, the Ad-Tec TS-300 Tee
Screen, from the Edge Co. P.O. Box 826, Brattleboro, VT
053202 for $44.95 (1-800-732-9976). It is smilar to the
LineMinder. When your telephone number is dided, a female



voice asks the caller to please punch in the four-digit security
number. Once again, unless the correct number is then entered,
the cal will not go through. The four-digit code can be st to
any number, and you can change it a will. However, the only
ring comes from the Tde-Screen unit itsalf. The ringer on your
telephone stays dlent, and the ring from the Tde-Screen is not
very loud. There must be some solution to this problem but it
will be difficult to cal the manufacturer because they are made
somewhere in Taiwan.

CORDLESS PHONES

About two years ago, ABC television's Good Morning America
ran a feature about the extreme dangers inherent in the use of
cheap cordless phones. Charles Gibson quoted authorities that
say 65 percent of al Americans have a cordless phone in the
house and "90 percent of dl conversations can be listened to."
And many ared One unhappy cordless owner, interviewed in
shadow, said he was suing the manufacturer, because the instruc-
tion booklet said his cordless phone was "secure” He was dso
suing the dedler, because the salesman confirmed theinformation
that conversations would be secure. Believing what he heard and
read, he then used this phone to talk about intimate details of
his life with his lawyer, his doctor, and others. When a friend
finaly confessed to him that neighbors were scanning every con-
versation—and laughing!'—he was so embarrassed that he sold
his home and moved away.

In one sense, the ABC televison program was incomplete.
Suppose you watched that program and, as a result, decided not
to use your cordless phone for any sendtive conversations in the
future. Let's say you decide to make a really secret cal to your
friend George (knowing that a certain party would sue both you
and George for dander if it was overheard).

Although there is only one line in your home (i.e, you have
just one telephone number), you have two phone jacks, one for



the cordless phone in the kitchen and the other for a normal
phone in your bedroom. To avoid the cordless, you use the
phone in the bedroom to make your cdl. Are you safe? Not
necessarily.

The base unit of many older cordless phones broadcasts the
incoming haf of the conversation no matter which phone is
picked up, so although the neighbors may not hear what you say,
they'll certainly be able to hear every word from George, and
will fill in the blanks!

If you ill want cordless, purchase an upscale digitd (not
analog) model that transmits in the 800 or 900 MHz range. Al-
though these can be scanned, they are reasonably secure because
both base and handset units talk to each other in a digita code,
randomly set to one of more than 65,000 codes. When | queried
international scanner expeart Keith C—— about the 800/900
MHz phones, he replied:

"The spread-spectrum stuff is redly hard to pick up—
nearly impossible. There is do less of a chance of inter-
ference from other phones. The 900 MHz cordless phone
band has quite a mix of equipment on it. Some of the
digital systems would be nearly impossible to listen in on.
However, there are aso cheap analog phones on the 900
band so it's buyer beware. Do not be fooled by the claim
of digitad security codes. Analog units can have this and
use the code just to establish the connection between the
base and handsat. It just prevents unauthorized use of
your phone line."

Later, Keaith sad:

"The real question is who wants to listen? NSA could
monitor any of these easily. A private detective can prob-
ably pick up your call just from windowpane vibrations in
your home and may violate the law and eavesdrop. There
is sophiticated military type stuff that can capture your
keyboard strokes on your computer unless it is tempest-
hardened, and high-end eavesdropping equipment like



this may be used by law enforcement and the Mafia to
serve their purposes. If you are worried about a kid with
a baby monitor or Bearcat scanner, then the 900 MHz
spread-spectrum phones probably offer enough security.”

Keep in mind, then, that digital codes operate only between
the base and the handset, not from the line to the base unit. If,
therefore, your telephone line is tapped, digita security will be
of no help.

THE TELEPHONE AT THE OTHER END

When you make a senditive cal, do you make sure the person at
the other end is on a secure line? Earlier this year, | made a
sendtive telephone call to a certain person who lives in a large
trailer court on one of the idands in Puget Sound, Washington.
As the conversation grew more serious, she said, "Just a minute,
Jack, 1'm going to switch to a more secure telephone.” [ Oh-oh!]
When she came back on the ling, | learned she had been on a
portable phone, and now thought al was well because she was
using a hard-line telephone on the same line. When | asked her
how old the portable phone was, she said about sx years. For-
tunately, she and her husband aso have another line for the fax
machine so she called me back on that line, and agreed to toss
the portable telephone in the trash. And ligen to this Shethen
told me she knew her calls were being monitored. She said there
were some "militia types' in the trailer court, and that some of
the neighbors had made comments about conversations she'd
had on the portable phone] Obvioudy | should have asked her,
"Are you on a portable telephone?’ If she said no, then | should
have asked here, "Is there a portable phone on the same line?’

A more serious problem arises when you cal someone whose
telephone—unknown to them—is tapped. In that case, no mat-
ter what preventive measures have been taken, you have a prob-
lem. ...



OBTAINING A CELL PHONE

Two years ago, when | needed a cdl phone on the West Coad,
| had a bad experience with AT&T. | was told that unless | fur-
nished a Socid Security number, | could not have a telephone
under any condition whatsoever.

"No Socid Security number,” said a man named Pedro, at an
AT&T office, "no telephone. That's our policy.”

| demanded that Pedro cdl his superior. He did, and got the
same answer. He then cdled one of AT&Ts regiond offices and
got through to someone who sad his name was "George."
George said | could indeed have a cdl phone ... in return for a
$10,000 bank cashier's check. Pedro, stunned, again cdled his
superior. He in turn put a cdl through to a friend in AT&T's
administration headquarters. There, he was informed that no one
there was named George. (Thiswas not a surprise. Little people
with authority often demand total identification from you but
use false names themsalves to avoid responsibility.)

And as for requiring a $10,000 deposit, Pedro's boss was told
that such athing could not have happened, impossible. "Either
we get a Socid Security number," said the AT&T man, "or your
man gets no phone. End of story."

| then cdled my attorney in San Francisco. He said there was
nothing he could do persondly. "However," he sad, "you can
always cdl AT&T's legal department in either Sedttle or Los
Angdes and threaten them with alawsuit for discrimination. Just
don't tll 'em | said to do this."

The next day | did call (using a prepaid phone card at a pay
phone). | spoke to some woman who gave me afirst and last
name which | assumed were both fakes. She dso told me some
facts of life in atone of voice that suggested she might have been
trained by F. Lee Bailey. The essence of the message was that
AT&T was not a public utility.

"Other companies offer smilar services—go to them," she
sad. "Either that, or take usto court, and loseyour case.”



It was now time for Plan B. | went to Air Touch Cdlular,
gave them a bank cashier's check for $1,000 for a security de-
post (in lieu of a Socid Security number), and they handed me
anew phone on the spot. This cdl phone cannot be traced back
to me. The hills go to a remote address in Minnesota and are
paid from there by money order. This phone is never turned on
except when | do so to cdl out. Therefore, it isamost impossible
to locate the phone, should anyone try to do so. (When a cdll
phone is left on, it sends out a continuous signal identifying the
nearest cdl tower.) The sarvice includes voice mail, so | use this
number when a telephone number is required for some form.

Hereisasmpler way: Get anominee—someone who iswill-
ing to use his Socia Security number, pay him $100 (or what-
ever it takes) for the effort, and have this person get the
telephone, giving one of your ghost addresses so you receive the
bills. (Make sure that mail will be received in his name, aong
with whatever other names you are using there.)

As this book goesto press, AT&T is offering "Prepaid Wire-
less' to those that have poor credit. Cogts are higher, but some
offices do not require a Socid Security number. (Since managers
do not always agree, check with your local AT&T provider about
the SSN requirement.) They do ask for a telephone number but
the manager | spoke with inssted they do not check this number
snce the customer must prepay dl cals anyway.

Nevertheless, in view of my previous experience, | cannot in
good conscience recommend AT&T. If they do offer a prepaid
sarvice, other companies will offer it aswell. Ask around.

SCANNING A CELL PHONE

It is often thought that cell phones are reasonably secure because
U.S. law prohibits the sdle or import of scanners that do not have
some of the frequencies blocked. However, there is no such law
in Canada. The result isthat Plsand others smuggle in unblocked



scanners, and thus the danger remains. However, if you yourself
are thinking of obtaining an unblocked scanner for yoursalves,
please note:

Many scanners sold in Canada ar e blocked because they were
manufactured in the United States. | recently spoke with the
manager of a RadioShack store in Surrey, BC. He said the scan-
ners in his gore dl came in from Radio Shack in the States and
were therefore blocked, even though Canadian law does not pro-
hibit him from carrying unblocked Unidens if he wishes to do
0. One gtore that does sdll unblocked scanners is Durham Radio
Sdes and Sarvice Inc., 350 Wentworth Street East, Unit #7,
Oshawa, Ontario, Canada. Phone 905-436-2100. If you are on
the Net, try www.durhamradio.com/ar8200.htm.

| checked with the owner of this store. He will sdl to me
across the counter, but will not ship to the States since the
United States prohibits such imports. | then checked with UPS,
to see if | might ship one of the scanners to a certain address
south of the border as a "gift" and lig it as awalkie-takie. They
handed me a copy of the form that must befilled out. A signa-
ture is required after these words "l certify that al of the infor-
mation given above is true and complete."

| was not prepared to sgn this false statement, much less try
to snesk a scanner across the border. In fact, when | did cross
the border—sans scanner—the Customs officer asked mewhat |
had purchased in Canada, and | named the items. When it ap-
peared | could then drive on, he suddenly barked, "Did you buy
anything dse?" | was reieved to be able to say truthfully that no,
| had not.

Later, | managed to track down a Canadian e ectronics expert
on the Internet. He recommended | purchase a perfectly legal
(cdl-blocked) Uniden Sportcat 150. He cdamed it would do a
good job receiving cellular on "image' frequencies. (This means
that in addition to broadcasting on the assigned frequency, the
phone may accidentally send a second signad on another—unau-
thorized—frequency. Image frequencies show up when good de-



sign is compromised in the name of cutting costs) The scanner
will pick up cdl phone frequencies quite by accident on fre-
quencies assigned for other purposes. (Celular phones are not
transmitting on frequencies they are not assgned to. Rather, the
scanner picks up the chosen frequency and the cdl frequency
smultaneoudly. | was told that if | searched the 800 MHz band,
I would hear cdlular.)

| then located a Sportcat on the Internet for $159.95 plus
shipping, in order to test his claims. Once | figured out how to
runit, | scanned the unblocked area of the 800 MHz range. Yes,
it did indeed pick up cell-phone conversations—including one
by my wifel

This does not mean that the bad guys are out there night and
day, searching for your cell-phone conversations. It does mean,
however, that you should think twice before having any sendtive
conversations, and in any event you should never identify your-
sdf by your full name.

TRACING A CELL PHONE

The Los Angeles Times, in a recent article discussing so-caled
privacy protection for the next-generation digital cdlular tele-
phones, had this to say:

Bruce Schneier, a well-known expert on code breaking,
and other researchers, have found away to easily monitor
any numbers dialed on a digital telephone, such as credit
card numbers or passwords. In addition, they say, voice
conversations can easily be deciphered. Thefindingscould
be a setback for the telecommunications industry, which
has touted the security features of the new digita cellular
and PCS systems.

Yes, cdl phones can be traced to your genera location, as



0. J. Smpson found out when he was in the white Bronco. But
if the palice and/or a federal agency are about to go after you,
then you've got better things to do than to read this section. Skip
draight to Section 10, Anonymous travel in North America, and
study the part about crossing the border.

Beginning not later than October 1, 2001, wirdess carriers
must—in theory—pinpoint the location of each cdler to within
388 feet. Whether they can actualy do that in rural areas with
few cdl towers remains to be seen. In any event, | often prefer
a cdlular phone to a hard line for the very real reason that it is
not tied to a physical location. In fact, you may wish to use a pager
in tandem with your celular telephone. (As long as your cdll
phone is turned off, it cannot be targeted.)

 Give out only your pager number.

« When you receive an alphanumeric message that you
wish to respond to, turn on your cdl phone and cdl
back.

Among other things, this will solve the problem of having
your batteries run down when your cdl phone is on dl the time.

Pagers (also called beepers): Many pager companies are not
as drict as the telephone companies, but if they are, there is
dways the aternative of using another person’'s name. Two com-
panies worth conddering are PageNet and SkyTd. The alpha
numeric pagers don't just beep; they send a visua message to
your pager wherever you may be.

Persons wishing to contact you cal an 800 number with alive
operator. They give the message to the operator, who types it
into a computer, from which it is sent to the pager. If you hap-
pen to have a SkyCell 2-Way, the sender can give you multiple
choices and you can respond by number.



SATELLITE TELEPHONES

You'll see these advertised in yachting magazines. They were
developed for oceangoing ships, but some airlines use them now
for passengers, and you and | can use them anywhere, even in
an isolated mountain valley or in atrackless desert. Many of them
cogt thousands of dallars and the rates are often three dollars per
minute. However, there is a new six-ounce satellite model com-
ing out—Ericsson's 888-World—that lists for $299. It is said to
work in forty-eight countries. It uses the newer GSM cdlular
network and bills international cals a one to two dollars per
minute. ICO Globa aso has a smdl unit in the works that may
incorporate a pager into the telephone. For detailed information
in this rapidly changing field, pick up the latest issue of Power &
Motoryacht magazine.

VHF-FM RADIO

For years | have been carrying a pair of Standard HX250S VHF
radios—the marine equivaent of a CB radio, but without the
clutter. The FCC used to require a license to run these radios,
but at the present time no license is required.

Almost any VHF-FM radio can be specia-ordered with a
scrambler that encrypts the transmissions. They must be ordered
in pairs and are popular among commercial fishermen who wish
to keep others from knowing what the catch is and where it's
located. You, however, do not want a scrambler because:

e All Coast Guard dations automatically unscramble all
conversations, and

e If anormal conversation is overheard, it won't attract at-
tention, whereas a scrambled message may do just that,
and in any event,

« If you are stopped and searched for any reason, you
might pass off a regular radio as one you normally use



when "renting afishing boat," but can you imagine ex-
plaining a scrambler by saying you are a commercia fish-
erman?

These radios are legd to use from boat to boat, or from boat
to shore, but not from land to land. The Coast Guard monitors
VHF cdls, especidly channds 9 and 16, so use other channels.
Even if they do overhear you, they may not try to locate you as
long as you avoid buzzwords like bomb, drugs, rape, and cash.

Should you decide to use a VHF-FM in whatever location,
remember that just one party speaks a a time. You push a
button when you are speaking, and release it when you finish.
You would decide beforehand which channel to use, avoiding
9 and 16. The correct form is to first state the name of the
boat you are calling, followed by your boat name, like "Pretty
Baby, this is Liquid Assets." You would then wait for an an-
swer. Under no circumstances will | admit that any of the fol-
lowing conversations have ever taken place while tooling south
on 15 leading the way for a friend behind me in a Ryder
truck:

HYDROTHERAPY, THIS IS STRESSRELIEF. CHECK OUT THE
TWO BLONDIESIN THE BEEMER CONVERTIBLE.

LAWSUIT ONE, THIS IS LEGAL LOOPHOLE. THROTTLE
DOWN FOR SMOKEY BEHIND THE PINE TREES.

PLEASURE ISLAND, THIS IS DEBT MAN'S FLOAT. PULL
INTO PEA SOUP ANDERSONS AT THE NEXT INLET.

Lower in power but completely lega are the new UHF,
> watt Motorola TalkAbout radios that provide dependable
two-way communication up to two miles. Check with your local
RadioShack store.

Note: When you shop at Radio Shack, ignore their pleas for
a"last name" and/or "the last four digits' of your telephone num-
ber. If you tdl them you do not want your name in their com-
puter, they will ill allow you to hand over your money.



(Despite many of customer complaints about this, mogt Radio
Shack gtores continue this irritating practice.)

However, some clerks do get obnoxious if you bring some-
thing back for a refund. When | recently returned some expen-
sive audio cables (having found cheaper ones a Wa-Mart) and
presented my sdes receipt, the clerk asked for my name.

"I do not wish to have my name in your computer.”

"We cannot refund money without a name. Y our name?"

"John Johnson,” | said—one of my standard generic names.

"Address?’

I made one up.

"Telephone number?' What would he ask for next, a Socid
Security number?

"No telephone.”

"I beg your pardon?'

"lI...do...not...have...a...telephone" | sad through
clenched teeth.

I got my refund, and a Radio Shack employee had crested yet
another case of customer ill will.

VOICE MAIL

If you can get a voice-mail number (VMN) in a system not tied
into your home telephone, by al means do it, preferably usng
a smple name and an out-of-state address. Use your real number
only for close friends and relatives, and the VMN for everyone
d= (Voicemal sygems vary not only from date to sate but
from town to town, so | cannot give you any overal advice. This
one you must research on your own.)

Using your voice-mail number: For a library card, give your
ghost address and the VMN. When the lady at the used book-
store gives you credit for old books you turn in, and asks for your
telephone number, cheerfully give her your VMN. (Unlike at
RadioShack, you will not be asked for your name, nor will the
telephone number go into a national database. They just use it



in a single computer for identification.) When you take your old
Jaguar to the deder to find that bug in the dectrica system, give
the sarvice manager your VMN. When you buy that round-trip
ticket to the Turks and Caicos Idands, give the travel agent your
VMN. Butifyou go to adlinic for an AIDS test, don't give them
any number at all. You will cdl them.

PREPAID TELEPHONE CARDS

Y ou've seen them advertised everywhere, but prices vary widdly.
PostNet and Target stores charge between 19 and 25 cents a
minute, and some BP gas sations have a card for 17 cents a
minute. (There have been a number of scam operations, sdling
prepaid cards that do not work, so be sure to purchase only from
a legitimate source) In addition to using them when traveling,
use them from home for sengtive cals. Since you must first dial
an 800 number, no record will go on your bill, nor will your
number show up on Cdler ID.
Avoid any card that has this sticker on it:

URGENT!Y our card cannot be used until you cdl us. Call
now from your home phone to confirm you have received
your card [followed by an 800 number].

The issuing company wants you to cal from home tee-
phone so they can capture the number and then sl it to tde-
marketing companies. Even if there is no gticker, never renew,
because you will have to furnish a credit-card number. Buy a
new card.

Unfortunately, prepaid phone cards do not work for toll-free
degtination numbers. (A Pl once tried to explain to me why this
is 50, but | don't think he understood it himsdf.) If you plan to
cdl a sengtive 800 or number such as to the FBI or IRS,
first cdl from apay phone or acdlular phone. Tdl them afriend
wants to call in from Europe and needs a regular number since



the 800 doesn't work from overseas. Then, another day, cdl the
regular number from your home, using the calling card.

Do not carry the card itself. If one of these cards is traced
back to you, dl numbers cdled from that card can be obtained
from the issuing company. Copy the correct 800 number but
ater the last two digits Use the same system for dl cards, such
as adding or subtracting some easy-to-remember two-digit num-
ber. Write this altered number down and then destroy the card.
| carry severd such numbers in my wadlet, jotted down aong
with other numbers and abbreviated notations that will make no
sense to anyone dse. For ultra-ultraprivacy, use separate cards
for separate sensitive calls, so that if the calls on one card become
known, there will be no crossover to the second party.

Warning: Do not fall for the latest phone-card trick being used
by PIs. If the private investigator has your mailing address but
does not know where you actualy live, he or she may mail you
a "free phone card." And yes, it will indeed have free minutes—
lots of free minutes. Where's the catch? These cards are issued
by a company that then furnishes the Pl with the number of
every single call you make using that card!

CALLS TO 911

When you cdl 911, your true address shows up on the operator's
monitor, along with whatever name your telephoneisin. If itis
listed in another name, will you be able to give areason for this
when the police arrive? (Even if the cdl was for an ambulance,
the police usudly arrive first) To illugrate both the problem
and the solution, consider the recent experience we had in a
western date.

| was gitting a my computer, making a last-minute revison
for this book, when | happened to glance out the window. Here
came Wadter, one of my neighbors, dragging his big black dog
on a leash, racing up to my door. He started pounding on it
before | could get there to open it.



"A horsejust fell on Julie," he exclaimed, pointing to the east
pasture, "and she broke her leg! Call 9-1-11"

At this particular home | unfortunately do have a hard line,
used only to receive incoming faxes from a forwarded 800 num-
ber, but of course | can cal out in an emergency, and Walter
knew it. Thoughts raced through my aging brain:

If / call 911 on the hard line, my call blocking will not work.
The name the telephone is in (not mine) will show up, and my
address as well (the home is not in my name either). They will
ask my name and where | live, compare it with the readout on
the computer screen, and the conversation will be recorded and
filed. While | sood at the door, hesitating not more than a sec-
ond, Wat spread his hands out and shouted, "JACK, CALL
9111"

| grabbed my cdl phone out of its charging unit and called
911.

"Thisis 911," sad a female voice, adding the name of the
county.

"I'm calling from a cdl phone and—"

"Yes, | know. What is the emergency?"

"A lady just had an accident with her horse and broke her
leg."

"Where is the location?" [|I described the generd location of
the pasture]

"How old is this lady?"

"I don't know, maybe fifty or sixty."

"Where are you now?" (I named the road and said | would
wait there here to direct the emergency vehicle.)

"What is your name and where do you live?"

"One moment please, something hasjust—" and at this point
I punched the power off on my cdl phone.

I went to the dreet and was there to direct the emergency
vehicle in on the proper lane. A neighbor was aready on the
scene with a blanket, so | evaporated before any of the crew
could ask me if | was the one that called.

Some say that the 911 system may not be able to bring a



cdl phone name and number onto the screen, but | suspect that
in some areas it can. However, even if the number did come up,
the only detalls the telephone company could have provided
would have been a common name with no Socid Security num-
ber, plus a mailing address in another date.

Earlier in this chapter, | discussed the case of a police detec-
tive's wifewho called 911 and thus revealed their true address.
They then had to sdl their home and move. But did she have
any options? | think so, and you would do well to review these
with other members of your family.

1. If they had a cdl phone (and they should have!), she could
have used that to make the cdl to 911.

2. If they had norma police and fire telephone numbers
listed by the telephone, she could have called one of them
and they would have passed on the information. Or, she
could have cdled the hospitd, or dided zero for the op-
erator.

3. Had prior arrangements been set up, she could have called
a friend who would in turn call 911 from her home, di-
recting the ambulance to such-and-such an address where
the Detective's wife was visiting.

4. When checking in at the hospital, she could have given
their ghost address, adding that she was just house-sitting
for a friend when the emergency came up.

WATCH OUT FOR THIS SNEAKY TRICK

Suppose a private investigator wants to hear you talking to your
lawyer (or migress, or whoever). He may place a conference call,
recording every word. Here is how it works. Thefirst cal would
go to you, and when you answer, the Pl punchesHOLD and then
oeed-dids your lawyer. You sart saying "Helo? Helo?' Then
your lawyer comes on the line. He recognizes your voice. Each



of you may then assume the other person placed the cdl, and
start to chat!

Remedy: When a cdl comes in from a sengtive party, and
there is some confusion about who cdled whom, ask. If neither
cdled the other, you have just had a heads-up that someone is
after one or both of you.

QUESTIONS & ANSWERS

Is there ANY alternative to calling 9-1-1 in the case of an
emergency?

Yes, cdl another number. Put a sticker on each of your
telephones with the numbers of the nearest offices for the sate
highway patrol and thefire department. Aslong asyou have cal-
blocking on your telephone, neither the patrol nor thefire sation
should be able to capture any information. Y ou will, of course,
have to reved your address if you want police or an ambulance
to respond, but not the name in which your telephone is listed.

Infact, Captain Robert L. Snow, in hisbook Protecting Your
Life, Home and Property, discuss this same option although for
another reason. He says that if you live in a high-crime area and
cdl 9-1-1 on a hot summer weekend and/or a busy day, there
may be a delay in getting a policeman to your home. He says
there have been cases where police dispatchers have listened as
a cdler was murdered before the police arrived.

Some persons under these circumstances have called the fire
department and reported a fire. "This should be done only in
desperate situations,” says Snow, "since there will likely be some
legal consequenceslater because of calinginafasefirealarm. . . .
But if you have absolutely no doubt there is an intruder who
knows you're in the home and istrying to get in anyway, there's
a very good chance you will be raped, beaten, and/or murdered.
At a time like this you can't really worry about lega niceties.
There's not much point in being completely law-abiding if you're
dead.”



How safe are public telephones?

Some of them, especidly at the bigger airports and bus ter-
minas, are tapped. There shouldn't be any problem using one
a a restaurant or bar, as long as it's not in an area known for
prostitution or drug dedling. Pay with coins or use a prepad
caling card. But be careful whomyou call—the telephone at the
other end may be tapped.

Sometimes | hear clicking noises on my telephone. |
brought in a detective to check for bugs and he said there
weren't any, but what if he was wrong? How can | be sure
my telephone isn't tapped?

If the government is after you, they will do thetap at a centra
office and no detective will ever track that one down. In fact, a
little test might be to have Detective A ingtall the best tap he
knows, and then see if Detective B can find it. (Let me know if
you do that; 1've got $20 that says Detective B will missit.) Here
is the best advice you'll ever get about telephone security. Have
a little labd stuck on every teephone that says, THIS LINE IS
TAPPED.

Can you recommend a hacker-proof answering machine?

Thereis no such thing! If | were an electronics engineer, that
would be my first project, to invent a secure answering machine.
One PI | know with sSx agents says this is humero uno on his
wish lis—a number where his agents could cdl in to leave and
pick up messages in absolute secrecy.

The truth—sad to say—is that a number of companies sl
answering-machine code breakers that can break into a machine
in about ninety seconds. Also, government agents have some in-
teresting equipment, as outlined in Manhunter, a book by U.S.
Marsha John Pascucci. Hewas in England, tryingto get Scotland
Yard to put atap on a certain producer's phone. They refused.

"After we struck out on the phone tap," says Pascucci, "I
caled the producer's house to see if he had an answering ma-
chine. He did. So | had my computer guys make me a list of dl



possible three-digit access codes. Findly we hit the right number
and started monitoring his messages.”

How can | turn off the "redial” feature on my telephone?

You mean, so no one can check your telephone in your ab-
sence, to see who you last called? Although this feature cannot
be turned off, it can be easily defeated. When you finish your
cdl, hang up. Then pick up the receiver, lisen for the did tone,
and punch in a single digit. Then hang up. If anyone checks the
"last number cdled,” dl they will find is that single digit.

Can international telephone calls be monitored without a
warrant?

Of course, because they are beamed by microwave, and there
is no law against monitoring microwave transmissions. The Na-
tional Security Agency (NSA) does this dl the time.

I am in serious need of privacy but | also need a moni-
tored burglar alarm, which requires atelephoneline. Any sug-
gestions?

For serious privacy, | advocate having no hard-line telephone
in your home at al. As for burglar alarms, even if the telephone
lines are buried and not easly accessible, crooks can find a way
around this. One way is to locate a junction box and cut the
service to an entire neighborhood . . . including yours. Alarms
are avalable that connect your alarm system to the monitoring
center by radio waves—no way to cut those out. Also, as | said
earlier, keep a cell phone close by, in case you need to cdl the
police.

How can | send afax without having my machine print a
heading?

Many stand-alone models do print a heading, and this cannot
be turned off. You may wish to set the machine to print an x or
azero for everything. Or, insert an addressin aland far, far away.
Be sure to st the fax's internal clock to a time zone that will
match the foreign address.



If you send faxes from your computer, you should be ableto
&t it so that there is no heading whatsoever. Use the fax machine
for receiving only.

Warning: According to the Telephone Consumer Protection
Act of 1991, it isunlawful for any person to send afax unlessthe
fax clearly contains information that includes (1] the date and
time it was sent, (2) the name of the person or busness sending
the fax, and (3) the telephone number of the sending machine.

However, in my opinion as alayman, not alawyer, the warn-
ing can be taken as a very mild one. The above law is violated
thousands of times a minute and | have never heard of it ever
being enforced. (If any reader knows otherwise, please contact
me with the details))

IfI have Caller 1D, will it always show the true number of
an incoming call?

Usudly, but not dways. There are hundreds of telephone
companies out there, and each operates differently. For example,
suppose you live in Los Angdles. Vito, a cdler who lives near
you, might have a friend in New York temporarily forward his
telephone to your number. Then, when Vito cals the New Y ork
number and it forwards on to your telephone, your caler screen
may show the New Y ork number.

More commonly, you may get false readings when called by
any government agency. Although this is supposed to be a seore,
Mickey Hawkins, head of the FBI officein Tulsa, Oklahoma, inan
interview for an articlein the July 5, 1999 Los Angeles Times, is
quoted as saying, "We use a device that gives a different number.”

What wouldn't | give to get my hands on asimilar device. . . .

There is, however, one way to indicate you are caling from
a location other than your own. The hard part is to find the
location; therest is easy. If you have a faraway friend who'll put
in an extra line for you with cal forwarding (offer to pay his
complete basic phone bill every month), have the phonejack for
that line hidden in a closet there. Your friend uses a phone at
that phone jack just long enough to forward dl cdls to your



home number, then unplugs it. You will, of course, pay long-
distance charges from your friend's home to yours.

What is a "trap line"?

A trap line is a toll-free number used by private investigators
to identify the location you are calling from. As soon as the target
makes a call, the company providing this service contacts the Pl
to report the number and location of the incoming call. Remem-
ber, snce the trap line number starts with either 800 or 888,
you cannot block the transmission of information.

If you are the target and the PI has only your mail drop, he
may send you a convincing postcard or letter, asking you to ei-
ther cal him or send a fax. If you call or fax from home, he's
got you.

Or, perhaps he does not have an address for you but he does
have a telephone number for a friend or relative. He will cal
them while they are away at work, hoping for an answering ma-
chine. If there is one, he will leave a message—have so-and-so
cal me before tomorrow midnight! "Urgent, there is a deadline,
can't wait!"

On the other hand, in the case of a dispute between husband
and wife, the wife may go to a PI to find out if hubby redly is
"working late,” or "on abusiness trip.” In this case the Pl knows
his address and home telephone number, but he wants to know
where the husband is at the times he is absent. Assume the hus-
band carries a beeper. The wife gives this number to the Pl and
explains how to mark it urgent. During the next suspicious ab-
sence, the Pl cals the beeper and gives the trap line number.
Perhaps the husband was supposed to be on a trip to Sacra-
mento, but the cdl comes in from the Kit-Kat club north of
Reno.



HOW TO FIND AND USE
NOMINEES

Panic comes suddenly like thunder from a blue sky. No
shrewdness can foresee and no talent avert it.

—MATTHEW SMITH

As you know, an attorney filing a lawsuit may name anyone he
pleases. For instance, if he is suing a corporation, he may name
the directors, the officers, and even the part-time secretary who
writes the checks.

No matter how innocent you are, if you are named, you have
to defend yoursalf, and that cogts time, money, and extreme ag-
gravation.

So then, if you wish to remain invisible, your name must not
surface anywhere. Isthat difficult? Yed Butisitimpossible? No,
but you cannot do this alone. When panic grikes like thunder,
you will want a nominee to take the drikel

The dictionary definition of nomineeis, "A person named, or
designated, by another, to any office, duty, or position; one nom-
inated, or proposed, by othersfor office or for eection to office.”
As used here, a nominee is someone who will do your bidding



like a puppet on a gtring. (No, don't name your dog J. Pierpont
Morgan and use him—the nominee must be able to either sgn
documents or give ora or written permisson to you to sign for
him.)

Further information about running a low-profile business—or
even one that is invisble—will be covered in Chapter 15. What
will be discussed here is the sdlection of a nominee.

A nominee is someone you "nominate” to take your place.
This could be another person who takes your place as the ap-
parent owner or manager of a company you own. More often, it
will be a person who—on your behaf—opens a bank account,
obtains a cdlular telephone, or sgns up for your utilities.

Who might be an ided candidate? You may aready have
someone in mind, but if not, here are a few suggestions:

» A homeess person who has not filed a tax return since
Truman beat Dewey.

* That illegal Guatemalan whom a friend hired to take
care of the kids.

* The town drunk, who sobers up just long enough to sgn
some "papers’ in return for a case of Thunderbird.

* A relative or dose friend who will do this as a favor.

» Someone who owes you money, is not in a position to
pay you back, and would act as nominee in return for
clearing the loan.

On the other hand, here is who not to use:

* Do not use a lover or a mistress—when the affair goes
sour, he or she will see you drawn and quartered!

* Do not use an unwilling candidate. Example: "Look, Bill,
either | name you as a member and you give me a nota-
rized power of attorney, or I'll tel your parents about the
time the police nailed you in that XXX movie place"

This is blackmail.



Whatever the case, you should choose someone who has no
asts, otherwise known as "judgment-proof.” Then, when alaw-
yer discovers there are no assets to recover, no lawsuit will be
filed.

Age: From time to time | do use a young person, especidly if
from Spain or Mexico. However, dl dse being equal, older is
better and redlly old is best. There are severa problems involved
in using young persons.

For one thing, athough broke now, they may get their ducks
in arow and start making money. Or they might inherit money
when their parents or grandparents die. Or they might be injured
in an accident and receive tens of thousands of dollars in com-
pensation. At that point, they would not be judgment-proof.

QUESTIONS & ANSWERS

Is a nominee something | should consider, even though |
am not in business?

Yes, of course. A nominee can help you make a smooth
trangition to privacy. Imagine, for example, that you decide to
move to another location, even if close by. You ask your aunt
Bertha from Presque Ide, Maine, to travel to your area and help
out. Here is what she can do:

* Sign the new lease.
» Get dl utilities in her name.
 Order normal telephones, a cell phone, and a pager.

» Get a ghogt address that is to serve for both you and her.
(It will actually be yours only.)

Where required, a deposit will be paid rather than giving a
Socia Security number. Have her open a new account and turn



the account over to you. From this point forward you will send
dl deposits by mail.

If you die before she does, she will own the account. But
that's fair, is it not? However, if you are worried about her un-
timely death, then using her as the sole member of a limited-
liability company may solve any complications that otherwise
might arise in such a case, as she could leave the membership to
you in her will. (See Chapter 12)
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USING A TRUST FOR
PRIVACY

To have is nothing. To keep is all.
—UNKNOWN

Before writing about trusts | searched the Internet for any ref-
erence whatsoever to forming a revocable trust (or "living trust™)
soldly for purposes of privacy. Thousands of references to revo-
cable trugts (inter vivos) scrolled across my computer, brought
up by Magelan, Yahoo!, AltaVisa, Excite, Elnet Galaxy,
InfoSeek, WebCrawler, and Lycos. | can and do read small print
rapidly, but after three hours and forty-two minutes | caled it
quits.

Unless my skills at Boolean searches need an update, not one
attorney out there in cyberspace discusses privacy astheprincipal
reason for the formation of a revocable trust. (By revocable |
mean you can change your mind and cancel the whole dedl.)

Abandoning the Net, | next rechecked the indexes of those
rare books in my library that happen to have an index. One book
on as=t protection does have an index and it does ligt two ref-
erences under the word "Privacy." The first reference doesn't



apply to secret ownership of assats within the United States,
however, and the other, on page 117, merely says, "Deploy your
asets and investments in a way that requires the leest amount
of detailed information on your tax returns.”

So |, a nonlawyer, am on my own here. If you aready un-
derstand terms like grantor, trustor, settlor, trustee, and benefi-
ciary, you may wish to skip the information that follows.
Otherwise, if your knowledge about trusts is a little fuzzy, then
perhaps the following will help. But, remember, al | can provide
is my best understanding as a layman, which is no subgtitute for
professional lega advice.

WHAT IS A TRUST?

A living trust is a legal document that resembles a will. It con-
tains your ingructions for the digtribution of the your assets
when you die. By "assts" | refer to your home, vehicles, bank
accounts, stocks and bonds, copyrights, and so on. Trusts can be
broadly categorized as either testamentary trusts or living (inter
vivos) trusts. A testamentary trust is created within a will and
takes effect only at death. A living trust is atrust that you create
during your lifetime, and that is what we are discussng here.
Besides keeping your affairs private during your lifetime, if al
your assts are in a living trust when you die, you completely
avoid probate and thus your privacy extends beyond the grave.

The reason that atrust is so private is that it is never recorded
with any county, city, state, or federal authority. There is a doc-
ument in your lawyer's office and one for your files. That's it.

Think of atrust as a holding pen, a place where you put your
asdts before they are released—after death—to the people or
organizations that you designate. Because you and the trust are
separate legd entities, anything you transfer from you to the trust
becomes property of the trust. The trust then holds the property
for your benefit, or for the benefit of those whom you designate.
It conggts of four components:



e The grantor, who cregtes the trust. That's you and/or
your wife.

 The beneficiaries, who will eventually receive the assats.
Thisis often your spouse, and after the death of your
soouse, your children.

e The assts which are the properties transferred to the
trust.

 The trustee, who is the person or entity that manages
the trugt's assets and digtributes the property according
to terms established by the grantor. Even though you are
the grantor, you can dso be the trustee, and thus be in
charge of al assets in the trust. When you die, of course,
someone ese must take charge, in order to pass the as
s=ts on to the beneficiaries

The trust here being discussed is a revocable trust, which
means you can change it at any time.

HOW A REVOCABLE TRUST IS FORMED

Let's say your name is Grant and you wish to prepare a docu-
ment ("trust™) that will hold property just as if it were in your
own name. Frg, make arough draft on your own, based on what
you hope to accomplish. Then, take it to your lawyer for review.
(Cdl him "counsdor" or refer to him as your "attorney," snce
lawyers didike the word "lawyer.")

Tdl him or her you want a smple, revocable trust solely for
privacy, both a short form and along form, and would he please
look over your rough draft? (You don't need a draft, of course,
but you save money by not having him start from scratch.) He
asksyou afew questions. (I just named you "Grant Settler” and
gave you a wife, "Trudy.")

Grant, who's going to form this, you and your wife?
"Yes Trudy andme."”



And if both of you should die, who will get whatever the trust
owns?

"My niece Benita Ficiary."

Who will be in charge of putting things into the trust, and taking
things out?

"Meand Trudy, isthat OK?'

That's fine. And should you both die, who should then take
charge of the trust?

"Um, let's put Gordon Goodfriend.”

And if Gordon dies?

"Wdl, put, uh, let's see. Mary Secondoousin. (In the unlikely
event that all the beneficiaries die, the assets would then pass
into the estate)

No problema. I'll have it ready Tuesday. A hundred fifty will
cover it. Oh say, we need a name. How about "Settler Family
Trust"? (Does this lawyer have a room-temperature 1Q?)

"No, do not, repeat, NOT, use my name. Let's name it after
Trudy'slategreat-grandfather and cal itthe\W adysl aw Truszowsky
Family Trust." (You reach for apen to write out the name.)

Listen, Grant, maybe there's someone still alive somewhere with
that name, and there's a chance this could causeyou trouble. (Oh-
oh, the attorney now earns a brownie point.) Where were you
bom, Trudy?

"On a farm," says Trudy, "north of Moonshine Junction,
Montana. But the generad store burned down in 1952 and now
the town doesn't exist anymore."

All the better] Let's call this the "Moonshine Junction Trust."

"Yeah, that has anice ring to it," you answer. "See you Tues-
day then, counsdor. Have a good day."

The lawyer will give you both a short-term and a long-term
form of the trust. The long form is to keep in your files. The
short form, with lessinformation, iswhat you will present (when
asked) to your bank, at the Motor Vehicles Department, at the
titte company, or wherever. The purpose for thisisto prove that
you are atrustee and have the authority to sSgn on your own.



DO NOT ASSUME ANYTHING

"Do not assume anything,” | tel my dients, "when you put a
title into a trust.” That's what | tell others and that's what |
generaly practice, but last year | was caught. A certain "leading
lawyer" in aWestern city was to act on my behaf in the purchase
of some rural acreage. | clearly explained my viewpoint on pri-
vacy and that the title deed must be in the name of my trust
only. The actua cotrustee (me) was not to be listed. (Sometimes
| get by with this, sometimes not—nbut if not, | expected him to
cal me for ingructions.)

Nevertheless when the title was recorded, it appeared my
name was listed as trustee. | flew in to this city and went straight
to the county courthouse, where | asked the clerk in the asses
sor's office to check the property list on her computer for any-
thing owned by a"J. J. Luna." Ten seconds later my name was
onthescreen: J. J. Luna, trustee, R—Trust!

When | stormed into the lawyer's office | got stonewalled—
he sad it certainly wasn't his fault, he "had to lig the trustee,
everybody knows that!" If | wanted the land retitled, 1'd have to
pay him at his usual hourly rate. Hah!

Here is what any dimwit so-cdled lawyer not more than two
tacos short of a combo plate would have done, if told a the
courthouse that they had to list a trustee:

1. He would mumble something about incomplete data and
retreat.

2. He would then call me with these suggestions:

(@ Allow him to lig the aternate trustee (in this case my
wife, using her maiden name), or

(b) Suggest | get a new cotrustee and ligt that one, or

(0 Have him title the land with one of my other legal
entities, or

(d) Furnish the name of a temporary nominee—perhaps
himself.



3. Until he had my answer, he would have done nothing.

The only reason | do not lig this lawyer's name is that d-
though | transferred the land into another name (on my own),
he knows the location and thus the details. But other than with
this poor excuse for a lawyer, I've had no problem with any of
our trusts.

A REVOCABLE TRUST IS NOT COMPLICATED

Don' let lawyers or authors confuse you with obscure terms. A
revocable trust, when formed mainly for purposes of privacy, is
smple. If your lawyer confuses you and tellsyou never mind the
detalls, you may wish to change lawyers. Points to remember:

* Although not a do-it-yoursdf project, this is not, or
should not be, expensive. Maybe $250 tops.

* There are no annual fees.

* There is no record other than the "short form™ copies
you choose to give to your bank, the DMV, or atitle
company.

* You can revoke (cancel) the trust at any time.

* It does not affect your tax return; you treat the asset as
your own.

* There are ancillary benefits in case of death, which your
lawyer will explain.

There is of course no asst protection with a revocable trust,
nor are there any tax savings, but we are here discussing privacy
only.

If you want protection and savings added in, then we'll fast-
forward to my absolute favorite kind of irrevocable (unchange-
able) trust.



THE CHARITABLE REMAINDER UNITRUST

Although little known just five years ago, this unique entity's
fifteen minutes of fame is fast approaching. Unlike the assetsin
a revocable trust, once you make a donation to a charitable re-
mainder unitrust the assets are beyond the reach of anyone. If
you are sued and a judgment is filed againgt you, or even if you
file for bankruptcy, the assats cannot be touched because thisis
an irrevocabl e trust—you can never changeit. You'll get tax-free
capital gains (if gpplicable) and a huge tax deduction. The trust
will earn tax-free income and will pay you a high rate of interest
for aslong as you (and a surviving mate, if any) live.

Although setting up a charitable remainder unitrust is not a
do-it-yoursdf project, if you have highly appreciated assts the
legal fee, which may be about $3,000, isworth it. (See Chapter
15, the mail-order business from Nevada.) Just be sure you use
an experienced lawyer who has already set up many such trusts.
For the annual tax returns (no tax is ever due), find a CPA who
has references from others who have similar trusts. Itisvita that
the calculation of the annual amount withdrawn is correct.

QUESTIONS & ANSWERS

What about " common law" trusts—are they for real?

| am sometimes asked about "congtitutional™ or *common law"
trusts. Some think that they can legdly avoid paying income
taxes by using these trusts, and cite various United States
Supreme Court decisions in support of their position. There is
no legal foundation for any such claims. About three years ago,
an article in the Colorado Lawyer reported that the IRS was
conducting a nationwide program to examine these trusts. Not
a good sign, folks. Forget about common law trusts.

What about " unorganized business trusts' ?
The infamous UBTS? Same answer.



STRANGE USES FOR
CORPORATIONS

Don't ask the barber whether you need a haircut.
—FIRST LAW OF EXPERT ADVICE

Do not ask lawyer whether you need a corporation, nor take the
advice in just any book. You could spend $10,000 on books
about corporations and incorporating, and take three months off
work to study the laws of the fifty dates and the Didtrict of
Columbia. At the end of that time you might be even more
confused than you were at the beginning, so here is how I'm
going to cover the subject of corporations in this chapter:

First, I'll define what a corporation is, in the smplest way |
can (overamplified where necessary), just to be sure you have
the general idea of what a corporation is, and isn't. 7 will discuss
the standard or "C' corporation only because with the advent of
limited-liability companies, "S' corporations are en route to the
mor gue.

Second, I'll cite examples where even the "experts' display
their ignorance. This will encourage you to press on, learn this
section by heart, and at the next cocktail party you can maybe



even tdl an F. Lee Bailey-type of lawyer a thing or two about
the very best sates in America for privacy.

Third, I'll explain how | mysdf have used corporations to
accomplish what otherwise couldn't have been legally done, and
then I'll cite examples of how others have been able to attain
specific goals via corporations and limited-liability companies.

Fourth, I'll discuss which date is the best for incorporating,
and review my reasons for not recommending Delaware or Ne-
vada.

Fifth and final: The moment of decison! By this time you'll
have decided if I've walked the walk or just talked the talk. If
the former, then you'll want to pay attention to what follows.

Note: Much of what | say about corporations could also apply to
limited-liability companies (caled LLCs—see Chapter 12). Just
keep in mind that both of these legd entities are like the puppet
| am about to describe. Think of a corporation as a brother whose
twin fraternal sger is an LLC. Both persons are very smilar,
same family, same traits. It's just that under certain circum-
gtances the anatomical differences must be considered.
OK, fasten your seat belt and let's roll.

WHAT IS A CORPORATION?

A corporationislikealegd personwho isbornin aspecific place,
cdled a domicile. The domicile is the state where the corpora
tion was registered. For example, if you form a corporation in
Illinois, you can do business with it in Horida However, you will
register it there as a "foreign” corporation because the domicile
does not change. It remainsin lllinois.

A director is appointed and this director can tdl this legd
person what to do. In other words, the corporation is like amind-
less puppet, and thus needs a director to pull the strings. The
puppet can be owned by other persons, or by other lega entities,
or by the director. (If it is not owned by one director, then the



owners—called shareholders—can fire the director and hire an-
other one to pull the strings)

This puppet can do most anything you can, and often—as
well sse—it can do things that you cannot. Further, if someone
tries to bomb you back to the Stone Age it's the puppet that
gets zipped into a body bag. Or, if someone sues and gets a
judgment for $500,000, the only money at risk is what's in the
puppet's pocket. Your private assets are safe. We are talking se-
rious privacy here,

The above assumes you have capitalized your corporation
with a reasonable amount of money, kept proper books and
minutes, and have not mingled your own funds in with the com-
pany. Otherwise, in legalese, you may be accused of undercap-
italization, and/or maintaining the company as your dter ego.
Should such be the case, someone suing you might thus be able
to "pierce the corporate veil."

This is one area where alimited-liability company has a huge
advantage over the corporation, since bookwork and protocol are
far simpler with an LLC.

"EXPERTS" DISPLAY THEIR IGNORANCE

I've met afew good lawyers in the Canary 1dands and many bad
ones, which paralels my experiences with American attorneys.
The U.S. has the most competent attorneys working side by sde
with the least competent, and the latter outnumber the former
666 to 1. In fact, given a choice between the most competent
paralega and the least competent lawyer, I'll take the paralegal
in a heartbeat, so let's have alittle chat about U.S. lawyers, dong
with other experts real or imagined.

In 1988, | flew from the Canaries to Nevada to set up two
corporations in that state. [I no longer recommend Nevada, but
a that time it was satisfactory.] In Carson City | met with one
of the city's leading attorneys to have his office act asthe resident
agent, rather than going through one of the "incorporation mills.”



In the course of a low-cost lunch at the Carson Nugget Casino,
| asked this lawyer if he'd kindly name a few of the more unusual
uses for the many Nevada corporations he'd formed over along
lifetime. That is, uses other than the ones in dl the books. (Li-
ability protection, tax savings, prestige, continuity, etc.) Well. . .
this lawyer couldn't think of any unusual uses, not ond | won't
name him here because I've since put this same question to other
American lawyers and they pretty much don't have any origina
ideas ether! In fact, a year ago | asked an old-time corporate
attorney in Albuqguerque (licensed dso in Utah, Wyoming, and
New York) how many dients hed had over the years who
formed a corporation specificaly for the purpose of privacy.

"Uh, | guessmaybe...um. .. none"

"None a all?' | said. "l can scarcely believe it."

"Wadl, maybe it was my fault," he admitted. "To tell the truth,
| never thought about it, never gave anyone a chance. Just told
‘'em they had to lig this, lig that, put down everything . . ."

Guess which attorney | didn't use in Albuquerque? But let's
not leave out experts and accountants. An astronomical number
of accountants—especialy CPAs—know far less about corpora
tions than they clam to know, and few authors come out well
when they write about incorporating. Here is a recent example.

My good friends Pat and Patty Lindquist, who build houses
under their own name, asked me to recommend a good begin-
ner's guidebook to teach them about corporations in general. |
sad I'd pick one up. A few weeks later | happened to be staying
a the Waterfront Plaza Hotd in Oakland, on Jack London
Square. | had some free time so | walked across the sguare to
the Barnes & Noble bookstore there, to check out the business
section. The best of the wordt, on the subject of incorporating,
was a well-known book by a recognized author.

| bought this book, the newest ninth edition, but before | gave
it to my friends, | flipped through it. On page 22, it reads, "All
corporations must have a word like Company, Corporation, In-
corporated, or their abbreviations in their titles" | have person-
dly formed forty-seven corporations in the United States with



none of those words at the end. It can 4till be done in this current
year 2000. As for other advice, on page 39, the author says that
both savings and checking accounts "require the impression of
your corporate sed.” This is Smply not so—ask any banker. Also,
on the same page, the author days, "Start your corporate checks
with high numbers, like 626 or 340. It makes your corporation
look like it's been established for years."

For years? With a three-digit number like 626 or 340? | cur-
rently start dl my company bank accounts with at least a high
four-digit number and often with 15001 or higher. This is an
easy way to "age' your company.

On page 45, referring to limited-liability companies, the au-
thor says, "LLCs require at least two members ... so if you are
a single entrepreneur or professiona, you may wish to form an
S corporation instead.” Many gates alow one-member LLCs,
and S corporations [a tax option where corporate income flows
through to the owners] are dying.

Nevertheless, | do not mean to put the author down. On the
contrary, if al you want is an introduction to the garden-variety
uses of corporations, then | recommend the book. | merely add
this caveat: skip her comments on check numbers, corporate
Seds and LLCs.

Speaking of LLCs, be very cautious about getting informa-
tion on these companies from just any lawyer. Why do | say
this? Because of bad experiences with lawyers who hold them-
seves out to be experts in a certain field, and yet lack crucia
knowledge in that very field! A persona experience will serve as
an example:

Four years ago, | needed to clarify a point of marine law be-
foreforming an LL C that would take ownership of asmall yacht.
It was to be based in Point Roberts, Washington, which gts on
a little tip of land jutting into Puget Sound from British Colum-
bia. | therefore made some cdls to legd organizations in the
Seditle area, asking for the absolute expert in marine law in the
Northwest. It was agreed that my man was a certain attorney
near the Canadian border. | cdled this lawyer to discuss what |



planned to do, but at the instant | said ownership would be taken
with a limited-liability company he interrupted me.

"Y ou mean a corporation.”

"No," | sad, "it hastobe an LLC."

"Same thing as a corporation.”

When | tried to correct him, did he admit he might be awee
tad behind the times? No! He insisted that there was postively
no such thing in the state of Washington. The next day | made
a copy of the Washington LLC datutes that | had in my files
(they took effect October 1, 1994) and sent this to him by pri-
ority mail, asking for his comments. No answer was ever forth-
coming, nor is one expected—one dass you will not find in many
law schools is Common Courtesy 101.

UNUSUAL USES FOR CORPORATIONS

There are many usesfor corporations and L L Csthat your lawyer
has never heard of, but which may spark an idea of your own.
The two examples that follow are culled from my dients in
Europe who use American corporations and LLC for various
reasons—usually privacy. Over the years, | formed more than
1400 U.S. legd entities for them and the principas involved
apply equally well for those of you who live in the United States.
If any of the true experiences that follow inspire you to come
up with your own unusual use, please let me know. | may in-
corporate your idea in the next edition of this book.

Firg, dlow me to explain the difference between United
States and European corporations. In the U.S., corporations are
tied not just to the country but to an individua ate or the
Digrict of Columbia, thus giving you a choice of fifty-one dif-
ferent sets of datutes and regulations. Not so in continental Eu-
rope, where there's but one choice per country, none of which
is appetizing. Often, $10,000 or more has to be posted perma-
nently as a cash bond, and getting the right kind of name may
be impossible. There are literally thousands of names acceptable



in the United Saes that are verboten overseas, and as you read
aongin this section, | urge you to think not only about unusual
uses, but unusual corporate names as well.

Can't get no respect

My client Lazlo K. from Budapest started purchasing some sort
of product from Russia (I didn't ak for details) and exporting it
in containers. One container was shipped to Mombasa, Kenya,
on the east coast of Africa.

The port authorities wanted a large bribe to get the container
released, higher than the Hungarian was willing to pay. The con-
tainer therefore sat on the dock for five long months. There was
no political solution, as Hungary gets no respect in the interna-
tiona world of commerce. Findly, in desperation, the bribe was
paid. This wiped out most of the profit on the shipment, and
there was more bad news—with the origina order, Lazlo had
committed himsdf to sending two more containers to Kenyal
Can this story have a happy ending?

Yes, but only because | formed in the United States, on his
behalf, the New York International Container and Air Freight Cor-
poration, with Lazlo as sole director. He then shipped the next
two containers, not in his own name, but in the name of the
New York International Container and Air Freight Corporation.

The two containers arrived in Mombasa, Kenya, and the Hun-
garian flew in aday later. This time hisfirst vist was not to the
port area but to the American consulate. He presented his ship-
ping papers, identified himsalf as the director of the New Y ork
International Container and Air Freight Corporation and ex-
plained some previous problems he had had with port authori-
ties. The American consul made just one phone cdl on his
behaf, and the containers were off the dock within forty-eight
hours.

Lesson to be learned: If you, like Rodney Dangerfidd, "can't
get no respect” in the business world, consider an upscae name.
(The example just mentioned would have worked equaly wel
as a limited-liability company.)



PRESTIGE

When conversation among friends starts to drag, | sometimes pep
it up with this, the strangest corporate-name case I've come
across so far. Here's the story: At the end of February 1992 |
recaived a faxed order from Achim Eckd, a dient in Germany
who had previoudy purchased severa U.S. corporations. In his
previous orders he'd used routine German-language names with
"A.G." as the corporate identifier, but this time was different.
The name section of the order blank wasfilled in with five words,
asfollows:

EUROPEAN BANCORP DOCTOR ACHIM ECKEL

| thought an error had been made in this last order, so | faxed
Eckd back for confirmation. Did he perhaps mean the corporate
name was EUROPEAN BANCORRP, but he, Dr. Achim Eckel, was
to be listed as director? Or perhaps some punctuation was miss-
ing? Back came the answer: Form the corporation as shovmm No
punctuation. No listed director.

OK, no problem, even though | failed to understand the logic
behind the name. (Looking back, | wonder how | missed it.)
Later on, | got the story from a man who knew my client well,
but first, some brief background about Germany and Germans.
The basic laws that exiged in Adolf Hitler's Germany are ill
the laws of Germany today—most of the laws did not change
after World War 1. And one of Hitler's laws, passed in the
1930s, was that no German could cal himsdf a doctor unless he
was a doctor. If he did, the penalty for thefirst offense was one
year in jail. Therefore, no German would ever cal himsdf a
doctor without the proper degree, right? Uh, not necessarily.

It may be difficult, if you are American-born, to understand
the German craving for a title, but for some Germans it is an
obsesson. In fact, I've earned enough to pay for afew semesters
a the Univerdity of Heldelberg by forming corporations with the
word "Univergty” in the name. The German client then gives
himself a work contract and prints up new business cards with
PROFESSOR before his name!



The absolute best title, however, is doctor, and if a German
isadoctor, | never fail to address him as such. Even there, | was
caught off base once. A fax came in from Berlin with some ur-
gent questions about bearer shares. It was from a Doctor Doctor
Klein, someone new. | hurriedly answered his questions, address-
ing him, of course, as Dr. Klein, as | thought the second "doctor"
was atypo. Big mistake. Back came afax within aminute. Mes-
Qe

"Sr, | am not Doctor Klein. | am Doctor Doctor Klen!™

He clamed to have titles in two fields, and thus must be prop-
erly addressed as "Doctor Doctor.” That was the way | addressed
him in dl future faxes, although I've privately wondered if he
might not be a candidate for two years in a German jail—one
year for each "doctor."

Now, after hearing more about the German psyche than you
wanted to know, we return to the strange case of the EUROPEAN
BANCORP DOCTOR ACHIM ECKEL corporation. As | learned
later, Achim Eckd never was and never would be a doctor. Nor
did he wish to cdl himsdf a doctor and run the very real risk of
ayear injail. The U.S. corporation solved his problem. He sts
in his office in Berlin. The telephone rings and he picks up the
receiver. Notice the accent and the pause when he identifies his
business.

"EUROPEAN BANCORP!" [pause]. "Dr. Achim Befell"

Would you not then address him as Doctor Eckel? Of course
you would, and—not knowing the history—so would I. Happily,
there is no law in Germany to condemn Ecke if it is only other
persons who call him a doctor.

Lesson to belearned: Would you liketo be called "Judge'? Or
"King," or "Presdent for-lifeé"? Now you know one way to go
about it.



DELAWARE AND NEVADA CORPORATIONS

Asyou know, ads have been running for decades advertising low-
cogt incorporation in Delaware and, to alesser extent, in Nevada.
Hundreds of thousands of corporations have been domiciled in
these two gates, many for as little as "$19 plus cogs.” For this
reason alone | didike these two states. Yes, | know that many
huge corporations are based in one of these two dates, but the
usual implication is that anything from Delaware or Nevada is
some sort of Mickey Mouse operation. Just ask any judge, private
investigator, or courthouse clerk.

Delaware has an income tax, so if you plan to accept income
in the state of domicile, Delaware is out. True, Nevada has no
corporate income tax as this is written, but they have been qui-
etly raising feesfor years, and now have both afranchise and an
employee tax. Some Nevada incorporators claim that Nevada is
the only date that does not give information to the IRS. Of
course they don't. Nevada does not have a state income tax, so
what would there be to report? Neither do Alaska, Horida, Wy-
oming, South Dakota, New Hampshire, or Texas.

For privacy and—in some cases, tax savings—Wyoming is
presently the state of choice for a corporation. Directors need
not be listed in the articles of incorporation and, unlike Delaware
and Nevada, Wyoming does not require a corporate identifier.
As has been previousdy mentioned, you can hame your corpo-
ration (for example) "Johnny Johnson" [no "Inc."] and no one
will know this is a corporation unless you choose to tdl them.

Now then, let'stalk about money. Are Delaware and Nevada
really "low-cogt"? Certainly not Nevada. Many incorporatorsfail
to mention the additional fee for the Nevada state form for listing
directors. Some do not to mention the franchise fee. One prom-
inent Nevada incorporator does a brutal hard sdl for an "office
plan" (i.e, an address and telephone number for the corporation
in Carson City). The cost for a two-year contract is $250 per
month. Then, when the customer realizes he doesn't need or



want that, and stops paying, he is promptly sued via their in-
house lawyer!

According to one of my clients in Livermore, California, the
post office has on occasion refused to deliver mail to corporations
with Nevada addresses unless the company files a specia form
identifying every corporate officer with his or her home address.
Further, the Nevada state offices now have a 900 number for
tracking down the names of corporate officers. The cost isjust
$3.50.

As for Delaware, advertised low cogs include neither a cor-
porate kit nor other extras, and the companies make money in
the long run by charging high annual fees for the required resi-
dent agent.

If you are going to incorporate at dl, and if you plan to do
business with the corporation in your home sate, then the log-
ical choice may be to incorporate in the state where you live.
This is because, if you use an out-of-state corporation in your
home state and wish to have liability protection, you will need
to regigter that corporation in your own state anyway. Thus, you
will be paying annual feesto two states.

However, | know of only two unusually good reasons to use
a corporation rather than a limited-liability company. Oneis for
the tax savings and perks (such as amedical plan) available with
a C corporation ("C" is an option with the IRS where the cor-
poration is taxed separately), and the other is to use a name with
no ending (Inc., LLC, etc.) toreveal that it is alega entity rather
than area person. This latter option is not available to limited-
liability companies. They must endin LC or LLC, or similar.

Otherwise, for purposes of privacy, flexibility, and minimum
bookkeeping, | strongly recommend a limited-liability company.
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LIMITED-LIABILITY
COMPANIES (LLCs)

It may take some searching, but there's a lid for every
pot.

—ANONYMOUS

Mary L——was a schoolteacher who lived with her husband and
four children near Seattle, Washington. In the early 1990s Mary
purchased a gray Volkswagen Fox. In al innocence, she titled
the car in her own name. Not in her wildest dreams—or night-
maresl—could Mary have foreseen the bitter consequences of
driving a car with plates that would show up in the computer
with her first name, middle initial, and last name.

Y ears passed. Unexpectedly, Mary fell in love with one of her
sudents, athirteen-year-old boy. Despite being married, she was
unable to control her emotions. One thing led to another and
Mary found hersdlf pregnant. In 1977, the affair became known.
She was arrested, jailed, and sentenced to eighty-nine monthsin
prison. Given her lack of acriminal record and the fact she posed
no threat to society, Mary was released on parole. One of the



conditions of the parole was that she would not contact her
young lover without permission from the authorities.

Mary carried a pager. The father of her future child, unable—
or unwilling—to stay away from Mary, sent her a page with the
number of a pay phone. She caled him back. That same evening
she picked him up in her little gray Volkswagen Fox.

They went to a late movie, Wag the Dog. Then Mary parked
her Volkswagen along a dreet near her home and they talked
into the early-morning hours. Mary had already packed and had
hidden money and her passport in the car. They apparently made
plansto flee Seattle together and to make anew life far, far away.

At that point, was there any obstacle to their plans? The pa-
role board had no idea that Mary was violating parole. She was
not wanted by the police. No one else knew of their plans to
flee. Nor was society in danger.

[Imagine background music to the movie Jaws.]

At 2:45 A.M., Sesttle policeman Todd Harriswas on aroutine
patrol. He passed a car that was parked along the curb. The
parking lights were on. The windows were steamed up, but it
appeared there were two occupants.

There was no sign of misbehavior. Nevertheless, Harris noted
the Washington license plate number as he drove by. As he con-
tinued on his patrol, he ran the number through his computer
to make sure the car had not been reported stolen. Severa blocks
later the name of the registered owner came onto the screen.
The car was legdly registered and was not gtolen, but he rec-
ognized the name from reading about the case in the newspapers.

Mary K. LeTourneau.

Officer Harris returned, and asked for ID. The two occupants
were Mary and the boy.

The boy was taken home. Mary was taken to the sation, then
arrested for violation of parole. On Friday, February 6, 1998, the
judge revoked her parole and sentenced her to serve the full eighty-
nine months. Leaving aside the morality of meeting with the father
of her child, hereisthe lesson | want you to draw from this story: At
the time Mary titled the car, there was not—could not have



been—the dightest indication of the troubles that lay ahead. But
who among us can guarantee that quiet waters will never see a
storm? [See my own experiences in Chapter 13)

After the LeTourneau sentencing, | sent a notice to al my
clients in the United States and Canada with this headline:

SEVEN YEARS IN JAIL FOR NOT
USING A LIMITED LIABILITY COMPANY!

You will often hear that a limited-liability company is some-
thing "new," but this refers only to the United States. In Europe,
LL Cs have been used for more than a century and, as mentioned
previously, | myself formed my first one in Spain in 1972. As |
sad in Chapter 10, "Think of a corporation as a brother whose
twin fraternal dger is an LLC. Both persons are very smilar,
same family, same traits. It's just that under certain circum-
stances the anatomical differences must be considered.” So then,
let's discuss anatomical differences as applied gtrictly to limited-
liability companies.

Think of an LLC primarily as a partnership, but without the
liability and (now hear thig) without the necessity of actualy
having a partner. It aso resembles a corporation but without
many of the onerous bookkeeping details and annual meetings.

I've gone over the LLC datutes in virtualy every state, and
by no means are they dl the same. California, lllinois, and New
Y ork have outrageoudy high fees and are not recommended ex-
cept in the most dire circumstances. Neither are any of the well-
known gates used for incorporation—the LLC laws are entirely
different. | have discovered several states that—although unsuit-
able for incorporating, are ideal for LLCs, because the only in-
formation required in the Articles of Organization is

1. The name of the company,

2. The name and address of the resident agent (to be ex-
plained shortly), and

3. The duration of the LLC.



These states do not require the names of members or man-
agers. (Managers, in any case, are hot recommended.) The prin-
cipd office can be anywhere in the world, and a Street address
is not needed. There need be no mention of capitalization,
whether one dollar or a billion.

Further, only a single member is required, not two—asisthe
case in so many daes, and there are no annual reports. Thus,
changes in membership take place in total darkness. Neither are
there any annual fees. Compare this with Californias annual
$300 (minimum) franchisetaxi

WHICH STATE, AND WHAT WILL IT COST?

At this writing, the gtate | use for al LLCs—both my own and
for my clients—is New Mexico. If you use alawyer to form the
company, figure the cogt to vary between $1,500 and $3,000,
assuming the lawyer will do it a al. Many will not, asthey do
not feel qualified to answer your questions and draft a proper
operating agreement. An attorney from Florida sent me a video
offering his servicesin setting up limited-ligbility companies, and
guoted a price of $2,000, which is about average. However, he
cdls them Limited Liability "Corporations,” which makes me
wonder about his competence in this field.

RESIDENT AGENTS

The laws in dl dtates require that both corporations and limited-
ligbility companies have a resdent agent in that state who can
receive official communications and send them on promptly to
the owner or manager of the company. This must be areal street
address, not a mail-receiving agency. (If the resident agent re-
signs—perhaps for nonpayment of his annual fee—then a new
resdent agent must be found within a short time. If not, the
sate will dissolve the company.)



Lawyers can form LLCs in any state because they use one of
two national resident-agent companies, either CT Corporation
or Network (formerly Prentice Hall). Both companies charge at-
torneys $120 plus fees and cods to file Articles of Organization,
plus $165 per year to act as resdent agents.

However, in the appendix at the back of this book | lig two
trustworthy sources for obtaining New Mexico LLCs. I've usd
both of them for the past leven years and have tota confidence
in them. (The second one, "M.M.M.," charges me less than a
hundred dollars a year per company.)

At first, many of my clients seem confused when | tell them
about limited-liability companies. | understand this. When LLCs
first started to be used in the U.S., many lawyers were confused.
But for the purposes of privacy, the use of an LLC can be re-
markably smple. When formed correctly, here are the two pages
you will receive:

1. CERTIFICATE OF ORGANIZATION

This officia-appearing document with the date sed,
dgned by the both the chairman and the director of the
State Corporation Commission, contains this information:

e Name of the LLC
« Official number in the state records
* The effective gtarting date

No one has ever asked me for this document. Either frame
it and hang it on your office wall, or fileit.

2. ARTICLES OF ORGANIZATION

This is the working document. It contains the following
information, al of which is of public record. The organizer
(which may or may not be a lawyer) prepares these arti-
cles, and often ligs a manager, members, true addresses,
and other information which is not required by the state.
However, any organizer | refer you to will be privacy-
oriented and will include only the following information
in the Articles of Organization:



* The name of the LLC.

* The latest date upon which the company is to dissolve
(usudly fifty years in advance).

*» The dreet address of the company's initid registered
office and the name and dreet address of the com-
pany's resident agent. [Both addresses will be the same,
that of your agent in the state capital.]

* The address of the company's principal place of bus-
ness. [Thisis not a requirement in New Mexico, but a
good organizer includes it for an extremely important
reason. You must list any address in the world other
than the state where the LLC is registered because oth-
erwise, it will be assumed to be an in-state company
and thus subject to NM state employment laws, with
forms to be filed.]

Make copies of the Articles of Organization and have them
ready to present when registering your new car, plane,
boat, travel trailer, or snowmobile. (See Chapter 13 for
detalled, step-by-step ingtructions.)

HOLDING A COPYRIGHT WITH AN LLC

There are unusual advantages to holding a copyright for a song,
play, book, or work of art in the name of an LLC. Remember:

* The LLC name need not show up on any tax return.
The income is lised on your personal tax return. No K-2
forms are required if there are no partners.

* If you wish to transfer future income to anyone dse,
merely transfer ownership of the LLC. (Just a smple let-
ter for the "files’ should be sufficient.)

* If you wish to bring the income into a corporation or
any other legd entity, merely transfer the ownership.



If you wish to pass ownership on to your children, leave your
sole membership to them in your will.

SELLING OR TRANSFERRING OWNERSHIP
OF YOUR LLC

Thisiswhere an LLC redly shines, especidly if youlivein astate
with a sdles tax. Remember, the Articles of Organization do not
name the owner. If ever there was a case where possesson was
nine-tenths of the law, possession of the Articles of Organization
isit. The LLC is owned by whoever you say owns it—who can
prove different? The state does not know. The organizer does not
know. No one knows unless you tell them! No shares are trans-
ferred because an LLC does not have shares. No report is ever
made to the state on transfers because there is no annual report.

An obvious question is, "What if someone does not believe
you?' | can only say that in nearly thirty years of using LLCs, |
have never been asked to prove that | owned one, nor has any
client to my knowledge. However, if such a question ever came
up, | might offer to prepare and have notarized a Satement that
I am the sole member (assuming that to be the case). Or, more
likely, | would pick a nominee and hand him the LLC, telling
him he was "Owner for a Day." To avoid any future question
about this, 1 would draft a smple letter for thefilesto show the
ownership wasthen transferred back to me. We would both sign.
However, there is amost no chance such a stuation will ever
come up. In this respect, having the Articles of Organization in
your hand is smilar to having a check in your hand that is made
out to "Cash."

If you have multiple legal entities such as corporations, trusts,
and other LLCs, do you see how easy it isto transfer ownership?
If you buy a new pickup and later transfer it to a company you
own, you take the Articles out of your persona file and drop
them into the company file. Later, if you decide it would be
better to have your trust own it, you switch the Articles to the



trust file. If your brother-in-law wants to buy the car later, you
hand him the Articles and take the cash. Here are the only
changes that need be made:

1. Insurance company: change the name of the principa
driver.

2. Department of Motor Vehicles: change of address (for re-
ceiving the annual registration notice).

Although a pickup is being used as an example, the same
principles apply to rea edtate, boats, loans, options, or whatever.
In summary:

1. The article is purchased, received, or acquired in the name
of an LLC.

2. Whoever owns the LLC owns the article.

3. Ownership istransferred by handing (or mailing) the LLC
to the new owner, adong with a letter acknowledging that
fact.

4. Thereisno public record for any of these changes. No sdles
taxes need be paid because the lega owner is dill the same,
the origina LLC.

TAX CONSEQUENCES OF A TRANSFER

In the previous example, the pickup is never sold. Therefore,
there are no transfer fees and no state sales tax. | checked this
with an attorney. He says a few states may have some obscure
regulation about "bulk saes transfers." However, since the date
has no way to know about these private transfers—no morethan
they would know if an envelope of cash was being handed
around—his advice was not to worry. However, | cannot guar-
antee that this is 101 percent lega. To be certain about the
regulations in your particular state, check with your legd or ac-
counting expert.



Sale to a third party: Continuing with the example of the
pickup, suppose your brother-in-law decides to sdl his pickup
to a stranger. The buyer will then have two choices. Either he
will buy the LLC (and thus save the sdestax) or he will purchase
the pickup from the LLC just as he would from anyone ese.
Most of the time the buyer, unfamiliar with LLCs, will opt to
purchase the pickup outright, and that's fine. He is the one that
pays the tax, not the sdler.

BANK ACCOUNTS AND TAX RETURNS FOR LIMITED-
LIABILITY COMPANIES

Income from an LLC flows through to members, which can in-
clude domedtic or foreign individuals and/or corporations, €tc.
Therefore, since there is no income, thereisno need forthe LLC
to have atax identification number (TIN) from the IRS. In fact,
the IRS will not know the LLC even exists unless you chose to
tell them.

You may, of course, decide to do just that in case you want
a bank account in the LLC name. Let us assume that this will
be a checking account for a small business and will not be interest
bearing. In that case:

1. You or your accountant will fill out the smple SS-4 form
and send it to the Internal Revenue Service. They will as-
sign you a TIN.

2. You then open the bank account by furnishing a photo-
copy of the LLC's Articles of Organization and giving the
new tax identification number.

3. Once this has been done, advise the IRS to cancdl the LLC
because it will not be used. (And from their viewpoint this
is essentidly true. The bank will never make a report to
the IRS under the TIN because no income is ever gener-
ated.)



Until 1997, there was some uncertainty as to how dngle-
member limited-liability companies (LLCs) were to be taxed.
However, the IRS has since ruled that a single-member LL C does
not need a separate tax 1D number because no separate return
need be filed. Income (if any) form the LLC is reported on the
normal schedule C aong with any other "sole proprietor” in-
come. O, ifthe single LLC member is a corporation, any income
is merely reported as a branch of the operation. Once again, the
LLC does not need a separate tax ID number because no separate
return need be filed.

If you are serioudy interested in Level Three privacy, then |
suggest you use multiple LLCs in every aspect of your life, in-
cluding aternate mail addresses, home and car ownership, side-
line businesses, whatever!

If you decide to run an actual business in your area with one
of your LLCs, then for added liability protection do qualify it to
do business in your gtate. But contract the work among various
LLCs, if necessary, to avoid having ten or more employeesin a
single company and thus subjecting yoursdlf to the federal EP &
C Right to Know Act of 1986. [With fifteen employees it gets
worse—you'll come under the Civil Rights Act and aso the
Americans with Disabilities Act.]

QUESTIONS & ANSWERS

What if| open a bank account unth my New Mexico LLC
but then fail to pay the resident agent?

If you fail to maintain a resident agent, then the LLC will be
in default (i.e., no longer "in good standing"). However, the bank
will not know this. The only way they could find out would be
to cal the State Corporation Commission in Santa Fe to inquire,
or check the New Mexico Web dte. There would seldom be a
reason to do so, however.

Many years ago | formed a corporation in a western date,
obtained a tax identification number, opened severa bank



accounts, bought two vehicles, started up a new business, and
then transferred the assets to an LLC. | dissolved the corporation
and made afinal tax return. In the years to follow, | kept and
used one of the bank accounts, and to this day | have a leftover
GMC pickup that is dill in the corporate name. (The same
principles apply to an LLC.)

However, | am not saying you should not pay your resident
agent. | am merely answering the question above. All things
being equal, | suggest you do keep your companies in force by
paying the resident agent, just in case someone at a future time
does check to seeif your LLC isin good standing.

Might an LLC be used as a gift?

If you wish to ingtill the concept of personal privacy into your
children, | can think of no better high-school or university grad-
uation gift than alimited-liability company. Think of the privacy
that you would be enjoying today, had you started working on
it right after graduation! Here are two options:

1. If you plan to present the actual documents, the LLC will
have to have a name. Why not choose a geographical name
from your area? For instance, if you livein San Pedro, Ca-
ifornia, one of these might work:

* Rolling Hills Associates

* Lomita Limited LC

* Point Fermin Enterprises LC
» Harbor Lake Services LC

2. Present a gift certificate good for one limited-liability com-
pany—any name—within the next year. (Any incorporator
should be willing to do this.)
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HIDDEN OWNERSHIP OF
VEHICLES AND
REAL ESTATE

Things are seldom what they seermv, Skim milk mas-
querades as cream.

—W.S. GILBERT, H.M.S. PINAFORE (1878)

It was less than a year ago that | swung my black Jaguar sedan
down the ramp and into a "24-hr, security" parking garage at
Sedttle's Sealac Airport, snatched the ticket stub from the at-
tendant, raced for the shuttle bus, and just barely caught my
flight to Phoenix. Eight days later | returned to SeaTac, caught
the shuttle back to the garage, and joined the check-in line.

When | presented my ticket stub, the cashier hesitated.

"Sir," he said, "Please gep to one sde. The manager will be
right out.”

The manager came out, introduced himsalf, and led me back
to his office. | had visons of a scratch in the paint or a ding in
a fender.



"The day you left,” he said, "your car disappeared.”

"Disappeared, as in stolen?" (So much for the twenty-four-
hour security . . .)

He explained that the same evening | |eft, one of the atten-
dants parked a car in the stal where my car had been. When he
turned the number in to the cashier, the computer showed the
gal was aready occupied. They quickly searched the entire
building to see if my car had been parked in another spot in
error. When they failed to find it, they reported it stolen. The
next morning the police spotted it, badly damaged, dtting at
home plate on a baseball diamond in a Sesttle park.

I have the King County Police Vehicle Impound Report be-
foremeas| writethis. Inthe Narrative section, line4, the officer
wrote, "Unable to contact owner." Here's why: The car was in the
name of an LLC in state A. The address listed for this company
was in faraway State B, and a reverse directory failed to show a
telephone number at that address.

Although for many years | have been registering my vehiclesin
the name of limited-liability companies, this was the first time
my security precautions had been put to the test. No damage
would have been done, of course, had the police been able to
contact me in this particular case. However, a short time later
my security precautions were to prove worthwhile. As soon as
the insurance agent handed me a check for my Jaguar—it was
too badly damaged to repair—I bought another car and headed
ead.

A few days later | arrived in Minneapolis and spent Saturday
afternoon visgiting used bookstores. It was just getting dark that
evening when | pulled out of a parking lot onto West Lake
Street, in a hurry because | had to meet a friend from Madrid
who was about to arrive at the airport. | failed to see an oncom-
ing motorcycle and amost clipped a Harley being ridden by a
three hundred-pound bearded bruiser. He screamed something
like "$#* @%&!1," waved his fist, and made violent gestures to
have me pull over. (If you've ever been on West Lake Street in



south Minneapolis after dark, you know thisis not a good neigh-
borhood in which to pull over.)

It was too dark for the rider to see any "so-sorry" gestures—
had | made them—so | fed more gas to the horses under the
hood. The overweight biker followed me right on to 35W going
south, with al the time in the world to memorize my license
number. Although | do not scare easily, thistime | was serioudy
alarmed, enough to set a new Minnesota speed record between
West Thirty-fifth and the 1-494 junction, where | cut the lights
and peded off at the exit. Whether he memorized the number
or not, and whether he was carrying a gun or not, once | lost the
biker | was safe forever—the plates would lead him nowhere.
But my heart was dill thumping when | pulled into airport park-
ing.

Five Saturdays later | was in Londonderry, New Hampshire,
to meet Carl Prague, an old friend who used to live aboard the
Raider, a 1912, wooden sailboat with Santa Cruz de Tenerife
(Canary Idands) as a home base. A iff wind was blowing
when we stopped at the Country Market on Highway 102 to
pick up some wine and snacks, and when we came out, a few
abandoned shopping carts were starting to move. Just as we
were putting the groceries in the car a hard gust sent a cart
racing past us and across the parking lot directly toward a
parked Honda Civic with a man and a woman in it. There was
no way to stop it, and we watched as it struck the driver's
door with a resounding clang and bounced back. As we contin-
ued to watch, we could see that the woman was obvioudy
screaming a the man to do something, and the "something"
turned out to be a trip over to see me. Assuming he wanted
some help, | lowered my window halfway as he came around
my sde, and said hello.

"Your cart hit my carl”

"Excuse me? We didn't have a cart.”

"Yes you did, and we saw it come from here.”

At leest he didn't weigh more than 140, and my friend Carl
is an ex-wrestler, so thistime | was just amused, not scared.



"I wrote down your license number,” the man muttered, bran-
dishing a scrap of paper, "and you'll hear from my lawyer."
Wel, best of luck, buddy, and have a nice day.

PURCHASING A VEHICLE WITH AN LLC

It is eader than you think. (If you skipped Chapter 12, now
would be a good time to go back and read it) My dients nev-
ertheless, are often reluctant to start using limited-liability com-
panies because they have never done it before.

One such person was Jim in San Francisco, who asked me to
help him purchase a used Lincoln Town Car with amost no
miles on it. It was for sale by a private party in Washington and
Jim wanted to title it in that Sate for persona reasons. He asked
for my help because he was not sure he could handle the regis-
tration and yet keep his name out of it. Here is the transaction

step-by-gep.

1. Snce Jm was in a hurry, | pulled a New Mexico "shdf
LLC from my filesthat I'll cal Golden Gateway LC. (A
shelf LLC is one that has been formed in the past for fu-
ture use, and just put "on the shef until needed. | rec-
ommend this procedure to al readers, and personaly keep
shelf LLCs on hand at dl times) We then flew to Sesttle,
rented a car, and drove out to Port Angeles to make the
dedl.

2. The sdler, a ninety-seven-year-old (!) woman who had
purchased the car in 1991 and then stored it, signed off on
the title. She aso signed the bill of sale | had prepared
beforehand. Wefilled in Golden Gateway LC as the buyer
and gave a ghost address that Jm had aready st up
through a friend in Cheyenne, Wyoming.

3. Rather than go to the Department of Motor Vehicles in
Port Angeles, we checked the yellow pages under "Licens



ing Services' and picked a private licensng bureau. (They
charge a small fee for handling the paperwork but are ess-
ier to dea with than state employees.) Jm went through
the line with me, but only as an observer. He wanted to
see how | would answer the questions.

Clerk: "What's the UBI number for this company?'
[Washington requires an ID number for all lega
entities doing business in their state.]

Me:  "Golden Gateway LC doesn't do busnessinthis
gate, and Wyoming doesn't require a UBI num-
m.ll

Clerk: "Then why not license it in Wyoming?'

Me:  "For a lesest 9x months the car will be in this
date, and the law requires we therefore license
it here." [100 percent correct, aways.]

The clerk accepted that, and then asked mefor ID. | explained
that the car was not for me but for the company, and showed her
the LLC's Articles of Organization. She let that pass, but had a
number of some sort been needed, she could have typed in the six-
digit filing number written at the top of the Articles. She then
pushed a computer printout over to me and showed me where to
sgn. | scrawled an illegible signature that matched the one on the
bill of sdle (athough she didn't ask to see it).

Clerk: "Print your title after your signature, please.”

Since | was neither a member nor a manager of Jm's newly
acquired company, | printed in "Sdes Mgr." (Jm retroactively
appointed me "Sdes Manager for a Day.") We paid the various
license and transfer fees in cash and were on our way. What had
been accomplished?

Frs andforemost, total privacy. Suppose a private investigator
sees Jm's car parked in Las Vegas a what he consders a sus-



picious address. He makes a note of the Washington license
plate, and obtains whatever information is on file with the De-
partment of Motor Vehicles in Olympia. He will get the name
"Golden Gateway LC" and an address in Wyoming, nothing
more. If the Pl then calls the Secretary of State's office in Chey-
enne, he will learn that it is not a Wyoming company. That
leaves him forty-nine states plus the Didrict of Columbia to
check out. Even if he eventualy cdls Santa Fe, the records in
New Mexico will revea only the name of the resdent agent. If
he contacted the resident agent, he would learn that the agent
does not give out information without a subpoena. If he were
able to serve afake subpoena (unlikely), he would get an address
in the Canary Idands from the agent because that is the address
| use for dl shdf companies. And trust me on this one—the
Canary Idands address is the end of the line.

Second: If Jim so wishes, ownership can be transferred to one
of his companies, or to a friend, with no sales tax (explained in
Chapter 12).

SUMMARY: TITLES IN THE NAME OF AN LLC

LLCs are ided for tilting the following:

e Cars, trucks, tractors, motorcycles.
» Snowmobiles, boats, utility trailers.
* RVs, travel trailers, pickup campers.

How many LLCs are needed? Although | use a separate
limited-liability company for every purchase, many will consder
this as overkill. The other extreme would be to use asngle LLC
for dl purchases. There is no serious problem with this. The two
minor drawbacks are:

1. You cannot transfer ownership of a single item by trans-
ferring ownership of the LLC because everything is titled
together.



2. If aPl is searching for assets and discovers that you own—
for example—a boat in the name of an LLC, he will then
search date records for any other titles in the same name
. .. and discover the other things you own.

Many of my clients work with four companies. They use the
first for their principal car, van, or SUV, the second for an ad-
ditiona vehide, the third for real estate other than their home,
and the fourth for everything ese.

HIDING OWNERSHIP OF YOUR RESIDENCE

The best way to purchase a home is with a revocable trust, es-
pecially where a mortgage is involved. (See Chapter 10) A trust
is not a do-it-yoursdf project—use atax attorney or a CPA who
has experience with edate planning.

When you decide to purchase a new home, much more is
involved, of course, than merely the name on the title deed. The
true example that follows [names have been changed] brings
everything together:

AN ACTUAL MOVE, STEP-BY-STEP

The following account is of an actual move by two of my readers
who shdl here be referred to as Harold and Helen Bond. They
decided to move to a smdl city two counties removed, snce
many records are kept by county only, with no cross-references
to other counties. The purpose of this move was to make a com-
plete break with dl past records. I'll cal their previous home
Old-City in Old-County, and the move will be to New-City in
New-County.

Before they started, here are some questions they asked them-
sves, and the answers they came up with. (It is vital to make
these decisons beforehand.)



» When asked for our present address, what will that be?
[A ghost address at the far end of the state)]

* When asked for our present telephone number, what
shdll we say? [We just had the telephone disconnected as
we are selling our home]

* When getting a new cdl phone number, what will be
the reason? [We are often in this area to seefriends and
would like a local number.]

» When getting a new locad ghost address for mail, what
excuse will we give? [ We plan to move to thisarea but
will often be traveling and we need a permanent address.]

The Bonds have a history of making fast decisons Within a
week they located a nearly new home in New-County, with no
close neighbors. It was lised for $219,500 and had been on the
market for sx months. The Bonds contacted the listed agent.
Before writing up the offer, they explained to the agent that they
valued their privacy. Therefore, neither of their names was to
appear on any written document whatsoever. The offer was
then made in the name of a trust they had aready had drawn
up: the Cheyenne Valey Trust. As trustee, Helen Bond signed
her maiden name, "Helen Hennesy."

The owner, an elderly woman no longer ableto live done, was
given just three hours to accept or refuse an offer of $200,000,
with $50,000 payable a the dose Jm, the red-edate agent,
explained to her that the buyers would pay the balance due in
one year or less, and until that time they would make monthly
payments of approximately $1,000, representing interest only on
the loan, at the rate of 10 percent. [No Socid Security number
could be given and thus no credit check. But none was needed.
If the Bonds defaulted, she would keep the $50,000 down.] She
accepted the offer. The Bonds now had a year in which to sl
their old home and pay off the private note. (When the sdler
owns his or her own home, it is very common to carry part of
the loan for a short period of time. It is dso perfectly safe



because the sdler takes a first mortgage or deed of trust against
the property for the amount of the loan.)

When the title company learned that title would be taken in
the name of a trust, and signed by one trustee only, they asked
for a copy of the trust. Although the trust document showed the
trustees to be Harold and Helen Bond, it contained this clause:
"Hden Bond may sgn any legal document with her maiden
name, Helen Hennesy, and this will have the same legal validity
as if she had sgned her name as Helen Bond." (This means the
name Bond does not appear in the court sysem. It remains hid-
den in the copy of the trust, which resides only in the files of
thetitle company.)

Insurance: All previous insurance had been carried via State
Farm. The new home was insured in New-City but the insurance
on the vehicles was left with the State Farm agent in Old-City.
State Farm dlows this, providing both agents are in the same
date. (An agent from one area cannot tap into the computer
from another area) Thus, the State Farm agent in Old-City did
not learn the address of the new resdence.

New tel ephone number: Harold Bond called GTE for "new res-
idential service" said his name was Martin Johnson, and asked
for two lines with unpublished numbers. He gave the true ad-
dress for ingtalation and his ghost address for the billing address.

"And your Socia Security number, Mr. Johnson?"'

"I never use my Socia Security number for identification.”

"In that case you will have to go to our GTE phone store in
New-City Mdl and identify yoursdf with picture ID. They'll
give you a receipt with a code number, and as soon as you have
it, call us back."

Harold put on a suit and tie and showed up at the phone
sore. Both a male and a female were at the counter. He recalled
reading that Pls after information aways say a mae Pl should
pick a female clerk, and vice versa. He explained his "problem"
to the female clerk.

"My name is Harold Bond but for many years |'ve been writ-



ing articles about home security for national magazines and my
telephone is always liged in my pen name, Martin Johnson.”

"Widl, we need to know who you redly are.”

"Of course, and here's my passport.”

Once his identity was established with the passport, he was
given a code number and assured that the telephone would be
liged in their computers as Martin Johnson.

With the receipt in hand, Bond cdled GTE again. He iden-
tified himself as Martin Johnson, said he had been to their phone
store, and now had a code number. He gave this number, and
was told that all was now wdl, and that the two new numbers
would be in service within five business days. (It is not always
that easy. If you have a telephone company like U.S. Wes, you
may need a nominee.)

Propane gas: A propane tank was aready in use at the new
home so Helen Bond cdled the company to transfer the hilling
name to Cheyenne Valley Trust. When asked for her name, she
gave it as Helen Hennesy. All bills were to go to the ghost ad-
dress.

Power company: A phone cal for a change from the previous
owner to Cheyenne Vdley Trust was dl it took. No depost re-
quired.

Garbagepickup: In some areasthis can be extremely difficult,
but when Helen called the company in New-City she was merely
asked for the new name and billing address. (I once tried to
arrange for garbage pickup in arural area, but the clerk was
adamant. She refused to consider a cash deposit. "Socid Security
number or no pickup!” | ended up hauling our garbage to the
local sanitary landfill on a regular basis, rather than look for a
nominee.)

Library card: Every move presents different problems. Inthis
case, the Bonds found that getting a library card was as difficult
as the garbage pickup was easy. There arefivelibraries in New-
Country—each withfinancid difficulties—and therural areasare
divided among the city libraries. Cards from one library cannot



be used a any other library. Non-city residents must not only
pay a forty-dollar annual fee but must show picture ID along
with proof that they reside at an address within the library's terri-
tory. The Bonds left this one till last. Then Harold showed up
with suit, tie, title insurance for his new home (Cheyenne Valley
Trust), and his passport. Since the phone book showed a number
of Bond families in the county, Harold filled out the application
as "Stanley Bond," since the passport showed Stanley as his mid-
die name.

"Your telephone number, Stanley?'

"Sorry, but we don't have one yet."

"Wdl, we need the last four digits for a pin number."

"You can use 1812, from the last phone we had." (Actualy
just an easy-to-remember number: The War of 1812.)

Technicaly, this violated the rule of never, ever having your
name and your true address listed together. However, the Bonds
did not worry about it because:

» They had aready checked, and learned that the five
country libraries do not exchange information with one
another.

* They knew from the local telephone book that there
were seventeen Bonds listed, and a good guess would be
at least ten more Bond families unlisted. Anyone looking
for "Harold" would not recognize "Stanley” because Har-
old had never used his middle name in Old-City.

* The library did not have Harold's Socid Security num-
ber, nor his date of birth.

At the present time, no one is after the Bonds (as far as they
know). However, suppose for whatever reason, someone named
Heinrich from a previous life decidesto track them down and sue
them. He goesto a Pl for help and the Pl starts running the names
Harold Bond and Helen Bond through computer databases. Noth-
ing will show up in court records, nor in utilities, nor telephone
records. Nothing in national databases for magazine subscriptions
(other than persons with the same name, of course). Nothing un-



der vehicle ownership. Nothing from the DMV in the present
date, dnce the Bonds use out-of-gtate licenses. At this point,
rather than start spending tens of thousands of dollarsto continue,
Heinrich will mogt likdly cal off the search.

QUESTIONS & ANSWERS

| just moved from Denver to Miami. Sincel am keeping
my Colorado driver's license should | also keep my Colorado
license plates?

This question comes up constantly, and the answer is, "it
depends.” LedieL——isone of my clients. Lesworksfor awell-
known electronics company in Californias Slicon Valley. He
aso happens to live there but he licensed his new Porsche in
Texas (big tax savings) and obtained a Texas driver's license. He
does have aghost addressin Texas and he knowsthe areaaround
Piano.

One day he was stopped and questioned by the California
Highway Patrol. The officer did not accept his story of being
from Texas. He was ordered to obtain California plates within
thirty days or face a serious penalty. Rather than accept this, Les
went to court.

"I'm a Texas resident,” he said. "The officer made a mistake.
Here in my Texas driver's license with my Texas home address.”
The judge accepted this explanation and Les kept his Texas
plates. Two months later, Les was in a commuter parking lot
taking anap in his car.

"A cop woke me up and was suspicious of the Texas plates
and my Texas driver's license. He asked me a lot of quegtions
about what |1 was doing and how long had | been out here. |
smply said, 'I'm a Texas resident working out here temporarily.'
He cdlled it in, and everything was okay, so he left me alone.”

However, | suspect that with a few more experiences likethis,
Les will bite the bullet and pay the codly fee for California
plates.



Can | have both local and out-of state license platesfor the
same car?

Absolutely—in fact, | currently have dua plates for one of
my own cars. It was originaly purchased and registered in State
A. |l dsolicensed it in State B, where | own ahome. | explained
to the clerk at the licensng bureau that | was keeping my old
regigration as well, because | spend haf of my time back there.

"But then," sad the clerk, "you will have to pay the annua
regigtration fees in both dates™” | assured her that was no prob-
lem. Here iswhy | keep two plates:

Local plate: Thisway | have no problemswith nosy neighbors
or the loca cops.

Out-of-state plate: | get out the screwdriver and switch plates
only for short periods of time. One of these times is when | ar-
rangeto meet personswho havenoideal 'm inthearea. They as-
sume | amjust passing through on atrip. Infact, | cdl attentionto
the plate when | make the appointment: "I'll meet you at Denny's
a Exit 34. Watch for ablack sedan with [State B] plates.”

This is aso the plate | would put on if | were going to meet
with someone | did not trust. For example, a bent Pl with an
equally bent pal in the police department who might someday
be asked to put out a watch for my car. (They would search in
vain for a car with the State B plates, because the plates for that
car would be hidden back in my garage.)

Summary: | highly recommend the use of dua platesfor Level
Threeprivacy.

| own several very expensive collector cars and it would
cost a fortune to pay the sales tax ifl refilled them in the
names of limited-liability companies. Theregistrationsarein
my name and with my true address. Any suggestions?

In the long term, you may wish to sdl your cars. When you
buy more, title them with LLCs not only for privacy but for tax-
free transfers as explained in Chapter 12. Meanwhile, when you
next pay your annual fee, turn in a change of address. The ghost



address should not be traceable back to you, and must show on
the registration certificate. That way, anyone looking for you will
be led astray.

Warning: Learn from a mistake made by IraG——, one of
my newer clientswho is adivorced attorney in a Chicago suburb.
His first move was to change the address on the regidtration for
each of his collector cars. One of them was a Triumph stored at
a friend's house about an hour's drive from where he lives. He
handled the change of address by mail and did not get around
to driving over to take the old registration out of the glove com-
partment. About the same time the ghost address was registered,
his Triumph disappeared. Ira did not discover this fact for about
two months and when he did, the thief appeared to be someone
in a dispute with the friend. Ira called the thief, who turned out
to be an ex-Hdl's Angel on a firs-name basis with loca au-
thorities. An argument ensued in which the thief daimed he
took the car from the friend's garage in payment of a debt. He
was furious with the lawyer for threatening him. Can you see it
coming? This ex-Hell's Angdl guy had the car with the old reg-
istration in it, which showed the home address of the lawyer's
wife, where she lived aone with their young son.

Would this be a good time for you to go through the glove
compartments of your vehicles, collector-type or otherwise?

What do you think about vanity license plates?

Personally, | prefer not to use vanity plates because they draw
attention to the driver. If you do decide on a vanity plate, you
may wish to copy one of two plates |'ve seen and liked. The first
was seen on anew Jaguar severa years ago: 000-000. Last month
| saw the second—strangely enough, it was on another new Jag-
uar: NO NMBR.

Will hiding my true address and having license plates that
cannot be traced protect me from stalkers?

Y ou mean, like, "guaranteed"? When it comesto privacy and
security, there are few if any guarantees, but the precautions you



mention will certainly balance the odds in your favor. According
to a 1997 National Ingitute of Jugtice study, one in twelve
American women is daked at least once, and stalkers pursue or
harass at least 1 million women every year. The telephone sur-
vey, which contacted 8,000 women and 8,000 men, found that
8.1 percent of women surveyed and 2.2 percent of the men re-
ported that they had been stalked at least once. According to the
study, only half the victims in the study said they reported the
episode to the police. Of women who obtained restraining orders
againgt stakers, 80 percent reported that these orders were vi-
olated.

Note that men as well as women may be stalked, and four
times out of five, going to the police does not help. Even though
you follow every ingruction in this book one danger Hill re-
mains—the danger of being spotted and then followed. If the
stalker knows where you play, work, or worship, or who and
where your friends are, he (or aPl in his employ) can follow you
home.

Is there a remedy? Not entirdly, unless you are never located
in the first place. If you have to meet with the stalker, such as
in court, you may be followed, and there is always the danger
that the stalker or his agent will be successful. On the other
hand, ask any private investigator what the greatest problem he
faces is when doing surveillance and you'll learn that the danger
is that the victim is aware. Perhaps not aware of any specific
thing, but just aware in generd. Looking around when walking,
watching the mirrors when driving, etc.

Carjackers say the same thing—many crimes would have
been avoided had the victims been aware of their approach. In
my own case, | never dlow any specific car to follow me for a
period of timein rural areas (where my homes invariably are). |
drive a few miles over the speed limit and if a car comes up
behind me | turn on the right turn the signal, dow down, and
force him to pass. There are afew other measures | take, aswall,
but you get the idea

If you live in a city and think a certain car is following you,



make four right turns, i.e., go around the block. If the car you've
seen in your mirrors follows you, do not go home. Drive to the
nearest police gtation or fire station or to a well-lighted gas sa
tion with a number of carsfilling up. Hopefully you have your
cell phone with you, in which case you can dia 911.

Ifa stalker can be identified, why not recommend that some-
onejust beat him up?

The author of a series of books on dreet fighting reviewed
this chapter and recommends just that. To quote from his last
e-mail:

Stalked women should immediately get a man (husband, boy-
friend, father, uncle, godfather, etc.) to take out the stalker. I've
done it twice. With the first guy, | followed him into the men's
room of a bar (where | knew the bouncer and didn't have to
worry about the complications), and, quite literally, beat the s—
out of him. | left him with the warning, "Wak into the
same room with her, and I'll feed you to my dogs." With the
other guy, | cornered him in an eevator and gave him a choice:
either break his lease and move out of the building in which the
woman lived, or | wastaking him to the roof for a little 20-story
diving practice.

However, | do not recommend this procedure to others because:

1. Itisillegd (which iswhy | haven't named the well-known
author). You could be sued or go to jail.

2. If the galker survives the beating, he may kill his target in
revenge, then kill himself.

What precautions can be taken against carjackers?

Privacy and security go together. In the words of the Los An-
gdes Police Department—referring to carjackings—"Don't give
up your privacy." In other words, never get into your own car at
gunpoint. Just pretend to faint (or maybe do it for red!) and fall
down, limp.

Here's a scam | recently heard about (again). It's an oldie, but



dill works. A new Mercedes was parked at a Minnesota shopping
mall one foggy morning and someone reported to the office that
the lights on awhite Mercedes, license plate so-and-so, had been
left on. When the owner showed up the lights were not on—and
she was robbed at gunpoint and the car taken.

Femae drivers, when alone, attract more attention than
maes. One solution isto tint your windows as dark—or darker—
than the law dlows. Then have a male mannequin in the pas-
senger seat. In fact, with dark enough tinting you may even get
by with one of those rubber masks from a costume store. Just
dip it over the headrest—can't hurt, might help. (Just don't use
this gag for the car-pool lane, however. There are afew cops out
there without an adequate sense of humor.)

While on this subject, | have an article from the Skagit Valley
Herald, dated January 10, 1998, and titled "Accused Rapist had
been Jailed."

According to palice, the man rammed his car into the
woman's vehicle about 7 P.M. Wednesday. The woman
later told palice she got out and the man then pushed her
into his own car, climbed in, and drove south ... he beat
her up and raped her.

Hint to you husbands: notethe words"shegot out." Might this
be a good time to review security with your wife, and make sure
she dways keeps her doors locked and has her cdl phone with
her?



BANK ACCOUNTS AND
MONEY TRANSFERS

Ifyou can't convince them, confuse them.
—HARRY S. TRUMAN

Any bank account you have in your own name (in whatever
gate), tied in with your Socid Security number, can be tracked
down by agencies specializing in asset searches for lawyers. This
includes certificates of depost as well as IRA accounts.

Robert O'Harrow, Jr., from the Washington Post, writes that
"lawyers, debt collectors and private investigators buy the datato
help in civil lawsuits, divorces, and other financial matters. Prices
range from just over $100 to several thousand dollarsfor alook at
banks nationwide and a report that includes information about
stocks, mutual funds, and safe-deposit boxes." O'Harrow relates
the account of a security official at BankBoston". . . who noticed
an ad for one of the services and anonymously ordered asearch on
himsalf. When the report came back, the official, Frederick Tilley,
sad he learned new details about his own accounts. 'They came
back with the account information, down to the penny," said Til-
ley. There are lots of them and it's freely advertised.”



For pages and pages of advertisementswith headingslike AS-
SETSLOCATED and WE'LL SHOW YOU THE MONEY! se
P.l. Magazine(ligedin Appendix I) or CaliforniaLawyer. Copies
of the individua checks themsdves may dso be obtaned, snce
al checks are microfilmed front and back. This reveals not only
payees and endorsers but dso memos (if any) and signatures.

If you are the subject of the search, what will the computers
revea? Do you wish to be identified as one with deep pockets,
or would you prefer to be congdered judgment-proof (i.e, with
not enough assets worth suing you for)?

Or suppose, with no forewarning, you find yoursalf under
investigation by someone who wishes to cause you harm. This
could be anyone from an ex-employee to a disgruntled present
or former mate. A private detective may come up with infor-
mation from so far in the past that you had forgotten it was
there. Imagine that you are forced via subpoena duces tecumto
turn over dl bank records for the past three years. Are there
any checks, any charges, that you would prefer to reman
secret? (Think about this carefully. Consgder newdetter sub-
scriptions, contributions, trips, purchases of acohol, guns, am-
munition, or whatever. Consder rentals, from autos to motels
to videos)

Yes, | know that smdl ads run continualy in smal offbeat
newdetters and magazines, or in direct mail offers, with a head-
ing like:

OPEN A BANK ACCOUNT WITHOUT
A SOCIAL SECURITY NUMBER

The cost is usualy $10. | answer these adsjust to be sure that
something new hasn't been discovered. To date, nothing has.
The reports tel you to attempt to open a bank account but to
date that you will not give your Socid Security number. The
bank representative then refuses to proceed, at which point you
threaten to sue the bank, listing rather generic lega references



designed to intimidate. To satisfy your curiosity and to save you
ten dollars—the bank will refuse to open such an account.

Neverthdess, al is not log. Difficult? Yes. Hopdess? No. |
have been involved in the secret use of bank accounts in the U.S.
and/or offshore since 1959 and have not experienced any serious
problems.

As | sad in the previous section, since we are discussing pri-
vacy measures rather than tax evasion, you need have no se-
crets from the IRS. This report is about hiding bank accounts
from your enemies, not from the IRS. Some of my suggestions
that follow may be offbeat and perhaps underhanded. | agree,
but they are not currently, nor are they anticipated to become
illegal, according to my American attorney, who reviews al my
projects.

USE A NOMINEE

This method requires the assistance of a relative or friend. Let's
cdl this person Sdly Faith. Sdly can open abank account in her
own name or as the principal in a trust, a corporation, or a
limitedHiability company. [We assume Sdly is such alow-profile
person that no one would ever bother to sue her.) Let's assume
you wish to have her open this account in her own name. Here
are the seps:

1. Choose an independent bank in a state where neither you
nor Saly lives. This will isolate both of you from routine
searches and will hide Saly's possible death (should such
occur) from the bank authorities long enough for you to
cach afinal check, dosing out al but the lagt $10 from the
account.

2. Prepare Sdly for obvious questions such as, "Sinceyou live
in California, why are you opening this account here in
Pioche, Nevada?' The answer might be "I'm thinking about
moving here within the next three months."



3. Withdraw cash from your present account(s), perhaps
$1,000. Purchase abank cashier's check from abank where
you are not known, made out to Sally Faith and with a
fictitious remitter.

4. Next, Sly practices, hour after hour, an indecipherable
signature, the kind businessmen use dl over Europe. She
then assembles the necessary identification (a passport is
best, if she has one, snce it gives far less information than
a driver's license), travels to the city where the bank is
located, and opens the account. She accepts a few tem-
porary checks and deposit dips but does not order checks
through the bank. You order them from a mail-order com-
pany such as Checksinthe Mail (1-800-773-4443) or Cur-
rent Checks (1-800-533-3973). Use a starting number of
8001 or higher, so that the account appears to have been
established years ago. Order any printed name you like,
such as "S. F. Savices” and either lig no address at al
or just any city and state you prefer. When the checks
come—hopefully enough to last you for years—Sdly dts
down and sgns them until her signatures dart to vary.
Time out for coffee or Dr Pepper, then she continues to
sgn, with breaks, until finished.

5. You, of course, keep dl the checks, either well hidden or
under lock and key. From this point on you use these pre-
sgned checks in any way you please. (For deposits, order
and use a rubber stamp.)

| suggest you keep the balance reasonably low. Open a non-
interest-bearing account so that there will be no report to the
IRS. Perhaps you pay Sdly aflat fee for setting things up, and
then pay her $100 an hour if you need her services later on, such
as for sgning new checks. Allowing five seconds per signature,
plus short breaks to rest her fingers, she should be able to sgn
five hundred checks within an hour.



A CORPORATE BANK ACCOUNT

Ads are constantly running in Inc. magazine, the Wall Sreet Jour-
nal and other publications by incorporators such as Laughlin As-
sociates (Nevada) and CorpCo (Delaware). They offer to form
a corporation for you that in many cases will include a corporate
bank account.

Beware! If you are actually going to do businessin your own
area, which does not happen to be either Delaware or Nevada,
then the out-of-state corporation will have to be "qualified to do
busness' in your own date. It will be smpler and cheaper to
form your own corporation (or limited-liability company) inyour
home date, and that is, in fact, what | suggest you do.

However, if you are not going to be doing business locally,
then the ideal state for incorporating is not Delaware or Nevada,
but Wyoming. Both Nevada and Delaware draw too much at-
tention, both require corporate identifiers such as Inc. or Ltd.,
and the IRS audits more corporations in Nevada (owing to prior
abuses) than in any other sate. Nevertheless, whichever sate is
used, you will be subject to complex tax rules and regulations,
and under a general obligation to hold corporate meetings and
keep corporate minutes. If opening a normal bank account is
your sole objective, then an LLC will serve your purposes better
than a corporation. But sometimes other factors do enter in, so
let's consider this subject a bit more:

In Wyoming you can form a corporation with no corporate
identifier! Yes, you can form corporations and open bank ac-
counts there in names such as WOLFGANG AMADEUS, OL-
IVER JOHN SIMPSON, or J. SMITH.

However, | know of no Wyoming bank that will open an
account for anyone who admits to being from out of state. If,
therefore, you travel to that state to open a bank account, first
arrange to have alocal address.

You will find additiona information about corporations and
limited-liability companies in Chapters 11 and 12.



OR, OPEN NO BANK ACCOUNT AT ALL

Hundreds of thousands of American citizens, aswell as asmilar
number of illegd diens, manage to live without any bank ac-
count at al, and not dl arefinancialy disadvantaged. Thisis one
way to ensure that you do not revea the name of your bank
when you write a check for the rent, the mortgage, utilities,
taxes, or home repair.

Worse, there is a real danger if you ever write a check to a
lawyer, CPA, or anyone e se who—unknown to you—is a crook.
When investigating this person—perhaps surreptitious y—gov-
ernment agents will come up with a copy of your check. Might
this possibly lead to your mail and bank account being examined?
Or atap on your telephone?

Therefore, you may decide to pay professionas in cash if
you're there in person. If not, you might mail a posta money
order, a cashier's check, or a traveler's check. For small pay-
ments, | recommend the money orders sold in convenience stores
or a Western Union offices. They are economical, can be pur-
chased with no ID, and the line for the payee is left blank. You
fill in the payee on your own. The issuing office has no record
of the sender or the receiver. There may be a limit of $500 or
$700 for eech money order but you can purchase severd a a
time.

For amounts larger than $2,000, you may prefer a bank
money order or cashier's check. Many banks do not require 1D
when you are purchasing the checks with cash. If in doubt, check
out a bank beforehand, asking them about their policies. Or test
their policy by purchasing a smal check to pay for something
you are going to order by mail. If asked for ID, tell the absolute
truth: "1 didn't bring any ID with me; | didn't think 1'd need it."



HAWALA BANKING

This is the oldest banking system in existence, used for exchang-
ing money across international borders. Since no money actudly
moves anywhere, it cannot be traced. Yes, you read correctly, it
cannot be traced.

Although it is widely practiced among Chinese and Indians
(from India), and to a lesser extent by Spaniards, the average
American has never heard of it. The easest way to explain it is
to review a transaction | had in the late 1960s when | flew to
Madrid and then to Boston on business. While in the latter city,
| was invited to a cocktail party and when it came up that | lived
in Spain | was introduced to a short, grosdy fat attorney I'll here
refer to as Cabot. After initid pleasantries, | was guided over to
a secluded area where the following conversation took place.

"Jack," he sad, "maybe one hand can wash another here. |
had a client from Barcelona who ran out of convertible pesetes.
[Only convertible pesetas—governed by strict rules—can be sent
out of the country.] So this guy paid me by giving me title to
an apartment he had near the beach in Alicante. | had a friend
sl it for me, but it was in normal pesetas, understand?’

"Yes, you can't take the money out. How much, in pesetas?’

"Two million nine," said Cabot, which at that time was equiv-
alent to about $47,000. "Can we do a little trade here, maybe?"

"Wdll," | answered, gdling, "sometimes | have the same prob-
lem mysdlf. Why not just spend the money over there?'

"Listen, not to offend you or anything, but I've been to Spain
twice, and dl in onetrip. Thefirsttime and the last time. | made
some joke about Franco and those guys with the triangle hats
amost took away my passport! So look, Jack, can wework some-
thing out? Like at ten percent?’

"Thirty-two thousand is about dl I've got, in dollars.”

"C'mon, you got another five somewhere. Thirty-seven K and
it's a done ded!"

Because both Cabot and | trusted a mutual acquaintance
there, we did the deal in his office the following morning. | gave



Cabot a check for $37,000 drawn on a Londonderry, New
Hampshire, bank (presigned by a nominee), and received in re-
turn his check, drawn on his account in Spain and made out to
Portador for 2,900,000 pesetas. (Portador means "bearer.” In
those happy days amost all checks in Spain were made out to
the bearer!) It cost me an extra day and some travel money to
return to the Canaries via Barcdlona, but Cabot's check was
good. | took the money in cash from Banco Hispano Americano,
lugging it back to the airport in a zipper case. This is the pro-
cedure known from ancient times as hawala, sometimes spelled
hawaah, and occasondly referred to as hundi. Let's review the
procedure;

* There are no written documents, the exchanges are
based on mutual trust (perhaps for that reason unpopu-
lar in the U.S.?).

* Only locd currencies are used. If you are sending money
to the UK, for example, you'l pay the U.S. hawaa
banker in dollars and receive pounds in London.

» This exchange cannot be traced—no money crosses a
border. The hawala sysem is never advertised, and may
sort of, like, skirt some laws or regulations. However, it
does make for interesting conversations among friends.
Beyond that, proceed at your own risk.

QUESTIONS & ANSWERS

What if a bank requires my thumbprint on the back of a
check?

I've never given a thumbprint at a bank. If they ask for it, |
go to another bank or endorse it over to athird party (perhaps
the nominee for an account | set up) and depodt it to that
account. However, here are a couple of points to keep in mind:



» As long as the check does not bounce, and assuming it is
not written on a smal bank where the check is returned
to the dlient, the check disappears into the bank archives
forever.

« If you do give your thumb print, press hard and dightly
twist your thumb. Practice at home first. The godl is to
smear the print just a trace. If done right, this will make
a match impossible, and yet the clerk may not notice it
a dl.

There is dso such athing as filling in the grooves of your
thumbprint with glue, then alowing it to dry. Then a second
coating is given and while ill moist you press it againg the
thumb of another person. But | don't think you need to get into
dl that, unless you are on the FBI's top ten list.

Although | do wish to keep my private life private, 1 am
not paranoid. Can't | just keep a normal bank account and a
credit card—both in my owm name—and get by?

My answer may surprise you. Yes you may. | do urge you,
however, to follow these suggestions:

1. Open anew account in another gate, any place whereyou
can give aloca address. (That of afriend? A relative?) Use
your passport rather than your driver's license, because the
driver's license will tip them off that you are not local, and
many banks will not open an account if you live out of the
area. Try to avoid it, but it may be that the new bank will
ask to check with your previous bank. Use your own judg-
ment on this.

2. Once the new account is open, close your present ac-
count(s) to block the back trail.

3. Choose the amdlest possible bank, preferably with no out-
of-state branches. This may reduce the number of data-
bases your name will be in.



4. Later, if necessary, you can change the address for the
monthly statements to your ghost address, but let a few
months go by first. In a cover letter, give some reason for
the change. Perhaps you will be "back and forth" and the
ghost address is more convenient. Or perhaps the address
is for your accountant, who handles your financial matters.

5. Never, ever, as long as you live, revea your true address
and telephone number to anyone at the new bank.

6. Do not use the checks the bank gives you. Order your own
by mail. Either leave the upper-left corner blank, or give
one of your initids plus a last name. Do not list any address
or phone number.
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HOW TO SECRETLY RUN
A HOME-BASED
BUSINESS

A little inaccuracy sometimes saves tons of explanation.
—SAKI, THE SQUARE EGG (1924)

"ARE YOU ZONED FOR BUSINESS?' That was the title of an
article in Home Office Computing about two years ago. The sub-
title was "Registering your home office is adifficult but necessary
evil."

In Chapter 1, you will recall that | said, ". . . if | mention any
procedure which | suspect might be construed as illegd in some
dtates or provinces, | will warn you of that fact beforehand and
let you make your own decison.” When it comes to working at
home without registering for a business license, consder yourself
warned.

The authorities seldom if ever send out patrols to search for
violators. Rather, they depend upon tips from your competitors
or complaints from the neighbors. Further, the usua result of a



complaint is merely awarning, so stay cool and keep these tips
in mind:

* Never, ever tel your neighbors about your business.

» Do not have your customers or clients come to your
home.

» Never receive ddiveries at home—nbut then, you aready
knew that. The best invisble business is run by mail, fax,
phone, e-mail, and/or the Internet. Receipts can be cash
and money orders, deposited in various nominee ac-
counts. There will be no bounced checks. No one will
know your age, race, background, or if you're a first
cousin to the Roswell diens.

You can sdl such abusiness to someone dse in any state or—
in some cases—any nation in the world. In 1989, one of my
clients started a mail-order business from the spare bedroom in
his cheap tract house in a small town in Nevada. The initia
investment was $1,500. The product had to do with a paraega
sarvice that was attractive to Europeans. Thefirst year al he did
was break even, so he lived on his savings. Then saes began to
grow by word of mouth. In 1992 he withdrew a six-figure bonus
(using a convoluted tax-free transaction] and kept working. In
1994, a privacy-oriented entrepreneur from Nebraska purchased
100 percent of the stock in the corporation that owned the customer
listfor $500,000. | was there aong with the lawyers at the time
of the sde.

Not a single neighbor knew a business had been run from that
home, much less that he had been netting up to $20,000 a
month before taxes. And the taxes weren't al that much—90
percent of the stock was in a charitable remainder trust, not
subject to income tax. (See Chapter 11.) However, the basic
reason for starting the business was privacy. The fact that it did
better than expected was a bonus.



SHOULD YOU WORK "OFF THE BOOKS"?

Millions do it, and it certainly gives you privacy. . . unless, of
course, you are caught. Nothing very private about getting ar-
reed | have never evaded incomes taxes nor have | ever rec-
ommended that course to anyone ese. Why cheat and run the
risk of a jail sentence when there are so many ways to make
money and keep enough for yoursalf legdly?)

Loompanics Unlimited (Port Townsend, Washington) pub-
lishes a samdl paperback book titled How to Do Business "Offthe
Books," by "Adam Cash." There are enough warnings about the
IRS in this book to make you more fearful after reading it than
you were beforel

Paladin Press (Boulder, Colorado) publishes a similar book,
Ragnar's Guide to the Underground Economy. The author ligs
such occupations as housecleaning, dog grooming, boat repair,
hauling, tree removal, critter control, locksmithing, yard work,
window washing, pet care, house-dtting, photography, carpen-
try, gunsmithing, chimney sweeping, roofing, and bookkeeping.
An examination of the individual stories told indicates an average
annual income of less than $30,000.

Don't even think about working "off the books."

ANONYMOUS PROFITS IN REAL ESTATE

Years ago | ran across an aging landlord from Chesapegke, Vir-
ginia, named Lonnie Scruggs. For the past ten years he had been
buying old—and | do mean old—mobile homes for a few thou-
sand dollars each. He then doubled or tripled the price and fi-
nanced them at up to 18 percent annual interest. The reason this
worked was because his low-income buyers had only two ques-
tions. (1) How much down? (2) How much a month? These
dedls were easy to sdll because down payments were about $500,
and monthly payments were less than $200. (Buyers paid rent



to the mobile home park on their own.) Here'swhy it's so great
from the standpoint of privacy:

« Y ou purchase the mobile home for CASH so no one
asks you for credit information.

 You title it in the name of a limited-liability company.

* The buyer—if he doesn't make his payments in cash
(many do!)—will make out the check to whatever name
you say.

| assumed Sruggs had retired by now, but | recently ran across
acopy of A. D. Kesder's Creative Real Estate magazine and | see

he writes a column now for Kesder, and gives seminarsteaching
his sysem. | note, dso, that his two books are ill in print.

INVISIBLE PROFILE

In generd, the idea behind running any low-profile businessisto
keep your name out of the picture, so that you cannot be named
in a lawsuit. You will, therefore, run the busness in another
name. It can be in the name of anominee only, or with abusiness
license citing the nominee as the principal. However, a better
wal isto use alimited-liability company. In fact, some persons
use two LLCs, with the first one doing business and the second
one as the sole member of the fird. A totally different method
IS to use one or more established businesses as a "front," and |
just recently dedt with such a busness in Boston. Here's some
background information.

Thirty years ago | went to the Bombay Bazaar in Las Pamas,
Gran Canaria, to buy anew watch. At that time, Bulovawas at
the cutting edge of time-keeping technology with their electronic
Accutron mode. Instead of tick-tick-tick from a balance move-
ment, the Accutrons emitted a pleasing low-level hum from a
tuning fork, and the sweegp second hand moved around the did
with slky smoothness rather than by little jerks.

| bought the SpaceView modd with a transparent dia, and



it is dill my constant companion. Among other things, it reminds
me to "dways look for a second solution.” That is, even when |
find a solution for whatever problem, | look for a second one as
wdl. (Bulovafailed the test—they neglected to look into quartz
movements as a "second solution." Within afew short years the
Japanese, using quartz movements, ran over the Bulovafolkslike
a steamroller.)

| «ill prefer the tuning-fork technology and am determined
to wear my Accutron to the grave. Not long ago, when in Dallas
on business, the battery in my watch went dead. Thinking there
was "no problem,” | had a new battery instaled. Unknown to
me, however, Bulovas 1.35-volt mercuric oxide low-drain bat-
tery had been outlawed in the U.S. because of its mercury con-
tent, and jewelers were subgtituting a different 1.5-volt battery.
The result was that, two weeks later, haf of the tuning fork's
electronic circuit blew out. When | cdled the Bulova service
department at 1-800-233-3350 in Woodside, New York, | was
stunned to learn that they refuse to carry parts and repair Ac-
cutrons any longer. So where am | going with dl this? /found a
solution with arepairmanwho is I-N-V-I-S|-B-L-E!

| started my search by caling jeweers in the Yellow Pages
that listed "Bulova' as one of the brands they sold. Thefirst three
assured me that Bulova Accutrons could no longer be repaired,
but the fourth jeweler was my kind of man. If I'd drop off the
watch, he'd see to it that an independent repairman would fix
it, and put in a new Eveready #387 1.35-volt mercuric oxide
low-drain battery (at that time available in Canada).

"May | talk to the repairman, please?"

"No, he doesn't have any contact with the public.”

At firgt | thought the jeweler was just trying to protect a
commission, but further investigation proved this was not the
primary reason. Whoever the repairman is, he deds only through
established deders, with al checks being made out to thejewelry
store. And—listen to thisl—the actua repairman has never been
seen, and no one has a clue asto his name, address, or telephone
number.



The only contact between the stores and the repairman is a
courier known as Tony. Every Friday "Tony," who appearsto be
in his late seventies and walks with a limp, makes the roundsin
this city, picking up and delivering Bulova Accutrons and similar
models, receiving payment in cash. The store owners are happy
because they get a commisson and render a needed service to
their customers, and we Bulova Accutron owners are happy to
keep our watches running. Can this repair guy be tracked down?
Without a subpoena, some industria-strength threats, or a Pl
who successfully trails Tony, | don't think so. And who would
want to? Why would anyone care?

Suppose, then, that you wish to set up an invisble, untrace-
able business and for whatever reason do not want to use a cor-
poration, an LLC, nor anominee. OK, why not copy the Bulova
repairman?

1. Locate retall busnesses or public offices where the owners
are willing to act on your behaf in return for a commis-
sion. Contact them in person or via a representative. Y our
busness could be in repair, replacement, software, smal
products, information, reports, or any other kind of busi-
ness where the customer would contact the store or office.

2. Checks will be made out to your deders, and the dedlers
will pay you or your rep in cash. They will want a receipt
for their tax records, but this can be in any business name
you like. Who cares, who would ever check?

3. You keep good records with QuickBooks (no audit trail
when you correct errors), lig the income on your persond
tax return (Schedule C), and dl's wel with your world.



QUESTIONS & ANSWERS

What is a "fictitious' business name? Is it something
fraudulent?

No, it has nothing to do with anything shady or illegd. State
laws require any person who regularly transacts business for
profit, in the dtate, under a "fictitious name" to register that
busness name with the Secretary of State's office. For a sole
proprietorship or partnership, a business name is generaly
considered "fictitious' unless it contains the name of the owner
or dl of the generd partners and does not suggest the existence
of additional owners. Use of a name which includes words like
"company," "associates," "brothers” or "sons™ will suggest ad-
ditional owners and will make it necessary for the businessto file
and publish the fictitious business name on company |etterhead,
business cards, in advertisng, or on its product.

The problem with a fictitious name is that the owner of the
business and the street address will be matters of public record.
Although sometimes useful, | seldom recommend a fictitious
name.
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ANONYMOUS TRAVELBY
LAND, SEA, AND AIR

[ want to be invisible ... | paint my face and travel at
night.

—RALPH REED, AS QUOTED IN THE VIRGINIAN
PILOT AND LEDGER STAR, 11/9/91

Airport surveillance in this year 2000 is reaching extremes un-
dreamed of in times gone by, making this the least anonymous
way to travel. If, therefore, anonymity isyour first concern, you
may wish to travel by train, bus, or automobile. Nevertheless,
most of us do travel by air, so let's tackle air travel first.

PURCHASING YOUR TICKET

Go to any length to avoid purchasing your ticket for cash at the
airport. The person at the ticket counter will take your money
but may secretly have you put under surveillance—in some air-
ports the chances are fifty-fifty you will be stopped and ques-
tioned if you pay cash, expedidly for a one-way ticket. If you



must pay cash, pay it to atravel agency beforehand. Better yet,
pay the travel agent with a money order, or a check from your
anonymous bank account.

SHOWING ID WHEN YOU CHECK IN

Use your passport rather than your driver's license because a
passport does not show your address. And by the way, ress the
temptation to try to avoid showing ID. In the summer of 1996,
a prominent newdetter editor who "bresthes, eats and deeps pri-
vacy" [his own words] refused to show picture ID at Boston's
Logan International Airport. When he informed the agent that
the request was illegal, two security men were cdled in, and he
was given a choice of ether producing his driver's license or
missing his flight.

"Since | absolutely positively had to be in Chicago that day
no matter what,” he said, "l produced it. These guys then pho-
tocopied it—and it had my Socid Security number! Then they
separated my luggage, searched and tagged it, and escorted me
onto the plane. They passed the word to the cabin attendants,
who then kept an eye on me the whole flight!"

USING YOUR OWN NAME

Remember when we used to travel under any name we chose,
and traded, bought, and sold our tickets? You can ill do that
for national flightsin most countries oversess, aswell asin Can-
ada and Mexico. No longer, however, in the United Sates. The
so-cdled reason for this is that it keeps terrorists from traveling.
| know of no travel agent that believes this. (After al, what self-
respecting terrorist would not have fake ID?) The actud fact is
that no one benefits other than:

The airlines. Unused nonrefundable tickets cannot be sold or
transferred. Previoudly, if you purchased a ticket in advance, at



a reduced fare, and then because of illness or a change in plans
you decided not to go, you could sdl the ticket to another person
who would then fly in your name. Since you paid for the ticket,
that was reasonable, was it not? But now, the airline keeps your
money and sdlls the seat to someone dse.

The government. An ominous trend in the United States over
the past decade has been one of increased government survell-
lance over its noncriminal citizens. This includes the increasing
demand for your Socia Security number, the prohibitions against
depositing or withdrawing large sums of cash from your bank ac-
count, the iron-handed regulations aimed a commerciad mail
receiving agencies, and the demand for your government-issued
picture ID at the airport. | will not here speculate on the red
reasons for this increasing control, nor will I comment on the
claims others have made, that U.S. citizens now have less privacy
than did German citizens in the 1930s. Let's be redlists and see
what can be done to lower our profiles.

You may decide that traveling under your own name is not a
problem and does not compromise your privacy. Nevertheless, |
suggest you immediately incorporate one small measure toward
anonymity—purchase air tickets using just theinitia of your first
or middle name, plusyour last name. Do not let your travel agent
tell you this cannot be done. Thousands travel every day with
tickets like J. Brown, R. Martin, and S. Smith. (One side benefit
is that—if another family member has the same first or middle
initial—he or she can use your ticket in case your plans change.)

USING A "MISSPELLED" NAME

Thisis an emergency method for the future, should you be fear-
ful that someone is checking on your movements and may run
a search via an air-travel database. In this case, do use your first
name, and perhaps your middle name or initial aswell. Change
the first letter of your last name, thus throwing it into a com-



pletdy different section of the aphabet. With this sysem, the
true names on the left become "in error” the names on the right:

Rodgers> Dodgers RussI> Mussl|
Fox> Cox Gardener> Dardener
Hall> Bl Long> Fong
Perry > Gerry Stockwe > Rockwell

As long as you are accurate with the first name and middle
name or initid, you should not have a problem because you
could aways explainit asa"dericd error.” Thisisespecidly true
if you have an unusual name. Example: Y our ticket nameisZen-
ada Z. Aadbadick and your rea name is Zenaida Z. Zaabadick.
(Naturdly, you purchase your ticket at a travel agency where
they do not know you.) Hash your passport at the airport
counter. In actua practice, | have never found that anyone at
the check-in counter even noticed the dight ateration.

Another ploy isto use an open ticket and show up éat the last
minute, thus avoiding the advance-registration computer data-
base. If someone is trying to track you, by the time they have
your flight data you will dready have arrived at your destination
and left the airport. However, if they are redlly after you, fly to
an dternate airport. For example, if you are in Las Vegas and
need to travel to Bogon, fly to Chicago and catch a nonstop to
Manchester, New Hampshire. Rent a car in Manchester and
drive down to Boston.

DO NOT CHECK YOUR LUGGAGE

Sooner or later, something will be lost or solen. Further, you
want to be free to canced at the last minute, switch to an earlier
flight, or to another arline, or whatever. One of our sons-in-law
travelsthe world for amanufacturing company, often away from
home for weeks at a time. He dresses wdl because he meets
with corporate CEQOs, yet he has never once checked a suitcase.



(If you just can't live like that, then ship a case ahead via UPS
or FedEx.)

If, despite this advice, you do check your luggage, then upon
arrival, go to the baggage claim without delay. Pick up your bags
and leave. Airports are hazardous environments, full of federa
agents, drug couriers, and other unsavory types. This is no place
to linger.

Also, you should know that your luggage may be subjected
to industria-strength X-rays. The Federa Aviation Administra-
tion has purchased one hundred new scanners, manufactured by
InVison Technologies Inc. of Foster City, California. These ma-
chines, smilar to CAT scanners and costing $900,000 each, are
much more powerful than those that scan the carry-on cases.
Further, they are programmed to step up the power if they come
across an object they cannot penetrate. In other words, wrapping
a strange item in lead fail is not recommended. It used to be OK
to carry film, and/or your camera with film, in your checked
luggage. Not any more, once these new scanners come on line.
According to leading film manufacturers, even a single pass
though may ruin processed film.

FLYING WITH NO ID AT ALL

Since this system may be illegd, | was not going to mention it
in this book. However, thinking about "Airport Insecurity” is
making my blood pressure rise, so here we go. | am not sug-
gesting you do the following but if ever my name and face show
up sometime on the sx o'clock network news, here is what /
shdl do:

1. I'll have afriend, or a college kid who needs some extra
cash (they al do!), purchase aticket in his own name to
wherever | wish to go in the U.S., Canada, or Mexico. Or
even back to the Canary Idands, if the friend/student has



a passport to show. (On arrival in the Canaries, | will go
through customs with my own passport.)

2. WEell go to the departure gate together and my confed-
erate will show his ID and trade the ticket for a boarding
card.

3. When the flight is called, I'll use that boarding card to
board the plane. My accomplice leaves the airport, misson
accomplished and his commission well earned. When |
outlined this plan to my attorney, he sad, "Man, will that
ever complicate the insurance claim if your plane crashes!”
Weéll, if the plane crashes, let the hotshot airline folks sort
it out.

In fact, if time is of the essence, | may just go straight to the
boarding area, pick out a sympathetic-looking type, give him or
her a suitable sob story, and pay whatever it takes to get that
boarding card.

HOW TO MAINTAIN YOUR PRIVACY AT YOUR
DESTINATION

Y ou'll need transportation, a place to stay, and possibly away to
keep in touch with your bookie. Here are some tips:

Do not rent a car at the airport: Nor, if you can help it, any-
where ds. Stick to taxis and limos, or borrow a car from a
friend. At the very leed, take the shuttle to your hotel and then
check the yellow pages for some offbeat cheapo ouitfit that does
not have a national 800 number. (The 800 number means they
have a national database where you can easily be tracked.)

Name and addressfor registration at your motel: Note that |
say motel, not hotel. In the past few years, mogt hotels have
picked up a nasty habit of demanding picture ID. | recently flew
into LA to attend Robert McKee's Story Seminar under an "al-



ternate’ name. However, when | tried to check into a hotel near
the Pacific Design Center, the manager inssted on ID. | asked
why.

"Well, maybe after you left, we found out a party had been
held and your room was trashed."

"Do | look like the room+-trashing type?’

"No, but you can never tell. One time it cost us more than
$4,000 to repair the damage in a room."

"l can leave you a bank cashier's check for $5,000. That
should put you at esse.”

"Sorry, but no. We require picture I1D."

Motels, however, are much less demanding. Give them an
initid and a common last name, and any addressyou like. (When
| travel in the USA and Canada | often use a mail-drop address
in Spain, and when in Spain, a mail-drop address in Canada.)

Credit cards: Cash is preferable to a credit card. However, if
you travel with a credit card, note that with some financial in-
gtitutions—you can have two credit cards, one in your own name
and a second card in any other nameyou like. If asked for a reason,
tell them that you often travel under your professional name,
dgnce you are a writer, an entertainer ... or (ahem) a foreign
movie star.

Telephone calls: Never charge a cdl to your room. Use apre-
paid telephone card (see Chapter 8). If you prefer a pay phone,
keep in mind that some pay phones in certain luxury hotels (es-
pecidly in Miami, Las Vegas, Houston, Los Angeles, and New
York) are monitored. If you're spending a few days at Motel 6,
however, not to worry about the pay phones.

Here is a better way, especidly if you'll be staying for a week
or more:

» Get a newspaper from your destination beforehand, and
look up "Rooms for Rent" or "Roommates Wanted."

* Call ahead and arrange to see the room when you arrive.

* Explain that you hope to be there for about a year but,
as something is pending, you'd like to take it for a provi-



sonal thirty days and will pay double if you can't stay
longer. (Even s0, you'll save money over a hotel room.)

» Arrange to have the temporary use of the landlord's or
your roommeate's telephone. Promise to place any long-
distance calls on your phone card.

Anonymous travel is Level Three security. As long as you
have taken the previous steps that keep your true name from
ever being connected to your residence address, you may fed
free to travel under your own first initial and last name. But
if ever the time comes when you think you are being fol-
lowed, then the information in this chapter may prove to be
invaluable.

QUESTIONS & ANSWERS

My employer requires me to stay in five-star hotels under
my own name. Any privacy tips?

Yes. If you have a notebook computer take every possble
precaution. As | said in Chapter 3, a stolen notebook computer
with corporate files can fetch up to $50,000. (And it is only a
matter of time until PAm Pilots and other small computerized
organizers will be targeted as wdl!) | suggest you take the
following precautions:

1. Travel with a hard-side carry-on case such as one of the
Samsonites that feature both a key lock and (more impor-
tant) two combination locks. When you leave the room,
lock your notebook computer inside.

2. Check out IBM's Smart Card Security Kit ($189). The
Smart Card Reader ingtallsin any Type Il PC card dot and
uses high-tech encryption and decryption. Data is en-
crypted and stored in the Smart Card's memory. The
Smart Card's own processor handles dl the security chores,
so there's nothing to learn. Just plug it in and be safe. That



way, even if the computer is stolen, the data will be safe
from prying eyes.

3. For certain files that are especidly sendtive, keep them
only on a PC card with flash memory—the kind the new
digitd cameras use. This will be your D drive. | get my
cards from SanDisk Corporation in Sunnyvale, California
(408-542-0500), but many other companies make them as
well. They are available in 20, 40, and 85MB capacities
and are extremely easy to use. When you leave the room,
just pop out the credit-card-sized disk and take it with you.

4. When you leave the room—whether you have a computer
or not—leave the TV on and hang the Do Not Disturb
cad on the door. Schedule the maid's time to coincide
with when you are there, or d<e tdl the housekeeper to
skip your room. (You can ask for clean towels anytime.)

5. Do not use the pay phones in the hotd for any sendtive
cdls. Find an dternate solution, such as using your cell
phone away from the area.

6. If you are meeting someone clandegtindly, keep in mind
that there are many hidden surveillance cameras in these
hotels, and they keep videotapes.

7. No sensitive conversations in the elevator. Many eevatorsin
luxury hotels are bugged. If you wish to prove this, when
going up done, say to a make-beieve companion, "OK,
Bugsy, when Molly opens the door, shoot the broad right
between her baby blue eyed" Don't be surprised if met
by the hote's security forces when the eevator door

opens. . . .
How can | make an anonymous overseas trip?

If you prefer to avoid U.S. Customs, first cross into Canada
or Mexico, then book a round-trip flight from there. Even more
private: book passage on a ship from ether country. This should



avoid having your name show up in a U.S. database. Further,
you will be less likely to suffer the fate of the traveler whose
case was discussed on "Eye on America,” part of the CBS nightly
news with Dan Rather on April 6, 1998.

Amanda, a fifty-four-year-old socid worker who had been an
American citizen for the past twenty years, took atrip to India
Upon her return to San Francisco, she was taken asde by U.S.
Customs personnel and strip-searched. When nothing was found,
she was x-rayed. When the x-ray showed nothing specific she
was taken to a hospital and x-rayed again. Still nothing specific,
so0 was she released? No. She was forced to take a powerful lax-
aive that sent her to the toilet twenty-eight times, with agents
present to examine the sools. Only when dl results were neg-
ative was she released, twenty-three hourslater, without an apol-
ogy. As Dan Rather correctly pointed out, once you are in the
clutches of Customs agents you lose amost al rights. No cause
whatever is needed for a strip search, and you will not be allowed
to call your lawyer, nor anyone ese. Why was Amanda, carrying
a U.S. passport, subjected to this treatment? Because she fit the
so-cdled profile of a drug runner:

1. Her U.S. passport showed a foreign country as a place of
birth,

2. Shewas a "woman traveling alone," and

3. She wore "bulky clothing.”

My wife has flown between Spain and the United States a
number of times, aone. Until now, nothing has happened, but
the next time she plans to cross into Canada and fly over and
back from there. We think the Canadians are a bit more civi-
lized.



What if the police pull me over?1 live in Illinois but drive
with a Utah driver's license and the licenseplates are from
Oregon.

Keep a auitcase in the trunk, an opened road map in the pas
senger sedt, and a garment bag hanging from a hook over the left
rear window. Your residence is in Utah (ghost address in West
Jordan Valley) but you work in Oregon. Currently you are on
vacation. (It doesn't matter if your car is registered in the name
of an LLC with an address in yet another state. Police seldom
worry about the name a car is registered in as long as it's not
dolen.)

Dress wdll, be polite, and don't drive more than five miles an
hour over the limit. In addition, inves in a Vaentine One radar/
laser detector. It has arrows to show from which direction you're
being targeted.

Don't cal attention to yourself with a vanity plate such as
TOPSCRT, AU DGGER, or 90KPLUS. And by the way, there
are severd ways to avoid getting a ticket even if you are pulled
over. Oneisto dress as a preacher or priest (or nun) and identify
yourself as such. Another is to "break down and start crying,”
says Sergeant James M. Eagan, New Y ork State Police (retired),
author of A Speeder's Guide to Avoiding Tickets. Persondly, |
would prefer to pay the occasional ticket, but | pass this on as
of possible interest to female readers, whether or not they are
normally of the crying type.

Last summer, | admit to getting pulled over by a patrolman
on U.S. 101, but I'd just reread Captain Robert L. Snow's book,
Protecting Your Life, Home, and Property (mentioned previoudly).
| looked the patrolman in the eye, sad | knew | was guilty,
treated him with respect, and offered no excuse. In his book,
Snow says this has happened to him only two or three times in
twenty-five years, and each time he was so flabbergasted he let
the driver go with a"Please drive carefully.” Snow was right. No
ticket. 1 was merdly told to "please drive carefully.”



Ifa patrolman pulls me over for something minor like a
taillight out, or an expired registration, can he search my car?

Legdly no, unless a gun, acohal, or drugs are visible. [How-
ever, if you are carrying a concedled weapon, inform the officer
a once)

Constantly check your lights and turn sgnds, and be sure the
annual tag on your plates has not expired. (If you are not sure,
sop reading and check the lights and license plate tag right now!)
The justification for refusing to alow your car to be searched is
a U.S. Supreme Court ruling, Ohio v. Robinette (No. 95-891),
but the officer may intimidate you by saying "Please open your
trunk,” or "Would you open your glove compartment, please?"
Tdl him, in your most respectful manner, that your lawyer has
told you never to dlow a search of any kind without a warrant.
The patrolman may search your car anyway, but whatever is
seized may not be lega evidence if the case goes to court.

Ifl am a passenger in a car and a patrolman putts over
the driver, can the cop order me to step out of the car?

uUntil February 19, 1997, the answer was no. On that date,
however, the U.S. Supreme Court, in a 7-2 decison, said yes,
they can. In an Associated Press dispatch the next day, it was
observed that, although officers may now order all passengersto
sep out of the car, the Supreme Court did not decide whether
officers can bar passengers ordered out of a car from leaving the
scene.

Ifl am apassenger, can the cop search my belongings
without awarrant?

If your attorney is not up-to-date, he may think you cannot
be searched. However, on April 5, 1999, there was a significant
change in automobile search law. The U.S. Supreme Court (Wy-
oming v. Houston 119 SCt 1297) held that law-enforcement of -
ficers with probable cause to search a car may ingpect passengers
belongings found in that car that are capable of concealing the
object of the search.



"Passengers, no less than drivers, possess a reduced expecta
tion of privacy with regard to the property that they transport
incars" (119 S Ct a 1298)

In other words, if the cop suspects that the driver has contra
band of any kind, he may aso search the purses, briefcases, suit-
caxss, ec. of the passengers, even if he has no reason to believe
that they are guilty of anything whatsoever. Warn your friends
to be careful with whom they ride . . . and take care yourself.

Can the police demand my Social Security number?

It depends on the state and whether the cop is having a good
day. One of my readers (Vic) was caught doing fifty in a thirty-
mile speed zone in Bellevue, Washington. The car, with Wash-
ington plates, was registered in the name of an LL C with a Chey-
enne, Wyoming address. His driver's license is from another state
that does not require a Socia Security number.

"Where do you live?' asked the cop. Vic gave the address on
his driver's license.

"Do you work for this company in Wyoming?' No, said Vic,
he owned it. And then came the crunch, as the cop was writing
out the ticket:

"And your Socid Security number?”

"With dl due respect, Officer, | do not give my Socid Secu-
rity number to anyone."

"That may be the case in your state, but here in Washington
wetrack al trafficfineswith Socia Security numbers. May | have
your number, Sr?'

"I never give this number out. Does Washington date law
require the number?"'

"Our policy [note: he didn't say law] isto lig dl Socid Se
curity numbers on traffic tickets."

"If it is not the law," he sad in his most humble voice, "then
| regret to say that | cannot give my Socid Security number,
Officer."



After a pause, the cop said to sign the ticket. Vic signed, was
given a copy, and sped on his way. The box for the Socid Se-
curity number was left blank. But note the question that follows:

Does it make any difference if | talk back to a police offi-
cer?

An article in the April 26, 1998, Seattle Times was headlined
"MAN ARRESTED, HANDCUFFED FOR LACKINGLITTER
BAG." It gartsout, "A motorist stopped for speeding was arrested
and handcuffed by Olympiapolice officersfor failingto havealit-
ter bagin his car." The arresting officer made it clear that "not just
any litter bag would do," indgsting that the motorist was required
to carry a"state-gpproved and-designed litter bag." (State officials,
however, admit that such bags are no longer made.) The motorist
wasthen hauled off, handcuffed, to the city jail.

Three months later, the National Enquirer ran a smilar head-
line, "HANDCUFFED AND JAILED—FOR NOT HAVING A
LITTERBAGIN HISCAR." The Enquirer article, however, left
out avital detail. The origina article in the Times explains why
the unlucky motorist was really arrested:

[The motorist] acknowledges mouthing off to the officers.

So then,. if you don't want your privacy invaded by seeing
your name in the papers and in a national tabloid, it might be
prudent not to "mouth off' to a police officer.

Ifwe leave on a long trip, should we leave a key with a
neighbor?

Not only would | not leave a key—I would not even tdl the
neighbor we were leaving. (Our homes always have complex
timers that turn on lights, TV, stereo, sprinklers, etc. at varying
times.) Louis R. Mizell, Jr., in his book Invasion of Privacy, tels
the story of a Maryland couple who, before leaving on avacation
in August 1994, left a key with a neighbor. When they returned
from their trip they picked up the key, thanked the neighbor,
and thought no more about it.



"Then," writes Mizdll, "in January 1995, the couple was ad-
justing a heating vent in their bathroom when they discovered a
camera. Later that night, the couple found a second camera be-
hind a heating vent in a dressing room and followed cables lead-
ing through their attic, down a drainpipe and underground into
their neighbor's home. The neighbor had been watching the cou-
ple in the bathroom and dressng room for months—and it
wasn't againg the law."

We rent an apartment, and although we never leave a key
with anyone when going on vacation, the landlord does have
a key. How can we protect ourselves?

Landlords surreptitiously enter apartments more often than
you might think—in fact, it once happened to me. That was
forty-five years ago, but there were such serious conseguences
that | haven't forgotten it yet. Anthony Herbert, in his book
Complete Security Handbook, has thisto say in the section about
locks:

» Change them without the management's knowledge. Re-
move the cylinder, take it to a locksmith, and get combi-
nation changed. If manager or janitor later complains, ask
why he was attempting to enter your apartment while
you were not present. (Better to incur a minor lease vio-
lation than to be deed!)

* No one should be permitted to vidt your apartment un-
accompanied, except in a life-and-death emergency!



COMPUTERS, E-MAIL,
AND THE INTERNET

Itis easier to get into the enemy's toils than out again.

—THE LION, THE FOX AND THE BEASTS
(AESOP)

"When you bely up to your keyboard to trade notes with a col-
league,” writesEryn Brownin an articlein Fortune, "you may fed
you're in a cozy conversation. Legaly and technologicaly, how-
ever, you are as exposed as dummies in a department-store win-
dow. Note wel: If your computer belongs to the company, so
does its content. The law lets bosses read what you put there,
and because of the herd-of-elephants memory capacity of mod-
ern sysems, there's rarely a keystroke a suspicious or vengeful
boss can't drag up.”

The author is right. "Dedeted" e-mail, like the Energizer
Bunny, just keegps going and going and going. This is because
many networks routinely store backups of all mail that passes
through them. Security is no better when it comes to your home
computer, or to your travels on the Internet. This danger was



emphasized afew years ago in a Wall Street Journal article, "In-
ternet Users, Better Beware: There Are Prying Eyes Online':

While you sign on to the Internet and blithely zap and
receive eectronic mail, vist Web stes and bare your soul
in on-line discussion groups, you are increasingly being
watched and tracked.. . . Information about youis already
on the Internet for millions of eyes to e

YOUR HOME COMPUTER

If you already have a computer, and have not previously been
security-conscious, then your name is dmogt certainly indgde
your computer somewhere. When you are connected to the out-
dde world, remember that thisis not a one-way street. Electronic
traffic moves in both directions. Even when not connected, you
may get a surprise when installing new software and your name
shows up as the user even though you hadn't typed it in.

Therefore, if you aready have a computer, your name is prob-
ably already in it, along with your address, your tel gphone num-
ber, and other persona details from your computer. To purge
thisinformation you must go into the registry—a delicate process
indeed—so if you're not 100 percent sure you can do it, cdl in
professional help.

If you've purchased a used computer, the sdler may think he
cleaned up the files, but his name will most likdy ill be em-
bedded somewhere. If you want to leave it in, fine, but make
certain you haven't dso entered your own name when ingalling
additional software.

When you purchase a computer in the future, do not, under
any circumstances whatsoever, fill in your own name, address,
telephone number, or any other persona data. If the computer
will not start up, or the software will not load, until you fill in
the blanks, put in something like Bob or Suzy, with a fake ad-



dress in Canada or Europe. If a telephone number must be en-
tered, use 555 after the area code, asthis number will not belong
to anyone. Example: 307-555-1234. Only after your computer
has been certified as squeaky-clean should you consider con-
necting to the Internet.

NOTHING ON YOUR HARD DRIVE IS SECURE

When you ddete afile, you actuadly deete only the address The
file itsdf remains on your hard drive. Although there are many
programs that purport to erase the entire file by writing over it,
they are not secure if the government is after you. Y ou can even
reformat your hard drive and the information may ill be on
there.

Bruce Schneier, author of E-mail Security, says, "The only se-
cure computer is one that's turned off, locked in a safe, and
buried 20 feet down in a secret location—and I'm not completely
confident of that one either."

When | purchase a new compuiter, | take the hard drive out
of the old one and literally smash it to pieces with a hammer.

NOTHING ON YOUR RECORDABLE CD-ROM IS SECURE

An article in the Wall Street Journal titled "It Sices, It Dices, It
Digntegrates Digitd Datd' discusses the Secured Engineered
Machinery Co. "They manufacture a machine about the size of
amicrowave ..." that literally power-buffs data off CD-ROMS
and turns the surface material of the disks into afineplagtic dust.
This machine sells—and is selling briskly—for $5,100. Why
not just break up the disk? To quote from the article, ". . . even
a fragment of carelesdy discarded plastic or silicon might yield
many paragraphs of text. . . even burning the materials could
produce ash particles ill large enough to produce data.”



NOTHING ON THE INTERNET IS SECURE

There is no such thing as eectronic security if a modem is in-
volved. Sad news, but better to learn this now than later.

True, a message itsdlf, when sent over the Internet, can be
encrypted with Pretty Good Privacy (PGP), and perhaps the keys
can be successfully hidden, but the senders and receivers can be
identified, as even superhacker Kevin Mitnick learned to his sor-
row. | recently had a chat with Michael Paciello, author of WEB-
able and an international consultant on Internet privacy. For
more than two hours | fired questions at him about making e
mail more private. "What about afictitious name on Juno? What
about PGP encryption? What about putting e-mail on disks and
sending them out a Cybersmith? Or with a phone card? Or
mailing the disk to London for resending?’

"Jack," he answered, "Nothing you've suggested is secure, as
far as hiding who sends the message and who receives it. Given
the time and the motive, backed up with enough expense
money, I'll trace you down every single time!"

ANONYMOUS REMAILERS

If you wish to send an e-mail to someone and hide the fact it
came from you, you might send it to aremailer. Thisis a service
using a computer that will strip away your old identity, give you
a new one, and then send your emall to its final degtination.
There are many popular remailers, although some have a short
life. 1 do not use remailers because:

1 It is dmos a certainty some of these remalers are ging
operations run by a government. They are specificaly de-
sgned to trap you.

2. There is a Pl who runs seminars for other Pls, teaching
them how to track down those that send anonymous e-
mails. (I sent him an e-mail asking for details and received



this reply: "Why would | want to give information to some-
one writing a book about how to hide assats and identities,
when that is the very thing that | investigate? Don't you
think it would be rather supid of me.. . . ?"

3. Unknown to the remailer's administrator hackers can and
do break into these systems. They can then read and copy
messages a will. [In one well-known case, an unknown
hacker worked out a method to send messages via a re-
mailer in such a way that if the recipient answered in a
smilar fashion, his true e-mail name and address would be
instantly captured!)

4. Some believe—and | am one of them—that the U.S. gov-
ernment collects, scans, and stores dl messages—including
passcodes—that go into and out from the remailers.

E-MAIL FOR DUMB BUNNIES

Juno is one of the least objectionable of the various free e-mail
sarvices available to anyone willing to receive advertisements.
The immediate and obvious plus is that no credit-card number
need be revealed. Another feature is that your address will not
tie you to a specific location. To enrall, have a friend send an e
mail to "sgnup@ JUNO.COM," or write to New Member De-
partment, Juno, 120 W. 45th &., New York, NY 10036, and
you will be mailed a disk. When the Juno program ingdls,
screens will come up on your monitor where information is to
be entered. Here are my suggestions:

When you fill in the blanks, do not use any information that
will reved your true identity. Use a pen name, remembering of
course that your pen name will be transmitted along with your
e-mail name.

Example If you give your true name, John J. Jones and
choose emal address UKMAN@JUNO.COM, the recipient
will see in the forward [heading above the message], "UK-



MAN@JUNO.COM (John J. Jones)." You might prefer, then, to
fill out the first name as U, the middle initial as K, and the last
name as Man. The forward would then read UKMAN (U K
Man). Juno does not approve of this, of course, but a recent
survey showed one-third of Internet users admit to giving false
information at Web dtes. Researcher Jm Pitkow of Georgia
Tech says, "People on-line serioudy value their anonymity and

privacy."

STEGANOGRAPHY

"Steganography" refers to the sending of a picture with a hidden
text fileindde the picture. Even if intercepted, there is no out-
ward clue that a message is hidden insde, yet with a special
program it pops out effortlesdy. A password is used, known to
both the sender and receiver, so even if the bad guys check dl
images with the hidden message program they must gill break
out the password. At one time | started using Steganography, but
since the other party has to have the same software program—
and use it as well—it didn't work out. The software program |
was using for hidden images at that time was S Tools, available
on the Internet. However, changes are so rapid in this field that
| suggest you search the Net yoursdf for the latest information
on "Steganography.” (Be careful to spell it as shown, and not as

"stenography.")

THE BOTTOM LINE FOR SENDING A SECRET MESSAGE

Assume anything you say in an e-mail will be read by others. An
e-mail message may linger on backup tapes for years on end—
then come back to haunt you. (They are increasingly being used
in civil and crimina cases) Teach your children that a slly or
profane e-mail in their youth could come back to bite them years
later.



If you or anyone in your family has atruly confidentiad mes-
sage to send, do as | do. Sed it in an envelope, stamp it, and
mall it.

QUESTIONS & ANSWERS

IfI never use my computer at work for e-mail, will | have
a reasonable amount of privacy?

You gill have to be careful what you type. A new generation
of software is emerging to permit employers to record not just
which Web dtes employees browse, but aso which programs
they use, memos they write, email they send—in short, every
keystroke. Win What Where, a software company in Kennewick,
Washington, released its entrant into thefieldin 1999, aprogram
which costs $285 for each desktop computer inwhichitisinstaled.
The company says its software keeps a record of every keystroke,
mousedlick, and command.

Another company, Tech Assist of Largo, FHorida, begandistrib-
uting Desktop Surveillance in North America, a comprehensive
computer-monitoring program by the British company Omni-
quad. The software cogts $55 per computer and hasbeen on sale
in Europefor about ayear and ahalf. Desktop Survelllanceisbe-
ing marketed asthe " software equivalent of avideo surveillance
camera on the desktop.” It permits third-party observersto view,
inreal timeor in playback, exactly what tasks auser isperforming
andwhat keystrokes he or sheisentering.

Each of the foregoing programs lets employers hide the
fact that the software is running on an employee's computer.
Desktop Surveillance even alows arecord of the employee's ac-
tivities to be e-mailed to a supervisor without an employee's
knowledge.

Officials from both Tech Assst and Win What Where said
they saw a demand from employers concerned about employees
wasting time on their computers. They aso said that employers
wanted a record in case the employees sued or were sued.



I's it safe to keep secret files on my home computer, as long
as they are encrypted?

If your home is ever searched, count on your computer being
hauled away. And when put to the test, it will amogt certainly
talk. Many programs, such as Microsoft Word or Lotus 1-2-3,
make temporary copies that may linger on. Is there no solution?
Weél, not if the location of your computer is known. So do not
let it be known! If you work at home, no one besides your close
friends and (perhaps) relatives should know where you live. If
the investigators cannot find you, they cannot confiscate your
computer. If you fear surreptitious entry when you are away
from home, here are two suggestions:

« Use a notebook computer only, and take it with you
when you leave, or

» Use a computer with a removable hard drive and take
the hard drive with you when you leave.

Here is something ese to worry about—just in case you and
your spouse are not getting along. There are many companies
that offer to snoop into any computer you bring them. Prices
range from $150 to $250 an hour, and they seldom fail to bring
up supposedly secret files. In one recent nasty divorce case, the
wife suspected her husband was not declaring al his savings or
investments. She hired a computer snoop to search her husband's
computer. Bingo! Up came a record of his inquiries to an on-
line service. He had been using it to track his unreported stocks.
If you dill have confidence in your exotic encryption system,
consder this. If alawsuit isfiled and you are deposed, you will
be asked under oath to explain why you have encrypted these
files.

How can | access my e-mail when traveling, with at least a
small amount of privacy?

First of al, you need access to afree account such as Stribmail
(www.startribune.com/stribmail). Encryption can be installed on



your laptop or pamtop computer to protect your e-mail (but
the other party often must also have and use it). Y ou might wish
to have three such e-mail addresses so that if Someone penetrates
one of your accounts, the other two are dill unknown.

If you just want to access the Internet, there are airports and
city shops that provide Internet access from kiosks. | haven't
worked with them enough to know how the account process

worked, but | would suspect it's pretty easy to log in under an
dias.
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CROSSING THE
CANADIAN AND MEXICAN
BORDERS

Fear ofjail is the beginning of wisdom.

—SEEN ON A BRIGHTLY PAINTED CHAMBER
POT IN NIGERIA

Asyou have seen in previous chapters, thereis seldom any reason
to leave the country merely to protect your privacy. Neverthe-
less, dtuations may arise that indicate a temporary journey to
Mexico or Canada.

From the United States you can easily cross into Canada or
Mexico—legdlly or illegally. Legaly is better. Use your passport
for ID snce it has less information than a driver's license, and—
unlike when making a trip to other foreign countries, it will not
be stamped to show entry or exit. These two countries are thus
ideal for those of you who may need emergency asylum and/or
to keep a few assts out of the country, should the floodgates of
heaven ever open to rain disaster down upon your U.SA. parade.
If this is of interest, |1 suggest you practice crossing the borders



both north and south. Don't make a specid trip; just work it into
vacation time or perhaps incorporate it into a tax-deductible
business trip. If you are a U.S. citizen there should be no prob-
lem either entering or leaving, and that must be your goa. No
problems.

| say that because there are two types of border inspections,
primary and secondary. You do not want secondary, not ever,
because then your name will go into the computer and, to par-
aphrase the ads for the Roach Motd, travelers who check in to
the computer never check out. Here then are some random com-
ments:

* Dress like a tourist. Clean and neat but no tie.

* Do not cross with anything to declare, or with any item
even remotely suspicious. No fruit, no weapons, no
drugs. Best way to crossis on atour bus. Next best way
ison foot, a abusy crossng, during the busiest hours,
but taking a car is certainly more convenient, despite the
fact its license plate number may go into a computer.

* Do not cross into Mexico with an RV if you can avoid
it. Some Americans have been arrested in Mexico and
held under false pretenses, with the god of adlowing the
American to go free if he leaves his motor home behind.
(An RV is OK for Canada, but radar detectors are not,
s0 leave your fuzzbuster behind you.)

* If there are severd lines leading to multiple booths at
the crossng, pick your lane and then gtick with it. If you
change lanes, the inspector from the original lane may
spot you, think you're trying to avoid him, and make
you get back in line. Then, when your turn comes, you'll
get more attention than you redly wanted to receive.

Never cross in either direction with a bad attitude, as | did
one August day in 1995, returning from Mexicali when it was
112 degrees in the shade and there was no shade. The result was



that the U.S. Immigration and Naturaization ingpector Started
searching the car | was driving (which was in another name, and
me without backup documentation!). Fortunately, when going
through the trunk he opened my briefcase and found awell-worn
Bible | usually carry with me. At this point | loosened up, forced
the hint of a amile, and said it was aways nice to talk to folks
about the Scriptures. That's probably dl that saved me from the
dreaded secondary inspection. The ingpector snapped my brief-
cae shut, dropped the trunk lid, and waved me on through.
Relieved, | stopped down the road at Pepe's Cantinain Caexico
for two chilled bottles of Miller's Genuine Draft.

Do you think a policeman, a highway patrolman, or an FBI
agent has power? You ain't seen power till you've met the U.S
border inspector. Any kind of trouble, and you will be considered
guilty until you can prove yourself innocent.

Incidentally, never cal aninspector working for the Immigra-
tion and Naturalization Service (INS) a "Cugtoms' officia, nor
let him hear the phrase from your lips, "going through Customs"
(even though that's what | cdl it myself, as a genera term in
this report). There are two agencies at the border, U.S. Customs
and the INS, and I'm here to tell you they do not get along well
with one another. (INS deds with people, Customs deals with
goods, but their duties overlap.) You don't have to tell them
apart, just don't address them by any title whatsoever. Instead,
dick to "Sr" or "Madam."

Men, go through your billfolds and ladies, examine your
purses. Both Customs inspectors (Cls) and immigration inspec-
tors (I1s) can treat you and your passengers like pieces of meat
to be inspected. No, they are normally not out to get you, but
wedl have an off day oncein awhile—such astheday | returned
from Mexicali—and these folks have awesome authority, no
search warrants needed.

If they ask you for your billfold, hand it over. If they ask you
to open every box and suitcase, open them. If they want to check
the ail in your NorthStar engine, hand them your last Kleenex



to wipe the dipgtick. Burn this into your brain: Never say to the
ingpector, "You can't touch that!" The ingpector certainly can.
And will!

So if you're Senior Senator Sam from Sacramento, traveling
with Sweet Suzy Secretary, either drop those condoms before
you get to the border or be prepared to stifle your embarrass-
ment. (Condoms are not, of course, illegal.) Both Cls and Us can
ask you any question, no matter how embarrassng or insulting,
and they expect an answer:

"Isthisyoung lady really your wife?"

"How much money do you make ayear?"

"Ever been arrested for smuggling? How about rape?”

Lawyers (and some egocentric businessmen) will respond,
"Do | have to answer that?' And the response, as given by ex-
Immigration inspector Ned Beaumont in his book Beat the Bor-
der,is

You don't have to answer. But then again, you don't have to
cross the border. And you're not going to cross the border until
you answer that question and any others |1 seefit to ask. Under-
stand?

Clsand llsare illed at deception, ak.a. lying. If they preface
something by saying "You don't need to worry about thus-and-
so .. ." startworrying! They may try the good cop/bad cop rou-
tine, like in the movies. Remember that it's really bad cop/worse
cop. These folks are not your buddies. Keegp cool and collected
on the outside, skeptical and cynical on the insde.

Leaving the United States is easy, especidly when crossing the
southern border at a busy location. It's the return trip to watch
out for, and afina word of warning here. Don't try using afase
ID. Even if it's perfect, you'll know it's not, and they'll sense that
fact. Beaumont makes this point at greet length in Beat the Bor-
der, and | can do no better than to quote a very small part of his
"People Smarts’ section:



Inspectors, by the very nature of their job, become "people
smart” very quickly. . . . They turn into masters of reading peo-
ple. The chief people-smart kill an inspector develops is the
ability to tell when someone is lying. An inspector's ability to
oot a liar becomes a kind of ingtinct, or Sixth sense. He may not
always be able to fully analyze or explain why he knows someone
is lying, but the inspector knows it nonetheless. He knows with
a certainty that's inexplicable but real. . . . All ingpectors develop
the same indincts. If there's one genuine kill 1've retained from
my days on the ling, it's the ability to spot a lie.

The author then ligts examples of others skilled at their craft,
such as an auto mechanic who can diagnose an engine's faults
just by listening to it run. He reminds the reader of the inspec-
tor'sjob, how he questions hundreds of people a day, sx days a
week, week after week.

An ingpector talks to more liars in a month than the layman does
in a lifetime. How good at spotting liars do you think that in-
spector is going to be in a year? Or five? Or ten? I've worked
with inspectors who'd been on the job for 20 years. They could
detect a lie ... without fail, in the first five seconds of the in-

spection.

Now that I've done my best to scare you, let me put your
mind at ease. When you are reentering the United States, the
inspector'sfirst question will be something like "Of what country
are you a citizen?' You answer "U.SAA.," and he may ask the
town or county where you were born. Assuming you do remem-
ber that and answer honestly, you'rejust about home and should
have no problems.

Nevertheless, a review of this section will do no harm. What
occasionally happens is that the ingpector gets bored. To break
this boredom-at-the-border syndrome, he may vary his questions
from time to time. In addition to the ones mentioned earlier, he
might ask, watching your eyesto see if you lie



"What were you doing in Toronto, Miss Curvilinear?"

"What do you have to declare, Dr. Shepherd?”

"How long have you been out of the United States, Judge
Joseph Force Crater?'

"What was the purpose of your trip to Tijuana, Counsdor?

In this case, don't just answer "business' or "pleasure’—the
inspectors hear that dl the time. If it was pleasure, be specific,
as in "l went to see my girlfriend who works with the PRI." Or
if it was lega business, it's OK to say, "l've got a case about a
Mexican trademark and | interviewed a guy at Lechuga, Zana-
horia & Batata." The inspector doesn't care if you're bribing one
of LZ&B's clerks to spill secrets, he's just watching to see if
you're telling the truth.

"What do you do for aliving, Dr. Jekyll?'

Oh-oh, here is where the rubber may meet the road. If your
jobismarrying old ladiesfor their money and then changing their
medicing, it's time for:

ILLEGAL BORDER CROSSINGS

Hopefully you will never be in such danger that you will have
to think about making an illega crossng and again, | don't rec-
ommend that you break the law. But why not at least briefly
consder what is involved?

CANADA

There are many unmanned areas aong the border between the
United States and Canada. My favorite is along the northern bor-
der of Minnesota. When you look at a map, you will see that
Highway 11 follows the south sde of the Rainy River from In-
ternational Fdls to Baudette. On the Ontario dde, Canadian
Highway 11 follows the same river on the northern sde. It ap-
pears that you could just drop a raft in the river and paddle
across. Don't be deceived by appearances. Homes line both sdes



of this wide river and there are informers on both sdes. The
border patrol catches persons on aregular basis there, with smal
fast boats that appear out of nowhere.

Instead, if you are in Baudette in the summer or fal, drive
north to Lake of the Woods. This is hundred-mile-wide lake that
spans the border. Rent afast boat at one of the many resorts and
buy a chart of the lake. Leave before dawn (when the lake is at
its camest) and go north for nine miles. Then cut to starboard,
crossing the invisible boundary, and make your way east between
Big Idand and Bigsby Idand. Y our destination is beautiful Nestor
Falls, on Highway 71.

Let's say you have an accomplice named Bud. Each of you
will carry aVHF-FM radio. Bud will drive acar acrossthe bridge
from Baudette to the village of Rainy River, Ontario. Going
through Customs here takes about forty-five seconds. He will
drive thirty-four miles eaest to Highway 71, then go north exactly
33.8 miles to the amall bridge that crosses Nestor Fdls just be-
yond Hdlliar's resort. The narrow highway curves around a cor-
ner and Bud can sop at the wide turnout on his left, which
borders Lake of the Woods. It is directly opposite a blue-and-
white sgn that says ONTARIO: Sunset Grove Camp.

A tiny twelve-by-twelve-foot vacant cabin dts down toward
the water. Bud goes down the twenty-two steps (painted with
blue trim that is fading) and on to a seven-by-fourteen-foot
wooden dock. When he looks around, he will see that this dock
is hidden from view in both directions. He cdls you on the radio
to say he is ready when you are. As you approach the Nestor
Fdls area by boat, you will see a tal radio tower to your left.
Turn left, then right, into the smal bay. Y ou will see Bud stand-
ing on the dock.

| last ran this—I mean, | was last in the area in the fall of
1999. The old cabin and the dock were 4ill there. There are no
border-patrol boats this far north of the border, and no Customs
checkpoints between Rainy River and Kenora, far to the north-
west. There is considerable boat traffic between Nestor Fdls and
the Minnesota sde in the summer, as well as snhowmobile traffic



in the winter. The locals on both sdes merely obtain a yearly
pass. Believeit or not, thereis an honor sysem here. When they
make a run in either direction they just cal Customs and tell
them who they are and where they are going.

MEXICO

There is no honor sysem dong the southern border. Worse,
what appears to be the "obvious' way—contacting a"coyote' and
paying them the current price of $1,500, is the worst way of
all—agringo stands a good chance of getting either ripped off or
killed outright.

Ingtead, take Highway 94 from San Diego and go through
Jamul and Dulzura to American Tecate, at the border. Tecate,
BCN, isasmall city built around atypical Spanish plaza, whereas
its Cdifornia namesake is just a wide spot in the road, so the
locals diginguish the two by cdling the California one Tecatito
("Little Tecate").

After looking over the border crossing into Tecate, BCN to
oet a fed for the area, backtrack down Highway 94 sx miles,
dip on your pack, and head into the forest with compass and
wire clippers. As long as you head northwest you'll be OK—
pretty hard to miss Mexicol Allow five hours (it's a steep uphill
climb), take plenty of water, and plan to arrivejust before dark.
You'll come to a poorly maintained wire fence and there will be
humble hovels on the far sde. Clip on through after dark, or
climb over, or just follow the fence west until it ends in the
forest. There is no Mexican border patrol to keep gringos out.
Nada.

Tecate is a very nice place, in a high mountain valley with
excdlent cool and sunny weather, simpatico people, and less
crime than e sawhere along the border. Take atour of the Tecate
cerveza factory before you press on.



QUESTIONS & ANSWERS

I f coyotes are to be avoided at all costs, how can | cross
back into the U.S. undetected?

| posed this question to a friendly border guard, and this is
his word-for-word reply:

"If hes a U.S.C. [U.S. citizen], I'd say walk across the border
a abusy time at alega POE [Point of Entry]. It's unlikely hell
get sent to secondary/delayed/caught/etc, as long as he dresses
to fit in, is polite, doesn't fit any obvious profile, and has a legit-
sounding story."

How about crossing into Canada north of Seattle, to the
east of 1-95?

Y ou mean up by Elaine, on the way to Vancouver, BC? True,
about half of the U.S. Border Patrol agents at Elaine were trans-
ferred to San Diego two years ago. When that happened, a num-
ber of persons incorrectly assumed that illega crossings would
be easer. Not so—the remaining agents know mogt of the "s=
cret" crossings. They have ingaled remote-control cameras in
ome sections, and saiamic sensors in others.

How about crossing into Canada through one of the I n-
dian reservations along the border?

Actualy, that's not abad idea as long as you don't try to snesk
through on your own. The reservation borders are tightly con-
trolled by the Indian Mafia, sometimes in collaboration with the
real Mafia. They can get you across safely for areasonablefee. The
trick is to contact them. | have no magic formula, but there are of -
ten casinos on the reservations, and if o, that is the place to start.

Isit OK to applyfor a tax refund on Canadian purchases,
when returning to the States?
We used to sop a one of those "duty-freg" sores on the

Canadian sde, turn in receipts there for hotel, major purchases,
etc. and get a cash refund on some of the taxes. We no longer



do this, however, because—since February 1, 1999—to get a
refund you must give them your name, address, telephone num-
ber, driver's license number, and the license-plate number of the
car you are driving. Your driver's license will be photocopied. (The
reason they give me for thisis "increased fraud.")

I's there any special precaution to take, for a day-trip into
Tijuana by car?

Yes Buy one-day auto insurance as soon as you cross the
border. (There are shops aong the way with signs) Tijuanas
police (totdly corrupt) are making routine stops to see if Amer-
ican drivers have Mexican insurance. If you have purchased this
insurance, show them your receipt and you will be on your way.
Otherwise, you will be offered a "choice": pay a stiff bribe on
the spot or spend a few hours in jail. [Take it from this writer,
you'd rather pay the bribe.]

How does the U.S. Border Patrol pick and choose at the
checkpoint?

This question was asked by areader of the Los Angeles Times.
He said he passed the San Clemente border checkpoint nearly
every day, and was amost always waved through. However, one
day he noticed a Border Control officer taking a closer look at his
car so he stopped to ask what hewaslooking at. The officer said he
was checking to seeif the car wasriding low. Thereader asked Da-
vid Haldane, a staff writer at the Times, why he was dmost invar-
iably waved through when others were sometimes stopped. Also,
why would the officer careif his car rodelow, or not?

Haldane referred the question to Roy Villared, aspokesmanfor
the U.S. Border Patrol in San Diego. Vadane suggested that if the
reader was not stopped, it might bethat hewas a"regular” who was
recognized by the guards. Another reason might be that he did not
display any of the suspicious behaviorsthe border patrol looksfor.

What they look for is a visible increase in uneasiness as the
officer approaches, and if they spot it, they will stop the driver
for that reason aone.



"The firgt thing that comes out of the officer's mouth” said
Villared, is "good morning,” or "good afternoon,” and, at that
ingtant, the subjects leved of nervousness escdaes from zero to
100. "You can see the arteries in their neck pulsing, or they will
start sweating even in the dead of winter. Sometimes you say
good morning, and they can't even answer you." At that point,
of course, the officer will search the car.

As for looking at how the car rides, the purpose is to see if
there is an unusal weight aboard. If the front end of the car is
high but the rear end is close to the ground, the car will be
stopped and the trunk opened.

What is the best way to send mail to Mexico?

Mail service south of the border is a disaster. Mailmen are
underpaid, undersupervised, and some can just barely read. If a
letter does not "look important,” they may do one of two things:
throw it away immediately or set it asde to deliver "manana.” In
Spain, the word manana usualy means "tomorrow." In Mexico,
however, it merely indicates "not today." Tomorrow may never
come. There is no best way to send mail there but here is the
least worst way. | learned this from a mailman in Ameca, Jdisco
and | have tested it many times. The letter must ook important.
If you plan to receive mail in Mexico, give the following sugges-
tions to the sender in the U.S.:

1. Use a business-size (#10) envelope. Smaller ones seem to
get logt, and larger envelopes do not fit wel into the mail
pouch.

2. Type the address, or print it on a laser printer in large,
easy-to-read letters. | use sixteen-point bold.

3. Put a return address on the reverse sde of the envelope.
Make it look important, such as putting "Dr." in front of
your name, or perhaps a religious title. Obispo (bishop) is
even better.



4. Put small-denomination postage stamps across the entire
top of the envelope, to make the envelope look impressive.
A wdl-to-do Mexican friend of mine in Reno, Nevada,
puts half a dozen first-class commemorative stamps on
every letter he mails to his reatives in Cabo San Lucss,
but | have a better way. | purchase old stamps from Joe
Kenton, PO Box 480456, Kansas City, MO 64148-0456.
Like many other deders, he sIs old stamps—some of
them dating back to when first-class postage was three
cents—at a ten-percent discount off face value. In addition
to saving money, the old stamps are real attention-getters.

5. Use some sort of rubber stamp near the left border, to give
the impression that this is a registered or certified letter. |
use three stamps and three ink pad colors on my |etters.
Firg, the outline of the U.S. eagle in red. Then a box with
dotted borders and the word "FILED" above it. Thisisin
blue. Last comes the date stamp (black), inserted into the
box with the border.

About 95 percent of such letters get through—quite a record
for south of the border!



SECRET HIDING PLACES

The young man knows the rules, but the old man knows
the exceptions.

—ANONYMOUS

Don't laugh when | tell you this, but after hiding it, be sure you
can someday ill remember wherever it was you hid the ma-
chine pistolsammunition/jewelry and precious stones/chemica
products; clippings/videos/photographs/gold coing/silver dollars/
negotiable securities/'secret maps/compromising documents/for-
bidden books/red-hot love letters/Canadian $1,000 bills/what-
ever.

From 1959 until Genera Franco ordered Spain's laws to be
changed in 1970, my companions and | were hiding small boxes
in dl of Span's fifty provinces, and with the advent of legdity,
a plaintive cry was heard across the land: "/ can't remember all
the places where | hid things!"

And now, with that warning out of the way, let's discuss how
you can hide items of varying sizes and vaues. Here are the
categories.

Small: Vauable ssamps, bills, gold coins (scattered in various



locations), diamonds, and other items up to the size of a mini-
ature pigal.

Medium: Documents, books, stacks of letters, and guns up to
the sze of arifle.

Large: From computers and file cabinets up to you yoursalf,
your mate, your mother, or your mistress.

Inyour home: With one exception (a secret dcove which I'll
mention later), do not hide anything in the master bedroom.
Burglars, sneaky vistors, palice, private investigators, U.S. mar-
shals, the DEA, and members of the Bureau of Alcohol, Tobacco
and Firearms (ATF) will look there first. Here are afew sugges-
tions for hiding small items in your home or yard:

« Interior of hollow doors, or inside rolled-up window
shades.

« Insde a doghouse or a rabbit hutch, or in the crawl
space under the house.

» Under the insulation in the attic (one of my favorites).

» Behind wall phones or cold air return vents.

« In the bottom of dog food or Kitty litter bag.

« In the bottom half of double boiler, or a box of sanitary
napkins.

* Inside zippered cushions, hollow canes, or umbréllas.

* Inside a guitar or other musica instrument, or in the
empty case of an old portable radio.

« In file cabinets (with innocuous file names).

e Indgde an old stereo or TV st in the garage.

If you are handy with tools, you might build your own secret
compartments. In The Big Book of Secret Hiding Places, by Jack
Luger (Loompanics Unlimited, 1987), plans are given for build-
ing secret spaces under bottom drawers, insde upholstered fur-
niture, behind medicine cabinets, and under sairs. There are dso
sections on hiding places on your person, in your the yard, or in
your motor vehicle.



In any of our various homes, it would seem to be no problem
to leave cash and other valuables out in plain view. After dl, the
addresses are secret, and if the bad guys can't find the house they
can't raid it! However, | do keep valuables wdl hidden and so
should you. Can you guess why?

Correct! If aburglar is attracted to your home, it doesn't mat-
ter what arrangements have been made for privacy because it's
not you he's fter, it's the house. Since you will never know
where | live, and assuming any burglar making a random srike
will not have read this book, | feel confident in telling you some
of the ways | hide small, medium, and large items in one home
or another:

Small: Since I'm a great believer in having cash available for
emergency use, | keep old junk-mail envelopes with pesetas,
pounds, deutsch marks or dollars in:

* Sheet music in my wife's piano bench.

* In abox of old tax receipts in a storage unit.

* In the book Using Microsoft Word 97, one of more than
eight hundred business and computer books in my li-
brary.

* In History of the Guanches, one of the six-hundred-plus
hanging filesin the storage cabinets of my home office,
and

* Rolled up and inserted into a "foot powder" spray can
with a removable bottom. | purchased this via mail order
and keep it in my carry-on case when traveling.

When my car was dolen from Sealac airport, the thieves
broke open the glove compartment searching, | assume, for a
gun. All they found were stacks of what appeared to be junk
mail, so they tossed al those envelopes on the floor and the
envelopes were 4till there when the police recovered the car. The
police didn't notice, either, that two of those so-called junk mail
envelopes had five $50 hills in each.



When | travel, | use a dim dress belt with two sections, each of
which will hold just two hills folded lengthwise four times. Does
that limit me to just $400? Not at dl, snce for this purpose
(emergency only) | carry these Canadian hills:

The four bills are worth (at the current exchange rate)
$2,600. Lately, these money bets have been disappearing from
both men's sores and travel shops. | do not know why. Y ou may
have to search for them, or have them custom-made at a leather
shop.

As for outdoor mildew and rustproof storage, nothing beats
dlver and gold. | like used American slver dollars, and new Ca-
nadian Maple Leaf coins are even better. These one-ounce gold
coins currently sdll for about $35 over the oot price of the gold,
and can be scattered about in very smal hiding places indeed.
One hundred eight thousand dollars Maple Leaf coins can be
stuffed into a coffee can, in which case you'd have a "medium"-
gzed item to hide. However, snce gold pays no interes and
there are dedler commissions in both buying and sdlling, holding
a large quantity of coins has its disadvantages.

Medium: My principa items in this category are reference
books in the fields of scanning, hacking, vanishing, and doing



business in the underground economy. Should my wife and |
both die in an accident, | do not care to have these come to light.
It'sanuisance, but | keep these—plustax records—off the prem-
ises in private gorage. (In case of degth, a friend of tota confi-
dence will clean out the unit and destroy dl contents)

Large: A fireproof file cabinet and a fireproof safe are stored
in another location. | do not have a mistress to hide, nor have |
arranged a hiding place for my wife and mysdf. We both are
confident that between our dmogt-invisible profile and the se-
curity devices in place, we are not in danger. All the more so
snce we have no known enemies. (If that should ever change, |
do have something in mind.)

Nevertheless, a secret room can give you added security, es-
pecidly if you are the wife of a traveling man who leaves you
home done. We discovered one new home with an unusual "ex-
tra" purely by accident while traveling from Las Vegas to Port-
land in 1994. On the way (I won't say where, for a reason that
will become obvious), my wife wanted to check out a certain
rural upscae holiday-home development. The builder included
an astonishing ligt of eectronic items as "standard,” not the least
of which was a soundproof room with a complete home movie
theater system with sesting for twenty. But there was something
more, not shown in the brochures. The agent showing us the
model home saved the master bedroom for last. After showing
us the "his' and "hers' bathrooms (ala Harrah's a Lake Tahoe),
we were shown "his' walk-in dosgt, then "hers." At this point
the agent, a gray-haired overweight lady who sparkled with what
must have been zircons in view of the Sze, asked us if we'd seen
the entire home.

"Yes" sad my wife, "weve seenit dl.”

"Actudly, you haven't," she sad, and with that she gave a
firm push to the door-sized shoe rack at the far end of the closet.

The shoe rack swung back on oiled offset hinges to revea a
secret room. It was about nine feet square and lined on two Sdes
with storage shelves. There were no windows, but | noticed a
vent for the heating system, and a telephone jack on one wall.



"Would you care to comment," | asked her, "on the purpose
of this room?"

"No, we cdl this our 'don't ask, don't tell' room."

| pass this idea on to you as worthy of consideration when
you plan your next new home. The only hesitation 1'd have
would be that the secret room would be common knowledge
among the architect, the contractor, and the workers. Also, the
building plans would be on file with the city or county. Gone
are the days when pirates buried treasures in deep holes, then
murdered the men who'd done the work.

To dose this section I'll mention away to hide whatever-sized
item you have in a way that not even Janet Reno nor the ATF
can track down. Thisis a method you've never seen in any book:

1. Put some film in your camera, borrow a fifty-foot or
hundred-foot tape measure and purchase a handheld
Globa Positioning System (GPS) and a compass a any
marine store.

2. Go to a "trackless' state-owned desert wilderness (first
choice: central Nevada), and look for a digtinctive rock in
a dightly raised area, to avoid any problem with a flash
flood.

3. Carefully take a reading on the rock itsalf, using the GPS
receiver. Write down the precise latitude and longitude.
Take pictures of the rock.

4. Bury your container a certain distance away, and note the
distance and the magnetic compass direction.

5. With your will, leave ingructions. For extra security, give
the latitude to your sgter Josie, without telling her what
the number represents. Then, in your will, you can de-
scribe the rock, the exact container location, and the pre-
cise longitude. Tdl the executor, "Ask my sger Josie for
the secret number | gave her." This is the latitude. (And
without the latitude, your cache will be safe. Wouldn't
Captain Kidd have liked to have a working GPS)



The GPS will put the finder within seventy-five feet of the
rock, the picture will identify the rock, the compass will indicate
the correct magnetic direction, and the tape measure will bring
the searcher to the "X" that marks the spot.

By the way, neglecting to put these instructions in your will,
and then getting Alzheimer's, would be uncool.

QUESTIONS & ANSWERS

What do you think about buying gold coins and burying
them?

Before | answer that, note this gem from California Lawyer:

Texas attorney Scott Erikson pleaded guilty to laundering
nearly $3.4 million from two Resolution Trust ingtitutions
after authorities found a hand-drawn treasure map in his
home that led them to $1 million in buried gold coins
bought with some of the stolen money.

He knew enough to hide the coins, but not enough to hide
the map. This reminds me of those with secret overseas bank
accounts who keep the bank satements at home. By the way, a
million in gold weighs about 250 pounds. That alone might dis-
courage me from trading cash for gold. But if you want to bury
just afew dozen pounds, wel, why not? Just make sure you hide
the map as well as you hide the coins.
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COOL STUFF THAT DID
NOT FIT IN EARLIER

Come, Watson, come! The game is afoot. Not a word!
Into your clothes and come!

—SIR ARTHUR CONAN DOYLE,
"THEADVENTUREOFTHEABBEY GRANGE"

If Sherlock Holmes were dive today, he would not haveto leave
his rented first-floor flat at 220B Baker Street, London. Ingtead,
he would be sitting at his computer, breaking into confidential
databases. If that did not produce results, then he would turn to
the telephone and make "pretext” cdls.

My dictionary says apretext is "apurpose or motive dleged or
an appearance assumed in order to cloak thereal intention or state
of affairs." Private investigators push this meaning to the outer-
mogt limits. Complete books have been and are being written for
private detectives, showing them how to obtain any information
whatsoever. The example that follows will show how well a pre-
text can work. Hereis atypical example of how a pretext works.

For a brief time, Karl and Lorelel are lovers. When Karl turns
violent, Lorde waks out. Karl staks her. She reads this same
book you are reading and follows the advice by moving away and
changing everything. Karl can no longer track her down so he



goes to Guido, a Pl known for getting results where others fail.
He tells Guido a made-up sob story and the Pl does not bother
to check it out. He takes a hefty retainer from Karl and writes
down what scanty information Karl has—her full name, Socia
Security number, former address, and the name of a hospital
where she was once briefly admitted.

The Pl

promises Karl results in ten days. Actualy, Guido will

have Lorele's new address within the hour, obtained with just

two short
Hospital.

PGH:
PGH:
Guido:

PGH:
Guido:

PGH:

PGH:
Guido:
PGH:
Guido:
PGH:
Guido:

PGH:

Guido:

"pretext” telephone cdls. The firg is to Plano General

Hello, please hold, [long pause]

Piano Genera Hospitd, may | help you?

Yes, Thisis John, with Dr. Childresss office in Mc-
Kinney, and I'm processing some insurance forms for
Lorde Altbusser. Could you pull that file for me? |
need the date of admission.

Do you have her Soda Security number?

Let's see [makes sound of papers shuffling]. Yeah, it's
987-65-4325.

OK, please hold for a minute while | get the file.
[pause]

OK, got it. She was admitted 10-10-99.

What was the complaint?

Looks like persstent pains following a recent abortion.
Does it indicate any treatment?

Looks like there was a prescription, was dl.

Well, thanks for the help, and—oh, one more thing.
On the form she filled out, does it lig her mother's
name as Mary Altbusser, with telephone 344-1288?
No, her admittance form ligts next of kin as Gertrude
Altbusser at 478-1991.

Muchas gracias, and have a nice day.

Next, the PI calls 478-1991 because he figures Lorde keeps
in contact with her mother. Once again, he represents himsdf
as a doctor.



Guido: Gertrude Altbusser, please.

Mother:
Guido:

Mother:

Guido:

Mother:

Guido:

Mother:
Guido:

Mother:

Guido:

Mother:

Guido

Mother:

Guido

One M,
of caution:

Yes, thisisshe.

Mrs. Altbusser, thisis Dr. Noe at the Cook County
Morgue. We have a body here that's been tenta-
tively identified as a Lorele Altbusser. Do you have
a daughter by that name?

Oh, my God! Oh no! Oh God!

Mrs. Altbusser, is your daughter an African-
American?

No, no, my daughter is white!

[Guido's reason for whipsawing this poor woman
back and forth is to inject her with truth serum.
Now she will tell him what he wants to know.]
Mrs. Altbusser, how do you explain this dead black
girl having your daughter's driver's license?
| don't know. Maybe Lorele's purse was stolen?
Mrs. Altbusser, when's the last time you spoke with
your daughter?

| talked to her last Sunday. She's a good girl, she
calls me every Sunday.

Mrs. Altbusser, it's very important we speak with
your daughter on this matter without delay. How
can | get in touch with her immediately?

She's living in Odessa now, and doesn't have a
phone in her apartment. She works at a Circle K on
Centra Drive. | have that number. Would you like
it?
. Yes please give it to me now, maam.
It's 960-362-0464.
. Thank you, Mrs. Altbusser.

writing about the above pretext, does add this word
"When using the Dead Black Female routine, mothers

of the girl you are looking for may become hysterica. I've heard
of cases where the mother has literdly dropped the phone in
mid-sentence and raced over to the county morgue. . . ."



PRIVATE INVESTIGATORS-FRIENDS OR FOES?

In the foregoing example, from Lorelei's viewpoint, the Pl was
just amiserable Liar for Hire. (However, shal we give that story
ahappy ending? Karl drivesto Odessa, locates Lorelel, and starts
waving a handgun. She kicks him in the groin, takes his gun
away, and plugs him through the heart.) But let's change the
context. Suppose the one who goes to the Pl isyou, and Lordel
isyour daughter. She just turned sixteen and ran off to Chicago
with some guy named Armen Bedrosian who is twice her age.
You cal the Cook County Police but you think you are getting
a runaround. You go to a Pl who checks Armen out via the
Internet and tells you the man is an ex-con who wasjailed in his
teens for rape and attempted murder. He has only been back on
the streets for two months. The Pl tracks Armen down by first
locating his mother. He calls her.

"Mrs. Bedrosian, thisis Dr. Noe at the Cook County Morgue.
We have abody here that's been tentatively identified as Armen
Bedrosian. Do you have a son by that name?"

If the PI saves your teenage daughter, will you not bless his
efforts to the end of your days?

Are all Plscompetent? No more than al lawyers are compe-
tent. As in any other profession there are experts, and there are
those that just bumble through. Consider the following two
Cases.

THE ELLEN DEVER CASE

April 10, 1999, was "family day" for Ellen Dever, forty-four, and
her daughters Genevieve, seven, and Sarah, nine. After lunch at
asdewak cafe in Lucerne, Switzerland, they bought magazines
and shopped for sunglasses. Then they strolled along the dreet,
eating ice cream and talking about Sarah's first Holy Commun-
ion, which was scheduled for the following day.

Someone had been out to get Ellen's daughters for the past



two years and that someone was their millionaire father. When
he had attempted to get sole custody of the girls, Ellen sold her
five-hundred-thousand-dollar home in Radnor Township, Penn-
gylvania, and fled with the girls to Belgium. From there they
moved to Greece and a month later, under diases, they arrived
in Lucerne, where Ellen rented a comfortable apartment that
was part of a larger house.

Ellen, fearful that her ex-husband might someday track her
down, started taking jujitsu lessons. Little by little, however, her
fears faded. The girls attended the loca Montessori school, had
ballet lessons, and took classes in art. By then, they were fluent
in German and Italian as well asin English.

Genevieve stopped to take a drink from a fountain, and Sarah
kidded her about her missing tooth, which had falen out the
previous week. Ellen reminded herself that she had done every-
thing right. A new country, new names, no contact with the past.
And then she spotted two men watching her from a distance up
ahead. They looked like Bad Guys right out of the movies, wear-
ing huge sunglasses and hats with the brims pulled down. They
were built like linebackers.

"Let's goI" shetold the girls, hurrying them back toward their
apartment. Within minutes, the two men Ellen had seen sud-
denly appeared before her, and a third man came up behind. As
the men reached for the girls, Ellen attacked them with every
jujitsu blow she could muster. At the same time a white van
with tinted windows screeched to a stop aongside them, and the
girls were manhandled into the van, fighting every step of the
way. The sde door was dammed shut and the van sped off,
leaving ableeding Ellen behind, clutching one of the men's blue-
and-beige hat.

How had she been found?

Not by the police or the FBI. Not by the one hundred bounty
hunters that had been searching for her ever snce the ex-
husband offered a $2 million reward. She was found by one of
the private investigators that her husband had hired on four con-
tinents.



THE BARBARA KURTH PAGAN CASE

Stephen and Barbara Pagan had been married for fiveyears, eop-
ing to Haiti on the day that Stephen divorced Leah, hisfirst wife.
Then came a venomous divorce. He got the house. She got the
kids. He didn't like that, and on October 28, 1979, he snatched
the children, then only two and five, from his ex-wife's home in
suburban Boston. He fled with the girls to Palm Beach County,
Florida, where his parents and a Sgter aready lived. He changed
the girls names to Rachael and Lisa and his own to William
Stephen Martin.

Back in Massachusetts, Barbara regained her maiden name of
Kurth and filed a criminal complaint. Over the years, she hired
various private investigators, but they came up blank. Finaly,
she gave up. She pressed ahead with her own life, remarried, and
became a noted expert in cdl biology.

Meanwhile, her ex-husband fashioned a good life for himsalf
in south Florida. Big houses, fast cars, and very rich wives. Nearly
twenty years passed before someone in his or his latest wife's
family decided Pagan's days of high living should come to an
end. A tip to the authorities was dl it took. Police nabbed him
at his $2.2-million-dollar oceanfront estate, bought by wife num-
ber four, and he was returned to Massachusetts to face felony
charges of kidnapping.

Why couldn't Stephen Pagan's wife track him down? One
reason is given in the May 25, 1998 issue of Newsweek:

Pagan and his daughters insgst Kurth should have been
abletofind them if she'd redlly searched. Kurth'sfamily
says she spent more than $10,000 on lawyers and private
investigators—to no avail. A 1982 report from one Pl
warnsher that staking out Pagan'ssister'shomein Horida
would be an expensivelong shot.

Others say she spent triple that but whatever it was, either it
was not enough, or she hired the wrong investigators. PIs like



Robert Scott, Norma Tillman, Patrick Picciarelli, Fay Faron, or
Leigh Hearon charge from $95 to $150 an hour, but they may
be the cheapest in the long run. | quote from an e-mail | received
from Norma Tillman, author of How to Find Almost Anyone,
Anywhere:

Pagan should have been located easily. | worked in law-
enforcement 11 years and when detectives couldn't find
their suspect they would give it to me. One time a detec-
tive was looking for abrutal serid rapist. He redly wanted
to catch him. | was a home about to bake a cake when
he called and asked me to help him find the suspect. | put
the cake in the oven and found the offender before the
cake was done. The detective received "Officer of the
Year" for capturing him.

Private investigator John J. Nazarian says that success depends
on two things. "How much you want to spend, and how you
want to play the game. ..."

A CLUE (?) TO A TRUSTWORTHY PI

This quegtion once came up: All other things being equal, which
kind of PI would you be more likely to trust—a man or a
woman?

I am not going to dienate half my readers by giving a persona
opinion. Ingtead, | shall merely quote the first four paragraphs
from along article in the Los Angeles Times datelined August 3,
1999, and titled POLICE CHIEF PUTS THE BRAKES ON
MEXICO CITY'S TRAFFIC COPS. Read the following and
draw your own conclusions.

Mexico City: Imagine a corruption problem so seriousthat
you don't trust your traffic cops to give out tickets.
Mexico City Police Chief Algandro Gertz faced a



public outcry over exactly that dilemma. So Monday, he
took away dl the citation books from the city's 900 traffic
officers.

Ingtead, Gertz authorized just 30 police cars—each
staffed by two policewomen, who are deemed less cor-
ruptible—to issue traffic tickets. The other traffic copswill
be regtricted to directing the capita's perpetualy snarled
traffic.

In announcing the plan last week, Gertz said residents
of the Federal District—home to 8.5 million people and
nearly 3 million registered vehicles—were so fed up with
paying bribes to traffic police that he had no choice but
to stop the officers from handing out tickets.

WHO ARE THE "PT" PEOPLE?

The initidls "PT" are used to describe an estimated five hundred
thousand European resdents (which includes American expatri-
ates) who have a certain state of mind that is different from that
of you and me. The term originated with Harry Schultz, of Guin-
ness Book of Records fame ("World's Highest Paid Consultant™),
and author of the International Harry Schultz Letter. Harry, orig-
inally from Milwaukee, was a boy wonder in the newspaper in-
dustry but, disllusoned with Americans growing penchant for
suing one another, took off to see the world in the 1960s and
never returned as a permanent U.S. resident.

PT can stand for anything from Part-time to Perpetual Tourist.
The hard-core PT considers himself a part-time resident of var-
ious countries but a taxpaying citizen of none, since in whatever
country hefindshimsalf, heisjust "Passng Through.” | suspect
Harry himself is not hard-core, but 1've met plenty who are.

One of them was Wolfgang Winkler, who was born in Swit-
zerland, livesin London, has an officein Singapore, doesbusiness
in the United States, and keeps his money in an unknown coun-
try. (Frst he paid me with thousand-dollar money orders from



Barclays, later with cash in hundred-dollar bills, and the last time
he neglected to pay me at dl, which ended our arrangement.)

Winkler serves as subdtitute (i.e,, nominee) director for some
2,500 international corporations secretly owned by fellow PT di-
ents, and—back when we were dill on speaking terms—edu-
cated me on the extent of the PT phenomenon.

"I've got some very rich clients" he told me one foggy after-
noon over teaat London's Inn on the Park, "who have never paid
one penny, franc, or lirain incometaxesin the past fifteenyears."

One of these clients, who shdl not here be named, | know
quite well. The following details about this person are typicd of
thousands of PTs:

1. He was born in Germany but emigrated a age twenty-
eight thus getting off the tax rolls in Germany, as he was
"officialy" moving to South Africa, where he would take
up permanent residence. He never arrived.

2. He obtained a driver's license from the UK, since it could
be done by mail and the license did not contain a picture.
(This may have changed in recent years.)

3. He purchased a tourigt-trap bar and club in Andorra
through a resident nominee, and brought in a cousin to
run it.

4. Hebought a"holiday home" from meinthe Canary Idands
and paid me with a shopping bag full of dollars, pounds,
francs, and D marks.

5. He travels extendvely and owns renta properties in Las
Vegas.

6. He banks in Gibratar, and has a safe-deposit box in
Guernsey in the Channdl Idands.

7. In no country of the world does he pay taxes, snce
wherever he may happen to be he'sjust "passing through.”



| do not subscribe to the PT mentality, and neither should
you, but this does not preclude learning basic principles. Apply-
ing them, you may wish to:

(@ Arrange to have your lega domicile (which will be your
ghogt address) in New Hampshire (no date sdes tax, no
state income tax). If you are a voter, this is the state
where you will cagt your vote for the least-worst candi-
dates in each dection.

(b) Own a "second home" in California, which will actually
be your true residence.

(© Run an invisble business based in Pioche, Nevada.

(d) Domicile the corporation used in Pioche in tax-free Wy-
oming (to avoid the frequent-audit problem with Nevada
corporations).

(e) Title your Lincoln LS with an LLC and obtain license
plates from both New Hampshire and California.

If you follow dl these steps, PT might stand for Pretty Thor-
ough. (It might aso violate alaw or two in Californiaso consider
the ramifications carefully.)

SNEAK-AND-PEEK WARRANTS

(Based on the FBI Law Enforcement Bulletin, February 1997) |
checked this one out with severd attorneys, who tell me thisis
one item they never heard about in law school. Basicdly, law-
enforcement officers can obtain a sneak-and-peek warrant "when
there is alegitimate need for the government to covertly uncover
information that could not be obtained through other, more tra-
ditional means of investigation." Once obtained, the warrants are
to be used within seven days. They are just as the name implies.
Officers will enter surreptitiousy and search for evidence that
could later be the basis for a normal search warrant. The victim
will amost never know an entry has been made.



HOW TO DEAL WITH CLERKS AND TELLERS

First of dl, dress like they do, or just a bit better. Source: John
J. Molloy, Dressfor Success. No matter how convinced you are
that clothes make the man or woman, reading John J. Molloy's
best-sdller, Dressfor Success, will make you even more of atrue
believer. To Malloy's book | add the following: If you are a
woman, dress and act like a woman, emphasis on "dress’ as in
the noun. If you are a man, and if getting others to accept your
requests for privacy is high on your list of priorities, show up
freshly shaved and with arecent short haircut. Source: Me. Right
or wrong, | often refuse requests from anyone who draws atten-
tion to himself or hersdf by outward appearance rather than by
inward qudities of honesty, integrity, loyadty, and virtue. (I wish
they'd teach that in grade schools))

Next, when at all possible, deal with the opposite sex. Thisap-
pliesto trips to the bank, the county courthouse, the utility com-
panies, and to any other location where low-level clerksdea with
the public. If you are awoman, seek out aman. If you are aman,
talk to awoman. Source: innumerable private investigators.

HOW TO DELAY THE SERVING OF A SUBPOENA

A subpoena is an order, usualy sgned by a notary public, to
attend a legal proceeding such as atrial or deposition. A sub-
poenaduces tectum—L atin for "bring with you"—meansyou are
ordered to bring certain documents with you, which can be any-
thing from bank statements to old love letters. The purpose of a
subpoenais to force you to produce something you do not want
to produce, and/or to appear in a civil or crimina court case
when that is on the very bottom of your "things-I'd-like-to-do"
lig. Although it is not correct to say that if they can't find you
they can't serve you, this process certainly can, and often should
be, delayed as long as posshble, thus giving you time to think
things out.



(At this late date, don't do a Nixon and erase tapes, nor an
Ollie North and shred documents. If your tape, document, or
photo files need work, sop reading NOW and dart erasing,
burning, flushing, burying, encrypting, and shredding before the
storm clouds gather.)

In a dvil case, a subpoena can be ddivered by a law-firm
employee, a professional process server, peace officer, or anyone
ese of legad age (in some countries, registered and bonded) ca-
pable of making multiple attempts, able to correctly fill out the
proof or certificate of service, and who can testify as a credible
witness if the service is challenged.

Inacrimina case, servicewill be achieved if you acknowledge
receipt of the subpoena by telephone or mail, as well as in per-
son. The way you identify yoursdf (should you ever wantto . . .)
is by name, date of birth, and driver's license number.

Delaying service of a subpoena is not for amateurs. Beyond a
certain point, if it can be shown that you willfully disobeyed it,
the court can issue a bench warrant for your arrest. Now is the
time to cdl in an experienced shark, preferably of the species
great white, bull, tiger, or oceanic whitetip. This lawyer will
know many sneaky tricks about serving subpoenas and will thus
be able to tell you how and up to what point you can delay
sarvice.

Now then, if service appears to be inevitable, a least take
control of where and when this is to happen. Don't get caught
unaware like FranklinK——from Cleveland. He owed hislawyer
money but he had a daughter's wedding coming up, so he chose
to sal the lawyer and throw an elaborate wedding reception.
The lawyer learned about this and decided to cause the greatest
humiliation possible to his delinquent client.

At the precise moment Franklin stood up to propose a toast
to the new bride and groom, the sheriff barged in and served
Franklin with a subpoenal Learn from this and if you fear you
will be served with a subpoena, do not attend a public gathering
where you may be known, and do not admit your identity to a
stranger.



If you are served, have your lega beagle bring a motion to
quash. (You may have heard that the process server must touch
your face or body with the papers. Not true; he can just toss the
papers at your feet, or whatever.) Have him claim that service
was improper and statutory requirements were not met.

When uncertain,
Or in doubt,
Run in circled
Scream and shout!



AN EXAM, A SECRET,
AND AN INVITATION

And life is what we make it. Always has been, always
will be.

—-GRANDMA MOSES

What followsis atrue story, outlined in Street Sensefor Sudents
by Louis R. Mizdl, J. A private investigator ran up a bill of
$3,000 on this case without a single positive result. Y ou, however,
having read this book, are now equipped to solve the mystery.

Ready?

FINAL EXAM

Becky was atwenty-nine-year-old medica student living donein
an off-campus residence. Her telephone was listed in another
name. She received the first call from a galker at three in the
morning.

"l follow you everywhere," he said. "I know your most inti-
mate thoughts." He then proceeded to tell her things that no one
dse could have known.



Two nights later, he called again. "Becky, | saw you buying
eggs and pancake mix at the Super Giant yesterday. How did
you know that's what | like for breakfast?' Another night, he
cdled to ask her when she was going to show him "the bra and
panties we bought at Neiman Marcus."

Everything the man said was true, but how did he know?
Becky had been congtantly on the watch for anyone who was
following her but had seen nothing suspicious.

She went to the police, who were unable to help her. Worse,
they steered her to an incompetent Pl who took her money but
did not help her. She changed her telephone to another name—
unlisted—and for a while the cals ceased. Then, three days be-
fore Christmas, the telephone rang at two in the morning.

"I wish you'd get a female doctor—I don't like Dr. Johnson
looking at my lady. Next time I'll give you a physical."

Increasingly distraught, Becky flew home to be with her family
over the holidays. On Christmas morning, whilethefamily wasun-
wrapping gifts, thetelephone rang. Becky's mother answered. The
caller asked to spesk to Becky. When she came ontheline, hesad,
"I'd like to unwrap you right now." She broke down and cried.

Are you ready to solve the mystery? To assst you, here is
some additional information:

* The stalker never watched her or followed her.
* He had no accomplices.

* He did not bug her car or her apartment.

* He did not tap her telephone.

* He did not clean her cordless telephone or her cel
phone.

* He did not use a computer in any way.

* He did not contact anyone that knew her.

* He did not mail from her mailbox.

* He did not sted mail from her mailbox.

* He did not get information about her from any other
person.



Desperate, Becky went to a security company. When she de-
scribed the problems she had been having, they recognized a
certain pattern and—unlike the PI who charged $3,000—they
guesed the answer on the spot. All they had to do now was
prove it.

They hid acameranear Becky's driveway and had an off-duty
police officer monitor it from insde a van parked nearby. Just
after 4 A.M., aman parked aV olkswagen nearby. Hethen picked
up Becky'strash and emptied it into a plastic garbage bag he had
brought along.

The next item to be picked up was the thirty-one-year-old
man. Heturned out to have prior convictions for burglary, drug,
and sex crimes and had failed to report to his parole officer. All
hisinformation had come from Becky's unshredded trash.

e Cash-regigter receipts showed dl of her purchases.

* Her phone numbers came from discarded telephone
bills.

* The doctor's name was on an empty prescription-drug
container.

* The rest of the information came from other things
Becky had thrown away: personal letters, class schedules,
notes, and hills.

THE SECRET INGREDIENT

None of the information in this book will be of assistanceto you
unless you put the suggegtions into practice. | urge you to gtart
now. Do not wait until you can find the time—you may never
find it. Do not wait until you can "do it right," because that day
may never come.

All successful persons can list one or more secretsfor success.
My entrepreneurial father passed on his own two secrets of suc-



cess to me when | left home to seek my way in the world. (“To
make money, you must go wherethe money is," and "Never take
a partner.") Earl Nightingale wrote an entire best-sdling book
with asingletheme, The Srangest Secret. ("We becomewhat we
think about.")

Widl, my secret isn't very strange. In fact, it's so obvious that
| fear you will disregard it:

For every desired action, set a date, and when the date ar-
rives, just go ahead and do it. NO MATTER WHAT.

My rule does not have any rhythm to it, it doesn't even
rhyme, but it works for me and it will work for you. Hereisthe
application: Make a list of what you wish to accomplish and set
a date to complete each item. And when the time comes, just
do it. Decide on your levd of privacy, then write down the sug-
gestions you plan to follow and s&t a date for their completion.
Your god is never again to have your true name coupled with
your true address. Here is a short review:

« Obtain at least one ghost address and give this to your
out-of-town relatives, friends, banks, insurance compa-
nies, utility companies, IRS, DMV, and everyone ds=.

« Disconnect your present telephone. Then have it recon-
nected in another name. Get a cdl phone in another
name.

 Order new checks for your bank account from a mail-
order company and do not list your name on the checks,
nor any address. Start with a high number.

« If you use e-mail, change to one of the free services such
as Juno.com or Stribmail.com and be discreet when fill-
ing in the application blanks.

« If you are renting, move. If you are a homeowner, s,
then start over.



* Find a nominee. Order one or more LLCs so they will
be on hand when you suddenly need them.

e Start an invisble home-based business if you have not d-
ready done so.

 Travel with a lower profile. Practice crossing into Canada
and Mexico. Look at every challenge to your privacy as
an adventure. Get a life, have fun during the day, deep
without worries at night.

As this book goes to press, it is as up-to-date as | can make
it. However, some changes may have taken place before you
have this book in your hands. If you have access to the Internet,
you may wish to check www.howtobeinvisible.com for any up-
dated information. The password is ssndob, short for Social Se-
curity number-date of birth.

Ifyou have any comments or suggestions, | would be happy to
hear from you. When you address your letter, please do not start
out with "J. J. Luna." Rather, addressit usingfour linesin this exact
order:

Marrero and Luna

Apartado de Correos, 2

35626 Morro del Jable, LP de GC
Canary Idands, Spain

Although | do not have the time to answer letters persondly,
dl will be read. The best ideas will be incorporated into future
editions of this book.

Findly, if you remember nothing dse, remember this. Do
not, as long as you live, ever again allow your real name to be
coupled with your home address. If you commit this to memory
and put it into practice, then you will be wdl on your way to
invighility.

Y oursfaithfully,

J.J. Luna

Fuerteventura Idand

April 2000



GLOSSARY

Akaor ak.a: "Also known as'

CMRA: Commercid mail-receiving agency. More commonly
known as a"mail drop.”

CPA: Certified Public Accountant.
IRS: Internal Revenue Service-
LLC: A limited-liability company.

Mail drop: An address other than your own where you can
receive mail, packages, and courier ddiveries.

Ghost address. A future address you will use that has no
connection to where you redly live.

NSA: The National Security Agency.

Pl: Private investigator or private eye. Sometimes used to re-
ferred to a private detective, although the use of the word "de-
tective”" is prohibited in some states and many countries. (In the
Netherlands, for example, the title "Detective’ refersto a Pl who
is working illegdly without a licensal)

SSN: Socia Security number.
DOB: Date of birth.






APPENDIX

PERSONAL RECOMMENDATIONS

I have no financial interest in any of the following publications.
The magazine and the newdetter are merely the ones | read first
when they arrive in the mail, and the book is the one | have
underlined and refer to more than any other.

P.l. Magazine ("Americas Private Investigation Journd"), 755
Bronx, Toledo, Ohio 43609. Phone/fax 419-382-0967. E-mail:
PIMagal @aol.com. See a www.PIMag.com.

Thisisaquarterly magazine ($24 per year) published for pri-
vate investigators. Both the articles and the advertisements are
oriented toward tracking down people who do not wish to be
found. | read it, of course, to find out what the latest tricks are
for the opposition and then dream up ways to foil them.

How to Get Anything on Anybody—The Newsletter: (“Investi-
gative Techniques—Surveillance—Counter Surveillance—Infor-
mation Tracking and Privacy") Inteligence Incorporated, 3555
S. El Camino Real #309, San Mateo, California 94403. Fax 650-
728-0525. (No phone number is given out.)

E-mail: intelligence@earthlink.net. Web: www.intelligence.to.
This is an eight-page newdetter for private investigators, pub-
lished ten times a year. The annual subscription rate is $109.
The editor uses the name "Lee Lapin." Each issue usually con-
tains a number of interesting Web dtes The mogt interesting
one I've run across so far is www.sear chgateway.com. This Ste
will lead you to internationa databases for looking up persons
by name and/or address. It dso hasreverse searchesfor obtaining
names from telephone numbers or addresses, plus many other
interesting links.

Stopping a Stalker: A Cop's Guide to Making the System Work
for You, by Captain Robert L. Snow (Plenum Press, 1998, 265



pages). If you think stopping a stalker is easy, this book will
change your mind. Snow cites one account in which a stalker
went through the computer files of his target's home computer.
In another case, a sdker burglarized his target's parent's home
near San Francisco in order to obtain her current addressin Los
Angdes. (Warning: This is not a good book to read when you
are home aone on a dark and stormy night.)

Private I nvestigators: If you wish to track someone down, here
are four places to gart. (Presumably, the person you are after
will not have read this book!)

Norma Tillman: www.reunion.com/index.htm
Fay Faron: www.ratdogdick.com/main.html
Patrick Picciardli: www. dp.net/~condor/Pi/
Robert Scott: WWW.Crimetime.com

New Mexico Limited Liability Companies. Both of the follow-
ing are persons of confidence. | have used one or the other to
form corporations and LLCs for me since 1989.

JOHN CLARK. John has an extendve lega background with
emphasis on persona privacy. Contact John if you plan to use
your LLC in an actua business operation and/or with multiple
members where a detailed operating agreement is required. Al-
though he charges an hourly rate, it is usualy less than an at-
torney would charge and he can be counted on to do a better
job. My only complaint is that John is extremely busy and travels
congtantly. For that reason, dlow several weeks for him to re-
spond. He may be reached at this address:

John Clark
22 Delgado Place, Ste. 4
San Francisco, CA 94109-2052

M. M. M. (Valterra). This is the address of a young lady who
charges less than $100 per year. She does not give individual
advice but she does include easy-to-follow instructions and uses



the same form for the Articles as does John Clark. Despite the
faraway address, she responds with lightning speed. If you write
to her at the address below, be sure to mark your letter AIR-
MAIL and add the correct postage. At present (spring 2000),
this is sixty cents for half an ounce, or one dollar for an ounce.
Please do not send her any registered or certified mail, nor any-
thing by courier where a signature is required, because she will
not sign for anything.

M. M. M. (Vdterra)
C/Benito Perez Armas, 12
35500 Arrecife de Lanzarote
Canary Idands, Spain



Index

Abagnde, Frank, Jr., 83
Abused women, SSNs and, 76
Adams, Gerddine, 41-42
Address. See Ghost address, Home
address
Airborne Express, 49-53
Airline tickets, purchasing, 184
187
Air Touch Cdlular, 101
Alba, Lt. Anthony, 52
Alternative names, 81-89
phone ligtings with, 93-95
Answering machines, 95, 113-114
Arredt, gaining time before, 5-6
AT&T, 100-101
Attorneys, trusting, 11
Automatic Number Identification
(AMI), 93
Autos. SeeVehicles

Baby-ditters, hiring, 56-57
Bacard, Andre, 73
Bdderas, Fernando, 17
Bandy, Eva, 90-92
Bandy, Gary Allen, 90-92
Banking, 167-176
hawala, 55, 173-174
LLCs and, 147-149
offshore, 14
SSNand, 69-70
Beat the Border (Beaumont), 211-
212
Beaumont, Francis, 10
Beaumont, Ned, 211-212
Bespars, 14
Big Book of Secret Hiding Places
(Luger), 221
Blocking unwanted telephone calls.
96-97



Bods, regigering, 75

Boss of the Gulf, The (Baderas &
Figueroa), 17

Bounty hunters, 53-54

Brown, Eryn, 199

Burglar alarms, 114

Burke, Eddie, 4-5

Business cards, obtaining, 89

Cdler ID, 115116

Cdlsto 911,41, 109-112

Canadian border, crossng, 208-217

Carj ackers, protection from, 164-
166

Cars. SeeVehicles
Catch Me If You Can (Abagnale),
. 8
CD-ROMs
phone books, 93
security of, 201
Cdl phones, 100-104, 110-111
Charitable remainder unitrust, 127
Checks, ordering, 170
Choe, Jee, 34-35
Church of Jesus Christ of Latter-
day Saints (LDS), 55-56
CIA Flaps and Seals Manual
(Paladin Press), 30
Cleaning sarvices, obtaining, 54-56
Clerks, desling with, 237
Coast Guard, 105-106
Code Breaking (Kippenhahn), 14
Coins, burying, 226
Commercia mail receiving agency
(CMRA), 24-25, 35, 37-39
Common law trusts, 127
Communications, offshore, 14-15
Complete Security Handbook
(Herbert), 198
Computer Privacy Handbook
(Bacard), 73.
Computers, securing, 191-192,199-
202, 205-206
Conan Doyle, Sr Arthur, 227
Consent to enter, obtaining, 48-49
Condgtitutional trusts, 127
Copyright, LLCs and, 144-145
Cordless phones, 97-99
Corporate names, 83

Corporations, 128-133
bank accounts for, 171
offshore, 14
Counterfeit 1.D. Made Easy
(Lunger), 83
Courier companies, 49-53
Creative Real Estate (Kesder), 180
Credit, obtaining, 72-74
Credit cards, 190
Cvek, George Joseph, 1819

Date of birth, 65-66
Deaware, corporations in, 137-
138, 171
Deliveries, receiving, 47-57
Dever, Ellen, 230-231
Diary ofa D.A. (Frank), 1819
Doctors, SSN and, 69
Dressfor Success (Malloy), 237
Driver's license
obtaining out-of-state, 45-46
SSN and, 67-68, 74-75
Drug Enforcement Administration
(DEA), 28

Eagan, Sgt. James M., 194
ECHELON, 14-15
Eckel, Achim, 135
Electronic mail (e-mail), 29, 202-
207
E-mail Security (Schneier), 201
Emergencies, cdls to 911, 41, 109-
112
Employers, SSN and, 68
Europe
corporationsin, 133-134
limited liability companiesin,
141
PT people, 234-236
remailing letters from, 32-33

Pagan, Barbara Kurth, 232-233
Fake
business name, 183
1.D.,85-87
Family, trusting, 10
Fexes, sending, 114-115
FBI Law Enforcement Bulletin, 48,
236



Federd Emergency Management
Agency (FEMA), 43

Federal Express (FEDEX), 49-53

Federd Witness Security Program.
See Witness Security Program

Figueroa, Yolanda, 17

Fishing license, 75

Frank, Martin M., 1819

Franklin, Benjamin, 10

Ghogt address, 26, 346
newspaper deliveries to, 29
Gifts, LLCsas, 149

Haldane, David, 217
Hawalabanking. SeeBanking
Hawkins, Mickey, 115
Herbert, Anthony, 198
Home address
disassociating your name from,
18,49-50
receiving ddiveriesto, 47-57
receiving mail at, 22-26
See also Ghogt address
Home, secret hiding places in the,
221
Home-based businesses, 177-183
Home ddliveries, avoiding, 18
Home ownership, 73
LLCs and, 156-161
Hospitds, SSN and, 69
Hotels, regigtering at, 191-192

How to Do Business "Off the Books"

(Loompanics Unlimited), 179
How to Find Almost Anyone,
Anywhere (Tillman), 233
How to Get Anything on Anybody
(Lapin), 85
Hughes, Howard, 55
Hunting license, 75

Identity theft, 76

Illegd border crossngs, 213-215

Image Data, 74-75

Immigration and Naturalization
Service (INS), 210

Insurance companies, SSN and,
69

International telephone cdls, 114

Internet
fake I.D. and, 85
security of, 202
Soazai Security number checks,
7

unlisted telephone numbers on,
92-93
use for forwarding mail, 23-24
Seealso Electronic mail (e-mail)
Internet Department of Motor
Vehides, 45
Invasi%ré of Privacy (Mizdl), 197-
1

Investigative reporters, 8

Jehovah's Witnesses, 55-56
Juno, 203-204

Kennedy, Tom, 4
Kesder, A. D., 180
Ketcher, Mike, 34-35
Kippenhahn, Rudolph, 14

Landlords

apartment keys and, 198
SSN and, 70
Lapin, Lee 85
Lawyers. SeeAttorneys
LeTourneau, Mary, 139141
Limited-Liability Companies
(LLCs), 139149
compared with corporations, 128
130, 132-133, 138
home-based business and, 180-
182
real estate purchases, 70, 156
161
registering and purchasing
vehides, 75, 145146, 150-
156, 161-166
Lindquist, Pat and Patty, 131
Living trusts, 121-127
Luger, Jack, 221
Luggage, travel and, 45, 187-188
Lunger, Jack, 83

Magazines, receiving at home,
25

Mail cover, 27



Mail drops. See Commercia mail
receiving agency (CMRA)
Mail, sending and receiving, 16-33

forwarding, 23-25
Mexico and, 218-219
securing, 29-33
theft of, 20-22
Manhunter (Pascucci), 113114
Medica Information Bureau (MIB),
69
Medicd records, 84
Medicare, SSN and, 69
Mexican border, crossng, 208-213,
215, 217-219
Mitnick, Kevin, 202
Mizdl, Louis R., Jr., 44, 197-198,
240
Moalloy, John J., 237
Money transfers. SeeBanking
Mormons (LDS), 55
Moses, Grandma, 240
Motds, registering a, 189-190
Movers, usng when moving to
another dtate, 54

Name
dternative, 81-89
disassociaing your address from,
18, 49-50
phone ligtings with, 93-95
National Directory of New Hires,
68, 78
National Security Agency (NSA),
14-15, 114
Nazarian, John J., 233
Neighbors, vacations and, 197-
198
Netsch, Anthony, Jr., 16-17
Nevada, corporationsin, 130-131,
137-138, 171
New Mexico, limited liability
companies in, 142-144, 148
149
Newspapers, receiving delivery at
home, 28-29
Nightingae, Earl, 243
Nominess, finding and using, 117-
120, 169-170
Norman, George, 64-65

Notebook computers, securing, 191-
192

Offshore banks, 14

Offshore communications, 14-15

Offshore corporations, 14

Offshore trusts, 1314

O'Harrow, Robert, Jr., 167

Out-of-state address, acquiring a,
40

Out-of-state driver's license,
obtaining, 45-46

Oversess travel, anonymous, 192-
193

Pacidllo, Michadl, 202

Pegers, 104

Pdadin Press, 30, 179

Pascucci, Marsha John, 113-114

Passport
using fake, 86-87
using as identification, 46, 69-70,
74-75
Phillips, George Joseph, 4778
Pike, John E., 15
Pitkow, Jm, 204
Police
impersonation of, 52
what to do when pulled over by,
194-197
Poor Richard'sAlmanac (Franklin),
10
Postage, affixing incorrect, 28
Postage meters, using, 27
Post office box, using a, 26
Prague, Carl, 152
Prepaid telephone cards, 108-109
Prepaid wirdless, 101
Pregtige, corporationsand, 135136
Pretext cdls, 227-229
Privacy Act of 1974, The, 67
Privacy
goa of book and, 11-12
leves for protecting, 7-8
Private investigators (Pls), 227-234
abilities of, 68, 50, 55
phone card scam by, 109
trap line use by, 116
trugting, 11



Protecting Your Life, Home, and
Property (Snow), 6, 112, 194

PT people, 234-236

Public telephones, safety of, 113

Purchases, 87-88

Ragnar's Guide to the Underground
Economy (Paladin Press), 179
Redl ettate purchases and sdes
anonymous profits in, 179-180
LLCsand, 70, 156161
SSN and, 70
Redid feature, 114
Reed, Elizabeth, 1617
Reed, Ralph, 184
Regigered letters, receiving, 44
Reineck, Torsten Franz, 87
Rdigious objections to use of SSN,
76-78
Remailers, 202-203
Remailing letters, 31-33
Renting a car, 189
Resident agents, LLCs and, 142-
143, 148-149, 155
Revocable trusts, 121-127
Rifkin, Stanley Mark, 810

S, 177

Satellite telephones, 105

Scanning cdl phones, 101-103

Schneler, Bruce, 103, 201

School, registering in, 78

Schultz, Harry, 234

Scruggs, Lonnie, 179-180

Sears, 87-88

Secret hiding places, 220-226

Sdf-employment, 78

Seventh-Day Adventists, 55-56

Signatures, 79-81

Simpson, O. J, 104

Small Business Protection Act of
1996, 1314

Smith, Matthew, 117

Sneak-and-peek warrants, 236

Show, Captain Robert L., 6, 112,
14

Socid security number (SSN), 64-
65, 67-72, 74-78

banking without, 167-174

obtaining a cdl phone and, 100-
101

police demands for, 196-197

Speeder's Guide to Avoiding Tickets,
A (Eagan), 194

SquareEgg, The(Saki), 177

Sakers, protection from, 163
165

Satesman, The(Taylor), 47

Steganography, 204

Strangest Secret, The (Nightingde),
243

Street Sense for Sudents (Mizdl),
240

Stribmail, 206-207

Subpoenas, ddlaying the serving of,
237-239

Taxes, LLCs and, 146-148
Tax haven countries, 14, 29
Tax identification number (TIN),
70, 147
Tax returns, home addresses on, 44-
45
Taylor, Sr Henry, 47
Telephone cdls, motel rooms and,
190-191
Telephone Consumer Protection
Act of 1991, 115
Telephone security, 90-116
Tdlers, dealing with, 237
Testamentary trusts, 122
Theft
identity, 76
mail, 20-22
police impersonation and, 52
Thumbprints, banking and, 174—
175
Tilley, Frederick, 167
Tillman, Norma, 233
Titles, 82-83
Tracing a cdl phone, 103-104
Trap lines, 116
Trash, 58-63
Travel, anonymous, 184-198
baggage tags and, 45
crossing Canadian and Mexican
borders, 208-219
Trugt, deciding whom to, 811



Truds, 121-127
offshore, 1314

United Parcel Service (UPS), 49-53
United States Secret Service, 74-75
Unlisted telephone numbers, 92-95
Unorganized business trusts (UBTS),

127

U.S. Mail. See Mail, sending and
receiving

Utilities, 62-63

Utility house cdls, 4748

Vanity license plates, 163

Vehicles, ownership by LLCs, 145

146, 150-156, 161-166
VHF-FM radio, 105-107

Villared, Roy, 217-218
Voice mail number (VMM), 107-
108

Warrants, sneak-and-peek, 236

WEB-able (Pacidlo), 202

Web stes See Internet

Willis, Lee, 44

Winkler, Wolfgang, 234-235

Wiretaps, 90-92, 113

Witness Security Program, 8, 76

Wyoming, corporationsin, 137,
171

Yoon, Yon Soon, 34-35

Zimmerman, Philip, 1



ABOUT THE AUTHOR

In the 1950s J. J. Luna sold his outdoor advertisng business in
North Dakota and moved with his wife and smdl children to
the Canary Idands off the coast of West Africa. Outwardly, he
'was a professona photographer. Secretly, he worked under-
ground in an activity that was at that time illegd under the re-
gime of Generalissmo Francisco Franco.

In 1970 Franco, yieding to intense pressure from the Western
World, moderated Spain's laws, leaving Luna free to come in
from the cold. By that time, however, privacy had become an
ingrained habit. In the years that followed he started up various
low-profile businesses, built them up, then sold them. Heis cur-
rently an international consultant specidizing in persona privacy
and security.



“"Read this meticulously researched and highly entertaining
book, learn its techniques...then vanish in plain sight!*

— Lieutenant Patrick Picciarelli, NYPD (ret.), bestselling
author of Jimmy the Wags: Street Stories of a Private Eye

HOW
TO BE

ININ/ZICIDI ™

A STEP-BY-STEP
GUIDE TO
PROTECTING
YOUR ASSETS,
YOUR IDENTITY,
AND YOUR LIFE



Your privacy is in your own hands!

“J. J. Luna gives the smartest, sanest, and most practical
advice on just how to stay out of sight in the real world. Buy
this book if you value your privacy.”

—Ned Beaumont, author of Beat the Border and

The Policeman Is Your Friend and Other Lies

rivacy is now poised to become the most sought-

after luxury of the twenty-first century. From

cyberspace to crawl space, new innovations in

information gathering have left our private lives
open to scrutiny, manipulation, and exploitation. Not only is
your privacy at risk, but so is the security of your assets and
the safety of your family. From secret hiding places to anonymous
travel, from “stealthy” e-mail to invisible bank accounts,
you’ll learn:

* How to buy a car, boat, or real estate without ever
having your name appear on any document

* How to change your identity

* How to make sure your personal information remains

secure when everyone from telemarketers to con artists
is doing their best to hijack it

* How to keep your assets safe from prying eyes

* How to take back control of your personal information

How to Be Invisible shows you how anyone with enough
determination can easily invade your privacy and compile an
amazingly damaging list of personal information, and then
teaches you how to shield yourself from these intruders and
create a life that is completely off the record.

ISBN 0-312-25250-1
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ISBN 0-312-25250-1 .
$36.99 Can.

or most of us, privacy means

an unlisted telephone number.

But what about your Social

Security number? Your credit

card numbers? Your bank

account statements? Your
personal health data? You may think
this information is also secure, but if
you've ever ordered anything over the
Internet, or if your credit card is on file
at the local video store just in case you
never return that copy of Titanic, or if
you throw out bank statements without
shredding them, then this information is
now in the public domain and can easily
be discovered and used against you by
a private eye, a computer hacker, or
even a vengeful neighbor or former
lover. Once people gain control of even
a shred of your personal information,
they can gain control of your life. They
can transform this information into
access to your assets, your loved ones,
even your identity. And once your privacy
is gone, there's very little you can do to
get it back.

J. J. Luna, a highly trained and
experienced security consultant, can
show you how to achieve the privacy
you crave, whether you just want to
shield yourself from casual scrutiny or
take your life savings and disappear
without a trace. He reveals the shocking
secrets that private detectives use to
uncover information, and then shows
you how to safeguard against them.

Filled with vivid real-life stories
drawn from the headlines and from
Luna's own consulting experience,
How to Be Invisible is the essential guide
to preserving your personal security.
Privacy is commonly lamented as the
first casualty of the Information Age—Dbut
that doesn't mean you have to stand for it.



J. J. LUNA spent eleven
years running a secret
operation in Franco's Spain,
a fascist state notorious for
the brutality and tenacity
of its secret police. His skill
at covering his tracks has
saved his life several
times. He now works as a
consultant, helping other
people—and their assets-
to simply...disappear.

Jacket design by David Berry

WWww.stmartins.com

St. Martin’s Press
175 Fifth Avenue, New York, N.Y. 10010

Distributed by McCilellond & Stewart Inc. in Conoda
FRINTED IN THE UNITED STATES OF AMERICA




This book is dedicated to an anonymous member of Spain's
Secret Police. On January 27, 1960, during a brief encounter on
a quiet back dreet in Santa Cruz de Tenerife, | asked him for
advice on how best to avoid any problems in the land of
Generaissmo Francisco Franco. The advice he gave me has
served me well for forty years. He said there was only one way
to avoid troubles with the authorities: "Make yoursdlf invisble"
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